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CEPEHIR % Industrial Control Systems

(ICS)

Supervisory Control And Data
Acquisition (SCADA)

Taa

Distributed Control
Systems (DCS)

Process Control
Systems (PCS)




ICSTonipor&nts TT1

IED

Intelligent Electronic Device

DCS

Distributed Control Systems

RTU

Remote Terminal Units

HMI

Human-Machine Interfaces

PLC

. Programmable Logic Controllers

SCADA

Supervisory Control and Data
Acquisition
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Basics of PLC
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Level o

Field Instrumentation &

Sensors (OT)

Level 4
Business & Plan

Systems (IT)

Level 3.5
‘ Demilitarised Zone (OT)

Level 3
Production Management
Systems (OT)

Level 2

Procduction Control

Systems (OT)

Level 1
Basic Control
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APPLICATION AND BUSINESS

Data Big Analytic r Control Applica
Integra Data F S System tion
tion S Integra

tion
Application -
Interfaces
Application Enablement Platform

Infrastructure Interfaces

Application Centric Infrastructure

Device and Sensor Innovation
1

IT 10 OT

Cloud-based
Threat Analysis
/ Protection

Network and
Perimeter
Security

Security

Physical
Security

Device-level
Security /
Anti-tampering

End-to-End
Data
Encryption
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Air Pollution

Contral of CO, emissians of factories, pollution
emitted by cars and toxic gases generated in
farms

BAY w .
martphones Detection
Datact iIPhone and Android devices and in

genera. any device which works witn Wifi or
Blustooth interfaces.

Perimeter Access Control

Access control Lo restricled areas and detection
of peaple in non-autharized araas.

Electromagnetic Levels

Measurement of the energy radiated
ay cell stations and and WiFi routers

Traffic Congestion

Manitoring of wehicles and pedestrian
aftluence to optimize driving and walking
routes

Forest Fire Detection

Menitaring of combustion gases and preemptive
fire conditions ta define alert zones,

Radiation Levels

Distributed measurement of radiation levels
n nuclear power stations surroundings to
generate leakage slerls.

Wine Quality Enhancing
Monitaring soil maisture and runk diameter
nwinayards to contral the amount of sugarin
qgrapes and grapavns health.

Offspring Care

Control of growing conditions of the offspring in
animal farms to ensure its survival and hezlth

Sportsmen Care

Vital signe monitaring ‘n high performance
centers and fields.

Structural Health

Menitoring of vibrations and material conditions
n buildings, bridges and ristorical manumeants.

Waste Management

Delection of rusbish levels in containers
to optimize the trash collestion routes.

Smart Parking

Monitoring of parking spaces avaiability
inthe city.

Water Quality Golf Courses

Study of waler suitability in rivers and the Selective rrigation in dry zones fo
sea for fauna and el'gibility for drinkable reduce the water resources required in
use the green

Quality of Shipment Conditions

Monitoring of vibrations, strokes, cortainer apenings
or cald chain maintenance for insurance purpeses.

Warning messages and diversions
according to climate condtions and
unexpected events
traffic jarms.

like =accidents or

Smart Lighting

Intelligent and weather adzplive lighting
in street lights.

Intelligent Shopping

Getting acvices in the point of =ale
according to custorner habits, preferences,
presence of sllergic components for them
or expiring dates.

Noise Urban Maps

Sourd monitering in bar areas and
centric zanes in real time

Water Leakages

Deatection of liguid presence outside tanks
and pressure variaticns aleng pipes

Vehicle Auto-diagnosis

Information ccllection from CanBus to
send real time alarms to emergencies
or provide advice Lo drivers.

Item Location

Search of individual itams 'n big surfaces
like warencuses or harbours

libelitm

www.libelium.com
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=Y EBt Internet of Everything

‘um

People and
machines
to processes

Machines to
machines

People to

machines

1
Internet of everything
Ubiquitous connectivity
of people, devices, data,
and processes

Internet of things
Unified communication
between devices

e T 0 B

o Information &
____________ Wl - communication technology
-" Variety of independent devices and capabilities Source: ITU, 2016

Business Process - = Autonomous e-commerce

orchesiration = @ ey ) An end consumer also can
el : e A fleet of self-driving Autonomous delivery act as a seller and put out

s inaennie. someumes () s S ol o L e
i random, elements, CONSUMErs. center

LA behaviors, and emergent S i SR S
o properties L ?g’{ =
. Reaim of Al, probabilistic : e Lo
reasoning, and '» (ﬁ B) P> i ( 1 3\)
unstructured analytics @ -:' = ;h HEs
-

IIIII[

General

Deterministic
Identified entities returns to make (such as

shoes that den’t fit).

=0 =H0)
7. ) The robots at the distribution
= center sort and move those goods.




Intelligent Systems for a More Connected World

> WHAT ARE INTELLIGENT SYSTEMS? --rrooemmeremmrrerssnsseeeeees

Intelligent Systems are devices that transform how
we travel, shop, make things and more.

Connected Devices -

.- of Shoppers
are Multi-Channel...
based on respondents
planning their 2011
= haliday shopping’.
-4 y shopping

g 71% Vi

30%

Annual

23.6M

Projected increase

, in connected
! ; machine-te-machine
Connected ] devices over the next
____________ Cars ’.,ﬂ’ 5 years®.
RETAIL

—a - —
- e am owm = == =

INDUSTRIAL

23.6 million cars will have Internet
2010 2016

. access by 2016, rising from 8.7
T million in 2010°,
T - -
——————————
1) Cisgo, “The Intermet of Things: How the Next Evaluthon of the Bntermet Ik Changing Everything™, April 2011 UEHICLES
2) Bloot Reteanch, “Security challenges in the TS healthears sector White PJ;IN Decomber 2010, htp: meated. [ hite-uape healthe s secuity.pdl
3) Deloitta U5, 2011 Annual Holiday Survey, hitpoffwww, k20Busd Jctal AnnualHolidaySurvey_2011_pr_102611.pd1
) HeKinsey Global Institute analysis, “Big dati: The next rronucr ror inniow, almcwncuum and productivity™, june 2011)
S) Wall Streot journal, hitpofonling ] comart

4933844 htm, ostimate from research firm, Frost & Sullivan
2013 ion. Al right ed. Inted and

1 Imel Codporation in the LS, andfor other countries, *Other names and brands may be tlimed as the property of athers.

- source of data’.
o = e

- Growth Rate

per Person Al ﬁ _..-Connected ... #2
ey o
P ool e Managed Secured Medica data
- . T o Can be remotely monitored, Protects data against i disclosure is the
"_Q X - updated and power controlled " malware, theft and tamperingw’p‘. r : second most breached
COMMUNICATIONS e

intel)

Intelligent
Systems

Source: http://blog.trentonsystems.com/internet-of-things-crosses-business-personal-boundaries/




T=¥)E4E ( IIoT)

T Y8448 ( Industrial Internet of Things ) &% lloT , RERE
T EHIVEE ST ERRRR. ERUREMRIEBMEKN TEER
ENVEBEERRNRG  HPERETREUKEREE, HEELR
AJLLEITEMES. R|UKRSH , BUIREFEENURNE , 86
Hinp & BN (1], [IoT 2H»#A=HZRL ( DCS ) EiEMmA ,
AEREETEMNEMMBIERER , ZRSEENEHT.

IoT Video 1:
https://www.youtube.com/watch?v=wMnf{3ybe nw&feature=youtu.be



https://zh.wikipedia.org/wiki/%E5%B7%A5%E6%A5%AD
https://zh.wikipedia.org/wiki/%E7%89%A9%E8%81%94%E7%BD%91
https://zh.wikipedia.org/wiki/%E6%84%9F%E6%B8%AC%E5%99%A8
https://zh.wikipedia.org/zh-tw/%E5%B7%A5%E6%A5%AD%E7%89%A9%E8%81%AF%E7%B6%B2#cite_note-:0-1
https://zh.wikipedia.org/wiki/%E5%88%86%E6%95%A3%E5%BC%8F%E6%8E%A7%E5%88%B6%E7%B3%BB%E7%B5%B1
https://zh.wikipedia.org/wiki/%E9%9B%B2%E7%AB%AF%E9%81%8B%E7%AE%97
https://zh.wikipedia.org/wiki/%E8%87%AA%E5%8B%95%E5%8C%96

T=Y)Ee4E (11oT )

- TEVIEE (11o0T) R4 ARSI EM D BIEHZE R -
FE%f@E 1 ( device layer ) RIEERNIITH | EEESZR%K. RIS EMES,

T#E8/E 1 ( network layer ) BIEERRIHERAELR. ZEinstEARIEHETRE |
ELEUESEN , RS "RFE. .

- THRFEE .1 ( service layer ) RS EIEERNERREDR , THSEHNEEMAE
i, FICAREREIRIFEESERIR L,

"RBE ) (Contentlayer) 2FEAENE:AE (258, FEIREK. SERESF)

llo TR AR AL
AEE | ERETERE (B8 TRER - HERRS)

RFEE | oER - W ESRASENNERREDN kR
HEREIE | WAEE - wifi - EiFEE
SREE | GEAFERAR - RIS R SE
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Purchasing

Engineering

Maintenance Corporate

Mew ToaT
Analytics and

& . Data lu'.ihl-:! o
Applications

|
|
II Secure Network

Production Managamant

Workatations .

...,,.ﬂaq
i =

Sk oLt

ééﬁ Ap;::aum | Device buses|
Appliances  Discrete Control /

ific
Procass Control

Plant Operations

Secure Connection
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Serv
Prowvider

Machine
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IoT Smart
Modu le

Local IoT Compute and
Communicate module

: Physical asset with
sensors, actuators

Smart Machine

4

Emerging Option: Connect Big
Assets Using New Technologies
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[ IEIMEEY Attack Replication Vectors

Vector

Description

IP scan and attack

Web browsing

Virus

Infected system scans random or local range of IP addresses
and targets any of several vulnerabilities known to hackers
or left over from previous exploits such as Code Red, Back
Orifice, or PoizonBox

If the infected system has write access to any Web pages, it
makes all Web content files (.html, .asp, .cgi, and others)
infectious, so that users who browse to those pages become

infected

Each infected machine infects certain common executable
or script files on all computers to which it can write with
virus code that can cause infection

Shares

Using vulnerabilities in file systems and the way many
organizations configure them, it copies the viral component
to all locations it can reach

Mass mail

Simple Network Management
Protocol (SNMP)

By sending e-mail infections to addresses found in the
infected system’s address book, copies of the infection are
sent to many users whose mail-reading programs automati-
cally run the program and infect other systems

In early 2002, the SNMP vulnerabilities known to many in
the I'T industry were brought to the attention of the multi-
vector attack community. SNMP buffer overflow and weak
community string attacks are expected by the end of 2002




INEEHHiA : IP Spoofing
- IP Spoofing EEAA4KIREY IP address BiE{Ee8

Eﬁﬁﬁi“@%?&ﬂ“ﬂ&%ﬁﬂ’] IP Address e ? BEEZERE
- EXEEZFURBEMSNER

- ﬁx%%%%ﬁﬁ’élﬁzﬁﬁﬂ’ﬂiﬁ

- EEIE@EHIVEE) DDOS WE

EB{EIEARER IP address {8i% TCP 3-way handshake 5%
EZEESTIEITH 3-way handshake &R E SR

IP Spoofing BlF&EH (FEEZ2M7E
https://nmap.org/download.html)

Nmap 3E<EIBIEE nmap {Ri&E3R]E ip address (192.168.1.4)
HINSEESER (192.168.1.6 ) {#iFHE

nmap -e ethO -S 192.168.1.4 192.168.1.6




INEIHIA : Sniffing
BIRAE T B RREEY , ESAEREEFAE:
FEANTEZE WireShark

SEEZMTE, Wireshark , Wi T %52

EEEEEINEEEE AT SR 2 B - 438 Port BE0] LITRESE
& H]H » 7T Display Filter #i5.A. "tep.port == 443 or tcp.port == 80,
IR - T enter 2285 B - By AN AR EEE -

Ble Edit ‘Wiew Geo Laptee Anshze Stetiics Telephory  Wireless Jeels Help
AN % |MPREQes=FiE[EqaqaD

B | e Dot =443 06 1) o) == T

Ko Time #mure Dasination Emioeol Leagth Info -{_k‘ ;
243 2.864177 204.75,497.213 192,166, 2.5 TCP BB A43 + 56625 [ACK)Mw 7515 .|

| dead 1.8642660 28475, 197213 192, 168. 2.34 TCP B8 443 + 5535 [ACE] Sey-T5l5 -

} daE J.883116 Jed 75,197 213 192 16E. 2. 96 TL=wl 2 785 lep].i.l::‘l:i.m Cata

| 261 3.663020 192.168.2.85  294.79.197.213 TCP 54 5@635 + 443 [ACK] Seq2048 .

| 3e5  3.48775L 192.169.2.86 204.79.187.213  TLSvl.2 1531 Application Deta )

» Frame 261 54 bytes on wire (432 Bits), 54 bytes captured (432 blts) on LnCerface @

+ Etharnet 1L, Src: HonHaiPr le:dB:c¥ (@@:1c:15:1c:dE:c?), Dst: Drayktek al:fE:38 [22:58:7f:02:fE:3@)
¢ Internet Protocol Werslon 4, 5Src: 192,168, 2,85, Dst: I4.7%,197.21%

* Transmlssion Contral Protocel, Sec Port: GES2S (GAG2S), Dst Port: 443 (4437, Seq: 2dB, Ock: 8356, L

L *

ARE E'BEEJ'{EE fa BEE'EL: 5 1
1L 9 28 1F ee DEF AR E@ 06 o9 oD




INEE1HIA : ICMP Flooding

AARRNB—(ERZEL&AGE TR " hping o , B2METBTTEH
J?ﬂé‘?ﬂln‘j http://www.hping.org/ o e
7(5‘;‘"‘* CMP :a%EEEN , EXEEERBIRICIERIERN

£ -

hping www.abc.net.tw -1 -i u100000 -a
100.100.100.100
hping3 —icmp 192.168.10.1 -p 80 —flood

ICMP ECHO REQUEST (SPOOFED)

ICMP ECHO REPLY

?4

ICMP ECHO REQUEST (SPOOFED)

ICMP ECHO REPLY

?4

ICMP ECHO REQUEST (SPOOFED)

ICMP ECHO REPLY

?4



http://www.hping.org/
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