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• Phil Hung (Red+)

• 資歷
(NOW) INNO –資安工程師

(NOW) ISDA台灣資訊安全聯合發展協會 –資安研究員

果核數位 –資安工程師

數聯資安 –資安服務工程師

• 專業技能
Penetration Test

Vulnerability Assessment

App Testing

Social Engineering

DDoS

Information Security Health Check

• 專業證照
ECSA (資安分析專家)

TippingPoint Security Solutions Certificate

https://www.kkbox.com/hk/tc/song/HIX00UJ05HJjH4qDjH4qD0XL-index.html
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https://www.isda.org.tw/
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https://yabeline.tw/Stickers_Data.php?Number=12498540
https://www.google.com.tw/url?sa=i&url=https%3A%2F%2Fforum.gamer.com.tw%2FC.php%3Fbsn%3D60076%26snA%3D3071619&psig=AOvVaw0p9-pUo2aJYlA2IIYPf7hh&ust=1615107146768000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCICn_pilm-8CFQAAAAAdAAAAABAK
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• 請不要影響課程體驗
✓ 課程如有實作，請勿攻擊平台

✓ 請勿使用自動化攻擊工具

✓ 請勿互相提示過關密碼

• 請尊重智慧財產權
✓ 請勿公開課程內容

✓ 請勿攝影及錄音

✓ 本課程不提供簡報

https://www.google.com.tw/url?sa=i&url=http%3A%2F%2Fwww.labeltape.com.tw%2Fpc%2Fprohibit.htm&psig=AOvVaw3SM8jzEaR1Aobk_nU-z5ok&ust=1615107778832000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCKDxrcSnm-8CFQAAAAAdAAAAABAD
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https://law.moj.gov.tw/LawClass/LawParaDeatil.aspx?pcode=C0000001&bp=53
https://www.google.com.tw/url?sa=i&url=https%3A%2F%2Fwow.104.com.tw%2Fjob%2F2017001099&psig=AOvVaw0yeYyYTlYShDXIPhycn2DS&ust=1615108108449000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCMi6kfSom-8CFQAAAAAdAAAAABAD
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01 跟 風 02 資 安 教 科 書

05 埋 伏 暗 殺 術 06 網 路 攻 防 戰

攻 擊 是 最 好 的 防 禦 麥 當 勞 歡 樂 送0403

弱 者 決 定 生 死07 結 語08
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跟風 – 資安趨勢
It is easy to be wise after the event.

不經一事，不長一智
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https://www.google.com.tw/url?sa=i&url=https%3A%2F%2Ftw.careerer.info%2F2015%2F08%2F20%2Fhow-to-write-emails-that-actually-get-open-and-read%2F&psig=AOvVaw3LN_mtsQwsYGW7M1yutSJZ&ust=1615115191053000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCIDA34vDm-8CFQAAAAAdAAAAABAD
https://www.google.com.tw/url?sa=i&url=https%3A%2F%2Fblog.trendmicro.com.tw%2F%3Fcat%3D1068&psig=AOvVaw1dxfvh5PUAGQX9671bAmWV&ust=1615115253661000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCIixjqzDm-8CFQAAAAAdAAAAABAE
https://www.google.com.tw/url?sa=i&url=https%3A%2F%2Fwww.twcert.org.tw%2Ftw%2Fcp-25-1508-f19ed-1.html&psig=AOvVaw3Rns60g-MjLGx-1c2625S1&ust=1615123567801000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCMDbzafim-8CFQAAAAAdAAAAABAJ
https://www.google.com.tw/url?sa=i&url=https%3A%2F%2F699pic.com%2Ftupian%2Fqbanjiangshi.html&psig=AOvVaw1KhS2S7tO3oTL7AH2T7CWo&ust=1615124011558000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCMiki_zjm-8CFQAAAAAdAAAAABAD
https://www.google.com.tw/url?sa=i&url=https%3A%2F%2Fwww.osslab.com.tw%2Fnomoreransom%2F&psig=AOvVaw0FkHouwZhR7FFDWoeKeeiK&ust=1615124436121000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCMiqmcflm-8CFQAAAAAdAAAAABAE
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https://www.ithome.com.tw/news/142729
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https://udn.com/news/story/7320/5116509
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https://www.google.com.tw/url?sa=i&url=https%3A%2F%2Fwww.kaspersky-member.com.tw%2Fblog%2F2018%2F10%2F29%2F%25E5%25A8%2581%25E8%2584%2585-apt%25E7%25B5%2584%25E7%25B9%2594trula%25E5%2592%258Csofacy%25E5%259C%25A8%25E4%25BA%259E%25E6%25B4%25B2%25E7%259A%2584%25E6%259F%2590%25E4%25BA%259B%25E6%2594%25BB%25E6%2593%258A%25E7%259B%25AE%25E6%25A8%2599%25E5%2587%25BA%25E7%258F%25BE%25E9%2587%258D%25E5%2590%2588%2F&psig=AOvVaw0p5R4MawJm_5ybd2G95Woe&ust=1615126829679000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCMC6qrzum-8CFQAAAAAdAAAAABAE
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資安教科書 – 資安概論

Books should be read with reservation.

盡信書，不如無書
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https://www.google.com.tw/url?sa=i&url=https%3A%2F%2Fec.tfmi.com.tw%2FActivity%2FISO27001%2FIndex.aspx&psig=AOvVaw30BsyJjBEimiONs8oQizME&ust=1615128548837000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCPjd1O70m-8CFQAAAAAdAAAAABAD
https://www.isoleader.com.tw/home/iso-coaching-detail/ISO27001
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攻擊是最好的防禦 – 駭客思維

K e e p  y o u r  f r i e n d s  c l o s e  b u t  y o u r  e n e m i e s  c l o s e r.

知己知彼，百戰百勝
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http://forgetfulbc.blogspot.com/2018/12/icecream.html
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https://www.google.com.tw/url?sa=i&url=https%3A%2F%2Fwww.commonhealth.com.tw%2Farticle%2F76114&psig=AOvVaw0EFlZdoYVV323BvqrFFHY5&ust=1615130636657000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCKDkpdH8m-8CFQAAAAAdAAAAABAD
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https://mrseo.tw/seo-type/
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麥當勞歡樂送 – 社交工程

Wo r d s  c u t  m o r e  t h a n  s w o r d s .  

舌劍利於刀劍
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https://line.me/zh-hant/
https://iamernie8199.blogspot.com/2018/05/facebook.html
https://fashion.ettoday.net/news/1061730
https://www.google.com.tw/url?sa=i&url=https%3A%2F%2Fwww.theguardian.com%2Ftechnology%2Ftinder&psig=AOvVaw19YLwfcsHYn93mIgz66Psj&ust=1615190638266000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCKDT9aXcne8CFQAAAAAdAAAAABAE
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http://designers-tips.com/zh-hans/archives/14436
http://www.rbtips.com/2020/05/julius-caesar.html
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https://www.google.com.tw/url?sa=i&url=https%3A%2F%2Ftechnews.tw%2F2017%2F04%2F18%2Ftaiwan-government-app-usage-report%2F&psig=AOvVaw277ZE4tbbHOB8MOh1tsMpL&ust=1615197453216000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCICJ48b1ne8CFQAAAAAdAAAAABAD
https://ithelp.ithome.com.tw/articles/10186752
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https://mrcodingroom.freesite.host/%E8%B3%87%E5%AE%89%E6%88%91%E5%80%91%E9%83%BD%E5%AE%89%E8%A3%9D%E9%81%8E%E7%9A%84%E7%97%85%E6%AF%92app/
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埋伏暗殺術 – 網頁安全

B e t t e r  r e l y  o n  y o u r s e l f  t h a n  n o  o t h e r s .  

靠山山倒，靠自已最好
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https://www.ithome.com.tw/news/138156
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https://jerrywu-3165.medium.com/sql-%E7%88%B2%E4%BB%80%E9%BA%BC%E5%8F%83%E6%95%B8%E5%8C%96%E6%9F%A5%E8%A9%A2%E5%8F%AF%E4%BB%A5%E9%98%B2%E6%AD%A2sql-injection-670e98c0c3bf
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https://www.setn.com/News.aspx?NewsID=199849
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https://zh.pngtree.com/freepng/xml-file-document-icon_4166301.html
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http://xxx.xxx.xxx.xxx/show.php?file=%2e%2e%2fetc/passwd

http://xxx.xxx.xxx.xxx/show.php?file=xxx.txt

http://xxx.xxx.xxx.xxx/show.php?file=../etc/passwd

禁止 ../
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✓ 駭客可透過彈跳錯誤蒐集標的資訊
✓ 可透過標的未修補的漏洞攻擊
✓ 系統被攻陷，資料外洩

https://www.cw.com.tw/article/5077044


Copyright © Hung Chia Hung ( aka Red+ ). All rights reserved, Do Not Distribute!

Stored XSS 

(儲存型)

Reflected XSS 

(反射型)

DOM-Based 

XSS (基於

DOM 的類型)
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https://newtalk.tw/news/view/2012-05-24/25475
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https://cve.mitre.org/
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網路攻防戰 – Wargame

A c t i o n s  s p e a k  l o u d e r  t h a n  w o r d s  

坐而言不如起而行
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發現網站有錯誤的做法導致網站秘密可能被竊取...........

駭客在逛網站的時候.......
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✓ 不要！修改USERNAME

✓ 找到本關PASSWORD

✓ 大家加油

https://m.yh31.com/zf/jy/92470.html
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✓ 不要！修改USERNAME

✓ 找到本關PASSWORD

✓ 大家加油

https://m.yh31.com/zf/jy/92470.html
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✓ 不要！修改USERNAME

✓ 找到本關PASSWORD

✓ 大家加油

https://m.yh31.com/zf/jy/92470.html
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✓ 不要！修改USERNAME

✓ 找到本關PASSWORD

✓ 大家加油

https://m.yh31.com/zf/jy/92470.html
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✓ 不要！修改USERNAME

✓ 找到本關PASSWORD

✓ 大家加油

https://m.yh31.com/zf/jy/92470.html
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✓ 不要！修改USERNAME

✓ 找到本關PASSWORD

✓ 大家加油

https://m.yh31.com/zf/jy/92470.html
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✓ 不要！修改USERNAME

✓ 找到本關PASSWORD

✓ 大家加油

https://m.yh31.com/zf/jy/92470.html
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✓ 找到本關PASSWORD

✓ 大家加油

https://m.yh31.com/zf/jy/92470.html
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To be continued……..
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資安意識

K i n d  h e a r t s  a r e  s o o n e s t  w r o n g e d .

人善被人欺
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https://www.ttshow.tw/article/75261
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https://www.iphonetaiwan.org/2016/05/turn-on-ios-automatic-downloads.html
https://www.moedict.tw/%E6%96%87%E5%AD%97
https://today.line.me/tw/v2/article/LMpevj
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https://www.newmobilelife.com/2018/12/03/android-user-dont-understand-iphone-user/
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https://ezone.ulifestyle.com.hk/article/1710844/%E5%81%87+Link+%E5%B8%96%E5%AD%90%E5%85%85%E6%96%A5+FB%EF%BC%81%E8%B8%A2%E7%88%86%E9%A8%99%E5%BE%92+10+%E7%A7%92%E8%87%AA%E8%A3%BD%E5%81%87%E9%80%A3%E7%B5%90
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https://docs.cocos.com/creator/2.0/manual/en/advanced-topics/hot-update.html
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https://www.reneelab.net/data-backup
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https://weberp.com.tw/front/article/49
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https://medium.com/%E6%88%91%E4%B8%8D%E6%98%AF%E8%B2%93/%E9%99%B3%E6%9C%A8%E5%8B%9D-%E6%8E%83%E6%AF%92-%E6%9C%83%E5%93%AD%E7%9A%84%E7%94%B7%E4%BA%BA%E6%9B%B4man-4bed124e624e
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http://tc.people.com.cn/BIG5/n1/2018/1217/c183008-30469980.html
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結 語
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https://www.chtsecurity.com/
https://www.digicentre.com.tw/
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http://2080pareto.blogspot.com/2020/04/blog-post_29.html
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http://www.shjdfd.com/bq/%D0%BB%D0%BB%B5%C4%BF%A8%CD%A8%B1%ED%C7%E9%B0%FC.html
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