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Self Introduction

Phil Hung (Red+)
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Penetration Test

Vulnerability Assessment

App Testing

Social Engineering

DDoS

Information Security Health Check

ECSA (BZ I ITER)

TippingPoint Security Solutions Certificate
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It is easy to be wise after the event.
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Books should be read with reservation
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And this house is even more
secure! The front door is
four feet thick and made of
solid titanium...
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Keep your friends close but your enemies closer.
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Swiss Cheese Model

Copyright © Hung Chia Hung (aka ~ed+). All rights reserved, Do Not Distribute!


https://www.google.com.tw/url?sa=i&url=https%3A%2F%2Fwww.commonhealth.com.tw%2Farticle%2F76114&psig=AOvVaw0EFlZdoYVV323BvqrFFHY5&ust=1615130636657000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCKDkpdH8m-8CFQAAAAAdAAAAABAD

B = 1T 5

Copyright © Hung Chia Hung (aka ~ed+). All rights reserved, Do Not Distribute!


https://mrseo.tw/seo-type/

EESEENE - TR

Words cut more than swords.
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Better rely on yourself than no others.
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Jenkins
646 CVEs

nMMEEﬂﬁ§MW@ﬁEﬁ§E
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MySQL GitLab OpenStack Magento
624 CVEs 306 CVEs 165 CVEs 154 CVEs

Figure 3(b): Top 5 Projects by Total CVEs
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OWASP TOP 10

OWASP Top 10 - 2013 > 4 OWASP Top 10 - 2017

A1 = Injection =» A1:2017-Injection

A2 - Broken Authentication and Session Management = =» A2:2017-Broken Authentication

A3 - Cross-Site Scripting (XSS) A3:2017-Sensitive Data Exposure

A4 - Insecure Direct Object References [Merged+A7] A4:2017-XML External Entities (XXE) [NEW]

A5 - Security Misconfiguration A5:2017-Broken Access Control [Merged]

A6 - Sensitive Data Exposure A6:2017-Security Misconfiguration

A7 - Missing Function Level Access Contr [Merged+A4] A7:2017-Cross-Site Scripting (XSS)

A8 - Cross-Site Request Forgery (CSRF) A8:2017-Insecure Deserialization [NEW, Community]

A9 - Using Components with Known Vulnerabilities A9:2017-Using Components with Known Vulnerabilities

>
A10 - Unvalidated Redirects and Forwards A10:2017-Insufficient Logging&Monitoring [NEW,Comm.]
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Top1 Injection

=HL IMNJECTION
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Top2 Broken Authentication
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https://www.setn.com/News.aspx?NewsID=199849

Top3 Sensitive Data Exposure

2

Spear Phishing Email-Filtering Compromised
E-mail (Anti-Virus/Spam) User

Attacker

Sensitive Data Proxy, DLP, IPS/IDS Sensitive Data
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Top4 XML External Entities (XXE)

<?xml version="1.0"?> Y
<qQuiz>
<ganda seg="1">
<question>
Who was the forty-second
president of the U.S.A.?
</question>
<answer>
William Jefferson Clinton
</answer>
</ganda>

</quiz>
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https://zh.pngtree.com/freepng/xml-file-document-icon_4166301.html

Top5 Broken Access Control

http://>00c000000exxx/show.php?file =xxx.txt

http://xxxoxxx.xxx/show.php?file=../etc/passwd

Zik ../

http://xxx.xxx.xxx.xxx/show.php?file=%2e%2e%2fetc/passwd
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Top6 Security Misconfiguration

v B SRR R SRRRI S
v Al EBIERARSHBRTREIRINEE
v RGWIE, EHINE
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https://www.cw.com.tw/article/5077044

Top7 Cross-Site Scripting (XSS)
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Top8 Insecure Deserialization

=5 Java
L sh'X e
_::.:>>> by =l W
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https://newtalk.tw/news/view/2012-05-24/25475

Top9 Using Components with Known Vulnerabilities

Z/ERO DAY <
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https://cve.mitre.org/

Top10 Insufficient Logging & Monitoring

HATACER
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HEERIFGEL, — Wargame

Actions speak louder than words

MMS AMEMIT
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Red+ Wargame

C Y A F=2| 192.168.1.222

= IERREREAYE F
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Game 1

RED+ Wargame = v 2Bl (EZMIUSERNAME

v FZEIAREIPASSWORD
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https://m.yh31.com/zf/jy/92470.html

Game 2

Q, Red+ Wargame (&

v AE! (EIIUSERNAME

v $¥EIAEIPASSWORD
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https://m.yh31.com/zf/jy/92470.html

Game 3

RED+ Wargame B v AE! (ZMUSERNAME

v FZEIAREIPASSWORD

Copyright © Hung Chia Hung (aka ~ed+). All rights reserved, Do Not Distribute!


https://m.yh31.com/zf/jy/92470.html

Game 4

v FE! {EHUSERNAME

v FZEIAREIPASSWORD
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https://m.yh31.com/zf/jy/92470.html

Game 5

RED+ Wargame & v AE! ZIUSERNAME

v FZEIAREIPASSWORD
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https://m.yh31.com/zf/jy/92470.html

Game 6

ReD- Wargame = v FE! {EHUSERNAME

v FZEIAREIPASSWORD
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https://m.yh31.com/zf/jy/92470.html

Game 7

RED+ Wargame G2 vV A8 (EHUSERNAME

v FZEIAREIPASSWORD
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https://m.yh31.com/zf/jy/92470.html

Game 8

v $%51AFIPASSWORD

v KFNNH
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https://m.yh31.com/zf/jy/92470.html

Game Over

To be continued
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https://www.ttshow.tw/article/75261
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https://www.iphonetaiwan.org/2016/05/turn-on-ios-automatic-downloads.html
https://www.moedict.tw/%E6%96%87%E5%AD%97
https://today.line.me/tw/v2/article/LMpevj
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https://docs.cocos.com/creator/2.0/manual/en/advanced-topics/hot-update.html
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https://www.reneelab.net/data-backup
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https://www.chtsecurity.com/
https://www.digicentre.com.tw/
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http://2080pareto.blogspot.com/2020/04/blog-post_29.html
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