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OWASPTOP 10

2017 2021
A01:2017-Injection — AD1:2021-Broken Access Control
AD2:2017-Broken Authentication = AD2:2021-Cryptographic Failures
AD3:2017-5ensitive Data Exposure T5.AD3:2021-Injection
AD4:2017-XML External Entities (XXE) (New) AD4:2021-Insecure Design

A05:2017-Broken Access Control — A05:2021-5ecurity Misconfiguration
AD6:2017-5ecurity Misconfiguration AD6:2021-Vulnerable and Outdated Components

AD7:2017-Cross-Site Scripting (X55) AD7:2021-ldentification and Authentication Failures

ADB:2017-Insecure Deserialization f (Mew! ADB:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities > A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring —_— (New) Al10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

https:/[owasp.org/Top10/ TYRC
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& Username

& Password

DVWAZZ

o Damn Vulnerable Web Application(DVWA) o] LZEEHEE
B AL 59 RhRV R 24T -

o DVWATILGRZEZE - 73 %&low ~ medium ~ high - 2/E
WSSO MES -
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BRGNS

.« 3EIF"Setup” = “Create / Reset Database’E: E il &

Home | Database setup

Instructions | Click on the 'Create / Reset Database’ button below to create or reset your database. If you get an error make
| sure you have the correct user credentials in /config/config.inc.php

If the database already exists, it will be cleared and the data will be reset.
Brute Force

ComEnd] [ErEr i Backend Database: My SQL

CSRF

File Inclusion | Create / Reset Database |

|
|
|
|
SQL Injection |
|
|
|
|

SQL Injection (Blind) Database has been created.
Upload

‘users' table was created.
XSS reflected
XSS stored Data inserted into 'users” table.
DVWA Security | 'guestbook’ table was created.
PHP Info | Data inserted into 'guestbook’ table.
About |

Setup successfull
Logout |

Username: admin
Security Level: high
PHPIDS: disabled

TYRC
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« Hint: IE®#8AIP:140.115.1.254 -
MM ITIES: ping 140.115.1.254

LAB 1:

Home | Vulnerability: Command Execution
Instructions -
| Ping for FREE
Setup |
Enter an IP address below:
Brute Force [140115.1.254 ][ submit |
Om man | PING 148.115.1.254 (14@8.115.1.254) 56(84) bytes of data.
CSRF 64 bytes from 148.115.1.254: icmp_seq=1 ttl=255 time=1.34 ms

64 bytes from 149.115.1.254: icmp_seq=2 ttl=255 time=2.44 ms
File Inclusion 64 bytes from 148.115.1.254: icmp_seq=3 ttl=255 time=1.75 ms

|
|
|
= | :
Executlon SAL Injection | --- 146.115.1.254 ping statistics ---
|
|
|
|

SQL Injection (Blind) 3 packets transmitted, 3 received, 8% packet loss, time 2008ms
rtt min/avg/max/mdev = 1.343/1.847/2.444/8.454 ms

Upload

XSS reflected
XSS stored

More info

DVWA Security |
PHP Info |
About |

Logout |

Usernf:me: admin View Source | View Help
Security Level: low

PHPIDS: disabled

TYRC
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LAB 2:

Cross Site Request
Forgery ((;SRF)
IS LR KM TS

B H: Bl EEEREEANE MU E?

Hint :
(2SR URL

http://127.0.0.1:12345/vulnerabilities/csrf/?password_new=password&p

assword_conf=password&Change=Change#

] ® 127.0.0.1:12345/vulnerabilities/csrf/?password_new=password&password_conf=password&Change=Change# &u Bg ¥ 0O

Home

Instructions

Setup

Brute Force

Command Execution

File Inclusion

SAL Injection

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

= A B EARNWebERRETN LT IERAERIRIERN BT A

Vulnerability: Cross Site Request Forgery (CSRF)

Change your admin password:

Mew password:

Confirm new password:

More info

Mk E & 48 o O



- BH: BIniE @S A include SIABMERNRE - RBEXRESWANE -
E%E,Z.z.,.mL%EEEﬁ‘  iB R e R BB MRS

« Hint: BiZAJULSISLAI B RIGHS
http://127.0.0.1:12345/vulnerabilities/fi/?page=include.php

v [® DamnVulnerable Web App (0 X+ —

LAB 3' < C @ @ 127.0.0.1:12345/vulnerabilities/fi/?page=include.php B ¥ 0O &

oo @ NCUMRTG @ &ESpk 05 giga25170 @ gigamon-mrig @ TANetREHEHE »

File Inclusion

Homa | Vulnerability: File Inclusion
Instructions | To include a file edit the ?page=index php in the URL to determine which filz is included.
Setup |
More info
Brute Force

Command Execution

CSRF

TYRC
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B H WAREOGEEEARE? BRFIAERERHE?

Hint: W AEFRAESISE () - EEREUBERARZEERESQL FEA

(EEFEVAN YN TN O]
strSQL = "SELECT * FROM users WHERE (id =™ +id + ") ;"

LAB 4:

o)

SQL Injection

Vulnerability: SQL Injection

SQL Injection (Blind)
Upload

XSS reflected

XSS stored

Home |
Instructions | User ID:
Set
- | [ || Submit |
Brute Force | 10: 1
Command Execution | First d
Surname: a dmin
CSRF |
File Inclusion | .
| More info
|
|
|
|

TYRC 32
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- BH: AR EERNEPHEFEAEREZRE?
e Hint;
v HEERNERE
#
vV HEIERRZE

LAB 5: ,

SQL Injection

TYRC 33
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- BE:BHEILIESH ( Cross-site scripting - XSS ) WERE - niFBREEAS
STV

iThome 5 =|E OBl Al Clud- KEIT BEAT BX- WEE-

LAB 6:
MeetupZ2EH:ERZEEHBELIRETR

£ T BEESH TFEMectup AR BHNMELZZRE  —BEANRRE  RESKEEEZTERELE

XSS (Reﬂ ECtEd) jﬁﬁ_ﬂﬁ Eﬁﬁﬂi@ﬁx%@n 7B

Payments I

ricalvid
Your PayPal account

PayPal is a 3rd-party website that allows you to collect money securely online.

You are curremly set up to receive money with PayPal.

+ Collsct dues fo ¢ Mestup Groups
= Charge mc-'l-cr., to attend your mestup events

Entes the emall address you use for PayPal 1o link your seeounts

2 |

Save PayPal Information

Note that the email you use for your PayPal account will be shown to any Meetup member who
sends you a peyment using PayPal.

Learn more sbout haw Mestup works with PayPa

anew group eg eut

Checkmarxf EA SERNBEMeetuptl2 ERE% « FIABERET
..the email address has been Changed, www ythubecom-’\ atch gRCoKfXzfEAfeature=youtu.be « C

and all payments now go to the attacker.

CheckmandiZE A SEREIFREMeetupfI2EREE - FFHLAEAEEEATREUPayPallFRHNEF R - EREIES :
https://wwwyoutube.com/watch?v=bgRCoKfXzfE&feature=youtu.be  Checkmarx

Mk E & 48 o O



https://www.ithome.com.tw/news/139205
https://www.ithome.com.tw/news/139205

- BEEHBEBEFEARNEAFTEERALRLENRAIEKITT - HEfE User 23|
W - WM ER Javascript 2R A2 TV 7 £ 18 iR as RU B RHEE 2 (BIl40:
ISR Em ) - EMEEHEETHE -

LAB 7:

XSS (Stored)

TYRC 35
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- BEH: MMOANAERELE  WERERNEPEHAERFEEE?
« Hint: FHNotepad #%F test.php - 2% 18

LAB 8:

File Upload Vulnerability: File Upload

Choose an image to upload

EERE | FEECOESR

../ .. fhackable/uploads/test.php succesfully uploaded!

TYRC 36
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LAB 9- < C @ © 127.00.1:12345Aulnerabilities/brute/ B Y
[ ]
B t F as @ NCUMRTG @ &mESpk 05 giga25170 @ gigamon-mrig @ TANetREHHE

Vulnerability: Brute Force

Home |
Instructions | LGQI n
Setup |
|LJ sername: |
| Password:
Command Execution | | |
CSRF | Login |

TYRC
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M FABurp Suite#1T4
IhITEE

« F& Burp Suite Community

« https://portswigger.net/burp/rele
ases/professional-community-
2025-2-3

« Proxy -> Setting -> Proxy
Listeners
=2 E127.0.0.1:8080 -

‘Bn B OO

 Firefoxg|E a3 a2 ELocal Proxy

- MEEEE -> FE)EE Proxy
127.0.0.1fERHTTP Proxy - port
8080

TYRC
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https://portswigger.net/burp/releases/professional-community-2025-2-3
https://portswigger.net/burp/releases/professional-community-2025-2-3
https://portswigger.net/burp/releases/professional-community-2025-2-3
https://portswigger.net/burp/releases/professional-community-2025-2-3
https://portswigger.net/burp/releases/professional-community-2025-2-3
https://portswigger.net/burp/releases/professional-community-2025-2-3
https://portswigger.net/burp/releases/professional-community-2025-2-3
https://portswigger.net/burp/releases/professional-community-2025-2-3
https://portswigger.net/burp/releases/professional-community-2025-2-3
https://portswigger.net/burp/releases/professional-community-2025-2-3
https://portswigger.net/burp/releases/professional-community-2025-2-3

fafFiE;.<:,/|nEF::::I

Firefoxz% 7€ &L
127.0.0.1F7 ¢

&« C @ Firefox about:config

@ wF L @ Agent1s3

2 localhost

©® & & =

[ REREIENRESEE

browser.fixup.domainsuffixwhitelist.localhost
browser.fixup.domainwhitelist.localhost
browser.ml.chat.hideLocalhost
network.disable-localhost-when-offline
network.dns.native-is-localhost

network.dns.offline-localhost

network.proxy.allow_hijacking_localhost

true

true

true

false

false

true

true

T 14+ 14 14 1 1 1
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