< e ks

99 i BE AT

O 2 2023/2/23




by TP LA LR

» UL RIS A R IER T

* OWASP TOP 10 & P&#77 43

- HIL RIS ,ﬁ%,mﬁ;a‘@%ﬁ AT
 [5] RR 5Y 5




by TP IR

Y|
/
4
/
eIt
[l

” Collect Data Request _

2 > | -~ »
< L i
- Display Results Response \
Users What user sees Contains App Logic
& interacts with PHP, JavaScript, Python, Java

HTML, CSS, JavaScript
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Frontend - |
=

File System Database
HTML, CSS, Images MySQL, tgresSQL
f/‘q!‘ [:[J
Backend

Web Application Architecture

source: https://litslink.com/blog/web-application-architecture
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& Film(Front-end)
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« HTML

* CSS

« JavaScript
* Bootstrap
* |JQuery

 Front-end Frameworks

« AngularJS
* ReactJS
* Vue.js

HTML LS55 <43

Client-Side
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& 12l (Backend)

Front End Back End

( Server Side )

o > —
( Client Side )
Database

« IZIVFB S
« PHP, ASP.NET, Python, Java, Ruby -

o« FHEEEZS D
> w

 Laravel, Django, Spring, Ruby on Server .
. . Php, Asp.net :
Rails HTML, CS, Javascrip Jova, Node 5, W SQL. Monte 06

https://t2conline.com/choosing-a-web-development-stack-for-your-startup/

. Bl
« MySQL, SQL Server, Oracle,
Mongodb, Redis
o ULz
« Apache, Nginx, IS
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JavaScript cemployee>

<firstName>John</firstName> <lastName>Doe</lastName>

® JSON’ XML </employee>
<employee>
) SPA (Slngle Page appllcatlon) *E <firstName>Anna</firstName> <lastName>Smith</lastName>
</employee>
_I_ <employee>
<firstName>Peter</firstName> <lastName>Jones</lastName>
° I\\HHIJ—__I'T—J HE </employee>

o g ::JZ_ 7 17_]35 </employees>
« FiflJE Json

{"employees":[

-‘- \y = /
) E_ 'f % 7\2&-} '$ n%%ﬁ { "firstName":"John", "lastName":"Doe" },

{ "firstName":"Anna", "lastName":"Smith" },

® . r,ﬂ-ﬁ'ﬁ E/JZIK¢7&:QTI_’I'1IJ%T (COOkIeS { "firstName":"Peter", "lastName":"Jones" } o 4 \

web storage, IndexedDB) !
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= EHmethod

- GET
* request data from a specified resource
* Eg /test/demo_form.php?namel=valuel&name2=value2
peem T .. (==29)
. POST (=) =3
 send data to a server to create/update a resource .. e Server
[ ) E . g . https://www.electrorules.com/webserver-how-it-work/

POST /test/demo form.php HTTP/1.1
Host: w3schools.com

namel=valuel&name2=value?2
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+ weblogin N -+ [GET] 71ab3/profiles.phg?user=test| HTTP/1.1
— Host: 127.8.8.1

X @ O D 127.0.01 , . .
User-Agent: Mozilla/5.8 (X11; Linux x86_64; rv:91.8) Gecko/20108181 Firefox/91.8
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US, en;g=0.5
Accept-Encoding: gzip, deflate
Connection: close

e test Cookie: PHPSESSID=hlplslrmoSvenlfms2cbrklivi7
——— Upgrade-Insecure-Requests: 1
BEFR A123456789
Sec-Fetch-Dest: document
BFEHE test@example.com Sec-Fetch-Mode: navigate
i 0912-369456 Sec-Fetch-5ite: none

Sec-Fetch-User: 71
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1[PosT] /1ab3/1ogin. php HTTP/1.1

2 Host: 127.8.8.1

3 User-Agent: Mozilla/5.@ (X11; Linux x86_64; rv:91.8) Gecko/208100181 Firefox/91.8

4 Accept: text/himl,application/xhtml+xml,applications/xml;q=@.9, image/webp,*/* ;q=0.8

5 Accept-Language: en-US en;qg=8.5
6 Accept-Encoding: gzip, deflate

TYRC Web Security 7 Content-Type: application/x-www-form-urlencoded
& Content-Length: 23

5 Origin: http://127.8.8.1
test 18 Connection: close

11 Referer: http://127.8.8.1/1ab3/1login.php
000080000 12 Cookie: PHPSESSID=hlplslrmoSvenlfms2chrkivi?

13 Upgrade-Insecure-Requests: 1
14 Sec-Fetch-Dest: document

2% 4 15 Sec-Fetch-Mode: navigate
16 Sec-Fetch-Site: same-origin

17 Sec-Fetch-User: 71

19[user=test&uass=test123d
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2017 2021

A01:2017-Injection A01:2021-Broken Access Control
A02:2017-Broken Authentication A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure = A03:2021-Injection
A04:2017-XML External Entities (XXE) [New) A04:2021-Insecure Design
A05:2017-Broken Access Control A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization (New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities ,{/,,,—)AOQ:ZOZI-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

11
Source: https://owasp.org/Top10/zh_TW/ g ‘
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* https://owasp.org/Topl0/A01 2021-Broken_ Access Control/
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(A

AO01 Broken Access Control

List of Mapped CWEs

CWE-22 Improper Limitation of a Pathname to a Restricted Directory (‘Path Traversal’)
CWE-23 Relative Path Traversal

CWE-35 Path Traversal: ".../...//"

CWE-59 Improper Link Resolution Before File Access ('Link Following')

CWE-200 Exposure of Sensitive Information to an Unauthorized Actor

CWE-201 Exposure of Sensitive Information Through Sent Data

CWE-219 Storage of File with Sensitive Data Under Web Root

CWE-264 Permissions, Privileges, and Access Controls (should no longer be used)
CWE-275 Permission Issues

CWE-276 Incorrect Default Permissions

CWE-284 Improper Access Control

CWE-285 Improper Authorization

CWE-352 Cross-Site Request Forgery (CSRF)
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* https://cwe.mitre.org/data/definitions/284.html

CWE-284: Improper Access Control

Weakness ID: 284
Abstraction: Pillar
Structure: Simple

¥ Memberships

o Nature Type ID Name
MemberOf 254 7PK - Security Features
MemberOf 723 OWASP Top Ten 2004 Category A2 - Broken Access Control
MemberOf 944 SFP Secondary Cluster: Access Management
MemberOf 1031 OWASP Top Ten 2017 Category A5 - Broken Access Control
MemberOf 1340 CISQ Data Protection Measures

| MemberOf 1345 OWASP Top Ten 2021 Category A01:2021 - Broken Access Control |

MemberOf 1369 ICS Supply Chain: IT/OT Convergence/Expansion

13
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241524 (Broken Access Control)

« FITIRIRTA AR Z IMAUSS
« REERERNSIREE 1|5ZEQ_JZ¢E RFTEER
« HITHE I P IRRVETS TIBE

. E_[%ﬁ A'/L\,\CWE@J %%

« CWE-22 Improper Limitation of a Pathname to a Restricted Directory ('Path
Traversal')

« CWE-200 Exposure of Sensitive Information to an Unauthorized Actor
« CWE-284 Improper Access Control

« Example
» IDOR (Insecure direct object references - FZEMEEVHESE)
* LFI (Local File Inclusion - K#iEZRE12)

14
Source: https://owasp.org/Top10/zh_TW/A01_2021-Broken_Access_Control/#cwe
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A02 2021 —/N& K24 (Cryptographic Failures)

« REREBEMHENRVUEAZINE) - ERERKERIVR R

- O] ¥ FECWEZSZR
« CWE-261 Weak Encoding for Password
e CWE-319 Cleartext Transmission of Sensitive Information

« Example

 Weak Hashing
« HTTP / FTP / TELNET (RBC{E )
%E,I]jjum/i;_—:/

15

Source: https://owasp.org/Top10/zh_TW/A02_2021-Cryptographic_Failures/
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2 A03:2021 i A K E (Injection)

« 7X A Z (injection attack)
- O] HECWESZE

« CWE-79 Improper Neutralization of Input During Web Page Generation
('Cross-site Scripting')
« CWE-89: Improper Neutralization of Special Elements used in an SQL
Command (‘SQL Injection’)
« Example
« SQL injection
« Cross Site Scripting (XSS)

16

Source: https://owasp.org/Top10/zh_TW/A03_2021-Injection/



g7 3T P LA L

'A04:2021 —F 22 % # 5 (Insecure Design)

- EFAE IR ETHRFEEEZRE T By [ fa
e 2021 F 1848 R
- O] ¥ FECWEZSZR

« CWE-209 Generation of Error Message Containing Sensitive
Information

« CWE-434 Unrestricted Upload of File with Dangerous Type

« Example
__I-J:'{—J'/La\ -..x%ET

17

Source: https://owasp.org/Top10/zh_TW/A04_2021-Insecure_Design/
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5 E Tk PE (Security Misconfiguration)

- ANENINBER A @45 (éZIJDebugI)J‘*t
« AR E RSB EBZ IR E (Wstack traces)
- OJ¥FECWE?SIZE

« CWE-260 Password in Configuration File
« CWE-611 Improper Restriction of XML External Entity Reference

« Example
« Z4Debug=E I kEER - BRBZFFEMES
« XXE (XML External Entity)

18

Source: https://owasp.org/Top10/zh_TW/A03_2021-Injection/
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« BSXEWE - AR 2ERRIENS
- FE 2% - ABE/EREIN AR - ERE - BAREIN - API LIKFrEHAG -
Library °
- O] ¥ FECWESIZR
« CWE-937 OWASP Top 10 2013: Using Components with Known
Vulnerabilities
« CWE-1035 2017 Top 10 A9: Using Components with Known Vulnerabilities

« Example
« ApachehR 3B E
* Log4j

19

Source: https://owasp.org/Top10/zh_TW/A06_2021-Vulnerable_and_Outdated_Components/
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AO7:2021 BB R BRI S
£ (Identification and Authentication Failures)

o« EL R {5 Al R RUHES
- NEFENEMBEEINE
« EUNZEHERERE
- OJ¥1ECWESIZR
« CWE-287 Improper Authentication
« CWE-384 Session Fixation
« B AEMSession IDI)—1x
* Example
o Goae e il 45 18 99 A

20

Source: https://owasp.org/Top10/zh_TW/AQ07_2021-ldentification_and_Authentication_Failures/
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AO8 2021 —BREE RS K TR B M SR
(Software and Data Integrity Failures)

« BB E R R B REERENRE NER VTR M RIRE
S B S R TE BB — E R T B v A 4 P E R R
2R FEFIE
c BREDREREBRAZEEIOR - BEERANTIEXRFERE M - X
= EE a4
- 0¥ ECWE%IZR

« CWE-502 Deserialization of Untrusted Data

« Example
» ZFF5I{E (Deserialization)

21

Source: https://owasp.org/Top10/zh_TW/A08 2021-Software_and_Data_Integrity Failures/
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i A09:2021 ~EBZACEE R B R
e (Security Logging and Monitoring Failures)

« IRZRCER N EETE - AR ELZSBHRE

« Auditable events, such as logins, failed logins, and high-value
transactions, are not logged.

* Logs of applications and APIs are not monitored for suspicious activity.

- O] ¥ FECWESIZR
« CWE-778 Insufficient Logging

« Example
« B AKRRACEEIOg

L

>

22

Source: https://owasp.org/Top10/zh_TW/AQ09_2021-Security Logging_and_Monitoring_Failures/
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AlO 2021 —fEBRER K 1BiE
(Server -Side Request Forgery)

- HAEEREN FEINSERER - AlkiR:ERERAERENAL
« 2021 F ¥ %8Rl

« Send a crafted request to an unexpected destination

 protected by a firewall, VPN, or another type of network access control
list (ACL)

- 0¥ ECWES!Z
« CWE-918 Server-Side Request Forgery (SSRF)

« Example
« SSRF attack

23

Source: https://owasp.org/Top10/zh_TW/AQ09_2021-Security Logging_and_Monitoring_Failures/
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« XSS (Cross Site Scripting)
* SQL injection (SQLI)

* LFI / RFI
* File upload

« Command injection

 SSRF (Server-side request forgery)
» Access Control

25




by TP LA LR

O
N




THANK YOU
FOR
YOUR ATTENTION

27



