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amun. events attac SCOW, Russia 0 Taiwan
cowrie.sessions New attack from Alblasserdam, Netherlands (51.87, 4. 66) to Tatuan (23 50, 121.00)
amun.events  New attack from Dallas, USA (32.79, -96.80) to Tatpet Taiwan (25.65, 121. 53)
amun.events New attack from Guayaqull, Ecuador (-2.17, -79.98) to Taiwan (23.50, 121.00)
amun.events  New attack from Dallas, USA (32.79, -96.80) to Taipei, Taiwan (25.05, 121.53)
amun.events  New attack from Hanoil, Vietnam (21.03, 105.85) to Taipei, Taiwan (25.85, 121.53)
cowrie.sessions  New attack from Macroom, Ireland (51.90, -8.95) to Taiwan (23.50, 121.60)
cowrie.sessions New attack from Macroom, Ireland (51.90, -8.95) to Taiwan (23.50, 121.60)
amun.events  New attack from Dallas, USA (32.79, -96.80) to Taipei, Taiwan (25.85, 121.53)
amun.events New attack from Guayaquil, Ecuador (-2.17, -79.90) to Taiwan (23.50, 121.00)
amun.events  New attack from Caracas, Venezuela (10.50, -66.92) to Taipeil, Taiwan (25.85, 121.53)
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Scanning:
Reconnaissance: Gaining Access:
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HITCON ZeroDay
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HITCON ZeroDay 2 —fZMAXYRMREMM AN INTE. —E ZeroDay SRIZACONE, MBNBIBZRAZAERLE,
UERMRZEHANEN, ERANEMNBEMEIE. L, ZeroDay FALRRKRERTERGRER, S MBHSUAETRE
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https://www.ithome.com.tw/news/154511

Home News Events Archive Archive # Onhold Notify Stats Register Login 3 search...

Dedicated to all the hackers - Pho3nix (Roulette Cinese)

24/03/2014 Written by Roberto SyS64738 Preatoni
o TR ys News: 4.738

We finally concluded the Hacker Visual Contest through which we collected videoclips and artwork | Admins: 3

from the hacker world which we used to assemble the official videoclip for the song "Pho3nix” | Registered Users: 162.032
(Roulette Cinese) dedicated to the hacker world. Early Warning subscriptions: 8032
I feel obliged to thank all of the participants, credits are added at the end of the clip with a special | Digital Attacks: 15.035.399
mention to Christan Milani for the outstanding remix, to Roberto "SyS64738" Preatoni for promoting | Attacks On Hold: 476.602

the idea throughout the hacker world and to Gianluca Zenone aka Alex Dreiser for the videoclip real- | Online Users: 134

Ization, -

Thanks again to all of you and... enjoy the clip. Login
¥ Login
Joe Raggi (Roulette Cinese) :
(for what is worth: https://itunes.apple.com/it/artist/roulette-cinese/id286575097) > =
assword :

| Signon | Lost password ?
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Awesome-Web-Hacking

README.md

awesome-web-hacking

This list is for anyone wishing to learn about web application security but do not have a starting point.
You can help by sending Pull Requests to add more information.

If you're not inclined to make PRs you can tweet me at @infoslack

Table of Contents

+ Books

* Documentation

+ Tools

+ Cheat Sheets

= Docker

= Vulnerabilities

* Courses

+ Online Hacking Demonstration Sites
* Labs

= SSL

« Security Ruby on Rails

< N =kt > 4k 4]
https://github.com/infoslack/awesome-web-hacking : IAI E DI T Sewmly ;"me
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« E{EPEEX (Implementation Phase)
— i A B2 8 BV EEER (Input validation error)
« RABEBABENER (HIU : saL Injection)
— FPIR(E &)@ E 5% (Boundary check error)
- RKIFEMEBAENNRE @ EX4EEHEEN (Buffer Overflow)3 72 TU 5T & 5 77
— #1870 (Race condition)
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- AMF5EL (Human Nature)

— e33RV 2345 (Weak Passwords)
- R HERGAEE
« FHEESR
« KABEENZRE (HIY0 ; 12345)

- ARBIERAZEE (Unsafe habits)
« RS EEFAIA (HHE—AHZREE ?)
- = MNAE=EREMR (ISMS ?)
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« Common Vulnerabilities & Exposures
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Disaster Recovary

Ard-Party Managemant u

APl Security ﬂ S—

Defense
Cyber
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Emergency Responses ﬂ

Terminal Security
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blog.
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* Nessus (http://www.tenable.com/products/nessus)
* Nexpose (http://www.rapid7.com/products/nexpose/)
e Openvas (http://www.openvas.org/)

O Nessus JInexpose
.0penVAS ~

'S Open B Vulnerability Assessment System

INC SN ETRREC R




Nessus

@tenable Support Community Downloads Documentation Education

Downloads N essus

Binary download files for Nessus Professional, Nessus Manager, and connecting Nessus Scanners to Tenable.io & SecurityCenter.

Nessus
Nessus Agents

Nessus Network Monitor Nessus - 7.0.3 &
SecurityCenter Release Date
. . 03/14/2018
Log Correlation Engine
g g Release Notes:

Tenable Virtual Appliances Nessus 7.0.3

Industrial Security Name Description Details

Web Application Scanning #  Nessus-7.0.3-x64.msi Windows Server 2008, Server 2008 R2*, Server 2012, Server ~ Checksum

. I 2012 R2,7, 8,10, S 2016 (64-bit

Compliance & Audit Files & erver ( it)

&  Nessus-7.0.3-es5.i386.rpm Red Hat ES 5 i386(32-bit) / CentOS 5 / Oracle Linux 5 Checksum
(including Unbreakable Enterprise Kernel)

&  Nessus-7.0.3.dmg macOS (10.8 - 1013) Checksum
& Nessus-7.0.3-debian6_i386.deb Debian 6, 7, 8, 9 / Kali Linux 1, 2017.3 i386(32-bit) Checksum
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Free Trial & Signin

— RAPID Q About  For Customers

Download

Free Vulnerability Scanner Trial

Get full functionality of InsightVM or Nexpose for 30 days

Vulnerabilities pop up all the time. You need constant intelligence to discover them, prioritize them for your business, and confirm your exposures have been

fixed. Rapid7 offers two core vulnerability management products to help you do this: InsightVM and Nexpose.

Our original vulnerability scanner, Nexpose, is an on-premise solution for all size companies.
L 58 =] %9,
\ aE2guTLE
§ U9\ b e U=y Taiwan Cyber Security Alliance




OpenVAS (Free)

'C D 0penVAS|  mew | mew

Ef3 English | ™ Deutsch

Download
OpenVAS/
Greenbone

The world's most advanced Open S
scanner and manager

OpenVAS is a framework of several services and tools offering a compreh
vulnerability management solution. The framework is part of Greenbone N

solution from which developments are contributed to the Open Source con

‘ e ‘ ot

News
{, } [ ] ’ 2017-03-08
i —F | I m OpenVAS-9 released
47[ [ ,;_: ] g 2015-04-02
- e - OpenVAS-8 released

- = T - 2014-04-25
S OpenVAS-7 released

Older messages in news archive.

Q p eIty A“--mm Srstem

Scan Targets

Results,
Configs
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OpenVAS (Free)

Refresh every 30 S... ¥

Assets SecInfo Configuration Administration

Filter: !3 2 kd @

first=1 rows=100 autofp=0 apply_overrides=1 notes=1 overrides=1 result_hosts_only=1 sort-
reverse=severity levels=hmlg

& ror v &

e

g‘ ~ Report: Results (143 of 333) ———e

Details [
L3 S 1 - 100 of 143 md kK

Check for rexecd Service = 80% 172.16.67.49 512/tcp 2 .
TWiki XSS and Command Execution Vulnerabilities (@] 80% 172.16.67.49 80/tcp =
Distributed Ruby (dRuby/DRb) Multiple Remote Code Execution Vulnerabilities (S 99% 172.16.67.49 8787/tcp (=]
Java RMI Server Insecure Default Configuration Remote Code Execution Vulnerability o 95% 172.16.67.49 1099/tcp BN
Possible Backdoor: Ingreslock (8] 99% 172.16.67.49 1524/tcp 2
0OS End Of Life Detection [ 10.0 (High) | 80% 172.16.67.49 general/tcp BN
DistCC Remote Code Execution Vulnerability (Ol 93 (High) ' | 99% 172.16.67.49 3632/tcp (=
MySQL / MariaDB weak password = 95% 172.16.67.49 3306/tcp BN
VNC Brute Force Login 'Sl 90 (High) | 95% 172.16.67.49 5900/tcp BN
PostgreSQL weak password 99% 172.16.67.49 5432/tcp = N
SSH Brute Force Logins With Default Credentials Reporting 'Sl 90 (High) | 95% 172.16.67.49 22/tcp = .
DistCC Detection = 95%  172.16.67.49 3632/tcp BN
PostgreSQL Multiple Security Vulnerabilities 80% 172.16.67.49 5432/tcp =Y
Check for rlogin Service 'SHEl 75 (High) | 70% 172.16.67.49 513/tcp BN
phpinfo() output accessible (@l 7.5 (High) | 80% 172.16.67.49 80/tcp (=1
phpMyAdmin Configuration File PHP Code Injection Vulnerability [ 7.5 (High) | 80% 172.16.67.49 80/tcp BN

TINCS N SRR
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* Acunetix (https://www.acunetix.com/)

e WPScan (https://wpscan.org/)

e W3af (http://w3af.org)

« OWASP ZAP (https://www.owasp.org/index.php/ OWASP_Zed Attack Proxy Project)
e Pentest-Tools (https://pentest-tools.com/)




Acunetix

acuhnetix

Is Your Website Hackable?

70% are. Detect and action with Acunetix

Download Online Scan

Lowest False
Positives

Indepth Crawl & Highest Detection
Analysis Rate

Vulnerability
Scanner

Online Scanner with Free Network Scans

Rectifying your network security vulnerabilities has never been easier - and now this
can be done for FREE with Acunetix Online. The Acunetix online scanner performs a
full web and network security scan from Acunetix servers. No download or
installation is required. The 14-day trial scans for all web vulnerabilities but exact
location will not be shown. The Network Security Scan will report full details and
remains active for one year. You can scan our test websites to review a sample of
web vulnerability scan details.

TRY ~

BUY ~ COMPANY ~ SUPPORT ~ LEARN ~ BLOG ~ Q .

i

4 & _—

Advanced
Features

Network
Security

WordPress
Checks

Vulnerability
Management

First Name Last Name

E-Mail Address

Password

@® Minimum 8 characters, containing at least 3 of the following - 1 number, 1 small letter, 1 capital letter

X L 5% L Ay 44, B8
I IANC SN SaBiuz2mag




WPScan

WPScan ®
WPScan is a black box WordPress C a l l

vulnerability scanner.

View the Project on GitHub coverage not found | dependencies up to date | docker pulls 55k

D load D load Vi (@]
Bovflordans e Oourics s 20 LICENSE

_ WPScan Public Source License
Follow us on Twitter

The WPScan software (henceforth referred to simply as "WPScan") is dual-licensed -
Copyright 2011-2018 WPScan Team.
SPONSORED BY

. ™ —— Cases that include commmercialization of WPScan require a commercial, non-free
u license. Otherwise, WPScan can be used without charge under the terms set out
below.

1. Definitions

1.1 "License" means this document.

1.2 "Contributor" means each individual or legal entity that creates, contributes to
the creation of, or owns WPScan.

1.3 "WPScan Team" means WPScanas core developers, an updated list of whom can
be found within the CREDITS file.

This project is maintained by the WPScan
Team which comprises of @erwan_lr, 2. Commercialization
@_FireFart_ & @ethicalhack3r.

A commercial use is one intended for commercial advantage or monetary

TINCS N SRR



DOWNLOAD TAKE A TOUR COMMUNITY BLOG DOCSs
Get it now! Videos and Features Get involved Web Security and Python HOWTOs and more

SQL injection, Cross-Site VULNS = {

scripting and much more
10000: 'Blind SQL injection vulnerability’,

Use w3af to identify more than 200 vulnerabilities and reduce 10001: 'Buffer overflow vulnerability’,

your site’s overall risk exposure. Identify vulnerabilities like 10002: 'Multiple CORS misconfigurations’,
10003: 'Sensitive and strange CORS methods en:

SQL Injection, Cross-Site Scripting, Guessable credentials, 10004: 'Sensitive CORS methods enabled®

Unhandled application errors and PHP misconfigurations. 10005: ‘'Uncommon CORS methods enabled',

10006: 'Access-Control-Allow-0rigin set to "*'
10007: 'Insecure Access-Control-Allow-0rigin i
10008: 'Insecure Access-Control-Allow-0Origin'
- read through the plugin documentation. 10009: 'Incorrect withCredentials implementat: ™
10010: 'CSRF vulnerability’,
10011: 'Insecure DAV configuration',
10012: 'DAV incorrect confiquration',
T ———— T —

For a complete reference for all plugins and vulnerabilities

® © 06 ©

w3af is a Web Application Attack and Audit Our project has an interesting history which has 1

)
Framework. The project’s goal is to create a defined our long and short term objectives and ) W ; af Video Series!
framework to help you secure your web told us many important lessons. Don’t forget to A A A N

TIWNCSNETRESRE

applications by finding and exploiting all web follow our blog and twitter account for news,
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About the OWASP Foundation

[

L Jese | |
o

The Open Worldwide Appllcatlon Security Project (OWASP) is a nonprofit foundation that works to improve the security
of software. Our programming includes:

« Community-led open source projects including code, documentation, and standards
¢ Over 250+ local chapters worldwide

* Tens of thousands of members

¢ Industry-leading educational and training conferences

We are an open community dedicated to enabling organizations to conceive, develop, acquire, operate, and maintain
applications that can be trusted. All of our projects, tools, documents, forums, and chapters are free and open to
anyone interested in improving application security. The OWASP Foundation launched on December 1st, 2001,
becoming incorporated as a United States non-profit charity on April 21, 2004.

For two decades corporations, foundations, developers, and volunteers have supported the OWASP Foundation and its
work. Donate, Become a Member, or become a Corporate Supporter today.

https://owasp.org/
I

FLEAE R EZ A S

Donate Join

® Watch 163 7 Star 471

The OWASP® Foundation works to improve
the security of software through its
community-led open source software projects,
hundreds of chapters worldwide, tens of
thousands of members, and by hosting local
and global conferences.

Upcoming OWASP Global Events
OWASP Global AppSec Lisbon 2024

o June 24-28, 2024

OWASP Global AppSec San Francisco 2024
o September 23-27, 2024

OWASP Global AppSec Washington DC 2025
o November 3-7, 2025

OWASP Global AppSec San Francisco 2026
o November 2-6, 2026

TINCS
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MERRIFEEZEL I - B RERRZERSZBUNAREEEZ =S (European  Network and  Information
Security Agency, ENISA) - MU E xR & bz 517 - er%]‘ REAAASER AR R PR & E PR3 E A & o

. Eg £51 4F) 42 [ B . EHEEE o I [ B
Lﬁ"éFﬁﬁBQ(Prowder Lock-in) Ve :K,\Ee¥%‘”‘(5ubpoena and E- v %%E%}?Bﬁ(%sogme Exhaustion) -
J L EM (Loss of Governance) discover v %imé (ASO at||on da' urezj i
/ BREEZS ;EJ:Z}JE@z(Compllance J RS ZHBEE Risk from v o %d A& (Cloud Provider Malicious
Challer;g Changes of Jurisdiction) - J QSEIE ﬁEZEEZﬁ M f
J i jcg%g,)qeiﬁv\m)ﬂ}iﬁﬁ v ‘”‘fr%\nx)—LI?M(Data Protection Risks) Cor #WAE B (Management Interface
(Loss of Business Reputation Due J EOEA%G&%EE}_LB Int tina Data in Transit
to Co- tgnant Act|V|t|es) v TﬂeZJ—LB %(Licensing Risks) ° = ) B #(Intercepting Data in Transit)
==
v Se%ﬁ?/ﬁge%T&ﬁ%a%ginxg(rclzlgllljudre) v iJéerﬁgamrHﬁO%%/E%ﬂB %(Data Leakage on
v ;ECHHEJHSJ;;?])Z”QE%(CDUCI Provider V4 Iz;p%fi?%)gz l ’?7'-4$57¥$D(|qs§cure or
neffective Deletion of Data
v 1,\ fe i < W (Supply Chain Failure) v 5B R B AR 7S R B B (DDOS) -
v BﬂfémeSEE—ES’I»%(Loss of Encryption Keys)
v JEE%“%I Z 55 E(Compromise Service
ng
/ BBk e mmmmmmEConfic

Between Customer Hardenlng Requirement
and Cloud Environment) -
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BUSINESS OPERATION SUPPORT SERVICES (BOSS)

COMPLIANCE

AUDIT PLANNING
THIRD
INDEPENDENT
PARTY
AUDITS AUDITS

INFORMATION SYSTEM
REGULATORY MAPPING

OPERATIONAL RISK
MANAGEMENT
OPERATIONAL RISK
COMMITTEE
BUSINESS
IMPACT
ANALYSIS

KEY RISK INDICATORS

BUSINESS CONTINUITY

PLANNING TESTING

RISK MANAGEMENT
FRAMEWORK

BUSINESS TECHNICAL
ASSESS- ASSESS-
MENT MENT

CRISIS
MANAGEMENT

INDEPENDENT RISK
MANAGEMENT

INTERNAL
AUDITS

CONTACT / AUTHORITY
MAINTENANCE

HUMAN RESOURCES
SECURITY

EMPLOYEE ~ EMPLOYMENT
TERMINATION AGREEMENTS

BACKGROUND B
SCREENING PTIONS

ROLES AND

RESPONSIB-
ILITIES

EMPLOYEE CODE OF CONDUCT

EMPLOYEE
AWARENESS

DATA GOVERNANCE

HANDLING / LABELING /

DATA OWNERSHIP / DATA ;
STEWARDSHIP SECURITY POLICY

CLASSIFICATION

CLEAR DESK

RULES FOR
POLICY INFORMATION LEAKAGE

PREVENTION
RULES FOR DATA
RETENTION

SECURE DISPOSAL
OF DATA

SECURITY MONITORING SERVICES

LEM  EVENT DATABASE APPLICATION HONEY END-POINT
TRl MINING MONITORING MONITORING POT MONITORING

EVENT CLOUD E-MAIL SOC
CORRELATION MONITORING JOURNALING PORTAL
MARKET THREAT INTELLIGENCE MENT
MANAGED

SECURITY
SERVICES

COUNTER
THREAT
MANAGE

KNOWLEDGE ~ BRANDING
BALE ANTI-PHISHING

PROTECTION

USER BEHMAVIOR
& PROFILE
PATTERNS

REAL-TIME INTERNET WORK DEFENSE (SCAP)
LEGAL SERVICES

CONTRACTS  EDISCOVERY
INCIDENT RESPONSE LEGAL

INTERNAL
INVESTIGATIONS

FORENSIC E-MAIL
ANALYSIS JOURNALING

IT OPERATION

DrP IT GOVERNANCE

PLA TESY ARC MITHC
MANAGENENT MANAGE WL N YOVE R

RESOURCE PMO

MANAGEMENT

MOREGATION O
DUTIE

CONTRACTORS

STRATEGY ALIGNMENT

SERVICE LEVEL
MANAGEMENT

PORTFOLIO
MANAGEMENT

MATLRITY MOOE

ROMDMAP

APPLICATION
PERFORMANCE
MONITORING

SERVICE SUPPORT

INCIDENT MANAGEMENT

CONFIGURATION MANAGEMENT

KNOWLEDGE MANAGEMENT

TREND ANALYSIS

o8 AIDS

CHANGE MANAGEMENT

AUTOMATE
TICKETING

BINCHMVARING

SERVICE DELIVERY

INFORMATION
TECHNOLOGY
RESTLIENCY

PROBLEM MANAGEMENT
EVENT ROOT CAUSE
1S

SLEM
UTION

MAN INCIODENT MANAGEMINT

RELEASE MANAGEMENT

OOT MANAGEWIN
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SECURITY & RISK MANAGEMENT

GOVERNANCE RISK & INFOSEC MANAGEMENT
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) WebCheck

We give you X-Ray
Vision for your Website

In just 20 seconds, you can see what attackers already know

Enter a URL to start &

Extended Key Usage
TLS Web Server Authentication

TLS Web Client Authentication

DNS Records

A 151.101.64.81
AAAA

151.101.128.81

151.101.64.81
151.101.0.81

FLiorily nines

Priority Hints exposes a mechanism for
q developers to signal a relative priority for
browsers to consider when fetching resources

Pages
v/

Last Modified
Change Frequency
Priority

» /about

16 October 2018
monthly
1.00

» /donations

151.101.192.81
MX
2a04:4e42:600: :

2a04:4e42:400: :
2a04:4e42:200: :

2a04:4e42::81

CNAME
ddns1.bbc.com
dns@.bbc.co.uk
dns@.bbc.com
dns1.bbc.co.uk
dns1.bbc.com
ddns@.bbc.co.uk
ddns@.bbc.com
ddns1.bbc.co.uk

» /app

» /hiring
» /privacy
» /press

» /newsletter

» /spread

» /bangs

» /settings

Security.Txt

Present

File Location
PGP Signed
Hash

M vYes

/ .well-known/security.txt

M Yes
SHAS512

Contact

Contactl mailto:

cloudflare

security@cloudflar..

Contact2

abuse

Cookies Preferred-Languages en

v S0CS CAAaBgiAzqKLBg Encryption /aRg ifla..

expires Tue, 06-Aug-2024 16:42:15... Canonical 2L L -Kkr 1/security. txt
path Vi Policy

domain .google.com Hiring career
SameSite lax Expires 22 March 2023

An a Iyze U R L » AEC Ad49MVEtQVG6LH6KIy70]I0cK...

» CONSENT PENDING+192

Linked Pages

Summary

Internal Link Count
Crawl Rules External Link Count
User-agent * » Internal Links

Disallow /bitesize/search? v External Links
https://shop. forem.com/

Disallow /bitesize/study-support

https://twitter.com/thepracticaldev
Disallow /cbbe/searchs 2 = —

SEHUTLIRR

https://web-check.xyz/ - e Gibep et s




OWASP Top 10 - 2021

What's changed in the Top 10 for 2021
There are three new categories, four categories with naming and scoping changes, and some consolidation in the Top 10 for 2021.
We've changed names when necessary to focus on the root cause over the symptom.
2017 2021
A01:2017-Injection A01:2021-Broken Access Control
A02:2017-Broken Authentication A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure »A03:2021-Injection
A04:2017-XML External Entities (XXE) (New) A04:2021-Insecure Design
A05:2017-Broken Access Control A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization / (New! A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities / A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*
* From the Survey

TIWNCSNETRESRE
39




OWASP Top 10: 2021

A01 FERR 2 R34 febz i@ E R T i

A02 LR LE S AO07 Foae £ Be 5 T Il SR 3K
FAXKE AO8  EREEREMTEMERM
A REHKE A09 BRI RA

AR 2R &R R 1S

a=no g N ) oamm o L s d iy 4% B
I INC SN gaiunehg
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OWASP Top 10 - 2021

AO01: FEFRFEHI L3 (Broken Access Control)

% OWASP Top 2017 BRELEFZE 2021 B —4, 818 94% HIFEFATZ L
ﬁEﬂ:kﬁ:ﬁMo

1818 #1 - EAREXEFEURPENASQLITIYP{EAAREERBENER
pstmt.setString(1, request.getParameter("acct"));

ResultSet results = pstmt.executeQuery( ),

8 RSO 840 acet B HENE S L PYB TR EIESS - MBRH EHRRBE - RRETUFIERMBAL
1EF -

https://example.com/app/accountinfo?acct=notmyacct

TINCSNEEEESEE
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OWASP Top 10 - 2021

AO01: FEFRFEHI L3 (Broken Access Control)

1Big42 : WRBREEREANBELHEMEL - ZHEEEATEEEEER -
https://example.com/app/getappinfo

https://example.com/app/admin_getappinfo

MRKRESHRENBPAINFRE—ER » BB —EERME - MR—EFERELUEFNEERR » EthE— @R
be -

TINCSNEEEESEE




OWASP Top 10 - 2021

- A02: N5 HEH) %3 (Cryptographic Failures)

OWASP Top 10 201778% [HBERIAE) , 2021 BHS L EFETER,
5 PO R S TE IR R B P, R 8 UM RIS R S R
R,

/

BB E DR ERAERMERS ?
wRARMEEAERNMERHTTP, FTP, TELNETSS

E\i}

DEELE, a0 MD5 . SHAL1 . WEPSR,

/

ERNZERINE
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OWASP Top 10 - 2021

A02: hNZZ2 KEH] L34 (Cryptographic Failures)

1818 #1. 5 —(AEARIMER BB CERENZRMNBENEFNEH TR - EREREFIEEEBSREN
EMRFHBEIBSQUIEANRIERFEEAFFRIRAX -

1518 #2. E— At B HMB EEEFEMRTLSI STIEMBMNE » HEEEIZEBRMTEWEAZZNESEAR),
HEE LR UEHTTPSERARAEHTTP » W IHE 5 R BBEUER ZE AV E & (session) cookies » Z AN BEEXBINZINEEE
(session) cookiesili#N 5P (REEBM)NEEE - EMFEELEERENRMLEN « BR7T _LilBlsh - BEHMEERE
EUBEAE LR - WEFRUERA °

1518 #3: ZISE R EF AR FEINE N BN EREFESEANES » —EEE LENRETGENREFIZIEE
HIE > PrE R INE RO Z ] LAETAZ T BT R AR - EMEM AW - AREsRENEEEEEEE
HEEEGPUIE AR -

TINCS N SRR
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OWASP Top 10 - 2021

A03: ;EFAXIULEE (Injection)

% SOL Injection
NoSQL Injection
Command Injection
LDAP Injection
JSON Injection
CSS Injection

RIBHT T E RHAR,
5 B8 Y UG & 2
TINCSN SRR
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OWASP Top 10 - 2021

A03: ;EFAXIULEE (Injection)

1818 #1: BARIVER T ARESENERZAMESSY SQL IFI -
String query = "SELECT * FROM accounts WHERE custID=" + request.getParameter("id") + ";

1518 #2: 0t EAREMERNEBEE > FTEER(NATRBOEE » (FI40 - Hibernate T3HFES (HQL))

EEMEBRESD » WBEEMPIRORIEISNT "id" 281E > B or1'="1 > fla0

http://example.com/app/accountView?id="or "1'="1

EMEERNESRISEENE > MEBMAIRFERRPIICE  BREIONERFIEEIEIMFRER » MRHEE
B FBEE

TINCSNEEEESEE
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OWASP Top 10 - 2021

- A04: L 25%5T (Insecure Design)

s
a0

2021 piEmiBRYIE H, EFREERIE T ERETHRIEEE RV E B,
EBERNINERBEFT A, OTPIRREEEE N BRUL,

{4
RABNER LA 100 £ RIS —AEES, BB LEERE, SHED
AHFIFTRR IP ik 53, ES 09 HEHME, 50 REEHHE

E=S

P An

~>F /)3 0

TINCSNEEEESEE
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OWASP Top 10 - 2021

- A05: Z2EXTERRPE (Security Misconfiguration)

B 90% THNERERNGFEERENNLZ 2K TR, £ OWASP Top
10 2017 fRASFHI XML A SR EEL ) F AKE (XML External Entities) #&

RS (E AR

AR ENFERNIE., FARRRAIFHEEREE, Rt BBERN

AR, REFH TR R EEITRE AL EIEES,

EREZREL

A 2 S B R A 2%

TINCSNEEEESEE
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OWASP Top 10 - 2021

- A05: Z2EXTERRPE (Security Misconfiguration)

R #1 - S EARIEI AR, 2B RBHRIVERIER,
EEREIVE BT 2ERE, AIRIEEN A A= Akes,
pIan - FEEMIERNTFE B EE N E, I HEREERIKRE,
WEFHALUEBTARRIERE AN, WEISRFEHIER,
BRI REEDI AR A ReE LK, WEZHgER LI B T,
=5 F 5 B

Oima=1d Java 185, IFEiEiReEELm TiESE
B

JR5EHS, BERIHEREINT, BRERFIGES]ERE,
TINCSN SRR
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OWASP Top 10 - 2021

- A05: Z2EXTERRPE (Security Misconfiguration)

BiE 43 RRARBORE, AHHHEBHMATOERAL,
I EEEN, BEFEE, BA TAEBEBASNINE,
SREERE, ST, LA AT ERA,

B #4 . —EEZim{Alikes, Rt FIEERIERDF, oA MR R
CSPRIF, S SR EinfEFrIBURE R A LURTF Y,

TINCSNEEEESEE
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OWASP Top 10 - 2021

A06: BB E R ITH (Vulnerable and Outdated Components)

OWASP Top 10 2017iREE NLABINLE, 2021RATCHE|E /NBHIALE,
Bt EME—IZB1E( CVE BEEFER] CWE WRIAER,

TINCSNEEEESEE
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OWASP Top 10 - 2021

- AOQ7:

=N SE B B sE il 2 3 (Identification and Authentication Failures)

OWASP Top 10 2017 iR¥ESE ZZHMIE, 2021 IRA T EEIE CEHIAE,
R ZERBIARDGERHIMA Z ER IFEE, ML ERE FEREE,

AN

T ERA B RS, RIEEZRIWERE, %Fﬁlﬁﬁyﬁ TR kd], ZE
Session AL, Session BEHESNEE, Gk IEMERTEER

IR

AN

o
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OWASP Top 10 - 2021

A08: EREE B E R STEE M L3 (Software and Data Integrity Failures)

T2 TS S E R SRS R BE R B BE R B RL Se B4
N2 R FHE

ERNREERECEMR. HAE, EHF
NEeMFFEEES /8% (CI/CD) Mg

£ R Z I & Se B M e B8 1Y B B 5B

TINCSNEEEESEE
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OWASP Top 10 - 2021

- A09: ERZ0Ek SBT3 (Security Logging and Monitoring Failures)

OWASP Top 10 2017 fRESE+HBHIALE, 2021 IRATEH Z)E N B HINLE,
BEBFELEHREGAR T, e EEN2EHENKE R,

RICER ARSI S (B0 : BARD., BAKKE ), FEERAR
REL. REERIZEIVEINETE R, HEEAETFRAMIRS, HESEH
JJ:I./; Fﬂﬁ%lﬁ/\]i%kﬁ A o)

TINCSNEEEESEE
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OWASP Top 10 - 2021

- A10: AR imEE K {BIE (Server-Side Request Forgery )

W AT LUF P (AR A R SR AR E WAF, B, SRk ACL %
EHORH, AEARERZ ST

151 #1 : ¥NER{EIARES Port Scan |
AN SRR ZRE R YR, KEEBE GBS RSOERIAGE, FIETANERARTS Port 18,

[FHR#2 - EBENER
TSR A LU ER A HE I B 2R S A E AR B S BB B

[B1R #3 © BEAERARES |

W E A RN RE S 9 TEE— S H0%%, §80 : RCE%DoS, _ _ .
U INC SN Eenisens
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OWASP API Top 10: 2023 ot
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OWASP API Security
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op 10 - 2023

BAND! a n ¢ 7

OWASP API Security THE e .- .e-

plication security Testing

Top Ten - 2023 :

a8 & 0 7
© @ 0000:00 | @ e

(R 2HKE

®-Security Alliance

https://owasp.org /API-Securit




OWASP Wayfinder

Coraza Iterate ¢ SKE
Mod SecurityR
L] Operation > i 5 AT
Security P > Requirements >
CRS ASVS
MASWS
Security Threat Dragon
Champion
] . Comucopl
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‘Shop : Docs Go SCP Dependencies cy Track Libraries
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ABENEEREBE BT KT
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The Open Source Securily Testing Methodology Manual
Contemporary Security Testing and Analysis
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OWASP ZAP

Q Z AP Home Blog Videos Documentation Community Sponsor Q Download O L 4

OWASP® Zed Attack Proxy (ZAP)

The world’s most widely used web app scanner. Free and open
source. Actively maintained by a dedicated international team of
volunteers. A GitHub Top 1000 project.

Quick Start Guide Download Now

o Q

Intro to ZAP Automate with ZAP ZAP Marketplace

If you are new to security testing, ZAP provides range of options for
then ZAP has you very much in security automation. Check out the
mind. Check out our ZAP in Ten automation docs to start

video series to learn more! automating!

ZAP marketplace contains add-ons
that have been contributed by the
community. Check out how you
can extend ZAP with the add-ons!

ZAPping the OWASP Top 10 (2021)

This document gives an overview of the automatic and manual components provided by OWASP Zed Attack Praxy (ZAP) that are recommended for testing each of the
OWASP Top Ten Project 2021 risks.

For the previous Top Ten see ZAPping th P Top 10 (2017)

Note that the OWASP Top Ten Project risks cover a wide range of underlying vulnerabilities, some of which are not really possible to test for in a completely automated
way. If a completely automated tool claims to protect you against the full OWASP Top Ten then you can be sure they are being 'economical with the truth’!

The component links take you to the relevant places in an online version of the ZAP User Guide from which you can learn more.

Common Components The ‘commaon compenents’ can be used for pretty much everything, so can be used to help

detect all of the Top 10
Manual Manipulator-in-the-middle proxy
Manual Manual request / resend
Manual Scripts
Manual Community Scripts
Manual Search

A1 Broken Access Control

Automated Scan Rules tagged with: OWASP_2021_AD1

https://www.zaproxy.org/docs/guid
es/zapping-the-top-10-2021/

aEHUR SR

Taiwan Cyber Security Alliance

TINCS
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OWASP ZAP

- ThEEST A

BIREIRIE (BB LR )

Forced Browse (A7 #ik=Hix, 18
Spider ( fEEsCz2 )

AjAX Spider ( Javascript fEEEC&2 )
Fuzzer ( BEMLIEAZBUZIERDAIE )
Proxy (fXEfRIARzs )

A

)

TIWCSNERREESE=
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OWASP ZAP - Automated Scan

eve
Standard Mode

@Sites
ecEn
~ % Contexts

[ Default Context

@ Sites

= History Search ¥ Alerts

e 6 e

GadtyDEoOE0D48 Ve OXELBoee@U
0 & QuickStart # =+ Request o= Response
< Automated Scan
This screen allows you to launch an automated scan against an application - just enter its URL below and press ‘Attack”.
Please be aware that you should only attack applications that you have been specifically been given permission to test.
URL to attack htp:/ /testphp.vulnwed.com/
Use traditional spider: v
Use ajax spider. with  Firefox Headless
v Attack Stop
Progress: Attack complete - see the Alerts tab for details of any issues found
“ HTTP Sessions Output ¥ Spider A ActiveScan # »

B8 ) NewScan Progress: O http://testphp.vulnrweb.com

Sent Messages  Filtered Messages

M Req. Timestamp

16,113 2022/9/12 FF#10:18:36
16,114 2022/9/12 F¥10:18:37
16,115 2022/9/12 FF10:18:36
16,116 2022/9/12 FF¥10:18:37
16,117 2022/9/12 T¥10:18:37
16,118 2022/9/12 TF10:18:37
16,119 2022/9/12 FF10:18:37
16,120 2022/9/12 F¥10:1837
16,121 2022/9/12 FF10:18:38
16,122 2022/9/12 T¥10:18:38
16,123 2022/9/12 F¥10:18:38
16,124 2022/9/12 FF10:18:38
16,1028 20221012 FAEIMIRIR

Resp. Timestamp

2022/9/12 FF10:18:36
2022/9/12 F¥10:18:37
2022/9/12 FF10:18:37
2022/9/12 F¥10:1837
2022/9/12 FF10:18:37
2022/9/12 FF10:18:37
2022/9/12 FF10:1838
2022/9/12 F¥10:18:38
2022/9/12 FF10:18:38
2022/9/12 FF¥10:18:38
2022/9/12 T¥10:18:38
2022/9/12 FF10:18:38
022402 FEINIRIN

Alerts ™11 /8 /22 ™4 Primary Proxy: localhost:9090

OWASP ZAP - OWASP ZAP 2110

2 T 7 Current Scans:0  Num Requests: 16796 New Alents:215 & Export
Method URL Code Reason RTT Size Resp.
TRACE hp./ ftestphp.vulnwed.com/p y.php 405 Not Allowed 177 ms 152 bytes
TRACE http:/ [testphp.vulrweb.com/product. phpipic =6 405 Not Allowed 182 ms 152 bytes
TRACE htp:/ ftestphp.vulmweb.com/privacy.php 405 Not Allowed 348 ms 152 bytes
TRACE b/ frestphp vulnwed.com/ product.phpipic=6 405 Not Allowed 3S1ms 152 bytes
TRACE http:/ /testphp.vulrweb.com/privacy.php 405 Not Allowed 364 ms 152 bytes
TRACE http:/ /testphp vulmwed.com/ product. phpipic=6 405 Not Allowed 343 ms 152 bytes
TRACE hp:/ /restphp. vulmwed.com/privacy.php 405 Not Allowed 374 ms 152 bytes
TRACE http:/ /testphp.vulnweb.com/product.phpipic =6 405 Not Allowed 348 ms 152 bytes
OPTIONS Mip:/ /testphp,vulmweb.com/ privacy.php 404 Not Found 357 ms 207 bytes
OPTIONS hp: [ /restphp. vulrwed.com/ product. phpipic =6 200 OK 356 ms 200 bytes
OPTIONS Mtp:/ /testphp.vulmweb.com/privacy.php 404 Not Found 174 ms 207 bytes
OPTIONS Mip:/ /testphp vulrwed.com/ product.phpipic=6 200 OK 186 ms 200 bytes
_DOTONS . harncfirastnhnoilmanh e am acuvaes. nha. AN Noa Sound IRT e 207 buras.

Currem Scans B0 0 ®0 A 0

v @ Select,.,

Header  Size Resp. Body &
157 bytes
157 bytes
157 bytes
157 bytes
157 bytes
157 bytes
157 bytes
157 bytes
16 bytes
6,454 bytes
16 bytes
6,454 bytes

- e AR P
Qo0 o 0

o ¥o

TINCS

aEHUR SR

Taiwan Cyber Security Alliance
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OWASP ZAP #4813 43

StandadMode v I B HE Z &8 S A EEEa8DER

@ Sites 4

eSS
« (5 Contexts

[ Default Context
@ Sites

OWASP ZAP - OWASP ZAP 2111

T e e oOXEmLumeesel
, 7 Quick Start # = Request 4= Response <

) Edit Alert )
L injection v
URL: http / /testphp.vulrweb.com/secured/ £hp '
Risk: High
- Confidence: Medium

Parameter:  uuname v
Attack: ZAF OR"1'w"]" -~

Evidence:

CWE ID: 89 c
WASCID: 19 <
Description:

™ Mistory < Search  [WAlerts # g HTTP Sessions

@ee /v

¢ L Alerts (25)
> M Advanced SQL Injection ~ AND boolear-based blind - WHERE or HAVING clause
» M Advanced SQU Injection = MySQL >« 5.0 boolean-based blind - Parameter repla

™ Advanced SQL Injection - MySQL > = 5.0.12 AND time-based blind (SELECT) (7)

# Advanced SQL Injection -~ MySQL UNION guery (NULL) - 1 to 10 columns (5)

7 Cross Site Scripting (DOM Rased) (14)

P Cross Site Scripting (Reflected) (14)

# Cross~Domain Misconfiguration - Adobe - Read

Output ¥ Spid

> P Path Traversal

* 1SQL Injection (8} 1
GET: http:/ /testphp.vulnweb,com/artists phplartist=S-2
GET: http://testphp.vul b.com/listproducts phplarist=3+AND+ 1%3014

CET: http:/ /testphp.vulnweb.com/listproducts phplcat=4 +AND + 1%3D 1+~
CET: http://testphp.vulnweb,.com/product, php?pic =82
POST: Mip:/ /restphp . vulmweb com/secured/newuser.php
_ POST: http / /testphp.vuleweb.com/secured /newuser.php
POST: http //testphp.vulaweb.com/userinfo.php
POST: hutp:/ /testphp vulsweb comfuserinfo,php
> M SQL Injection - MySQL (5)
Alerts B 11 %8 (-2 M4 Primary Proxy: localhost:9090

SQL injection may be possible

Other info:

The page results were successfully manipulated using the boolean conditions [ZAP
AND '1I'="1" -~ ] and [ZAP OR "1'="1" -~ }

The parameter value being modified was stripped from the HTML output for the

~ Solution:

Do not trust client side input, even if there is client side validation in place.
In general, type check all data on the server side.
If the application uses JOBC, use PreparedSt.

Reference:

hitps://cheatsheetseries owasp.org/cheatsheets /SQU_Injection_Prevention_Cheat_Sh
eet.htmi

or CallableS with

Alent Tags:
+

Key
CWASP_2021_AD3
WSTG-va2-INPV-0S
CWASP_2017_AD1

https:/Jowasp.org/Topl0/AC3_2021-Injection/
https://owasp.org/www-project-web-security...
htps: [ Jowasp.org/www-project-top-ten/ 2017,

Value =

can

enter its URL below and press "Attack’.
fically been glven permission to test.

v @ Select...

issves found

ZAP AND '1'='1' -~ | and [ZAP OR '1'="1" -~ ]
1 purposes of the comparison

~ CurrentScans @0 ©0 ®0 30 @O

1AL

0,0:0

ED)
D
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ec oo Header Ted ~ BodrTed v |
oy pm HTTP/1.1 200 OK
Server: nginx/! ¢ it Al >
(2] Detautt Context Oate: Friy 20 | O £t At
» @ Stes Content-Type: | cyoss Site Seripting (Refiected) V

Connection: kel

X-Powered-By: |y hitpitestphp vulnwed.comiistproducts. php?7cat=9%3CImg+src3
| Dx+onemors30prompt%283%20%3€E
Rusk High v
| Confidence: = Medium v
lI Parameter  cat v
</tr>c/ tal Altack <iMQ SrC=X ONeror=prompti»
: f;;:f"’ 'Evidence:  <img Src=x onerror=prompt>
<le- end uz:h;cwsloz 79 ¢
<1-- begin coniWASCID: 8 ¢
<!-- InstonceB( Description:
<div id="conte| » .
2 | Cross-site Scripting (XSS) is an attack technigue that inmvolves echoing ’ §
e ni::m_'; Yol amacker-supplied code into 3 user's browser instance. A browser jonds’ to:your: NySQL.server. v
Sirvilngi aysall instance can be a standard wed browser client. or 3 browser object in /hd/varsmem/1istproducts
: \ Other Info
= History 9 Search U s # Output M Spider ) AcveScan I
00| 7\@ 2 0rror%30prompt328%29%3E
n
v L Alents (11) ] z
> P Cross Site Scripting (DOM Based) (19) ‘ s:ﬂ':‘“._""mu w $580%i0n
v I Cross Site Scripting (Reflected) (14) e Clut
: Sure g " 192438 %29% f  Use avetted lidrary or tramework that does not allow this weakness to
= GE'j ey % PP At 38 4 occur or provides constructs that make this weainess easier 10 avoid.
. GET: hp:itestphp viinwed comhpp/params php7p=%3CscriptiIElen%28 19%629%38%3C%2A "
|| GET: hp:itestphp wanwed comMpp/params php7p=vabespp=%2Cscript¥% IE alen%281%29%31 ) Reference:
_ GET: hitpuitestphp vuAnwie b comaistproducts php?arist=%3Cimg+$rc%30xonerror% 3Dprompte \ hetp iprojects wedappsec org/Cross-Site-Scripting
| GET: hipiitestphp winwed comaistoroducts, php?cat=2%3Cimge s1c% 2Dx+ 0nerror¥ 30promptte; i hep ifowe mitre orgicatadefinitions/79 htmi
" POST: hitp Mesiphp winwed comiguesitook php =
_ POST. hitp Mestphp winwed comiguesibook php Aot Tags:
| POST: hitp:estphp vulnwed, comis earch phptest=query &+ - m‘mm’ b ";":::m"m" ol
J POST: hiip Mesiphp winwed convsecurednewuser php ipt ActiveX, Java, Flash, or any oth
POST: hitp Mestphp winwed comisecurednewuser php Key Value ~
. POST. ntipitestphp winwed convsecurednewuser.php OWASD 2021 aM e Mawsen aealTantNaN2 202
_ POST: hitp Mestphp winwed comvsecurednewuser.php Cancel Save
. POST: hitp:itestphp wuilnwed convsecurednewuser.php
_ POST. hitpMestphp winwed comisecurednewuser php
> SOl Indection (T Solution
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& - X O A FEZ | testphp.vulnweb.com/listproducts.php?cat=<img+src%3Dx+onerror%3Dprompt%28%29>

ﬁccuneﬁx acua rt testphp.vulnweb.com 8/

Acunetix Web Vulnerability Scanner

home | categories  artists ' disclaimer your cart  guestbook @ AJAX Demo

search art Error: You have an error in your SQL syntax; check th _—
[ |[go] corresponds to your MySQL server version for the rigl ’

'= 'atline 1 Warning: mysql_fetch_array() expectspe. .

Browse categories  resource, boolean given in /hjivar/www/listproducts.php on line 74
Browse artists

Your cart
Signup

Your profile
Our guestbook
AJAX Demo

Links

Security art
PHP scanner
PHP vuln help
Fractal Explorer
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P address

Mirror saved on: 2020-10-19 03:50:20

Notified by: chinafans Domain: http://tcimmersion-hakka.gov.tw/o.htm IP address: 143.95.40.187 =
System: Win 2012 Web server: 11S/8.5 Notifier stats
This is a CACHE (mirror) page of the site when it was saved by our robot on 2020-10-19 03:50:20

Chinafans

ICQ : chinafans - Skype : adminfans - Twitter : Oxfans - Facebook : werido1996

BEHUT2HNA
i “V‘* b a ““ Taiwan Cyber Security Alliance
http://www.zone-h.org/mirror/id/34287373
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Source

VirusTotal

VirusTotal

VirusTotal

VirusTotal

VirusTotal

VirusTotal

VirusTotal

VirusTotal

VirusTotal

VirusTotal

VirusTotal

VirusTotal

VirusTotal

VirusTotal

VirusTotal

VirusTotal

Domain

www.heliopto.com.tw

www.d-lai.com.tw

mail.hengshan.com.tw

ez123.tw

mail.yifa.tw

mail.pacific-edu.com

youdetw.com

tcimmersion-hakka.gov.tw

www.tcimmersion-hakka.gov.tw

Www.apex-arms.com

juicexpress.com.tw

jvpump.com

comerich.com.tw

www.comerich.com.tw

tw-comerich.com.tw

www.tw-comerich.com.tw

Record Data

143.95.40.187

143.95.40.187

143.95.40.187

143.95.40.187

143.95.40.187

143.95.40.187

143.95.40.187

143.95.40.187

143.95.40.187

143.95.40.187

143.95.40.187

143.95.40.187

143.95.40.187

143.95.40.187

143.95.40.187

143.95.40.187

Record Type

A

A

First Seen

2020-12-20 12:41:03

2020-12-20 09:48:35

2020-12-1910:10:33

2020-12-10 06:12:56

2020-11-30 04:34:32

2020-11-27 12:49:48

2020-11-21 13:24:38

2020-10-22 02:47:06

2020-10-22 02:46:56

2020-10-11 09:23:16

2020-10-09 09:09:04

2020-07-20 23:20:26

2020-05-08 17:43:13

2020-05-08 17:43:11

2020-04-23 08:50:31

2020-04-23 08:50:27

Last Seen

2020-12-20 12:41:03

2020-12-20 09:48:35

2020-12-1910:10:33

2020-12-10 06:12:56

2020-11-30 04:34:32

2020-11-27 12:49:48

2020-11-21 13:24:38

2020-10-22 02:47:06

2020-10-22 02:46:56

2020-10-11 09:23:16

2020-10-09 09:09:04

2020-07-20 23:20:26

2020-05-08 17:43:13

2020-05-08 17:43:11

2020-04-23 08:50:31

2020-04-23 08:50:27
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