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I SSL AYHATRE
“We are secure because we use SSL!”
“Strong 128 bit crypto being used”
“We use Digital Certificates signed by VeriSign”
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Heartbleed @ @(CVE-2014-0160)

& C @ cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-0160 G B v Y @ o » 0O

Printer-Friendly \

CVE-2014-0160 Learn more at National Vulnerability Database (NVD)
* CVSS Severity Rating ¢ Fix Information e Vulnerable Software Versions « SCAP Mappings » CPE Information

Description

The (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1 before 1.0.1g do not properly handle Heartbeat Extension packets, which allows remote attackers tc
information from process memory via crafted packets that trigger a buffer over-read, as demonstrated by reading private keys, related to di1_both.c and t1_lib.c,
bug.

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.

» BID:66690

» URL:http://www.securityfocus.com/bid/66690

« BUGTRAQ:20141205 NEW: VMSA-2014-0012 - VMware vSphere product updates address security vulnerabilities
e URL:http://www.securityfocus.com/archive/1/534161/100/0/threaded

e CERT:TA14-098A

e URL:http://www.us-cert.gov/ncas/alerts/TA14-098A

e CERT-VN:VU#720951

» URL:http://www.kb.cert.org/vuls/id/720951

e CISCO0:20140409 OpenSSL Heartbeat Extension Vulnerability in Multiple Cisco Products

» URL:http://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20140409-heartbleed

» CONFIRM:http://advisories.mageia.org/MGASA-2014-0165.html

» CONFIRM:http://cogentdatahub.com/ReleaseNotes.html

s CONFIRM:http://download.schneider-electric.com/files?p Doc Ref=SEVD%202014-119-01

» CONFIRM:http://git.openssl.org/gitweb/?p=0openssl|.git;a=commit;h=96db9023b881d7cd9f379b0c154650d6c108e9a3

Ref: https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-0160
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&« G 2 exploit-db.com x Eg ¥ g o 3 I

e Verified Has App
(-
.

2024-07-01 * *  Xhibiter NFT Marketplace 1.10.2 - SQL Injection WebApps PHP Sohel Yousef
2024-07-01 * *  Azon Dominator Affiliate Marketing Script - SQL Injection WebApps PHP Bugra Enis Ddnmez
ﬁ 2024-07-01 * X Microweber 2.0.15 - Stored XSS WebApps PHP tmrswrr
2024-07-01 * % Customer Support System 1.0 - Stored XSS WebApps PHP Geraldo Alcantara
[ 1]
2024-06-26 * X Automad 2.0.0-alpha.4 - Stored Cross-Site Scripting (XSS) WebApps PHP Jerry Thomas
1+ 2024-06-26 * X SolarWinds Platform 2024.1 SR1 - Race Condition WebApps Multiple Elhussain Fathy
2024-06-26 * X Flatboard 3.2 - Stored Cross-Site Scripting (XSS) (Authenticated) WebApps PHP tmrswrr
- 2024-06-26 * *  Poultry Farm Management System v1.0 - Remote Code Execution (RCE) WebApps PHP Jerry Thomas
~
2024-06-14 * *  Boelter Blue System Management 1.3 - SQL Injection WebApps PHP CBKB
2024-06-14 * X WP-UserQOnline 2.88.0 - Stored Cross Site Scripting (XSS) (Authenticated) WebApps PHP Onur Gégebakan

https://www.exploit-db.com/
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OWASP @iz (Top 10 2017 - A3 Sensitive Data Exposure)
https://www.owasp.org/index.php/Top_10-2017_A3-Sensitive_Data_Exposure

CWE-200 i&iReA
https://cwe.mitre.org/data/definitions/200.html

(MBS FAIRRRER EREE, SRR

TR

http://table-order.kingza.com.tw:8686/dist/?storeCode=660068&tabTleNo=2D095#/

ALASIBR RS IE MR EN, haTLABRI NS B 2R e

Ref:https://zeroday.hitcon.org/vulnerability/ZD-2023-00380
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OWASP
Open Web Application Security Project - OWASP Foundation

OSSTMM
Open-Source Security Testing Methodology Manual

NIST
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The SANS Institute
SysAdmin, Audit, Network, Security
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Mac flooding
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&), /42 d<burp suite

&) 23 portswigger.net/burp/releases/professional-community-2024-5-5?requestededition=community&requestedplatform= &g ¢ @ e O} R 8

Burp Suite Enterprise Edition is now available in our secure Cloud — |Leamn more

&1 PortSwigger

Products v | Solutions v~ | Research | Academy | Support v | =

Professional / Community 2024.5.5

02 July 2024 at 14:55 UTC e
‘ Burp Suite Community Edition V‘ ‘ Windows (x64) V‘ show checksums

This release upgrades Burp's browser to Chromium 126.0.6478.127 for Windows & Mac and 126.0.6478.126 for Linux. For more information,
see the Chromium release notes.

Usage of this software is subject to the licence agreement. All releases >



— ]
pel Tools > Proxy Manage global settings £
All User Project T = @ Proxy listeners
- Todls {6} Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners s it
Proxy Add Running  Interface Invisible Redirect Certificate TLS Protocols
Intruder Edit 127.0.0.1:8080 Per-host Default
Repeater Remave
Sequencer tpro
Burp's browser Binding Request handling Certificate TLS Protocols HTTP
> Project .
sencions @ These settings control how Burp binds the proxy listener. AR AT
+ Network Bindtoport | 8080
> User interface Bind to address: ( Loopback anly
> Suite Allinterfaces
Extensions (@ Specific address:  127.00.1 v

[0 Configuration liorary

ess8|Ajss|Aico

»
oK Cancel
@ Response interception rules
@ Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.
Intercept responses based on the following rules: //zste turned off
Add Enabled  Operator  Match type Relationship Condition
Edit Content type head... Matches text
or Request Was modified
Remave or Request Was intercepted >
Up And Status code Does not match 73048
And URL Is in target scope

Down

)
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BE X+
@ Firefox aboutpreferences bk

REFRARABHKEFERESE
O FEF Proxy (¥)

O EEEHLEEL Proxy BE (W)
O ER&H Proxy B2E ()

® FEEF Proxy (M)

HTTP Proxy ()| 127.00.1 =@ ‘ 8080 |

it s HTTPS ER EA M IERRES )

HTTPS Proxy (H) | 127.0.0.1 £(Q) 2080

= o

SOCKS i [Q|

O SOCKSv4 (K) @® SOCKS V5 (V)
O Proxy SEnEESEME (A)
EHEA (B)

EEEEN)

Efl: .mozilla.org, .net.tw, 192.168.1.0/24
£ localhost ~ 127.0.0.1/8 & 1 FIERKEFSERNERRE -

[ £EBEEREFEETREZ ()
53 SOCKS v4 B 038 DNS S5 (4)

£ F SOCKS v5 B I8 DNS =3 (D)
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* Count

QO 8 192168.0.107/news/

TR Y 5585 ERH

HER REiER REFPL l‘;i&%ﬁﬁ@)

| e Tuesday , 16 Jul 2024

3 Home > News
It B it JEL - [
NO. | Title | Source Date
%+ Open-Letters Remote PHP
Ad 2015-03-27

ICode Injection Vulnerability i

, * Wolf CMS_O.S 2 Arbitrary File Admin 20150327
Upload Exploit
< SevenlT SevDesk 3.10 - Multiple

3 Ad 2015-03-27
Web Vulnerabilities mn
< WordPress MiwoFTP Plugin

4 1.0.5 - Arbitrary File Download Admin 2015-03-27
Exploit
< GoAutoDial 3.3-1406088000 -

5 Ad 2015-03-27
Multiple Vuinerabilities mn
< Wifi Drive Pro 1.2 i0S - File

6 Ad 2015-03-27
Include Weh Vulnerability mn
< Photo Manager Pro 4 4010S -

7 Ad 2015-03-27
File Include Vulnerability mn
+ WordPress NEX-Forms < 3.0 - :

3 Ad 2015-03-27
QL Injection Vulnerability "

MoonCity Contact phone:0800-000-0000
Address:No.1, Hacker Street, Moon
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[) bg_unit-1-02-2.gif rv:128.0) Gecko/20100101 4 ¥-Powered-By: PHP/5.0.4
Firefox/128.0 Connection: close
[0 bg_unit-1-03.gif 4 Accept: Content-Type: text/html;
[ hp-top_03.gif text/html, application/xheml+txml charser=UTF-8
,application/mml;g=0.9, image/av 7 Content-Length: 24458
[) hp-top_06.gif
if, image/webDp, imags/png, inags/s
[} hp-top_07.gif voml, A/ %3 q=0.8 ¢ <!DOCTYPE html PUBLIC
5 Accept-language: "-//U3C//DTD XHTHL 1.0
~ [T icon

Zh-TV, zh; =0.8, en-US;¢=0.5,en; Transitional//EN"

point-green2.gif =0.3 rheep://www. w3, org/ TR/ xhtmll/D
5 Accept-Encoding: gzip, deflats, TD/xhtmll-transitional,ded”s>
signal3_03 gif =
br 10 <html zmlns="
7 Connection: keep-alive htep://wwv.wl.org/ 1999/ xhtml">

Upgrade- Insecure-Requests: 1

space-5x1.gif

D
D
[} space-10x5.gif
[
D

Priority: u=0, i 12 <head>
space-5x5.gif 10 1 <meta http-squiv="
11 Content-Typ=" content="
i fine text/html; charset=ucf-8"
[ line-613.gif />

) 14 <title>
O Ine-423.gif ount
[ search-tit3.gif </title>

text/css">

[ spacergif
[ tit-search.gif
[ unit-2_main_00.gif

@ @ €| [seard0 Ohighlights 0 highlights

Burp Project Intruder Repeater View Help unity Ed -
Dashboard ~ Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder ~ Comparer  Logger  Organizer  Extensions  Learn &
Sitemap  Scope  lssue definitions
Y Site map filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx respanses; hiding empty folders
~ http//192.168.0.107 T E
v [T news
Host Method URL Params  Status Code Length MIMEtype Title
o ‘ http//192.168.0.107  GET /news/ 200 24653 HTML Count
v @ details php http//192.168.0.107  GET /news/details.php
B no=1 http//192.168.0.107  GET /news/details php?no=1 +
B 5 //192.168.0.107 GET /news/details.php?no=2 +
7 no=
tone /192.1680.107 GET  /news/details.php?no=3 +
B no=3 http7/192.168.0.107  GET /news/details php?no=4 v
B no=a http//192.1680.107 GET  /news/details phpno=5 +
A no=5
B no= Q== inspector W) =T = @&
Request Response
7 no=7 - —
B ro Pretty  Raw QB w = Pretty  Raw Hee v~ B W = | Requestattributes 2
A no=8 e — —
B re 1 GET /news/ HTTE/1.1 1 HTTE/1.1 200 OK
v [ images > Host: 182.168.0.107 3 Date: Tus, 26 Feb 2013 Request headers 8
G T User-Agent: Mozilla/5.0 13:42:54 GHT
g-unit-1-0.gi (Vindows NT 10.0; Wing4; =64: Server: Apache/2.0.5% (Fedora) | Response headers 6

)
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Burp Project Intruder Repeater View Help Burp Suite Community Edition v2024.5.5 - Temporary Project
Dashboard Target P Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Exte
ntercept HTTP history WebSockets history {§} Proxy settings

/P Request to http://192.168.0.107:80

Forward Drop Intercept is on Action Open browser Add

{1
o

Pretty =~ Raw  Hex (] in = Insp

1 GET /news/details.php?no=1 HTTF/L.1

> Host: 192.168.0.107 Requ
User—Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; xE64; rwv:128.0) Gecko/20100101 Firefox/12B8.0

4 Aoecept: ReqL
text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/wvebp, image/ pnyg, image/ svg+xml, */ *: c=0.8

5  Acecept-Language: zh-TW, zh:;q=0.8,en-US;q=0.5,en;q=0.3 R

eqL

hoecept-Encoding: gzip, deflate, br

1 ™

Connection: keep-alive

Referer: http://192.168.0.107/news/ Requ
Upgrade-Insecurs-Requests: L

Priocrity: u=0, i ReqL

S EETL RG]
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Injectlon Flow

= %ﬁ
SQL Injection
Command Injection
LDAP Injection
XML Injection
...etc

x ZZE%EHIJ)\E% =2 (Input Validation Error ) < 25554




SQL InJectlon

X Ejﬁié]ﬁ

SQLERI RS
SQLIESHE AT KE

LT

DA

it

AMERET
ey
x BLHAEIEHNBMHESQL Injectionl ?
|5%\L€ HI
ARIER 24
A8 B2 e FHAZ TV K&

Ref:


https://www.owasp.org/index.php/Testing_for_SQL_Injection_(OTG-INPVAL-005)

of A...

X EJEHE%ME%‘
x HUSHEIR
x FBEVEEIER
x IBHE R
x BES

x elc



tZDﬂE/ﬂ SQL InJectlon

MARASTSR 0 ° "

[Simple URL] [Test SQL Injection]
http://www.example.com http://www.example.com/
/news.asp?id=10 news.asp?id=10"

&%T\I\HE = j%m%q"




tlmﬂé/ﬂ SQL InJectlon

Tﬁ)\@

[Simple URL]

http://www.example.com/
news.asp?id=10

e —

122

ﬁ% = ml—,l E

&

7_5
[Test SQL Injection]

http://www.example.com/
news.asp?id=11-1

http://www.example.com/
news.asp?id=10" or
Ill — 11

\

\
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X /\EEE’JSQL InJectlon

x NHEZEABRBENREREINAKRETSEERREDER
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[TLOGIN [ ACCOUNT | CONTACT

This site is for demonstration purposes only.

Username: |admin

LOGIN

Copyright @ 2006, HackMe Bank
All rights reserved.

select * from member where
ID=qoo UID ='goco’
Passwd=1234 And Passwd="'1234'

ﬁ _' SEARCH | LOGOUT | ACCOUNT | CONTACT
This site is for demonstration purposes only.

Hello, Admin User

Welcome to Hackme Bank Online.

View Account Details: | v

Transfer Funds

My Recent Transactions
Search financial news articles
Customize site language

Copyright @ 2006, HackMe Bank
All rights reserved.




[TLOGIN [ ACCOUNT | CONTACT

This site is for demonstration purposes only.

Username: |admin

LOGIN

Copyright @ 2006, HackMe Bank
All rights reserved.

ID=qoo0 select * from member where

Passwd=" or 1" = 1 UID ='qoo'
And Passwd= ‘or T’

_' SEARCH | LOGOUT | ACCOUNT | CONTACT

This site is for demonstration purposes only.

Hello, Admin User

Welcome to Hackme Bank Online.

All rights reserved.

(pﬁ
&‘ View Account Details: [
_
\ \ / /\ Transfer Funds
Mv Recent Transactions
\ Search finandial news articles
Customize site language
((ﬁ\ﬂt\ Copyright @ 2006, HackMe Bank
— zj]\/\



SQL Injection]/R 3

— Az B AR SR 2 S AU AE IS AUSQLES)
select * from member where UID =" "& request("ID") & "'

And Passwd =" "& request("Pwd") & "

IEE#mA El4EE
select * from member where select * from member where UID
UID = ‘goo’ And Passwd='1234" = 'goo

And Passwd=" " or 1" = T’

« A/orgHER 1" = =WANAY)

- N



[TLOGIN [ ACCOUNT | CONTACT

This site is for demonstration purposes only.

Username: |admin

LOGIN

Copyright @ 2006, HackMe Bank
All rights reserved.

D=Admin select * from member
> N drr_nn N whereUID = 'Admin’ --'
assWa= And Passwd= "

E _' SEARCH | LOGOUT | ACCOUNT | CONTACT

This site is for demonstration purposes only.

Hello, Admin User

Welcome to Hackme Bank Online.

View Account Details: | v

Transfer Funds

My Recent Transactions
Search financial news articles
Customize site language

Copyright @ 2006, HackMe Bank
All rights reserved.




SQL Injection/RIE

L RmAEREEGEENSQLEE
select * from member where UID ='"& request("ID") & "'
And Passwd ="' "& request("Pwd") & "'

[IR=1TPN Eil4Es
select * from member where select * from member where
UID = 'goo’ And Passwd='1234' UID = ‘Admin’ --’
And Passwd= "

. *%UID— _Admin’ BIENEEEIE - FTARERRG
AN EBEETLCY - BERMAImMINIRIRE AR
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Normal SQL Injection
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X A%ﬂ%ﬁf@fﬁﬂﬁ”ﬁéﬂfﬁ%ﬁﬂ
X e AEMSQLIE=




IF R I E RN &

- - - - = . DB Server
e g
SN

e’
" Internet’ “
Select * from table
Where id=78
Web Server
/’/\“

NS
news.asp?id=7. &




AE B AL E R =

v

- - - - = . DB Server
e g
SN

Internet’

Select * from table
Where id=78|union
all Select * frgm ...

Web Server
.

et \

news.asp?id=7
Union all Select o ...




AR HIEE R &

v

- - - - = . DB Server
e g
SN

Internet’

Select * from table
Where id=78|;

EXEC xp_cmdghell
‘TFTP ../ Web Server

<.

7
/

//o

news.asp?id=7

EXEC xp_cmdshen
‘TFTP..




Blind SQL Injection



Bllnd SQL InJectlon

R A dE RS RY[E] FE
ZYN] SR ER ?




Blind SQL Injection

- @) @ 192.168.206.133/news/details.php?no=1 and 1=1 v | ‘ Q search

= HE > BEHE

, Fad 1 %
& No.1: Opel_l-Le‘[le @)@ 192.168.206.133/news/ details.php?no=1 and 1=2 v & || Q search e ¥ A e =
Vulnerability e
................... EEE = %ﬁﬁ}'é’%‘
% T 5 L - O
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Command InJectlon

X%%AEHT%%%%M% %E&ﬂ%%%?
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Cross Site Scrlptlng

x  FE ULl AR 2R
x BREXSS

x EABEERETER (Input Validation Error ) L 255
a0

x WEHRIFFIERS
x PRWLFTFTR K E



Cross-Site Scrlptlng

X T_J'EWeb Eﬁﬁﬁﬁﬂ ' E‘='-? /Q%Z _JZ Pﬂ ,.“ETBZHTI\/IL HE
Al - KBEABTEER HTML tag 5t AERIAK - EE K
BENAH NEEMASBSHINESZERE

x BRI E BT

http://www.victim.com/function.cgi?data=<script>alert("XSS!")</s
cript>

http://www.victim.com/function.cgi?data=<iframe src= " <#=&
URL>"> < /iframe>



<% Response.Write(Request("Name")) %>
JSP

<%= request.getParameter("Name") %>
PHP

<?php
echo $ GET['name'];
7>



IS UL A Bl AN I B2
(Cross-Site Scripting, XSS)

f (™ F1X2 GAMES : Foothall x\+

= & loadgamesvf bet365.com/flx2games/loadGame 7 X | | Q, Search | ﬁ B 4+ # e | =

JSESSIONID=abclk2xMgMzRrébZBykZu

1. AIBLHTML tags a2
2. =& o] LIE EEJavaScript?

Read loadgameswvf.bet365.com
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« FHlcookieZHGE N, -
<script>alert(document.cookie)</script>
S
<iframe src=" FBEEBLHANIU" ></iframe>
HEFIER
<iframe src=" YRAULNIIU" > </iframe>
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http://Orz.tw
http://tinyurl.com
...etc
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1’Et@ WW\Wﬁmx féE%ﬁEE’é‘g gt (Input
Validation )
MBS ELE & < > " ' ASP
Server. HTMLEncode()

http://www.fags.org/docs/htmltut/characterentiti
es_famsupp_69.htm|

EE%ER
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