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Amazon AWS FB &R R5M5

Public cloud market share

W Amazon Microsoft W Google [MAliBaba Other

AWS Azure GCP Cloud Computing
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Revenue trends — AWS with a head start, Azure & GCP showing rapid growth
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« The cloud infrastructure Is a composite of two or g ‘\
more distinct cloud infrastructures (Private, Communlty, \
or Public) that remain unigue entities, but are bound
together by standardized or proprietary technology that
enables data and application portability

--NIST Cloud Computing Security Reference Architecture
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GW: Gateway

VGW: Virtual Gateway
IGW: Internet Gateway
HH : AWS Direct Connect/ Azure Express Route/ GCP Interconnect
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EC2 instances
Virtual private gatewdy
W Subnet y.
Amazon Glacier Amazon 53
Region

RHE&ES100GHEE

e Private virtual interface

s Public virtual interface
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WLAN 1 |
1 *
1 I ]
" AWS Direct : | Customeror | Customer routerfirewall
| Connect | | parnerrouter
! endpoint [ I
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AWS Direct Connect location )
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Infrastructure
as a Service

as a Service
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Applications
Data
Runtime

Applications
Data
Runtime
Middleware Middleware
/S

/S

Virtualization

Virtualization
Servers

Servers
Storage

Storage
Networking

Networking

You Manage
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Platform Software
as a Service

Applications
Data
Runtime

Applications

Data
Middleware

/S

Virtualization

Runtime
Middleware
/S
Virtualization
Servers

Servers
Storage

Platfor
m Type

Common Examples

SaaS

Google Apps, Dropbox,

Salesforce, Cisco WebEXx,
Concur, GoToMeeting

PaaS

AWS Elastic Beanstalk,

Windows Azure, Heroku,
Force.com, Google App Engine,

Apache Stratos, OpenShift

laaS

Amazon Web Services (AWS),

Cisco Metapod, Microsoft
Azure, Google Compute Engine

(GCE)

Storage
Networking

Networking

Other Manages

ERAR © https:.//www.bmc.com/blogs/saas-vs-paas-vs-iaas-whats-the-difference-and-how-to-choose/
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Cost Reduction

I
=
Agility/Dev Innovation & Data Center
Productivity Digital Transformation Consolidation

x

Colocation or outsourcing

Large scale compute Facility or
Real Estate decisions contract changes
10

Acquisitions or
Divestitures intensive workloads

_— hEEE

Chunghea Telecom




MITEEFBEEAE-MIRICTEmELEEREKAIZ

Tech Layer On-Premise AWS Azure GCP
. Office WorkDoc : G Suite
AIRIICENEl Exchange WorkMail Office 365 Google Map
[IS/Apache/Tomcat/Nginx Lambda : App Engine
Runtimes MQ Beanstalk épgljglrc\)/&e Cloud Pub/Sub
Hadoop EMR y Dataproc
AD/LDAP IAM Azure AD Cloud Identity
Security & Intearation Firewall/WAF/IDS/AV Cloudwatch Monitor StackDriver
y 9 SIEM/VA/PT/IR GuardDuty Security Center Cloud Scanner
Orchestration System Manager Automation Composer
Database MS-SQL/PostgreSQL Aurora/RDS Azure SQL Cloud SQL
Hbase/MangoDB DynamoDB Cosmos DB BigTable
Server OS Win server/Linux/..
VMM Vmware EC2 Virtual machine Compute Engine
Docker/Kubernetes Elastic Container AKS Kubernetes Engine
Blob
Virtual storage SAN/NAS S3/EBS/EFS File Storage Cloud Storage
g CIFS/NFS/SFTP/FTP Glacier g Persistent Disk
Backup
DNS Route 53 Azure DNS Cloud DNS
CDN Cloudfront Azure CDN Cloud CDN
Virtual network Load Balance Elastic LB Load Balancer Cloud LB
Router Direct Connect Express Route Cloud Interconnect
VPN/VLAN VPC VPC VPC

= PDEE|ES

Chunghrea Telecom
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FW+LB

I% E Web server

AP server

Database

\ i
Personal Data /
Replica /'

/

D pemm—

Master database

¢ —— country border

Personal Data

Permitted
out-of-country
usage/processing

= S

All Other Data
Master DB
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EC2 App /
Web Servers
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TOp Cloud Optimizing existing Moving more workloads Expanding public Implementing a cloud
to cloud clouds we use first strategy

Initiatives cloud use (cost savings) .
- BEREKA

o« LRER/MHEANT]
- BEEZH

Implementing CI/CD Expanding use of Enabling IT to broker Expanding private clouds * AE\ EJHIi\m
i i i i =
in the cloud containers multiple cloud services we use ° /%El Lutﬁl:lz }/}:E %"

o ZH#EH

=42 e

38% 30% 24% © BRI
42
o+

BB+ - F£190]fE(E30~50%

53%

53%

of cloud

users cite
cost savings
as top focus

for 2017
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Google Infrastructure Security Layers

Safe Employee Safe Software
Devices & Credentials Development

Operational Security
Reducing Insider Risk

I Intrusion Detection

Internet Communication
DoS Protection

I Google Front End

Storage Services

I Encryption at rest Deletion of Data

User Identity

Login Abuse Protection

I Authentication
Service Deployment
Service Identity,

Inter-Service Access
Integrity, Isolation

Encryption of Inter-
icati Management

I Access Management
Service Communication

of End User Data

Hardware Infrastructure
I Secure Boot Stack and Hardware Design and Security of Physical
Provenance Premises

Machine Identity

EiiEiE/HAZRE

MT|E]|ES
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LIAWS &6l

RN dUE

( Virtual resources

[ Tenant
o

( Service Management )

User

portal/APIs

BaXiE (RE)
EiRFEZE

Service resources <

C
N

BENERNZE
(RE)

PEER AR #5 (DDoS)Rh &
(RE)

- hEEE
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i ;Virtual machinel

|

Operatignal
Virtual disc suppport
systems
.o Businegs
_______ support
systemgp

J——— j_-'

(Resource abstraction & control)

Virtualization mechanisms

<Trpﬂ1'

0 |8

‘ E
(BERES

"\’\S

n:u\*g*;-(lzl ERE E)

A\
SRRl RER

(BEXRE)

IAM

N

Physical resources L

NIST Cloud Architecture Model
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VPC

Amazon CloudWatck

=

BB
ELB

AWS WAF

————————————————

i AP Server

' Auto Scaling
I, _g.reup ______

Amazon CloudFront

P
[/

Archive

\
S Q
B Costdown
® High Availability
m Scaling
| B Secure
Amazon RDS
(Multi-AZ) ;
_______ ‘l
Snapshot
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SaaS _\\

Cloud Customer Journey
\

Application modernization
Rebuild Replace

Migrate
Refactor Rearchitect

Rehost

o

On-Premises laaS Containers PaaS/Serverless Saa$S
Infrastructure platform Infrastructure platform Managed container platform Application platform
“lift & shift”
== = =\ INBraw
DMZ -8l xgpmsm - AIFRH - oT&% - RS
21
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Example: Disaster Recovery Options
N\
* How quickly a system can be available to users (RTO) o\\
 How much the amount of data that can be lost (RPO)

« Cost-effectively operate each of DR strategies

Backup & Pilot
Restore Light

Slow Fast

Chunghea Telecom 22




Pilot Light -

DN\
: : \
Focus on database replication g\

www.example.com

www.example.com
Amazon

e 5&/@5—\
M /® - ™~ I, ~ % Load

Reverse Balancer

Reverse Proxy /
Proxy/ Cachin,
Caching g
Server Server

Reverse

l — Not Running
Application
Server
Application Application
Server ] Server
l Database
Server Database

Data Mirroring

. . Pilot Light System
Replication

Server

w Database

Server

Database Scaled up Data

| Gorporate Data ::nr:r ) \_ volume Y, | Corporats Data Centar ) for Production Use | ansRegen )

1. Setup EC2 instances to replicate or mirror data 1. Start EC2 instances from custom AMls.

2. Create and maintain AMIs of key servers 2. Resize existing database/data store instances

3. Regularly test 3. Add additional database/data store instances (DR site
4. Automating the provisioning resilience)

4. Change DNS to point at EC2 servers.
5. Install and configure any non-AMI based systems

e et : : : 23
ERRIR : Using Amazon Web Services for Disaster Recovery



Warm Standby

Fully duplicate systems (Active-Standby)

www.example.com .
Amazon Active
. Not Active for Route 53 a Yy
"~ _ Production Traffic
. Amazon ~ \ Elastic
Active Route 53 Y ' N @ Tast
Balancer

www.example.com §

T - @ Elastic
Load
Balancer Reverse
Reverse ! @
Proxy/ ‘
Caching
Server
1
=EE. ,
l / ‘n—‘\_““ SI:ve - IR
w W Database .
= Server
Dsa?rsife . Scaled up oo
Scaled down szt,:e Corporate Data Center  / for PrOdUCtion Use K AWS Region
\ Corporate Data Center  / Standbv AWS Region
. . . 1. Increase the size of EC2 fleets in service with the load
1. Setup EC2 instances to replicate or mirror data. . :
L balancer (horizontal scaling).
2. Create and maintain AMIs. .
o : - : 2. Either manually change the DNS records, or use Amazon
3. Run your application using a minimal footprint of EC2
) ) N Route 53 automated health checks
. 4. Patch and update software and configuration files in line 3. Add resilience or scale up vour database
[ == e 1= : Py : »

Chunghea Telecom —t s N . . .
ERAR : Using Amazon Web Services for Disaster Recovery
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T - (FERGEBEN REERM) /'8 - DevOps/SREEZ i
ol . R R RS R R SENE LIRS

Web tier subnet Business tier subnet Data tier subnet Web front end Data storage

| SQL Server |

@ I @ : @ : : App Service App Service Plan | f------cmoeumn > @
! : : : D Plan

: i i ' i : authentication | SOQL  DocumentDB
? ; : ey 1- @) @) @ < ¢——~ Database

|
|
|
|
|
|
|
' |
— i i (primary) I I
: | ; Azure Active 1 Redis cache v 1
Azure load : i i Azure load i i Azure load Directory | Web App AP[App Weblob |
Internet : \ ) i -
balancer : d IE:I i balancer ¢ IE__I i balancer : ‘ : ‘
: i LI | i LI | ' L \ i \ i \
1 i 1 I | / B \ !
! Availability | ! Availability ! § SQLsever 4 [ \ ;] Azure ‘
i I | } | (secondary) ! : | i \ K N ‘
| set | | set | : ' ! I 'y ) Search
(R ! (AR ! B I | E =) - -—, I
: Pl I ! - il ] I
: | E [ ! logs Queue static - ‘
: i " 'E i content
; Management subnet Active Directory subnet ™ : I ' Content Delivery I
: : | E o - \
! File share | : o @ ﬁ ﬁ Network (CON |
| witness | | i Blob I I
i R : | | Storage Storage Storage ! ‘
: vm i A‘-'agaelt?"'t}' | | i account account account i Z >
Dev Ops f Jumpbox AD D5 AD D5 L 0 -y . .‘
: server server | 1
: v v Resource
: Virtual Network > : @ group
\‘n.
Email/SMS S ‘
I I E ' Iaas Service PaaS N
Chunghea Telecom Edge
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HCloudRy61E

N

The AWS CAF leverages our experiences

assisting organizations around the
world, to help you complete your cloud

journey.
It provides a framework for aligning
technical and business stakeholders as
well as updating the organization’s
processes and skills, to support
successful cloud adoption.

=] Business

8 PEOPLE

@B GOVERNANCE

29

ERlACE - https://aws.amazon.com/tw/professional-services/CAF/
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On Premise
@

Software as a Service

Infrastructure as a Platform as a Service
Service (laaS) (PaaS) (Saas)
Security Governance,
Risk & Compliance (GRC)
Data Security
V)\\\‘S
‘\6
?&@,Q° EEfERShare
s° Responsibility

Application Security

Platform Security

No Trust

Infrastructure Security
30

Physical Security
3R : Certified Cloud Security Professional Official Study Guide
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Operation Cloud Hopper

1 2

APTIO MSP customers who
COMPIOMISES align to APT10's
Managed IT

tﬂrgetlnag profile are
accessed by the threat
actor using the M5Ps
legitimate access

Service Providers

6

APTI0 exfiltrates stolen
data back through

MSEPs o infrastrucrure
controlled by the threat
actor

3

Compressed files filled
with stolen data are
moved from the M5SP
customer's nerwork
back onto the MSP

I
elecom

0

BERIZRIR © http://www.pwc.co.uk/cyber

£ 3] -

Data of interest to APT10
is accessed by the threat
actor moving laterally
through systems

4

MSP customer data
collected by APT and
compressed, ready
for exfiltration from
the network

31
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5P infrastr,, cty,.

Systems sharing credentials across the client and the
MSP are of particular interest to APT10, and are
commonly used by the threat actor in order to gain
access to new areas of the network

ERIZRIR ¢ http://www.pwc.co.uk/cyber
METEE|ES

Chunghea Telecom

Use of legitimate MSP credentials to management
systems which bridge the MSP and multiple MSP
customer networks (£ HEIn BB = IEIRIE)

Use of RDP to interactively access systems in both the
MSP management network and MSP customer networks
(RIS EHE RIS HEHE)

Use of t.vbs to execute command line tools ({EHIAZES
Use of PSCP and Robocopy to transfer data. (I1%2 & 1R %R
REEE )

Igfﬁ S e
== T 3

- EEEEIRAEHR
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Modeling Measurement Decision
Hunting Threat (I\/IDR)

BEENENS ?

Manage Threat (MSSP)

Threat identify
Select metrics

and risk
analyze

R ERZNERN

Considerations:
* No Trust

« Secure channel for logging data  £EhES4x
« Lower bandwidth consumption

« Central Monitoring

33
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N= Py i L
tt O = /Bl P22 el ;|
/LG = e A
- - - - Internet gateway Virtual private gateway
Must assume their cl_oud provider is c_)nly taking care m 7~ O
of the minimum requirement of security measures. T I
(~ Virtual resources (‘Service Management ) o | @
POFtal 172 160 Router i is80]
~ ol ——— Route table [T {0 Route table
f enant Ijser ° APl ,)* ¥ !m..f.:]
=

ortal/APIs
E rtual machin% b CIOUd She” :—a—/‘
Network ACL Network ACL
) ) Operatigna (subnet 1) _(subnet 2)
Virtual disc S;Lport
syptems T

T

Service resources < cee Busineps 0 v ‘ v
\ . suptpclr
\ J systemp . Security | | Security
\ / il [ goup | | group
Virtualization mechanisms : . - -
(Resource abstraction & control) v v v |
o8 8
. ) Instance Instance Instance Instance
Physical resources || ——
Subnet 1 Subnet 2
10.0.0.0/24 (IPv4) 10.0.1.0/24 (IPv4)
° IAM \2001 :0b8:1234:1a00::/64 (IPVG]) \2001:db8:1 234:1a02::/64 (lF’v6)j
° VPC
Grou P 10.0.0.0/16 (IPva)
e ACL Y 2001:0db8:1234:1200::/56 (IPv8)
. H - -
Operation Virtual private cloud example
ERIZRR : AWS

= DEFTE
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e = == /& g2 IR H 5 Al
S = £
JEG & P22 18 B 784 Al (2150 27017)
i tHEAtEE | [ RS Al Source of metrics
FEUES] | FFERETH « Access control policy management log
FEIEEE - Administrative capabilities usage log
IR PR - Resources Access log
BUZREE N - Privileged utility programs usage log (Portal/API)
MNERES | BiwINR - Key management log
B 58 HY - Cryptographic controls usage log
wEZE | PIRMNE - Change management log
BRI - Capacity management log .
. System and service log Users or administrato
« Vulnerabilities management log
AEeE | HEBNE «  Network controls
Vi==tet o « Security of network services
« Segregation in networks
SHEE | EBERR - Information security event detected by the cloud service Provider
BIRKR « Collection of evidence

Backup log

35
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"N
Integrated SOC N

-
ed €g e Repor
< =S
Reports Security Network Compliance | @ §
M M t =
anagement Mwment anagemen S
Data Integration i i | |
: e - (‘ A Event Correlation Layer gl Ana|yze
— : - 1
Ethical Hacking Security Event Policy = Event Correlation Engine - .
Data Correlation Management * Analysis and Filtering Q Fusion
RS S = Event Enrichment 3
* Workflow Automation &
Q G G f,iztz;:'! * Integration with other systems §’ Parse
Intelligence Problem Asset / Change Fvents E
Services (ISAC) Management Management U @
¥__d_—/ w
Data Acquisition Layer Fl|tel’
(HTTP/S, SNMP, SMTP, Syslog, API, XML, Logfile, custom) COI |eCt
/ / / | \ \ :\ =
| PR =~
i OO0 O o el 2
SO T ) i e
| : g I Applidations Firewall | ;
| S - <
= ! ; | EMl wmainframe | = Log source
.. 1 g B 3
1 ' , | Daes Mail ! %
1 T
| -
| |

Middleware / Directories

Internal Resources
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SOCaaS i3l

\ 4

Azure Monitoring
AWS CloudWatch
GCP Stackdriver

= hEEE

Chunghea Telecom

HCloud Provider z#&Data Acquisition Layer

’ SOCaas Entity Platform ‘

Cloud Service Provider A
Technology Domain Domain
= =
Compliance & —
Audit Checking '"t:i':’:tw"
- (CAC) o (1A)
/—Event Log and\ - - CloluddCustOSner
b —_— — Database sy
ar:;::-sa)- e (ELD) « Law Enforcement
\ \
e p === ==
o Event L &
Platforn(:l-’:sa-sa)-Servwe > D’(tﬂ._::::e ;
> /w Reporting
Infrastructure-as-a- COf:':‘::io" }
Service (EC)
(1aas)
\
o Physical
| Base (Elmf Security
o | e Security Monitoring
: Sosbeie Assessment (PSM)
| (SAss)
: Event ( Risk Assessment g
] Response & Vulnerability
(ER) Scan
BRIRIER : SOCaaS: Security Operations Center as a Service for Cloud Computing Environments 37



SOCaaS Detalls
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Self-managed SOC
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Chunghrea Telecom
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