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R F BRI A

AG/5G BEREE On Cell #EELE

FEIRIEIRERIRE , EGSMIBIAT , R4G/SGHAHE , BETCP/IPHREH S,

WIFI &R 5a On Air BELS

A

£ 80211 B E|BEAENR , FHSKRRE , MEL WEP/WPA BAARR.

WIF| {48348 Middle Man ELS =

©

EWindows/Linux&RRE FTITEHEE, |
RAWIfif#EEthernettV A\ |, FEXTCP/IPHEREH S,

WIFI R H4E On Line AU

@

TE # B8 R HABS (Switch) & fE , BRZEPort Mirrorsi 2Y-TAPA R |
REthernetfEEXTCP/IPEEE H 2,

F# On Host $EELS =X
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On GSM Cell

Cell

|SP 3 Ui 5% i BY #R UK 24X
BE , —BEKELY Middle Man
1T T 7 RETEEHE GSM

BIRITENERES |, W BABRIL A A

Location Area '
629
0 &

Wi 6/21 2357 O

£ AiIrPCAP #y USBE%{& , B ' -

HEHEE WEP/WPA802. 11541, (o el g
074 802.11a/b EHEE% S W, A LURREN ST 2 5 A AR B
A LU AR, 802.11g/nAIR SRETLSMEH BRVPNH D,
EESKREZBE, BA WEP

Crack =2 WPA Crack,

On Swi‘tch Line

Wl U5 E802.110058 % , WA
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&TLaptopﬁ! EEE Ethernet

EMEEERFEABRREGRNBKET &l
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RE Laptop MEARMEEEH TITEIRR,

EWindows7A £ |, ATLARRE T1TE8&E, , ¥ H
H%ﬂ%%"flﬂﬁﬂ@?i??ﬁ |Ethernet& & #8158

BB Wireshark , EEEEMEF , MEHES

ER—AEEMBAENEE , Fib(Laptop TEIZ2)
HIERT , Wiresharkﬂgﬁﬂ%+/§$ =% —ERK
BHE , EEEEEHNAEKER ﬁ'ﬁT BEIB B[R A

HWIifid8Eg1E B . FHEBREEE LaptopEENTHRY

KEEFHEAGSMITEEREBI (BN SIM Card, S 2
ARmER | 35 RERR AN LT R B4R
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FREFMM , ELaptop EERAEPBED
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M viireshark - Capture Interfaces

Input Chafpt Options

Interface Link-layer Header Prom Snapler Buffer (] Moni Capture Filter

» WirtualBox Host-Only Metwork — Ethernet default
EREF0 _ Ethernet default
FEE Mo Ethernet default

EEER 2 _ Ethernet default

—h

ra

MVi-Fi Ethernet default
EEEE3 Ethernet default
EFEEF10 Ethernet default
EEEEN — Ethernet default
Adapter for loopback traffic capture _IL BSD loopback default

RIRIRIRIEIRIEIEIE
[ I S S Y L SR L NI S L% L)

£ Capturing from Wi-Fi

File Edit WView Go Capture Analyze Statistics Telephony Wirg
amae IRE Res==EF LS

(] apply o display filter ++ <Ctrl/>

No. Time

Enable promizeuous mode on all interfaces

Capture filter for selected interfaces: [ 1] | Enter a capture filter -+ Compile BPFs

| | Help

EXEIWireshark
B E1E E g+
NS R




£ Capturing from EF S5+ 3

File Edit View Go Capture Analyze Statistics Telephony ‘Wirelesg

AW 3e RE I Re=2=2f L5 EQaQ]
(W] &pply a display filter - <Ctl-/>
Mo, Time Sonrce

M viireshark - Capture Interfaces >
Input Cntput Ciptione
Interface Traffic Link-layer Header Prom Snapler Buffer (I Mani Capture Filter
» VirtualBox Host-Only Metwork _ Ethernet default 2 —
EEEEF0 _ Ethernet default 2 —
v OFEEEE _ Ethernet default 2 —
 EEEE 2 _ Ethernet default 2 O
» Wi-Fi _ Ethernet default 2 O
» EEEE3 _ Ethernet default 2 J
EEEZE10 _ Ethernet default 2 —
EFES 11 _ Ethernet default 2 —
Adapter for loopback traffic capture _ BSD loopback default 2 —
Enable promizcuons mode on all interfaces Manage Interfaces=-
Capture filter for selected inferfages: | | | Enter & coptove filter - -] Compile BFFs

Destination Protocol Length

Close Help
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£ Capturing from EFEE*3 - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
m e RE Re=2=2F 8 5= aaqaB
(W] &pely a display filter - <Chil-i= -]+
Ho. Time Source Deestination Protocol Length  Info
2020-06-89 18:93:39.562082 ffo2::1:ffa2:626d ICMPvE 86 Neighbor Sclicitation for fe8@::28d8:%aff:fea2:626d
2820-06-09 18:83:39.577831 ffe2::16 ICMPvE 118 Multicast Listener Report Message w2
3 2920-06-09 18:83:39.735126 ©.0.9.0 255.255.255.255 DHCP 344 DHCP Discover - Transaction ID @x6fa7bdeb
4 2020-86-09 18:03:39.748642  192.168.137.1 192.168.137.252 DHCP 344 DHCP Offer - Transaction ID @x6fa7bde5
5 2020-06-09 18:03:39.783751 ©.0.0.0 255.255.255.255 DHCP 356 DHCP Request - Transaction ID ©@x6fa7bdeb
6 2020-06-09 18:03:39.788923  192.168.137.1 192.168.137.252 DHCP 344 DHCP ACK - Transaction ID @x6fa7bde5
7 2820-06-89 18:83:39.928540 ffe2::16 ICMPvE 118 Multicast Listener Report Message w2
8 2020-06-09 18:03:39.939857 2a:dB:9a:a2:62:6d Broadcast ARP 42 Who has 192.168.137.1? Tell 192.168.137.252
9 2020-06-09 18:03:39.939870 2a:ee:65:44:e0:15 2a:dB:9a:a2:62:6d ARP 42 192.168.137.1 is at 2a:ee:65:44:e0:15
10 2020-06-89 18:83:39.946882 192.168.137.252 192.168.137.1 DNS 74 Standard query @xef3b A www.google.com
11 2820-86-09 18:83:39.946882 192.168.137.252 192.168.137.1 DNS 89 Standard query @xce3® A connectivitycheck.gstatic.com
12 2820-66-89 18:83:39.976860  2a:d8:9a:a2:62:6d Broadcast ARP 42 Who has 192.168.137.1? Tell 192.168.137.252
13 2020-06-89 18:@3:39.976861  192.168.137.252 192.168.137.1 DNS 76 Standard query @xad6f A time.android.com
14 28208-86-89 18:83:39.976873 2a:ee:b65:44:e8:15 2a:d8:9a:a2:62:6d ARP 42 192.168.137.1 is at 2a:ee:b65:44:e8:15
15 2820-86-09 18:83:39.986333 192.168.137.1 192.168.137.252 DNS 98 Standard query response @xef3b A www.google.com A 216.58.
16 2020-86-89 18:83:39.993352  192.168.137.1 192.168.137.252 DNS 185 Standard query response Bxce3@ A connectivitycheck.gstati
17 2020-86-09 18:03:40.000934  192.168.137.1 192.168.137.252 DNS 148 Standard query response @xad6f A time.android.com A 216.2
18 2020-06-89 18:03:40.017885 192.168.137.252 216.239.35.8 NTP 9@ NTP Version 3, client
19 2020-06-89 18:83:48.817885 192.168.137.252 192.168.137.1 DNS 76 Standard query @x43ce A mtalk.google.com
20 2020-06-89 18:83:40.835454  192.168.137.252 216.58.288.35 TCP 74 36976 = 88 [SYN] Seq=8 Win=65535 Len=@ MSS=146@8 SACK_PERN
21 2020-66-09 18:03:40.042440  192.168.137.252 216.58.208@.36 TCP 74 68114 » 443 [SYN] Seg=8 Win=65535 Len=0 M55=1468 SACK_PER
22 2020-06-09 18:083:40.847370 192.168.137.1 192.168.137.252 DNS 121 Standard query response @x43ce A mtalk.google.com CNAME n
23 2020-06-89 15:83:40.058889  216.239.35.8 192.168.137.252 NTP 9@ NTP Version 3, server
24 2920-86-089 18:03:48.857254  192.168.137.252 192.168.137.1 DNS 82 Standard query 8x5aad A eu-segd-api.secb2b.com
P20-06-0 03:40.0 pa P 4 4 0 eq=0 en=0 468 SA PER
27 2020-86-09 18:83:40.061356  216.58.2080.35 192.168.137.252 TCP 74 88 -+ 36976 [SYN, ACK] Seq=0 Ack=1 Win=68192 Len=B MS55=13%
28 2020-066-09 18:83:40.061642  216.58.200.36 192.168.137.252 TCP 74 443 = 68114 [SYN, ACK] Seq=0 Ack=1 Win=68192 Len=8 MSS=13
29 2020-06-09 18:03:40.061880  192.168.137.252 192.168.137.1 DNS 86 5tandard query 8x985%8 A android.clients.google.com
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T8 GEOIP E¥fER

A Googlei® SE3# F 5 : GEOIP Free Download |,
HABBBAG U URL Az ik, 3 T 3B =R,

BYFB% , HEGEOIPERER
EEBWEHHSE , SGEOIPHIERER , MR
Wireshark EEA GEOIP BHE=E

EWiresharky IhEEREE | BEE 15
B, #E B MaxMind Database

BABAWireshark#® , EF T
[EA3EGEOIPER®E , EFAE WiresharkiZ=\

EMBR&AERE T

KA THEEWireshark EE SR IFREMNMAKR S |
AT LAUEIB L BIAIDOSATE |, 8 APING 168.95.1.1

MEMBEEREBE , BWireshark EZ 2 &R T B2 EMKEE168.95.1. 1HICMPEH S,



(1) E—F , ERAETEH GEOIP ERE

Google

2, geoip free download ) _ _ _ _
dev.maxmind.com » geoip » geoip2 » geolite? ~ EEEEEE
geoip free download GeolLite2 Free Downloadable Databases « MaxMind ... .
0. geoip free api Databases. Geolite2 databases are free |P geolocation databases comparable to, but less . . !
) accurate than, MaxMind's GeolP2 databases. The Geolite2 Country __. - .
. geoip free FEsRASEEEE - FRATEM : 2020125 MAXMIND
2. geoip free db _
) GeolP Update Geolite Legacy databases
Q. geolp free lookup ) ) ) . o
MaxMind provides the GeolP Geolite Legacy Discontinuation
2. geoip free service Update program, which ... Information. GeoLite Legacy ...
. geoip free databases maxmind.com SIS HABEEE »
dev.maxmind.com > geoip » legacy » downloadable ~ EIEEEEEE
GeolP Legacy Downloadable Databases « MaxMind ...
GeolP Legacy is available in a vari(?/ \
custom binary format to maximize

Download Access

To receive access to download the Geolite2? databases at no charge, sign up for a Geolite2 account.

SIGN UP FOR GEOLITE2




(1) E—% , SRI TH GEOIP ERE

Q,

@

0 0 0 O PP

geoip free download

g

Google

Login Form

Download Access

To receive access to download the Geolite? databases at no charge, sign up for a Geolite? account.

SIGN UP FOR GEOLITE2

~

MAXMIND

/

__

Username dmliu99999@gmail.c

Password I TR T ]

Forgot your passwor

To comply with data privacy regulations, please monitor our Do Mot Sell My Personal
Information Requests page for IP addresses and networks that should not be used for

advertising or marketing purposes.

We currently do not have a billing location for you. Please provide one in Account
Information to ensure continued access to your service.

Database Products and Subscriptions Download Databases
View Your Download History

Mo database products or subscriptions have been used by your account.




(1) E—F , ERATH GEOIP ERE
GEO|l GEOIPEER, TRH=XEH:

Date

Sagnat ydated Download

GeNP2 Biwg 2020-02-117 @©GZIP

(APls (MD5)
GeoLite2-ASN GeoLite2 ASN: CSV GeolP2 CSY 20802-11 ®ZIP (MD5)
Ccsv Format (docs)
GeoLite2-City GeolLite2 City GeolP2 Binary 020-02-11 OGZIP

(APIs) (MD5)
GeolLite2-City-(JSV  Geolite2 City: CSV GeolP2 CSV 2020-0NJ1 ®@ZIP(MD5)

Format (docs)

GeolLite2-Country  GeoLite2 Country GeolP2 Binary 2020-02-11 Q@GZR

(APIs) (MD5)
GeoLite2-Country- GeoLite2 Country: CSV GeolP2 CSV 2020-02-11 ®ZIP (MD5)
Ccsv Format (docs)

l-l-l ===




Q) FE=X K BuUMBK K FHEBHE GEOIP EREESR

/ / « « 4 » EE » Data(D) » MaxMind_GEO_IP » Geolite2-Country 20200211
Geolite2-ASN_20200211 tar.gz ~
Geolite2-City_20200211 tar.gz $ TH 7 il
Geolite2-Country 20200211 tar.gz W == o = COPYRIGHT. txt

\_ i * | ] Geolite2-Country.mmdb

=] LICEMSE txt

GEOIPIER, EBHENER:

| 2019-EE-IT360-T 52 W == * | Geolite2-ASN_20200211

| Camtasia Studio o » | Geolite2-City_20200211

- EE = BEhR *  Geolite2-Country_20200211
b EE -

. 2019-NSPA-£2F-Macro-35
. 20M93-EFE-IT360-TiEEH
- Camtasia Studio

- ER
l-l-l-H-




) B=F,

EXE Wireshark [EA GEOIP ERlE R

M \Wireshark - Preferences

¥ Appearance

Columns
Fant and Caolors
Layout
Capture
Expert
Filter Buttans
Mame Resalution
]
RSA Keys
Statistics
Advanced

Eemember mam window size and placement
Open files in
® The most recently used folder

O This folder: [C:WUserstnserDocnments
Show up to

m filter entries

files

Browse: -

Confirm unsaved W
Dizplay antocompletion for
Main toolbar style: | [cons only

Langnage: |Use svstem setting ~

T

Windows Z &Y Wireshark, £ Edit -> Preferences -> Nam

M ireshark - Preferences

L' -
Appearance Name Resolution

Eesolve MAC addresses

Columns
Font and Colars

Layout 1 Resolve transport naimes
Capture
Expert L] Resolve network (IF) addresses
Filter Buttons
Mame Resolution

Use captured DINS packet data for address resclution

Use an external network name resolver

RSA Keys Maximum concurrent requests |5I30
Statistics ] ]
Advanced [ Cnly use the profile "hosts" file

[ Resolve WLAN IDs

[ Resolve 357 PCs

(] Enable 1D resclution
O Suppress SMI errors
ZMI (MAIE and PIB) paths

SMI (MIE and PIB) modules

Edit---

Edit---

MaxMhdind database directories | Edit--

HHA]

A

Resolution

EHFEREN AT A, § MaxMind Database BY Edit 1%
ERHHROEERE, 25N A GeolLite2-ASN, Geol.ite2-City, GeolLite2-Country B &
MaxOS Z&H Wireshark, £ Wireshark -> Preferences -> Name Resolution (&8 | B2 2, 3 #H

== W== e A S Y= AN =t =k

&)

/




(3) £=% , FRE Wireshark [EA GEOIP ERIME R

M ireshark - Preferences ?

(4) BME |, BE EA GEOIP E¥l%, e P— .
Eﬁﬁﬁ'{é 3 ﬁiﬁaﬁ WireShark Columns al:leiolf\?:;;uﬁtéo:idresses

Font and Colars

Layout [ Resolve transport names
Capture
M \ireshark - Preferences ? X Expert L] Resolve netwerk (IF) addresses
~ Appearance - i Filter Buttons ___ 55 Tesolution
Columns Remember macn window &8 ! MaxMind Database Paths
Font and Colors|  Cpen files in
Layout ® The most recently used §
C . .
S O This folder: [C:WUsershie} | MaxMind Database Directory
E'tE'B';ttD”r . Show up to D/MaxMind_GEQ_IP/Geolite2-ASM_20200211
t . . . . .
AV filter entries D:/MaxMind_GEO_IP/GeoLite2-City_20200211
RSA Keys recent files | D:/MaxMind_GEO_IP/Geolite2-Country_20200211
Statistics Confirm unsaved capture fil
Advanced L
Dizplay antocompletion for
Main toolbar style: | Icons onlE
Langnage: |Use svstem setting
B A SHEH
< >
+ -

L == =174 <\ == = ——
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Wireshark
B2r2EBRFY

(1) FHEUEME Capture Filter
(2) MRiBiE Display Filter

BB B &4 (Capture Filter)

RR: BRBEBLE

—RRRER , HEARSHERBNWIE  WREF
=ERAPTHE, HBiRiEH,. ERNRE. AEE

ANWEE , BE REZERE T (Broadcast)
B2 B¥3E A (Multicast) BIT,

etwork
Traffic Filters

MRREEEWNH S HEEUB IR R
(Capture Filter) , &R INEER , &
RABEHS, HE i *\T’FE *)?E’JIﬂE—I
REEERHET. ZH— HE i\i@gﬁm
iB & %44 (Display Filter) EQEE , BlAT &g
SERHOEERERBY , %Kﬁl *ﬁ%*
E?tn/\o

FmeMERREYG , HoWABRR ,
00 RIS 1B TR A M R,

FE BB (Display Filter)

RR: Ry

EEBRRE , RERNMRHaR , #1T
BERIMNER , BoWASBANEIBR
RiF. MBRABUERINENER , ST
BNERNBRIESY. B TRENKHBEREZS
R, EEERRM RS,

10100110100100001010
100111101110110110110
10101000011100101011
00101010011101010001
01010001011010110110
11010001010111000101
01000101000101110101
10001001101001101001
00001010100111101110
11011011010101000011
10010101100101010011

Network
Traffic




FH 18 i AR 1

968502
.971945
012456

. 888002

Source
192.168.
192.168.
192.168.

.0.8
78.148.191.118
192.168.0.8

192.168.0.4

192.168.0.3

78.148.191.118
.8.

8
8
3
.8
.8
8
8
3

Destination
192.168.
192.168.
192.168.

IGMPVZ
IGMPv2
TcP
TCP
TCP

192.168.8.3
192.168.08.8
192.168.6.3
192.168.06.8
78.140.191.118

192.168.8
224.0.0.251
224.8.0.251
192.168.6.8
78.140.191.118
192.168.8.3
192.168.8.8
192.168.6.3
239.255.255.2..
224.9.0.251
239.255.255.
239.255.255.

Length  Ifo
164 52846 + 8009 [PSH, ACK] Seq=59951 Ack=59951 W
164 8009 > 52846 [PSH, ACK] Seq=59951 Ack=60@61 W

54 52846 > 8009 [ACK] Seq=6@061 Ack=60@61 Win=50)

46 Membership Query, general
46 Membership Report group 224.8.8.252

164 52846 ~ 8089 [PSH, ACK] Seq=60@61 Ack=60061 W
164 899 - 52846 [PSH, ACK] Seq=60@61 Ack=68171 W
54 52846 - 8069 [ACK] Seq=60171 Ack=68171 Win=51]
85 Alert (Level: Warning, Description: Close Nod]
5453367 > 443 [ACK] Se

136 Standard query 6x9817 PTR _XOFSE7CBF47989526(]
485 Standard query response 8x888@ PTR Google-Ho
54 443 » 53367 [FIN, PSH, ACK] Seq-4073 Ack-644
54 53367 - 443 [ACK] Seq=644 Ack=4874 Win=63951
164 52846 ~ 8089 [PSH, ACK] Seq=66171 Ack=68171 W
164 8089 » 52846 [PSH, ACK] Seq=66171 Ack=66281 W
54 52846 - 8009 [ACK] Seq=60281 Ack=68281 Win=51]
216 M-SEARCH * HTTP/1.1

46 Membership Report group 224.0.0.251

216 M-SEARCH * HTTP/1.1

216 M-SEARCH * HTTP/1.1

.198782
.987298
.575628
.357726

.681708

Protacal

BROWSER
BROWSER
BROWSER
BROWSER
BROWSER
BROWSER
BROWSER
BROWSER
BROWSER
BROWSER
BROWSER
BROWSER
BROWSER
BROWSER
BROWSER
BROWSER
BROWSER

Length
243
243
243
243
243
243
243
243
243
243
243
243
243
243
243
243
243

Info

Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host
Host

Announcement
Announcement
Announcement
Announcement
Announcement
Announcement
Announcement
Announcement
Announcement
Announcement
Announcement
Announcement
Announcement
Announcement
Announcement
Announcement
Announcement

DMAINS,
DMAINS,
DMHINS,
DMHINS,
DMHINS,
DMHINS,
DMHINS,
DMHINS,
DMHINS,
DMHINS,
DMHINS,
DMHINS,
DMAINS,
DMAINS,
DMAINS,
DMAINS,
DMAINS,

Workstation,
Workstation,
Workstation,
Workstation,
Workstation,
Workstation,
Workstation,
Workstation,
Workstation,
Workstation,
Workstation,
Workstation,
Workstation,
Workstation,
Workstation,
Workstation,
Workstation,

D& 73 AT 3 =R

[E B {# FH Capture Filter B2 Display Filter

MEBELEVMANBRGYE. EFEEEFER , LBERAMEES S,
- Display Filter AR SREENRNMERSE  ETEESH , ARKEFEEAZTLNRERTE, HFIEEIENZE
R EHNEEITA , ﬁﬂﬂuDNsEﬁiHTTPSE’JEEJJ %ﬂﬂ%ﬁ%ﬁBE’JEEEE}J ARPEEETCPE’JEEJJ%%O A EH % B BB
*i,EJLﬂDH$ET$ﬂ?TEﬁﬁE§1T% B, I EHAZEREENEATA , LAEEEXBATASTHELRE S,

« Capture Filter & AR #88% F8EUE 2% & 2 1Y IR



ETheEIRE | iBE Capture By Options HE , aHREMAYERE

M \Wireshark - Capture Interfaces

[nput Cutput Cptions

Interface

Npcap Loopback Adapter
EEES* 14
EEEL 13
EFESEYT
Microsoft: Local-NB-Wi-Fi
Oracle: VirtualBox Host-On
EEELE 20
EEES 4
Oracle: VirtualBox-Net
EFESE 12

<

Enable promiscucus mode on all 1

Save this filter
Manage Capture Filters

Ethernet address 00:00:5e:00:53:00: ether host 00:00:5e:00:53:00
Ethernet type 0x0806 (ARP): ether proto 0x0806

No Broadcast and no Multicast: not broadcast and not multicast
No ARP: not arp

IPv4 only: ip

IPv4 address 192.0.2.1: host 192.0.2.1

IPv6 only: ip6

IPv6 address 2001:db8:1: host 2001:db8::1

IPX only: ipx

TCP only: tcp

UDP only: udp

TCP or UDP port 80 (HTTP): port 80

HTTP TCP port (80): tcp port http

No ARP and no DNS: not arp and port not 53

Non-HTTP and non-SMTP to/from www.wireshark.org: not port 80 and not port 25 and host www.wireshar...

Capture filter for selected 1nterfaces: | |Enter a capture filter -+ = | Compile EFFs

Start R FHEH

d

FEEUR B Capture Filter




EIhEEEE | BH Analyze W Display Filters JB , SHBRE@AYERE

B e e R &=

Q& H

!l

(W | pply o display filter == <Ctol-r>

M \Vireshark - Display Filters

Flter B REH Display Filter
ip.addr == 192.0.2.1 and not tcp.port in {80 25
not arp and {udp.port == 33) /

Mame

Mone Web-Mail Host 192.0.2.1

Mo ARP and no DMS

HTTP http

TCP or UDP port is 80 (HTTF) tcp.port == 80 || udp.port == 80

Mon-DMNS Yudp.port == 53 || tcp.port == 53)

LIDP only udp

TCP anly tep

[P anly ipx

IPvi address 2001:db8:1 ipvE.addr == 2001:db8:1

IPvi only ipwh

IPvd address isn't 192.0.2.1 (don't use = for thisl) !{ip.addr == 192.0.2.1)

IPvd address 192.0.2.1 ip.addr==182.0.21

[Pvd only ip

Mo ARP not arp

Ethernet broadcast eth.addr == fHA-HAHAH

Ethernet type (0806 (ARF) eth.type == (x0806

Ethernet address 00:00:5e:00:53:00 eth.addr == 00:00:5e:00:53:00

SMB UDP Check udp.portin {135 136 137 138} and (ip.addrl=10.10.0.0/16)

SWE Check not ((ip.src==10.0.0.0/16) and (ip.dst==10.0.0.0/16]) and not arp
Microsoft Filter-1 ((Mip.addr==13.75.0.0/16)) &8 (ijp.addr==52.139.0.0/16)) 88 (j
ILAMN SMB i (tcp.port in {139 445} or udp.port in {135 136 137 138}) and (ip.src:
Check HTTP Server Error - SQL-Injection (tcp.port==80 or http) and (tcp contains " 500 ")

Office bMidnight Filter not ip.geoip.asnum in {8068 8073 13169}

<

+ - &

Display Filter EA5F %
MU == B{EIFH
W& contains “F&”

« TALAER and = or = not

- ALMEA && B || = !

- THALAERA ()

« TALUUFEA>T <R >= T <=



t B e

* Ip.addr s
* Ip.Src o
* ip.dst e http
* Ipv6.addr « s

B EAE W

BRHARE

urtmch»

cP-Por  tcp contains “F &
e tcp.srcport

* tcp.dstport

« tcp matches “Perl IE3R F&”

EPEE,%I%IE%%#@%*ET%%O matches “(?i)s.e.l.e.c.t’
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o EI 8 8 S 1R 7 18 R B {2 FH 05 =X

AR IE FEEUA B4 Capture Filter
EXBREHGZ: ZREBHQHEFENT

Capture Filter: not broadcast and not multicast

HEFEDOSEBRNH , BlEBTHTH
EEEE , RAFEHITPING BT , EEHE

FnsSMmEEa

8, BRBER SRBEF RR Wil ERF
BARU R RINER, BN EMY

1.5t cmd.exet2 M , #1T PING 168.95.1.1
2. 88 https://lwww.nspa-cert-tw.org/ 814

A BRiBR#Y Display Filter

HARPTNE BEREMIPAL |, BE,
KALBHDOSHE , E&#H APING 168.95.1.1
i B, FH HTTPS ZIEiEE48% www.nspa-cert-tw.orq FrARERIBRBIFE AT LR ES:

display filter: icmp or dns or (tcp.port==443 and tcp.flags.syn==1)


http://www.nspa-cert-tw.org/

ErEeMBNEREE ETARPHA (NEEE) @ EakaEnERsa

#%H ping B EthernethBis = & ; FRERTBIEGEY
— Www.microsoft.com 4 | R ERNEE | B HE T 2 “/ E’Jﬁ’HﬁJEE}L -
= D I ERBHRNBERE F L4 (MAC Address) | | & .
= (ORG ID) & 8068828075, | EHMEANEL  XH e /
———— REBETBRBELE BB S EBARPE 1T AT |
g lf BT M HEEEY T BY{8:E AR F fi ik - E
’ i BERE o o= :HO b LB _
l_ T ‘.; e 5 . wma




B 2ALKRERRE CERAIHESE
e TE BE S SR R E| B C W /MBRE AR EH 2




[ g BN I E SRR

1 IRia s BmEEN , RS S5

—IORER , AERABMERERNBRHET , EERABRHTHESHEEX,
ELRBHIER(Raw Data) B 2FEZFAFTEEATA(TH, EH.
IéRP%%) , AR ERHRBERRZENEAHS , FEHZHRG , TR

S HEREZER , SEHEREES T

%18 fEEUR B %R 4 (Capture Filter) ER 58 R 18 R & 4 (Display Filter) Ky 1380 |
BMUUEREE , RIEEFBEATRATREEEIENEAITR)

EMERBE, SHRAEEZ BN EGE

BREERNERNE , ERESEYRERI(SKis)ELERKT , HHRRREER
BRHAINHRERIER , SRWHFEER , ¥ ESRMSKEABM/EE
ZENBAHITEE.

N EE ZEER S, AR A5

EMARELERAENBARE  EBRFFANBBHOER  tRRELHAE
VHBEHaEER  UARRERSZEEER SN AR,



RSB (Active Hosts Count)
#A3E AR (Bandwidth)
{TREME (Network Behavior)
&M EFR (Capture Time Range)
§HEGE B R 4F (Capture Filter)

- MRIBB&H (Display Filter)
. BETAMK (Network Behavior)

8 = 1 MER (Skills and Experience)

Source Destination

192.168.0.8 192.168.0.3
192.168.0.3 192.168.0.8
192.168.0.8 192.168.0.3

.e
.140.191.110

192.168.0.1 224.0.0.1
192.168.0.8 224.8.0.252
192.168.0.8 192.168.0.3
192.168.0.3 192.168.0.8
192.168.0.8 192.168.0.3
78.140.191.11@ 192.168.0.8
192.168.0.8 78.140.191.110

239.255.255
78.140.191.11@ 192.168.0.8
192.168.0.4 224.0.0.251
192.168.8.3 224.8.0.251
78.140.191.110 192.168.0.8
192.168.0.8 78.149.191.110
192.168.0.8 192.168.0.3
192.168.0.3 192.168.0.8
192.168.0.8 192.168.0.3
192.168.0.8 239.255.255.2..
192.168.0.8 224.0.0.251

192.168.0.8 239.255.255.2..
192.168.0.8 239.255.255.2...

Promeol  Length  Info

TCP 164 52846 + 8809 [PSH, ACK] Seq=59951 Ack=599

TP 164 8009 -+ 52846 [PSH, ACK] Seq=59951 Ack=6ed
54 52846 + 8009 [ACK] Seq-60061 Ack-60061 W:

IGHPV2 46 Membership Query, general

IGHPv2 46 Membership Report group 224.8.8.252

TCP 164 52846 > 8069 [PSH, ACK] Seq=60061 Ack=60

TCP 164 8009 -~ 52846 [PSH, ACK] Seq=60061 Ack=6O:

TCcP 54 52846 + 8009 [ACK] Seq=60171 Ack=68171 W:

TLSvL.2 85 Alert (Level: Warning, Description: Closd
54 53367 » 443 [ACK] Seq-644 Ack=4873 Win=6

IGMPv2

HDNS 136 Standard query ©x8017 PTR _%9ESE7C8F47989
MDNS 405 Standard query response @x0800 PTR Googld
TP 54443 > 53367 [FIN, PSH, ACK] Seq=4073 Ack:
TCP 54 53367 > 443 [ACK] Seq=644 Ack=4074 Win=6
TCP 164 52846 + 8009 [PSH, ACK] Seq-60171 Ack-60:
164 8009 ~ 52846 [PSH, ACK] Seq-60171 Ack-663
54 52846 > 8069 [ACK] Seq=66281 Ack=60281 I
216 M-SEARCH * HTTP/1.1
46 Membership Report group 224..8.251
216 M-SEARCH * HTTP/1.1
SSDP 216 M-SEARCH * HTTP/1.1

Protcol  Length Info

BROWSER 243 Host Announcement DMWINS, Workstation,
BROWSER 243 Host Announcement DMWINS, Workstation,
BROWSER 243 Host Announcement DMWINS, Workstation,
BROWSER 243 Host Announcement DMWINS, Workstation,
BROWSER 243 Host Announcement DMWINS, lWorkstation,
BROWSER 243 Host Announcement DMWINS, Workstation,
BROWSER 243 Host Announcement DMWINS, Workstation,
BROWSER 243 Host Announcement DMWINS, Workstation,
BROWSER 243 Host Announcement DMWINS, Workstation,
BROWSER 243 Host Announcement N8, Workstation,
BROWSER 243 Host Announcement DMWINS, Workstation,
BROWSER 243 Host Announcement rkstation,
BROWSER 243 Host Announcement N Workstation,
BROWSER 243 Host Announcement DM Workstation,
BROWSER 243 Host Announcement DM , Workstation,
BROWSER 243 Host Announcement DMWINS, Workstation,
BROWSER 243 Host Announcement DMWINS, Workstation,




HEIhEEEE | JBH File B Export Specified Packets JHE , RHREEHERE

M “Microsoft: Local-NB-Wi-Fi
File Edit View Go Capture Analyze Statistics Telepho

Uireless Took  elp FE TR Display Filter
QaQam HTHHaER

Open Ctrl+0 o

Open Recent r

Merge...
M \Wireshark: Export Specified Packets >
Import from Hex Dump...
Close Cirl+W R || 2019 BEIT360-TIREH ~| @@ = mE
192.168 S} REHaESESNERER
Save Ctrl+5 192.168 :
SE'U'EE.S... Ctr|+5h +5 192.168 H{gﬁﬂi
File Set . 192.168 [Vl
192.168 EH
Export Specified Packets... 192168 -
Export Packet Dissections 4 192.168 "
Export Packet Bytes.. Ctrl+ Shift+X 192.168| “oH
Export PDUs to File... 192.168 L@
Export TLS Session Keys... 192.168 g
E - 192.168 : :
xport Objects b L@ wxegw: |l v [ FEe_]
] 192.168 TFIEEEENT): Wiresharkftepdomp!. . - peap (¥.dmp gz * dmp; H
Brint... Ctrl+P 197 .168 i
192.168 2
20 eSS o 192.168 [ Compress th sz
| ‘ . . Packet Range
31389 2020-83-02 81:34:48.706336 192.168 () Captured @ Displayed
(®) All packets 19
(0 Selected packet 1
Marked packets
First to last marked
DF{ange: | ]
Remave lgnored packets




[ i E AR B I E RS

EimgRPnta

EEFMFAEARER , 2REBER, RERAE
&, EBEX. BEEAEHERAER.

XE{EDOSERTH , AEHATHSI
EEEME , RBEHFEHIT PING 5T, EEHE

£ Wireshark B2#iE E @+
FERZ R B+ 2 Wifi BIEREF
BREE TR RS

1 FE RIB IR &4 (Display Filter) £25E icmp BB &4

B 45 E (B I8 %) il i B IR

A THEEWIireshark FEMSER FENEKHES ,
A LLEIBEBIRDOSATE , M APING 168.95.1.1

MEMEEEREBE , BlWireshark EZ SR T B2 EKEL168.95.1. 1K ICMPEH S,
EE  RATUERERE BERBRES(Display Filter) A4 EILEHE  AUERHEREE
ICMPHVHEES B, FILEAKZERE  FoUlBEZEEHBRERNAZET,



ElSeaEnEEsa  EHARPHA (AEED) -\Etualaé Top e g
#% % ping S ; 49 Eﬁm }Eﬁﬁ:

: RREBLEARPH ST
www.microsoft.com e

| A e Dﬁﬁwﬁﬁﬁﬁf@%%

D KR EE(ORG ID) % 806882 ,’ = "H“ 1s’witﬁr:m%

8075 , SWEETIBEME - = G

=3 BRERIRBEE |, R A B {
% ERES RS ..:.::~
%1&;&1&%5'31@%:\1@0 == B AR

T e D e v»
—t .;{.‘I.’:- [+ M

BAERR ( - R1E)

iy g :l.-l
% ..'-m--‘ w1

X 1 A = v : "l . i
7 (' 1 AT vaq == g - :
! 1 O b | -y | L = -
- . ! N 32 Y 4 : = 2 ”

\ 1 21 1 8 F 3




AL A
1

O}
O}

SRS

(1) Wireshark (2) TShark (3) Python

BE AR HEFR TN

—MRER , TREABELN XS =A%  FAwTIRENS
Ho
BREESZBAINEFEHNER!

. BAHTERES

B2 8 , 45F Wireshark/Tshark EEEN PCAP HafE &8

g

-RE-Y BN B IR iR

IIUHGUIﬁE E’J@T\J_Fﬁ#—ﬂ%ﬁﬁRT%E%J&%WEE’JE@ﬁﬂ ,
m-R 2 ereshark £R, -Y =& Tshark A, REFBAILER “ B “ 4E
HllE 3R,

W ENETEREE

$1'¥\1 Tshark K& , BFEBRRBHRENHIER , SHREERAFTHTE
R BEEAXKEHTITWHIIEESR , E’JﬂEﬁMGUIﬁEH’J
eresharkEl’J Export Special Packets [?‘E.':Hﬁﬁkﬂ@lb BEo







NSPA Skills — Web Browse Behavior-i&

152 (B 4B S5 4B L (0 )

| Apply a display filter == <Ctrl-f-

']EmmﬁmW"

Mo.

Time
A676 2819-88-87
Ae7T 2819-88-87
4678 2019-88-07
4679 2019-88-07
4680 2819-88-07
4681 2619-88-07
4682 2619-88-07
4683 2019-88-07
4684 2019-B8-07
A685 2819-88-07
A686 2819-88-87
A&7 2819-88-07
A6EE 2819-88-87
4689 2819-88-87
4690 2819-88-87
4691 2819-88-87
4692 2819-88-87
4693 2819-88-87
4694 2619-88-67
4695 2819-88-07
4696 2619-88-07
4697 2819-88-07
4698 2619-88-07
4699 2019-88-07
47808 2619-88-07

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:

58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.

115542
123829
124517
127815
127134
127957
138199
156719
156724
156828
156980
157848
167333
178257
178729
178733
178878
172397
172682
172875
173168
173332
174877
174879
174986

Hource
192.168.281.59
168.95.192.1
192.168.2681.59
13.107.18.11
192.168.2681.59
192.168.2681.59
13.167.18.11
13.167.18.11
13.1687.18.11
192.168.281.59
13.187.18.11
192.168.281.59
192.168.281.59
13.187.18.11
13.187.18.11
13.187.18.11
192.168.281.59
192.168.281.59
192.168.281.59
192.168.281.59
192.168.2681.59
192.168.2681.59
13.167.18.11
13.167.18.11
192.168.281.59

Destination
168.95.192.1
192.168.281.59
13.187.18.11
192.168.281.59
13.187.18.11
13.187.18.11
192.168.2081.59
192.168.2081.59
192.168.2081.59
13.187.18.11
192.168.2081.59
13.1687.18.11
13.1687.18.11
192.168.2081.59
192.168.2081.59
192.168.2081.59
13.1687.18.11
13.187.18.11
13.187.18.11
13.187.18.11
13.187.18.11
13.187.18.11
192.168.2081.59
192.168.2081.59
13.187.18.11

Frotocol
DNS
DNS
TCP
TCP
TCP

TL5v1.

TCP
TCP
TCP
TCP

TLSwv1.

TCP

TLSwv1.

TCP

TLSwv1.
TLSwv1.

TCP

TL5v1.
TL5v1.
TL5v1.
TL5v1.
TL5v1.

TCP

TL5v1.

TCP

[

[ Y L Ry S Ay

Length  Info

78 Standard query Bxcel? A outlook.office.com
236 Standard query response 8xcel2 A outlook.office.com CNA

66 52416 - 443

[SYN] Seg=8 Win=65535 Len=0 MS5=1468 W5=256

66 443 » 52416 [SYN, ACK] Seq=8 Ack=1 Win=65535 Len=8 M55=

54 52416 - 443

261 Client Hello

b8 443 - 52416

1586 443 - 52416
1586 443 - 52416

54 52416 - 443

54 52416 - 443

[ACK] Seq=1 Ack=1 Win=262144 Len=0

[ACK] Seq=1 Ack=288 Win=21082272 Len=0

[ACK] Seq=1 Ack=208 Win=2182272 Len=1452 [T
[ACK] Seq=1453 Ack=288 Win=2102272 Len=1452
[ACK] Seq=288 Ack=2905 Win=262144 Len=0

1483 Server Hello, Certificate, Certificate 5tatus, Serwver K

[ACK] Seq=288 Ack=4334 Win=260688 Len=0

147 Client Key Exchange, Change Cipher 5pec, Encrypted Hand

68 443 - 52416
380 New Session
123 Application

54 52416 - 443
141 Application

92 Application

1484 Application

876 Application
92 Application
68 443 - 52416
92 Application
54 52416 - 443

[ACK] Seq=4334 Ack=301 Win=2182272 Len=0
Ticket, Change Cipher Spec, Encrypted Hands
Data

[ACK] Seq=301 Ack=4729 Win=262144 |len=0
Data

Data

Data

Data

Data

[ACK] Seq=4729 Ack=426 Win=2102272 Len=0
Data

[ACK] Seq=2636 Ack=4767 Win=261888 Len=0



NSPA Skills — Web Browse Behavior-1E#2 (2| & ) {8 it 48 = (B 15)

(N | &pply s display filter = «Ctrl-és = | Expression--

Mo, Time Bource Destination Protocol Length  Info
257 2019-88-87 16:17:85.951586 192.168.281.59 168.95.192.1 DNS 88 Standard query @xdlal A cdn.content.prod.cms.msn.com
258 2019-88-87 16:17:85.951511 192.168.281.59 163.95.192.1 DNS 94 S5tandard query Bx71l2c A tile-service.weather.microsoft.
259 2819-88-87 16:17:85.954258 168.95.192.1 192.168.281.59 DNS 195 5tandard query response Bxdlal A cdn.content.prod.cms.m
268 2819-88-87 16:17:85.954259 168.95.192.1 192.168.281.59 DNS 288 5tandard query response Bx712c A tile-service.weather.m
261 2815-88-87 16:17:85.966760 192.168.281.59 173.222.181.258 TCP 66 52299 -+ 80 [SYN] Seq=0 Win=64240 Len=8 M55=1468 WS=256
262 2015-88-87 16:17:85.967815 192.168.281.59 96.17.1.251 TCP 66 52380 -+ 80 [SYN] Seq=0 Win=64240 Len=8 M55=1468 WS=256
263 2015-88-087 16:17:85.968185 192.168.281.59 173.222.181.258 TCP 66 52381 -+ 80 [SYN] Seq=0 Win=64240 Len=8 M55=1468 WS=256
264 2819-88-87 16:17:85.969983 52.229.2087.68 192.168.2081.59 TCP 60 443 - 52298 [ACK] Seq=5864 Ack=419 Win=262400 Len=0
265 2019-88-87 16:17:85.969985 96.17.1.251 192.168.281.59 TCP 66 80 - 52300 [SYN, ACK] Seq=0 Ack=1 Win=2920@ Len=0 MSS=1mmm
206 2019-88-87 16:17:85.970128 192.168. 201.59 96.17.1.251 TCP 54 52380 -+ 80 [ACK] Seq=1 Ack=1 Win=6656@ Len=0
267 2819-88-87 16:17:85.978323 192.168.281.59 96.17.1.251 HTTP 267 GET /zh-TW/livetile/preinstall?region=TW&appid=C98EASEMA
268 2819-88-87 16:17:85.972979 173.222.181.258 192.165.281.59 TCP 66 80 -+ 52299 [SYN, ACK] Seq=0 Ack=1 Win=29280 Len=8 M55=1
269 2819-88-87 16:17:85.972988 96.17.1.251 192.165.281.59 TCP 60 80 - 52388 [ACK] Seg=1 Ack=214 Win=38336 Len=0
276 29195-858-87 16:17:05.973894  192.168.281.59 173.222.181.258 TCP 54 52299 -+ 88 [ACK] Seg=1 Ack=1 Win=66568 Len=@
271 2019-88-87 16:17:85.973249 192.168.2681.59 173.222.181.258 HTTP 2069 GET /singletile/summary/alias/experiencebyname/today?ma
272 2815-88-87 16:17:85.973984  96.17.1.251 192.168.281.59 TCP 1586 80 - 52380 [ACK] Seq=1 Ack=214 Win=30336 Len=1452 [TCP
273 2815-88-87 16:17:85.973988 96.17.1.251 192.168.281.59 TCP 1586 80 » 52380 [ACK] Seq=1453 Ack=214 Win=38336 Len=1452 [T
274 2819-88-87 16:17:85.973998 173.222.181.258 192.168.281.59 TCP b6 80 - 52381 [SYN, ACK] Seq=0 Ack=1 Win=2920@ Len=8 MS5=1
275 2019-88-87 16:17:85.973991 96.17.1.251 192.168.281.59 TCP 1586 80 - 52300 [ACK] Seq=2985 Ack=214 Win=30336 Len=145%2 [T
276 2019-88-87 16:17:85.973992 96.17.1.251 192.168.281.59 HTTP /X... 312 HTTP/1.1 288 OK
277 2819-88-87 16:17:85.974837 192.168.281.59 96.17.1.251 TCP 54 52308 -+ 80 [ACK] Seg=214 Ack=2985 Win=66568 Len=0
278 2819-88-87 16:17:85.974133 192.168.281.59 173.222.181.258 TCP 54 52381 -+ 88 [ACK] Seg=1 Ack=1 Win=66568 Len=0
279 2819-88-87 16:17:85.974147 192.168.281.59 96.17.1.251 TCP 54 52388 -+ 88 [ACK] Seg=214 Ack=4615 Win=66568 Len=0
280 2019-088-87 16:17:85.974263 192.168.261.59 173.222.181.258 HTTP 272 GET /singletile/summary/alias/experiencebyname/today?ma

281 2019-88-87 16:17:85.978328 173.222.181.258 192.168.281.59 TCP 60 80 - 52299 [ACK] Seq=1 Ack=216 Win=38336 Len=0
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SFHELE -1

| Apply a display filter == <Ctrl-f-

']EmmﬁmW"

Mo.

75
76
77
78
79
8e
81
82
83

Time

2819-88-19
2819-88-19
2819-88-19
2819-88-19
2819-88-19
2819-88-19
2819-88-19
2819-88-19
2819-88-19

84 2819-88-19

85
86
87
88
89
98
91
92
93

2819-88-19
2819-88-19
2819-85-19
2819-85-19
2819-85-19
2819-858-19
2819-858-19
2819-858-19
2819-85-19

94 2819-85-19

95
96
97
98

2819-85-19
2819-858-19
2819-858-19
2819-88-19

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

89:
89:
a9
a9
a9
@89
a9
a9
a9
@89
@89
@89
B8a9:
B8a9:
B8a9:
B89:
B89:
B89:
B89:
B89:
B89:
89:
89:
a9

31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.
31.

584481
584512
584584
584680
584767
584837
584928
585823
587155
587156
5@7257
587389
587594
587595
587596
587669
587712
587738
5484471
548528
547486
547468
547933
547985

Hourcee
192.
192.
192.
192.
192.
192.
192.
192.
283.
13.3
192.
192.
164,
164,
164,
192.
192.
192.
117.
192.
117.
192.
117.
192.

168.281.59
168.281.59
168.2081.59
168.281.59
168.281.59
168.2081.59
168.2081.59
168.2081.59
69.81.43
5.11.139
168.2081.59
168.2081.59
18.28.226
18.28.226
18.28.226
168.281.59
168.281.59
168.281.59
18.237.29
168.281.59
18.237.29
168.281.59
18.237.29
168.2081.59

Destination
117.18.237.29
117.18.237.29
117.18.237.29
283.69.81.43
184.18.28.226
184.18.208.226
184.18.208.226
13.35.11.13%
192.168.281.59
192.168.2081.59
283.69.81.43
13.35.11.13%5
192.168.2081.59
192.168.2081.59
192.168.2081.59
184.18.28.226
184.18.28.226
184.18.28.226
192.168.2081.59
117.18.237.29
192.168.2081.59
117.18.237.29
192.168.2081.59
117.18.237.29

Frotocol
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Length  Info

54 49841 - 88
54 49883 - 80
54 49827 - 88
54 43970 - 88
54 49842 - 80
54 49843 - 8B
54 58879 - 8B

54 49777 - 8B
b8 88 - 49978
b 88 - 49777
54 43970 - 88
54 49777 - 88
68 80 - 49843
68 80 - 58879
68 80 - 493432
54 49843 - 80
54 58879 - 36
54 A9842 - 80
68 88 - 49827
54 A9827 - 88
68 88 = 49341
54 49841 - 38
68 88 - 49383
54 49883 - 80

[FIN,
FIN,
FIN,
FIN,
FIN,
FIN,
FIN,
FIN,
FIN,
FIN,
ACK]
ACK]
FIN,
FIN,
FIN,
ACK]
ACK]
ACK]
FIN,
ACK]
[FIN,
[ACK]
[FIN,
[ACK]

[ T s T s T s T s T s Y s T s Y s Y s Y s Y s Y s Y s Y e T s T s B s T e |

ACK] Seg=1 Ack=1 Win=26@ Len=0
ACK] Seg=1 Ack=1 Win=257 Len=0
ACK] Seg=1 Ack=1 Win=260 Len=0
ACK] Seg=1 Ack=1 Win=257 Len=8
ACK] Seg=1 Ack=1 Win=260 Len=0
ACK] Seg=1 Ack=1 Win=260 Len=8
ACK] Seg=1 Ack=1 Win=26@ Len=0
ACK] Seg=1 Ack=1 Win=26@ Len=0
ACK] Seg=1 Ack=2 Win=245 lLen=0
ACK] Seg=1 Ack=2 Win=119 Len=0
Seq=2 Ack=2 Win=257 Len=08
Seq=2 Ack=2 Win=268 Len=08
ACK] Seq=1 Ack=2 Win=34 Len=0
ACK] Seq=1 Ack=2 Win=30 Len=0
ACK] Seq=1 Ack=2 Win=34 Len=0
Seq=2 Ack=2 Win=268 Len=8
Seq=2 Ack=2 Win=268 Len=8
Seq=2 Ack=2 Win=268 Len=8
ACK] Seg=1 Ack=2 Win=296 Len=0
S5eq=2 Ack=2 Win=268 Len=8
ACK] Seg=1 Ack=2 Win=294 lLen=0
S5eq=2 Ack=2 Win=268 Len=8
ACK] Seg=1 Ack=2 Win=296 Len=0
Seq=2 Ack=2 Win=257 Len=@8



NSPA Skills — Web Behavior — Windows REER XK 58,& A,

(W | 4pply & display filter -+ «Ctil-/>

Mo,

Timne
988583 2020-04-18
9838384 2020-84-18
98885 2020-04-18
98880 2020-04-18
98887 2020-04-18
98888 2020-04-18
98889 2020-04-18
98890 2020-04-18
98891 2820-04-18
98892 2020-04-18
98893 2820-04-18
98894 2820-04-18
98895 2820-04-18
98896 2820-04-18
98897 2020-84-18
9838938 2020-04-18
983899 2020-84-18
90968 2020-04-18
90961 2020-04-18
90962 2020-04-18
909683 2020-04-18
90964 2020-04-18
90965 2828-84-18
90966 20260-04-18
90967 2020-84-18
90968 2020-84-18
98969 2020-84-18
98918 2820-04-18
98911 2820-04-18

17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17

143
143
143
143
143
143
143
143
143
143
143
143
143
143
143
143
143
143
:43:
:43:
143
143
143
143
143
143
143
143
143

85.
B5.
as5.
as5.
as5.
as5.
as5.
as5.
as5.
as5.
as5.
as5.
as5.
as5.
@5.
@5.
@5.
85.
as.
85.
85.
85.
85.
.423329
LABTT1L
LA678908
LA72285
as5.
as5.

a5
a5
a5
85

899899
899477
899481
899518
899521
899577
899579
183837
183146
152557
155813
284491
284669
259423
259681
259683
26ee48
2608172
262753
2632608
318823
Jlesds
311983

511251
521252

Bonice
1e.8.1.2
283.69.81.80
283.69.81.80
l8.@8.1.
l8.@8.1.
l8.@8.1.
l8.@8.1.
283.69.81.80
283.69.81.80
18.8.1.2
18.8.1.2
137.117.2689.38
137.117.2689.38
137.117.2689.38
18.8.1.2
18.8.1.2
137.117.289 .38
18.8.1.2
283.69.81.88
203.69.81.80
18.8.1.2
18.8.1.2
18.8.1.2
137.117.289.38
137.117.289.38
1e.8.1.2
283.69.81.80
18.8.1.2
18.8.1.2

Fod  Fod B B2

Degtinatinn
203.69.81.86
18.8.1.2
16.8.1.2
283.69.81.886
283.69.81.886
283.69.81.886
283.69.81.886
16.8.1.2
16.8.1.2
283.69.81.886
283.69.81.886
16.8.1.2
16.8.1.2
16.8.1.2

203 .69.81.88
137.117.289.38
186.8.1.2
203.69.81.808
180.8.1.2
10.8.1.2
203.69.81.80
137.117.289.38
203.69.81.86
18.8.1.2
18.8.1.2
203.69.81.86
18.8.1.2
137.117.289.38
283.69.81.886

Protocol
TCP
TCP
TCP
TCP
TCP
HTTP
HTTP
HTTP
HTTP
TCP
TCP
TCP
TCP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP
TCP
TCP
TCP
TCP
HTTP
HTTP
HTTP
TCP
TCP

Length  Info

66 51521 - &§@
66 80 - 51528
66 80 - 51521
54 51521 - 8@
54 51528 - 88

1
|

[SYN] Seq=8 Win=65535 Len=0 MSS=146@ WS=256 SACK_PERM=1

[SYN, ACK] Seq=0 Ack=1 Win=16384 Len=@ MSS=1468 WS=1 SACK_PERI
[SYN, ACK] Seq=0 Ack=1 Win=16384 Len=@ MSS=1468 WS=1 SACK_PERI
[ACK] Seq=1 Ack=1 Win=262144 Len=0

[ACK] Seq=1 Ack=1 Win=262144 Len=0

356 GET fweatherservice.svc/livetile?city=RESRADROFREGRE2XE7&1at=18.9278&1ong
355 GET fweatherservice.svc/livetile?city=RESEB/XBAXESXEBXEE&Llat=48.8578&1ong

291 HTTP/1.1 484 Not
291 HTTP/1.1 484 Not

54 51521 - 8@
54 51528 - 88
68 88 - 51519
68 88 - 51518

878 HTTP/1.1 382 Redirect

Found (text/html)
Found (text/html)
[ACK] Seq=383 Ack=238 Win=261888 Len=0
[ACK] Seq=382 Ack=238 Win=261888 Len=0
[ACK] Seq=819 Ack=574 Win=64962 Len=0
[ACK] Seq=821 Ack=573 Win=64963 Len=0
(text/html)

358 GET fweatherservice.svc/livetile?city=RE9%9BXAAREIXBBXSEAlat=-33.8788&1on
350 GET fWeatherService.svc/LiveTile?city=%XE7/XBAXOBXETXBAXBAXESXBEXE28]1at=46

874 HTTP/1.1 382 Redirect

(text/html)

356 GET fweatherservice.swvc/livetile?city=%ESEEOXABXEGRO5XAG&1at=51.5868]1ong

291 HTTP/1.1 484 Not
291 HTTP/1.1 484 Not

54 51521 - 86
54 51518 - 806
54 51528 - 808
68 88 -» 51519

894 HTTP/1.1 382 Redirect

Found (text/html)
Found (text/html)
[ACK] Seq=685 Ack=475 Win=261632 Len=0
[ACK] Seq=573 Ack=1641 Win=262144 Len=8
[ACK] Seq=686 Ack=475 Win=261632 Len=0
[ACK] Seq=1643 Ack=878 Win=64666 Len=0

(text/html)

366 GET fweatherservice.svc/livetile?city=RE7HXBAXOOXETXBAXSAXESHBEXE28&1at=48

291 HTTP/1.1 484 Not Found

54 51519 - 8@
54 51521 - 8@

(text/html)
[ACK] Seq=878 Ack=2483 Win=261128 Len=0
[ACK] Seq=917 Ack=712 Win=261376 Len=0



NSPA Skills — Web Browse Behavior-#8 B & SR 5K -2

(] 4oLy & display filter =+ <Ctrl-/ _ ~| Expression
Mo, Time Source Destination Protocol Length  Info
175 2819-88-19 14:89:47.359877  192_168.2081.76 255,255,255 255 DB-LSP.. 208 Dropbox LAN sync Discovery Protocol =
176 2819-88-19 14:89:47.261881  192_168.281.76 192.168.281_255 DB-LSP.. 208 Dropbox LAN sync Discovery Protocol
177 2819-88-19 14:89:47.261967  192_.168.281.76 255.255.255_255 DBE-LSP... 208 Dropbox LAN sync Discovery Protocol
178 2019-858-19 14:89:47.262872  192_.168.2081.76 255.255.255_255 DBE-LSP... 208 Dropbox LAN sync Discovery Protocol é
179 2819-88-19 14:89:47.262874  192_168.281.76 255.255.255_255 DE-LSP... 208 Dropbox LAN sync Discovery Protocol
186 2619-88-19 14:89:49,118949 Juniperi B5:27:e2 Spanning-tree-(for.. STP 68 RST. Root = 32768/8/28:85:1c:85:27:c1 Cost = 8 Port
181 20819-88-19 14:09:49,2089640 Juniperi B5:27:e2 LLDP Multicast LLDP 229 TTL = 128 SysDesc = Juniper Networks, Inc. ex22008-48t-4

194 2819-88-19 14:89:49.257561  192.168.2081.5%9 52.288.14.132 TL5v1.2 1588 Application Data

196 209195-08-19 14:089:49.258738 192.168.2081.59 115.161.16.12 54 53987 - 443 [ACK] Seq=2 Ack=2 Win=1828 Len=0

PEREERHIONIHE
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(] &pply a display filter =+ <Ctel-/> ~ | Expression-=
Ma. Time Bource Destination Frotocol Length  Info
2241 2919-88-87 16:17:48.541618 192.168.281.59 283.184.158.4 TLSv1.2 1838 Application Data =
2242 2019-B8-87 16:17:48.546398 203.184.158.4 192.168.281.59 TLSv1.2 296 New Session Ticket, Change Cipher Spec, Encrypted Hand
2243 2819-88-87 16:17:48.548323 192.168.2081.59 283.184.158.4 TLSv1.2 1838 Application Data
2244 2819-88-87 16:17:48.548984  283.184.158.4 192.168.281.59 TLSv1.2 296 New 5Session Ticket, Change Cipher 5pec, Encrypted Hands
2245 2919-88-87 16:17:48.551882  192.168.281.59 283.184.158.4 TLSw1.2 1838 Application Data
2247 2919-88-87 16:17:48.557398 192.168.281.59 52.229.287.68 TCP 54 52345 » 443 [ACK] Seq=1 Ack=1 Win=262144 Len=0
2248 2919-88-87 16:17:48.575874  192_168.281.59 52.229.287.68 TLSw1.2 254 Client Hello
2249 2819-88-87 16:17:48.588458  283.184.158.4 192.168.201.5%9 TLSv1.2 179 Application Data
2251 2919-88-87 16:17:48.588645 192.168.281.59 283.184.158.4 TCP 54 52343 - 443 [ACK] Seq=1628 Ack=3677 Win=66384 Len=0
2252 2919-88-87 16:17:48.58208% 283.184.158.4 192.168.2081.5%9 TLSv1.2 179 Application Data
2254 2819-88-87 148 . 582393 54 52344 - 443 Seq=1628 Ack=3677 Win=66384 Len=@

2257 2819-88-87

2259 2919-88-87

2261 2819-83-87

2263 20819-88-87

2265 2919-88-87

16:

17:

.591378

.593551

.593788

. 6B9799

52.225.207.60

192.168.201.59

TCP

179 Application

54 52341 - 443

179 Application

54 523432 - 443

1586 443 - 52345

[ACK]

5eq=1628 Ack=3677 Win=66384 Len=0B

5eq=1628 Ack=3677 Win=66384 Len=0

Seqg=1 Ack=201 Win=262656 Len=1452 [TC




NSPA Skills — Web Browse Behavior-#8 B #& 2= #EE 5T X (ET 43)

(W | Apply & display filter == <Ctd-f= ~ | Expression--
Mo. Time Jonmce Diestivation Protocol Length  Info
37254 2019-88-87 16:48:18.8610846  13.187.21.200 192.168.281.59 TCP 1506 443 - 52583 [ACK] Seq=552846 Ack=13898 Win=2101584 Len=
37255 2019-88-87 16:48:18.861048 13.187.21.200 192.168.281.59 TCP 1506 443 - 52583 [ACK] Seq=553498 Ack=13898 Win=2101504 Len=
37256 2019-88-87 16:48:18.861858  13.187.21.200 192.168.281.59 TLSv1.2 1227 Application Data
37257 2019-88-87 16:48:18.861852 13.187.21.200 192.168.281.59 TLSv1.2 92 Application Data
37258 2019-88-07 16:40:18.861115 192.168.281.59 13.187.21.2086 TCP 54 52583 -+ 443 [ACK] Seq=13898 Ack=556161 Win=262144 lLen=8

37259 20819-88-87 16:48:25.870191  152.168.2081. 172.217.168.82 54 52582 - , ACK] Seq=480 Ack=3105 Win=0 Len=0
37260 2019-88-87 16:40:25.871168  152.168.2081. 31.13.87.: 54 52488 - , ACK] Seq=9726 Ack=6254 Win=0 Len=0
37261 2019-88-87 16:408:25.871189  152.168.2081. 1.13.87. 54 52586 - , ACK] Seq=512850 Ack=2324056 Win=0 Le
37262 2019-88-87 16:48:25.871373  152.168.2081. 172.. 54 52588 - , ACK] Seq=1524 Ack=585 Win=0 Len=0
37263 2019-88-87 16:40:25.8672111  152.168.2081. : .?4.69.1&5 54 52575 - , ACK] Seq=1710 Ack=38482 Win=8 Len=0
37264 2019-88-87 16:40:25.872713  152.168.2081. 172.217.24.18 54 52581 - , ACK] Seq=4808 Ack=3105 Win=0 Len=0

37265 2019-88-87 16:40:25.872846  152.168.2081. 283.74.69.209 54 52564 - , ACK] Seq=3281 Ack=107856 Win=0 Len=0
37266 2019-88-87 16:40:25.873284  152.168.2081. 283.74.69.81 54 52559 - , ACK] Seq=3479 Ack=2085312 Win=0 Len=0
37267 2019-88-87 16:40:25.873351  152.168.2081. 283.74.69.81 54 52579 - , ACK] Seq=620 Ack=238 Win=0 Len=0

37268 2019-88-87 16:40:25.873418  152.168.2081. 172.217.166.188 54 52578 - , ACK] Seq=598 Ack=232 Win=8 Len=0 -

37269 2019-88-87 16:40:25.873493  152.168.2081. 31.13.87.36 54 52568 - , ACK] Seq=1843 Ack=1499 Win=0 Len=0
37270 2019-88-87 16:40:25.873555 1592.168.2081. 283.74.69.145 54 52574 - , ACK] Seq=620 Ack=238 Win=0 Len=0
37271 2819-88-87 16:40:25.873629  152.168.2081. 31.13.87.5 52557 - , ACK] Seq=1516 Ack=76653 Win=8 Len=0
37272 2019-88-87 16:40:25.873745  152.168.2081. 283.74.69.17 i , ACK] Seq=3295 Ack=292291 Win=0 Len=0
37273 2019-88-87 16:40:25.873885  152.168.201. 216.58.288.35 , ACK] Seq=5623 Ack=2962 Win=8 Len=0
37274 2819-B8-87 16:48:29. 8 192.168.281. 172.217.24.72 , ACK] Seq=611 Ack=232 Win=8 Len=0
37275 2819-B8-87 16:48:29. j 192.168.281. 52.114.158.58 , ACK] Seq=1625 Ack=6681 Win=8 Len=8
37276 2819-B8-87 16:48:29. 192.168.281. 13.187.21.2008 , ACK] Seq=670 Ack=258 Win=8 Len=0
37277 2819-88-87 16:48:29. : 192.168.281. 13.187.21.2008 5 , ACK] Seq=13898 Ack=556161 Win=8 Len=0
37278 2819-88-87 16:48:49.156342  192.168.281.152 192.168.281.59 UDP 78 54898 - 2054 Len=28

LA

¥ ]
%, ]
[
%]
3]
=

LA
LA
J e
%y}
|
=]

LR

52586

3
52584
3

LR

LA LA
= QA A A
LA
[t
LA
|
[}

Lh
L
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(W | Apply & display filter = <Ctel-é - | Expressinn---

Ha. Time Source Destination Protocol Length  Info
2019-88-87 16:51:38. 192. L2815 . 24 24 54 52867 - 3 Seq=1993 Ack=8521 Win=0 Len=0

53496 2819-88-87 16:51:38.880123  192.168.201.59 63.251.189.133 TCP 54 52866 -+ 443 [FIN, ACK] Seq=339 Ack=5204 Win=268864 Len=
2819-88-87 16:51:38.880179 192, .201. . .189.: 54 52866 - Seq=340 Ack=5284 Win=08 Len=0

53492 2819-08-87 16:51:38.880458  192.168.2081.59 63.251.189.143 TCP 54 52843 -+ 443 [FIN, ACK] Seq=166@ Ack=56285 Win=260608 Len___
2819-88-87 16:51:308.888512 192, 281, - L1689, 54 52843 - 5eq=1661 Ack=6285 Win=0@ Len=8

534594 2819-88-87 16:51:38.880776  192.168.201.59 63.251.189.143 TCP 54 52844 - 443 [FIN, ACK] Seq=337 Ack=5204 Win=268864 Len=
2819-88-87 16:51:38.880849 192, 281, - L1689, 54 52844 - 5eq=338 Ack=5284 Win=8 Len=0

53496 2819-088-B7 16:51:38.881136  192.168.201.59 58.116.239.135 TCP 54 52849 - 443 [FIN, ACK] Seq=8829 Ack=5844 Win=65535 Len=
2819-88-87 16:51:38.881191  192. .281. .116. 5 54 52848 - 3 5eq=8830 Ack=5844 Win=0@ Len=8

53458 2819-88-87 16:51:38.881317  192.168.281.59 58.116.239.135 TCP 54 52852 -+ 80 [FIN, ACK] Seq=2526 Ack=571 Win=65535 Len=0 =

534599 2815-88-87 16:51:38.881635  192.168.281.59 58.116.239.135 TCP 54 52841 » 443 [FIN, ACK] Seq=542 Ack=3418 Win=65535 Len=0—

2815-88-07 16:51:38.881724 192, .281. .116. 5 54 52841 - Ack=3418 Win=8 Len=0

53581 2819-88-87 16:51:38.882149  192.168.281.5%9 96.7.252.75 TCP 54 52850 -+ 443 [FIN, ACK] Seq=337 Ack=3885 Win=261632 Len=

53582 2819-88-87 ! . 882225 725275 54 52858 5eq=338 Ack=3885 Win=B Len=8
53583 2819-88-87 16:51:38.882614  192.168.281.5%9 58.116.239.135 TCP 54 52887 - 443 [FIN, ACK] Seq=3235 Ack=3498 Win=65535 Len=
53584 2819-88-87 16:51:38.882688 192.168.2081.5%9 58.116.239.135 TCP 54 52887 - 443 [RST, ACK] Seq=3236 Ack=3498 Win=0 Len=0
53585 2819-88-87 . 383027 .116.239. 54 52808 Seq=542 Ack=3418
53586 2819-88-87 16:51:38.883111 192.168.2081.59 58.116.239.135 TCP 54 52808 -+ 443 [RST, ACK] Seq=543 Ack=3418 Win=8 Len=0
53587 2819-88-87 16:51:208.883611  192.168.2081.5%9 18.136.128.217 TCP 54 52792 -+ 443 [FIN, ACK] Seq=334 Ack=5654 Win=65535 Len=08
53588 2819-88-87 16:51:38.883672 192.168.2081.59 18.136.128.217 TCP 54 52792 -+ 443 [RST, ACK] Seq=335 Ack=5654 Win=8 Len=0
535089 2019-08-B7 16:51:30.884189  192.168.201.59 52.88.201.222 TCP 54 52819 - 443 [FIN, ACK] Seq=333 Ack=3509 Win=65535 Len=8
53518 2819-88-87 16:51:38.884181 192.168.281.59 52.88.201.222 TCP 54 52819 - 443 [RST, ACK] Seq=334 Ack=3509 Win=8 Len=0
53511 2819-088-B7 16:51:38.884562  192.168.201.59 67.226.218.15 TCP 54 52883 - 443 [FIN, ACK] Seq=1118 Ack=56165 Win=261128 Len
53512 2819-88-87 16:51:38.884631 192.168.281.59 67.226.218.15 TCP 54 528083 - 443 [RST, ACK] Seq=1111 Ack=6165 Win=@ Len=0
53513 2819-088-B7 16:51:308.884999  192.168.201.59 67.226.218.15 TCP 54 52886 - 443 [FIN, ACK] Seq=330 Ack=5445 Win=261632 Len=




NSPA Skills — FTP Behavior — FTP E&Z & A

(W] £pply a display filter *++ <Ctil-/> 28 -

o, Time Source Destination Protocol Length  Info

| 36 2814-12-88 18:28:47.517880  192.168.1.188 125.227.239.179 TCP 54 49199 - 21 [ACK] Seg=1 Ack=1 Win=8192 Len=0

i 37 2814-12-988 18:28:47.595@8@88  125.227.239.179  192.168.1.188 FTP 89 Response: 228 PCMan's FTP Server 2.8 Ready. -
! 38 2814-12-88 18:28:47.595008  192.168.1.188 125.227.239.179 FTP 78 Request: USER anonymous

i 39 2814-12-88 18:28:47.595888  125_.227.239.179 192.168.1.188 FTP 90 Response: 331 User name okay, need password. —
P48 2814-12-88 18:28:47.811888  192.168.1.188 125.227.239.179 FTP 73 Request: PASS userfguser-PC

! 41 2814-12-88 18:2@:47.611888  125.227.239.179  192.168.1.188 FTP 74 Response: 538 Not logged in.

2814-12-83 :28:47 . 626888 . . . .239.179 54 49199 -+ 21 [ACK] Seq=36 Ack=93 Win=810@ Len=0

2014-12-88 128:47. - .239.179 - - 60 21 - 49199 [ACK] Seq=93 Ack=37 Win=64205 Len=0@

| 48 2814-12-838 :20:48.531000 . .1.188 . .239.179 54 49200 -+ 21 [ACK] Seq=1 Ack=1 Win=8192 Len=0

! 49 2814-12-88 18:29:48.594860  125.227.239.179 192.168.1.188 FTP 89 Response: 228 PCMan's FTP Server 2.8 Ready.

i 59 2814-12-68 18:20:48.594888  192.168.1.188 125.227.239.179  FTP 78 Request: USER anonymous \
¢ 51 2014-12-88 18:208:48.594800 2 125.227.239.179  192.168.1.188 FTP 98 Response: 331 User name ckay, need password. —
! 52 2814-12-88 18:20:48.594888 192.168.1.188 125.227.239.179  FTP 73 Request: PASS userfguser-PC

! 53 2014-12-98 18:20:48.6728@0  125.227.239.179 152.168.1.188 FTP 74 Response: 538 Not logged in.

2814-12-83 120:48 . 672008 . . . .239.179 54 49288 -+ 21 [ACK] Seg=36 Ack=93 Win=8186@ Len=0

57 20814-12-88 :20:48.672000 . .239.179 . . 60 21 - 49200 [ACK] Seq=93 Ack=37 Win=64285 Len=0

61 2014-12-88 18:20:50.684000 .168.1.188 .227.239.179  TCP 54 49201 -+ 21 [ACK] Seg=1 Ack=1 Win=8192 Len=@
62 2014-12-08 18:20:50.700000  125.227.239.179  192.168:1:488— —FTRy; sy +.| ~89 Response: 220 PCMan's FTP Server 2.0 Ready.




NSPA Skills — Telnet Behavior

| &pply & display filter === <Ctil-i

Ma.

14
15
16
17
18
19
28
21
22
23
24
25
26
27
28
29
38
31
32
33
34
35
36
37
38
35
48
41

Time

2815-86-18
2015-06-18
2815-86-18
2015-86-18
2015-06-18
2815-86-18
2015-06-18
2815-86-18
2815-86-18
2015-06-18
2815-86-18
2015-06-18
2815-86-18
2815-86-18
2015-06-18
2815-86-18
2015-06-18
2015-06-18
2815-86-18
2015-06-18
2815-86-18
2015-06-18
2015-06-18
2815-86-18
2015-06-18
2815-86-18
2015-06-18
2015-06-18

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:

87.
a7.
87.
Ba.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
14,
14.
14,
15.
15.
15.
15.
15.
16.
16.
16.
16.
16.
16.

8l9gee
8270aa
838088
g4e088
g550ee
Bes0ee
2760aa
396088
ABeBee
Sebbag
583068
747888
757688
967068
b74088
683068
89300
55488
6lsges
728088
774888
977080
B29gea
131gee
1830ae
335088
337088
535%0ee

Bource

1@.
1e.
1@.
1a.
1@.
1@.
1e.
1@.
1@.
1@.
1@.
1a.
1@.
1@.
1e.
1@.
1a.
1@.
1@.
1e.
1@.
1a.
1@.
1@.
1e.
1@.
1a.
1@.

18.
1@.
1@.
1@.
18.
18.
1@.
1@.
1@.
18.
18.
1a.
1@.
1@.
1@.
18.
1a.
18.
1@.
1@.
1@.
1a.
18.
1@.
1@.
1@.
1a.
18.

T T T Ty

.188
.18
.188
.18
.18
.188
.18
.18
.188
.18
.188
18
.188
1@
.18
.188
18
.18
.188
.18
.188
18
.188
1@
. 188
.18
188
.18

Destination

18.
1d@.
1a.
1@.
1@.
18.
1d@.
1a.
18@.
1@.
18.
1d.
1a.
18@.
1d@.
18.
1d.
1@.
18@.
1d@.
1a.
1d.
1@.
18@.
1d@.
1a.
1d.
1@.

18.
1d@.
1@.
1@.
1@.
18.
1d@.
1@.
18@.
1@.
18.
1@.
1@.
18@.
1d@.
18.
1@.
1@.
18@.
1d@.
1@.
1@.
1@.
18@.
1d@.
1@.
1@.
1@.

e e T T ==

.18
188
.18
188
L1838
.18
188
L1688
.18
L1838
.18
L1838
.18
.183
188
.18
L1838
L1838
.18
188
.18
L1838
.18
.183
.18
L1688
.18
L1838

Protocol
TCP
TELNET
TELNET
TCP
TELNET
TELNET
TCP
TELNET
TELMNET
TELNET
TELNET
TELNET
TELNET
TCP
TELNET
TELNET
TCP
TELNET
TCP
TELNET
TCP
TELNET
TCP
TELMNET
TCP
TELNET
TELNET
TCP

Length  Info

54 23 » 49241 [ACK]
543 Telnet Data ...
245 Telnet Data ...

54 49241 - 23 [ACK]

55 Telnet Data ...

55 Telnet Data ...

54 49241 - 23 [ACK]

55 Telnet Data ...

55 Telnet Data ...

55 Telnet Data ...

55 Telnet Data ...

55 Telnet Data ...

55 Telnet Data ...

54 49241 - 23 [ACK]

56 Telnet Data ...

66 Telnet Data ...

54 49241 - 23 [ACK]

55 Telnet Data ...

54 23 -+ 49241 [ACK]

55 Telnet Data ...

54 23 » 49241 [ACK]

55 Telnet Data ...

54 23 -+ 49241 [ACK]

55 Telnet Data ...

54 23 - 49241 [ACK]

56 Telnet Data ...

97 Telnet Data ...

54 49241 - 23 [ACK]

5eq=388

Seq=622

Seq=623

S5eg=626

S5eq=628

S5eq=587

Seq=5@7

Seq=587

Seq=587

Seq=634

Ack=133

Ack=491

Ack=492

Ack=495

Ack=587

Ack=629

Ack=638

Ack=b631

Ack=b632

Ack=558B

Win=65536

Win=65824

Win=65824

Win=65824

Win=b5824

Win=65824

Win=65824

Win=b65824

Win=65824

Win=b65824

Len=8

Len=8

Len=0

Len=08

Len=0

Len=08

Len=8

Len=8



NSPA Skills — SMBJ/CIFS - Activity

368 2828-86-19
369 2828-86-19
378 2828-86-19
371 2828-86-19
372 28268-86-19
373 2626-66-19
374 2626-66-19
375 2828-86-19
376 2828-86-19
377 2828-86-19
378 2828-86-19
379 2828-86-19
388 2828-86-19
381 2828-86-19
382 2828-86-19
383 28208-86-19
384 2626-066-19
385 20826-66-19
386 20208-86-19
387 20208-86-19
388 2828-86-19
389 2828-86-19
398 2828-86-19
391 2828-86-19
392 2828-86-19
393 2828-86-19
394 2626-86-19

11:
11:
11:
11:
11.:
11.:
11.:
11.:
11.
11:
11:
11:
11:
11:
11:
11.:
11.:
11.:
11.
11.:
11:
11:
11:
11:
11:
11:
11.:

53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:
53:

26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.
26.

785676
785678
787468
787842
789689
798622
798939
791564
7924322
792902
792996
793361
793437
793813
793815
793846
793887
793979
794257
794259
7943325
794697
794774
795132
795185
795555
795737

Aonme

18.
18.
18.
1@.
1a.
1a.
1a.
1a.
1a.
18.
18.
18.
18.
18.
1@.
1a.
1a.
1a.
1a.
1a.
18.
18.
18.
18.
18.
1@.
1a.

o s v v B R . . v v v [ v TR R R . v g v R v [ R . Y .

1.4
1.4

=

.15

.15

.15

.15

.15

.15

.

.15

.15

.15

.15

.15

.15

T T e O T Ry T R s

.15

Destination

1@.
1@.
1@.
1@.
1@.
1a.
1a.
1a.
1a.
1@.
1@.
1@.
1@.
1@.
1@.
1a.
1a.
1a.
1a.
1a.
1@.
1@.
1@.
1@.
1@.
1@.
1@.

L v R v R v g IR v R R v QR [ v R v v [ R o R v T v v Y R v R v Y o [ o R s Y v .
e T e WY

Protocol

TCP
S5MB
5MB2
SMB2
SMB2
SMB2
SMB2
SMB2
SMB2
5MB2
5MB2
5MB2
5MB2
5MB2
SMB2
TCP
SMB2
SMB2
TCP
SMB2
5MB2
DCERPC
5MB2
5MB2
DCERPC
WKSSVC
WKSSVC

Length  Info

60 492081 - 445 [ACK] Seg=1 Ack=1 Win=6K5536 Len=0
213 Negotiate Protocol Request
463 Negotiate Protocol Response

164 Negotiate Protocol Request

463 MNegotiate Protocol Response
220 Session Setup Request, NTLMSSP_NEGOTIATE
299 Session Setup Response, Error: STATUS MORE_PROCESSING REQUIRED, NTLMSS
581 Session Setup Request, NTLM55P_AUTH, User: NSPA3N\Admin
159 Session Setup Response
162 Tree Connect Request Tree: ‘\\10.8.1.15\IPC%
138 Tree Connect Response
210 TIoctl Request FSCTL_WALIDATE MEGOTIATE_INFO
194 Toctl Response FSCTL_VALIDATE_MEGOTIATE_INFO
178 Ioctl Request FSCTL_QUERY_MNETWORK_INTERFACE_INFO
198 Create Request File: wksswvc
54 445 - 49201 [ACK] Seg=1393 Ack=1487 Win=64256 Len=08
778 Ioctl Response FSCTL_QUERY _MNETWORK_INTERFACE_INFO
218 Create Response File: wkssvc
60 492081 - 445 [ACK] Seq=1487 Ack=2273 Win=65536 Len=@
162 GetInfo Request FILE_INFO/SMB2_FILE_STANDARD INFO File: wkssvc
154 GetInfo Response
336 Bind: call_id: 2, Fragment: Single, 3 context items: WKSSVC V1.8 (32b:
138 Write Response
171 Read Request Len:1824 Off:8 File: wkssvc
254 Bind_ack: call id: 2, Fragment: Single, max_xmit: 4280 max_recv: 42808
262 NetlWkstaGetInfo request Level:188
338 NetlWkstaGetInfo response



NSPA Skills — SMTP

| Apply & display filter == <Ctel-f»

d

Mo.

Time

2886-88-14
28@6-88-14
2886-88-14
2886-88-14
2886-88-14
112 2886-88-14
113 28086-08-14
114 28B6-08-14
115 28B6-88-14
116 28B6-88-14
117 2886-88-14
118 28@6-08-14
119 28066-03-14
128 28B6-08-14
121 28B6-88-14
122 28B6-88-14
123 28086-08-14
124 2006-83-14
125 28B6-08-14
126 20B6-88-14
127 28B86-88-14
128 2806-08-14
129 2006-83-14
128 28B6-08-14
131 28B6-88-14
132 28B6-88-14
133 2006-08-14
134 28086-08-14
135 28B6-08-14

1a7
las
19
118
111

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:

B85.531888
85 .984086
85 .934886
85 .934886
B6.453886
B6.453008
B6.453088
B6.562886
B6.562886
B6.713886
B6.875008
B6 . 875008
g6 . 875088
B6.9218686
B6.921886
87 .2348868
87.234086
87 .296088
87.437886
87.437886
87.453888
87.4530888
87.453088
87.453886
87 .875888
87 .375888
Ba.375008
ga. 375088
B88. 390008

Somrce

Bl.
bl.
Bl.
Bl.
Bl.
Bl.
bl.
59,
Bl.
Bl.
Bl.
bl.
Bl.
59,
Bl.
El.
bl.
59.
Bl.
Bl.
El.
bl.
Bl.
Bl.
Bl.
El.
Bl.
Bl.

221.
218.
221.
221.
218.
221.
221.
128.
221.
221.
218.
221.
221.
128.
221.
218.
221.
124.
218.
221.
218.
218.
218.
221.
218.
221.
218.
221.

67.
77.
67.
67.
77.
67.
67.
215.162
67.
67.
77.
67.
67.
215.162
67.
77.
67.
215.162
77.
67.
77.
77.
77.
67.
77.
67.
77.
67.

43
115
43
43
115
43
43

43
43
115
43
43

43
115
43

115
43
115
115
115
43
115
43
115
43

61.221.67.43

Destination
61.218.
61.221.
61.218.
61.218.
61.221.
59.128.
61.218.
61.221.
61.218.
59.128.
61.221.67.43
59.1208.215.162
61.218.77.115
61.221.67.43
61.218.77.115
61.221.67.43
61.218.77.115
61.221.67.43
61.221.67.43
61.218.77.115
61.221.67.43
61.221.67.43
61.221.67.43
61.218.77.115
61.221.67.43
61.218.77.115
61.221.67.43
61.218.77.115

77.115
67.43
Fr7.115
Fr7.115
67.43
215.162
77.115
67.43
Fr7.115
215.162

61.218,77.115

Protocol
SMTP
SMTP
TCP
SMTP
SMTP
DNS
TCP
DS
SMTP
DNS
SMTP
DNS
TCP
DS
SMTP
SMTP
SMTP
DS
SMTP
TCP
SMTP
SMTP
SMTP
TCP
SMTP/IMF
SMTP
SMTP
SMTP

HH-[{A:-EH‘- |

Length

148
76
68

96
78
68
162
99
77
113
87
68
131
118
68

184 5: 354 Enter mail, end with "."™ on a line by itself

77
132
68

Info

5: 220 mail.diamondinfotech.com.tw ESMTP Sendmail &.11.2/8.8.7; Mor—

C: EHLO imss.fmt.com.tw

25 » 2145 [ACK] S5eq=95 Ack=23 Win=31944 Len=0
264 5: 250-mail.diamondinfotech.com.tw Hello dnsl.fmt.com.tw [61.218.7.
C: MAIL FROM:<schsiao@fmt.com.tw> SI7E=1834

Standard query @xddc® ANY fmt.com.tw

25 = 2145 [ACK] Seq=385 Ack=65 Win=31944 |len=0
Standard query response BxddcB® ANY fmt.com.tw A 61.38.78.226 A 61. im

5: 258 2.1.8 <schsiaogfmt.com.tw>...

Sender ok

S5tandard query BxddcB® A rs598.ndmc.edu.tw
C: RCPT TO:<gloria@mail.diamondinfotech.com.tw> NOTIFY=NEVER

Standard query Bx4ddcl ANY mail.diamondinfotech.com.tw
25 = 2145 [ACK] Seq=350 Ack=124 Win=31944 Len=0

S5tandard query response Bxddcl ANY mail.diamondinfotech.com.tw A 6!
5: 258 2.1.5 <gloria@gmail.diamondinfotech.com.tw>...

C: DATA

Recipient ok

Standard query response @x4dd@ Serwver failure A mail.vanko.com.tw ==

C: DATA fragment, 78 bytes

25 = 2145 [ACK] Seqg=464 Ack=208 Win=31944 Len=0

1434 C: DATA fragment, 1380 bytes

97
97
68
347
1las
68
112

, 60 25 » 2145 [FIN, ACK] Seq=576 Ack=1973 Win=31944 Len=8

C: DATA fragment, 43 bytes
C: DATA fragment, 43 bytes

25 » 2145 [ACK] Seqg=464 Ack=1674 Win=31944 Len=0

subject: =?big5?B?xago+jogoW23cbpprlyn3gFulC8ylatls/imVEB1tGYgICBgl—
5: 258 2.8.0 kVES5cbxB4698 Message accepted for delivery

C: QUIT

5: 221 2.0.8 mail.diamondinfotech.com.tw closing connection



NSPA Skills — Windows VPN - Initialize

(W | Apply a display filter -+ <Ctel-/>

Mo.

1
2
3
4
5
&
7
a8
9

18
11
12
13
14
15
16
17
18
19
28
21
22
23

Time

2828-p4-21
2820-84-21
2620-84-21
2620-84-21
2620-84-21
2828-84-21
2828-84-21
2828-84-21
2828-84-21
2828-84-21
2828-84-21
2828-p4-21
2820-84-21
2620-84-21
2620-84-21
2620-84-21
2828-84-21
2828-84-21
2828-84-21
2828-84-21
2828-84-21
2828-84-21
2828-p4-21

ae
2e:
2e
2e
2e
Be:
Be:
Be :
Be:
Be:
Be:
ae
2e:
2e
2e
2e
Be:
Be:
Be :
Be:
Be:
Be:
ae

12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:
12:

.512187
11.
11.
11.
11.
11.
11.
11.
11.
11.
12.
14.
18.
26.
3a.
36.
46.
46.
46.
46.
46.
46.
a6.

561161
581946
644488
bed715
711892
713658
761515
763168
764467
765439
766713
768127
773484
713781
773818
798334
792813
348987
348989
348998
348991
841728

Sonrce
192.
2159,
192.
219,
192.
219.
192.
219,
192.
192.
1592.
192.
192.
192.
192.
192.
192.
192.
219,
219.
219.
219,
2159,

168.8.7

l@@.37.137
168.9.7

lae@.37.137
168.8.7

18@.37.137
168.8.7

188.37.137
168.
168.
168.
168.
168.
168.
168.
les.
168.
168.
188.37.137
188.37.137
188.37.137
188.37.137
le@.37.137

[ B % B N e N - I % O % Y ™ B % B .
L N N . I N I N N N |

Diestination

215.
152.
215.
1592,
215.
192.
219.
192.
219.
219.
219.
215.
215.
215.
215.
215.
219.
219.
192.
192.
192.
192.
152.

lea.
168.
laa.
168.
lea.
168.
lea.
168.
l88.
l88.
188.
1loa.
lea.
laa.
laa.
lea.
lea.
lea.
168.
168.
168.
168.
168.

37.137
8.7
37.137
8.7
37.137
a.7
37.137

37.137
37.137
37.137
37.137
37.137
37.137
37.137
37.137
37.137
37.137

Frotocol
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ESP
ESP
ESP
ESP
ESP
UDPENCAP
ESP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP
ISAKMP

Length  Info
458 Identity Protection (Main Mode)
246 Identity Protection (Main Mode)
438 Identity Protection (Main Mode)
398 Identity Protection (Main Mode)
122 Identity Protection (Main Mode)
122 Identity Protection (Main Mode)
498 Quick Mode
234 Quick Mode
186 Quick Mode
198 ESP (SPI=8xd521c2ch)
198 ESP (SPI=0xd521c2ck)
198 ESP (SPI=0xd521c2c6)
198 ESP (SPI=0xd521c2c6)
198 ESP (SPI=0xd521c2c6)
43 NAT-keepalive
198 ESP (SPI=0xd521c2c6)
122 Informational
138 Informational
122 Informational
234 Quick Mode
138 Informational
122 Informational
122 Informational



Smart Phone #8& £ & £ 4

ATRESFANEMNE  MASEEERRNBSTATE , Bk )
TRRSHFRRSE  BTEIRERBNERNE, BF, SEHTFH o e
EARRApPEA |t HELBRHEED,

BMBEENER  IUARKEEUTHWEREH :

B REA P SRR RE A
A LA 5t 2B Google By IPfz ik, BURA &1,

EBYERFELERHTProcessiZZE | MIERH,

‘ B B AE Pk B YR

RALBANWERATR

03 speropEputnESRESS SEigLlE
TMERTE HBAESNBREAER, L‘

SHRIEARY R |AppIRIENT RIBERA

04 wreeaRkAp, BEEREASELEE S8
EERAEENERER S —.




NSPA Skills — Smart Phone — Android(Galaxy-8)

HE B
Ha. Time o Diestination Protocol  Length  Info |
| 30 2019-12-26 23:48:31.464023 0.0.0.0 255.255_255.255 DHCP 354 DHCP Request - Transaction ID @xbBc2dfdd :
L 31 2819-12-26 23:48:31.466660 192.168.123.1 255.255_255.255 DHCP 353 DHCP ACK - Transaction ID BxbBc24fdd —]
32 2819-12-26 23:48:31.479985 192.168.123.1 255.255. 255,255 DHCP 353 DHCP ACK - Transaction ID BxbBc24f4d —
37 2819-12-26 23:48:31.788313 192.168.123.7 192.168.123.1 DNS 89 Standard guery Bxb5cf A connectivitycheck.gstatic.com S—
38 20819-12-26 23:48:31.788765  192.168.123.7 192.168.123.1 DNS 76 Standard query 8xb37c A time.android.com —
39 2819-12-26 23:48:31.721768  192.168.123.1 192.168.123.7 DNS 185 Standard guery response Bxb5cf A connectivitycheck.gstatic.com A 216.58.2808.35 —
4@ 2819-12-26 23:48:31.725431  192.188.123.1 192.168.123.7 DNS 148 Standard query response Bxb37c A time.android.com A 216.239.35.4 A 216.239.35.8 ——
41 2819-12-26 23:48:31.742579  192.188.123.7 216.239.35.4 NTP 98 NTP Version 3, client -
42 2819-12-26 23:48:31.765954  216.239.35.4 192.168.123.7 NTP 98 NTP Version 3, server —
43 2819-12-26 23:48:31.874376  192.168.123.7 192.168.123.1 DS 74 Standard query Bxdlet A www.google.com
44 2819-12-26 23:48:31.8878286  192.168.123.1 192.168.123.7 DNS 98 Standard query response Bxdleb A wwi.google.com A 172.217.27.132
45 2819-12-26 23:48:31.888979  192.168.123.7 216.58.280.35 TCP 74 43486 -+ 88 [SYN] Seg=0 Win=65535 Len=0 MS55=1460 SACK_PERM=1 TSwal=4294899633 TSe——
| 472019-12-26 23:48:31.892377  192.168.123.7  172.217.27.132  TCP 7459570 > 443 [SYN] Seq-8 Win-65535 Len- MSS=146@ SACK PERM-1 TSval-4294899633 TS
48 2819-12-26 23:48:31.982197  216.58.2808.35 192.168.123.7 TCP 74 80 - 43486 [SYN, ACK] Seq=0 Ack=1 Win=608192 Len=8 MS5=1380 SACK_PERM=1 TSval=389
49 2819-12-26 23:48:31.984315  192.168.123.7 216.58.280.35 TCP 66 43406 » 80 [ACK] Seq=1 Ack=1 Win=87680 Len=0 TSval=4294899636 TSecr=3093963183 ~——
58 2819-12-26 23:48:31.984981  192.168.123.7 216.58.280.35 HTTP 293 GET /generate_284 HTTP/1.1
| 512019-12-26 23:48:31.908269  172.217.27.132  192.168.123.7  TCP 74443 > 59570 [SYN, ACK] Seq= Ack=1 Win=6192 Len=0 MSS=1380 SACK PERM=1 TSval=14==
52 2819-12-26 23:48:31.918992  192.168.123.7 172.217.27.132 TCP 66 59578 -+ 443 [ACK] Seq=1 Ack=1 Win=87688 Len=0 TSval=4294899638 TSecr=1486817278 —
53 2819-12-26 23:48:31.919815 216.58.208.35 192.168.123.7 TCP 66 8@ - 43406 [ACK] Seq=1 Ack=228 Win=61440 Len=0 TSval=3093963122 TSecr=4294899637—
54 2819-12-26 23:48:31.921463  216.58.200.35 192.168.123.7 HTTP 168 HTTP/1.1 284 No Content
55 2819-12-26 23:48:31.922839  216.58.208.35 192.168.123.7 TCP 66 88 - 43486 [FIN, ACK] Seq=183 Ack=228 Win=61448 Len=8 TSval=3093963122 TSecr=429
56 2819-12-26 23:48:31.924455  192.168.123.7 216.58.2088.35 TCP 66 43486 + B0 [ACK] Seq=228 Ack=183 Win=87688 Len=B TSval=4294899641 TSecr=38939631
57 2819-12-26 23:48:31.929365  192.168.123.7 216.58.2080.35 TCP 66 43406 - 80 [FIN, ACK] Seq=228 Ack=104 Win=87680 Len=0 TSval=4294899642 TSecr=309
58 2819-12-26 23:48:31.932589  192.168.123.7 172.217.27.132 TLSv1.. 246 Client Hello L
59 2819-12-26 23:48:31.941335  216.58.200.35 192.168.123.7 TCP 66 88 - 43486 [ACK] Seq=184 Ack=229 Win=61448 Len=8 TSval=3893963143 TSecr=42948996
68 2819-12-26 23:48:31.947@98  172.217.27.132 192.168.123.7 TCP 66 443 - 59578 [ACK] Seg=1 Ack=181 Win=61448 Len=0 TSval=1486017316 TSecr=429489964
61 2819-12-26 23:48:31.958119 172.217.27.132 192.168.123.7 TLSv1. 1484 Server Hello
62 2819-12-26 23:48:31.958941 172.217.27.132 192.168.123.7 TLSv1.. 1281 Certificate, Server Key Exchange, Server Hello Done
63 2819-12-26 23:48:31.95245%6  192.168.123.7 172.217.27.132 TCP 66 59578 -+ 443 [ACK] Seg=181 Ack=1419 Win=98496 Len=8 TS5val=4294899649 TSecr=148681




NSPA Skills — Smart Phone — Android(Galaxy-10)

HE BE -
M Time Source Diestination Protocol  Length  Info I
| 18 2920-06-10 18:33:06.262004 0.0.0.0 255.255.255.255  DHCP 356 DHCP Request - Transaction ID @x3@c98cab
| 19 2020-06-10 18:33:06.267006 192.168.137.1 192.168.137.222  DHCP 344 DHCP ACK - Transaction ID @x38c9cab E
22 20208-86-18 18:33:06.535894 192.168.137.222 192.168.137.1 DNS 89 Standard query Bxbl87 A connectivitycheck.gstatic.com ]
23 2020-86-18 18:33:06.659855  192.168.137.1 192.168.137.222  DNS 185 5tandard query response Bxbl87 A connectivitycheck.gstatic.com A 172.217.168.67 :
27 2020-96-10 18:33:07.536791  192.168.137.222 192.168.137.1 DNS 76 Standard query @x33c6 A time.android.com
28 2820-86-10 18:33:67.576486  192.168.137.1 192.168.137.222 DNS 148 Standard query response Bx33c6 A time.android.com A 216.239.35.8 A 216.239.35.4 =
29 2020-86-10 18:23:07.581223  192.168.137.222  216.239.35.8 NTP 98 NTP Version 3, client —
38 2820-86-10 18:33:687.591518  192.168.137.222 192.168.137.1 DNS 74 Standard query Bxdbda A www.google.com —
31 2828-86-18 18:33:07.612178  192.168.137.1 192.168.137.222  DNS 98 S5tandard gquery response Bx46da A www.google.com A 216.58.2080.228 —
2020-86-180 :33:87.678366 . . . . . 74 44344 - 88 [SYN] Seg=8 Win=65535 Len=0 MS5=1468 SACK_PERM=1 TS5val=23@54808208 TSe
35 2820-86-10 18:33:87.685637 192.168.137.222 216.58.200.228 TCP 66 34866 + 443 [ACK] Seq=1 Ack=1 Win=88064 Len=0 TSval=435677246 TSecr=2398965655
36 2820-96-10 18:33:07.692214  172.217.168.67 192.168.137.222  TCP 74 88 - 44344 [SYN, ACK] Seg=0 Ack=1 Win=68192 Len=8 M55=1380 SACK_PERM=1 TSwval=258
37 2020-86-10 18:23:07.783158 192.168.137.222 172.217.168.67 TCP 66 44344 -+ 80 [ACK] Seg=1 Ack=1 Win=88864 Len=8 TS5val=2305480844 TSecr=2588557644 —
38 2820-86-10 18:33:07.783158  192.1e8.137.222 172.217.168.67 HTTP 293 GET /generate_284 HTTP/1.1 ]
39 2820-86-10 18:33:67.724188  216.239.35.8@ 192.168.137.222  NTP 9@ NTFP Version 3, server —
49 2020-86-10 18:33:07.740197  172.217.168.67 192.168.137.222 TCP 66 88 - 44344 [ACK] Seg=1 Ack=228 Win=61448 Len=8 TSval=2588557691 TSecr=2305408044
41 2020-86-19 18:33:87.748251  172.217.168.67 192.168.137.222  HTTP 168 HTTP/1.1 284 No Content —
42 2020-86-10 18:33:87.748395  172.217.168.67 192.168.137.222 TCP 66 88 - 44344 [FIN, ACK] Seq=183 Ack=228 Win=61448 Len=8 TSwal=25B88557692 TSecr=230 m
43 2020-86-10 18:33:87.749864  192.168.137.222  192.168.137.1 DNS 86 Standard query Bxd411 A android.clients.google.com E
44 29209-86-19 18:33:87.749864  192.168.137.222  216.58.2080.228 TLSv1.. 583 Client Hello —
45 2020-86-19 18:33:@7.752546  192.168.137.222  172.217.160.67 TCP 66 44344 -+ 80 [ACK] Seg=228 Ack=183 Win=88864 Len=0 TSval=2305408100 TSecr=25885576
dp 2020-86-10 18:33:87.752547  192.168.137.222  172.217.1608.67 TCP 66 44344 -+ 80 [FIN, ACK] Seq=228 Ack=104 Win=88864 Len=0 TSval=2305400102 TSecr=250—
A8 2020-86-19 18:33:07.772144  172.217.168.67 192.168.137.222 TCP 66 80 - 44344 [ACK] Seq=104 Ack=229 Win=61448 Len=0 TSval=25088557724 TSecr=23054801
49 29208-86-10 18:33:087.780284  192.168.137.1 192.168.137.222  DNS 286 Standard query response Bxd411l A android.clients.google.com CNAME android.l.goog——
58 2820-86-10 18:33:67.783462  216.58.2080.228 192.168.137.222  TCP 66 443 -+ 34866 [ACK] Seq=1 Ack=518 Win=61448 Len=8 TS5val=2398965782 TSecr=435677384
51 2820-86-10 18:23:07.792397  216.58.200.228 192.168.137.222  TLSvl.. 1448 Server Hello, Change Cipher Spec —
52 2820-86-10 18:33:687.792571  216.58.280.228 192.168.137.222  TLSvl.. 1315 Application Data T




NSPA Skills — Smart Phone — Android(Sugar)

L ip <XI=1
Mo, Time Source Diestination Protocol  Length  Info
L 72019-12-27 ©1:14:24.460862 ©.0.0.0 255.255.255.255 DHCP 334 DHCP Request - Transaction ID 8xleZbcefd B
8 2019-12-27 01:14:24 463362 192.168.123.1 255.255.255. 255 DHCP 353 DHCP ACK - Transaction ID BxleZbcefd m
18 2819-12-27 81:14:24 488676  192.168.123.1 255.255.255. 255 DHCP 353 DHCP ACK - Transaction ID B@xleZbcefd
13 2819-12-27 81:14:24.823638  192.168.123.33 192.188.123.1 DNS 77 5tandard query @xfdéf A captive.apple.com
14 2819-12-27 81:14:24.837564  192.168.123.1 192.168.123.33 DNS 221 Standard query response Bxfd@f A captive.apple.com CNAME captive-cidr.origin-app
15 2819-12-27 81:14:24.922695  192.168.123.33 17.253.117.283 TCP 74 47436 » 80 [SYN] Seq=8 Win=65535 Len=0 M55=1468 SACK_PERM=1 TSval=42948858@3 TSe ™
16 2819-12-27 81:14:24,927536  192.168.123.33 192.168.123.1 DNS 76 Standard query 8xf946 A time.android.com
17 2819-12-27 81:14:24.936771  17.253.117.283 192.168.123.33 TCP 74 88 - 47436 [SYN, ACK] Seq=0 Ack=1 Win=28968 Len=8 MS5=1460 SACK_PERM=1 TSval=358
18 2819-12-27 81:14:24,939539  192.168.123.33 17.253.117.283 TCP 66 47436 » 80 [ACK] Seg=1 Ack=1 Win=87808 Len=0 TSval=4294885008 TSecr=3580618466 __
19 2819-12-27 61:14:24,943181  192.168.123.1 192.168.123.33 DNS 148 Standard query response @xf946 A time.android.com A 216.239.35.8 A 216.239.35.4 :
28 2819-12-27 81:14:24.950833  192.168.123.33 17.253.117.283 HTTP 269 GET / HTTP/1.1 —
21 2819-12-27 81:14:24.964578  17.253.117.2683 192.168.123.33 TCP 66 88 - 47436 [ACK] Seg=1 Ack=284 Win=38288 Len=0 TSval=3588618495 TSecr=4294885010==
22 2819-12-27 81:14:24 . 966615 17.253.117.283 192.168.123.33 HTTP 781 HTTP/1.1 288 OK (text/html)
23 2819-12-27 81:14:24 966667  17.253.117.2083 192.168.123.33 TCP 66 88 - 47436 [FIN, ACK] Seg=716 Ack=284 Win=38288 Len=0 TSval=3580618498 TSecr=429—
24 2819-12-27 81:14:24, 969386  192.168.123.33 17.253.117.283 TCP 66 47436 - 80 [ACK] Seq=284 Ack=716 Win=98112 Len=0 TSval=4294885817 TSecr=358086184
25 2819-12-27 81:14:24.983818 192.168.123.33 216.239.35.8 NTP 98 NTP Version 3, client
26 2019-12-27 81:14:24,996478  192.168.123.33 17.253.117.283 TCP 66 47436 » 80 [FIN, ACK] Seg=2084 Ack=717 Win=98112 Len=0 TSval=4294885825 TSecr=358" |
27 2819-12-27 81:14:24 998880  216.239.35.08 192.168.123.33 NTP 98 NTP Version 3, server
28 2819-12-27 91:14:25.889682 17.253.117.283 192.168.123.33 TCP 66 88 - 47436 [ACK] Seq=717 Ack=285 Win=382088 Len=0 TSval=35808618548 TSecr=42948858
36 2819-12-27 81:14:38.615123  192.168.123.33 192.168.123.1 DNS 76 Standard query 8x843b A mtalk.google.com
37 2819-12-27 ©91:14:38.62%9841  192.168.123.1 192.168.123 .33 DNS 121 Standard query response Bx843b A mtalk.google.com CNAME mobile-gtalk.l.google.co
38 2819-12-27 ©1:14:38.629325 192.168.123.1 192.168.123.33 DNS 121 5tandard query response Bx843b A mtalk.google.com CNAME mobile-gtalk.l.google.co
2819-12-27 81:14.: 192.168. L168.123.1 ICMP Destination unreachable (Port unreachable) —
48 2919-12-27 81:14:38.698365  192.168.123.33 188.177.125.188  TCP 74 51688 + 5228 [SYN] Seq=8 Win=65535 Len=0 MSS=146@0 SACK_PERM=1 TSval=4294886735 T
41 2819-12-27 81:14:38.716136 168.177.125.188  192.168.123.33 TCP 74 5228 - 51688 [SYN, ACK] Seq=8 Ack=1 Win=62392 Len=@ MSS=143@ SACK_PERM=1 TSval=3=—
42 7819-12-27 81:14:38.718244  192.168.123.33 188.177.125.188 TCP 66 51688 - 5228 [ACK] Seq=1 Ack=1 Win=878@8 Len=0 TSval=4294886741 TSecr=3331733654=—
43 2819-12-27 81:14:38.730885 192.168.123.33 188.177.125.188 TLSv1.. 583 Client Hello —
44 7819-12-27 ©81:14:308.743982 168.177.125.188 192.168.123.33 TCP 66 5228 » 51688 [ACK] Seq=1 Ack=518 Win=63488 Len=8 TSwal=3331733682 TSecr=42948867=—=
45 2819-12-27 81:14:38.745558 188.177.125.188 192.168.123.33 TLSv1.. 1484 Server Hello, Change Cipher Spec T
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54 443 -+ 1698 [RST, ACK] Seg=1 Ack=1 Win=8212 Len=8
66 [TCP Retransmission] 1698 -+ 443 [SYN] Seq=0 Win=64248 Len=0 Kk
54 443 -+ 1698 [RS5T, ACK] Seg=1 Ack=1 Win=8212 Len=B
66 [TCP Retransmission] 1698 - 443 [SYN] Seq=0 Win=64248 Len=0 K
54 443 » 1698 [RST, ACK] Seg=1 Ack=1 Win=8212 Len=86

5 = 5 o
s WA i ol ¥ -

54 443 -+ 1699 [RST, ACK] Seg=1 Ack=1 Win=8212 Len=0
66 [TCP Retransmission] 1699 - 443 [SYN] Seq=0 Win=64248 Len=0 A
54 443 -+ 1699 [RS5T, ACK] Seg=1 Ack=1 Win=8212 Len=06
66 [TCP Retransmission] 1699 -+ 443 [S5YN] Seq=0 Win=64248 lLen=06 M
54 443 -+ 1699 [RST, ACK] Seg=1 Ack=1 Win=8212 Len=0

bl 2 A0 = B 16 ¥ L

54 443 - 1788 [R5T, ACK] Seg=1 Ack=1 Win=8212 Len=06
66 [TCP Retransmission] 1768 - 443 [SYN] Seq=0 Win=64248 Len=06 M
54 443 - 1700 [RST, ACK] Seq=1 Ack=1 Win=8212 Len=0
66 [TCP Retransmission] 1708 - 443 [SYN] Seq=0 Win=64248 Len=06 M
54 443 -+ 1788 [R5T, ACK] Seg=1 Ack=1 Win=8212 Len=B

0l 2 A0 = % Al D k

54 443 -+ 1781 [RST, ACK] Seg=1 Ack=1 Win=8212 Len=86
66 [TCP Retransmission] 1781 - 443 [SYN] Seq=0 Win=64248 Len=06 M
54 443 -+ 1781 [RST, ACK] Seg=1 Ack=1 Win=8212 Len=06
66 [TCP Retransmission] 1701 - 443 [SYN] Seq=0 Win=64248 Len=0 A
54 443 - 1781 [R5T, ACK] Seg=1 Ack=1 Win=8212 Len=0

5 = 3 o
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NSPA Skills — Mass SYN Connection — Port Scan

Apply a dizplay filter === «Ctrl-f=

BZoMEHT , 552# http://www.nspa-cert.org and
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NSPA Skills — Mass SYN Connection — Port Scan

Applva

379 2819-88-19 15:42:36.253124

385 2019-88-19 15:42:36.362402

391 2819-88-19 15:42:36.737497

397 2919-88-19 15:42:36.3849462

192.168.281.59

192.168.261.59

192.168.281.59

192.168.281.59

BZoMEHT , 552# http://www.nspa-cert.org and

61.222.173.42

£1.222.173.43

61.222.173.44

61.222.173.45

66 BlB/E

bb 61684

66 61698

66 blb96

SR il

80 [SYN] Seq=0 Win=64240 Len=0 M55=1460 WS=256

80 [SYN] Seq=0 Win=64248 Len=0 MS5=1460 W5=256

80 [SYN] Seq=0 Win=64248 Len=0 MS5=1460 W5=256

80 [SYN] Seq=0 Win=64240 Len=0 MS55=1460 WS=256



http://www.nspa-cert.org/
https://www.nspa-cert-tw.org/

NSPA Skills — Mass SYN Connection — Malware Infection

Apply a display filter ==+ «Ctl-

ra|
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S
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NSPA Skills — Mass SYN Connection — P2P Initialize

l:l Applyr a display filter ==+ «Chl-/=




NSPA Skills — Mass RST ACK — Port Scan
(Firewall Rejected)

Apply a dizplay filter === <Ctl-f= - | Expression:--
Time Source Destination Protocol Length  Info

1132 2019-88-19 15:43:27.837682 61.222.173.87 192.168.281. TCP 68 21 -+ 61946 [RST, ACK] Seq=1 Ack=1 Win=8 Len=B6
1133 2819-88-19 15:43:27.837924 61.222.173.86 192.168.281. TCP 60 6588 - 61945 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
1134 2819-88-19 15:43:27.837925 bl.222.173.87 192.168.2081. TCP 60 118 -» 61949 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
1135 2819-88-19 15:43:27.837926 61.222.173.87 192.168.201. TCP 68 25 -+ 61947 [RST, ACK] Seq=1 Ack=1 Win=0 Len=8
1136 2019-08-19 15:43:27.837927 61.222.173.87 192.168.2081. TCP 60 80 - 61948 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
1137 2019-88-19 15:43:27.837928 61.222.173.87 192.168.2081. TCP 68 119 - 61958 [RST, ACK] Segq=1 Ack=1 Win=0 Len=0
1138 2019-88-19 15:43:27.837929 61.222.173.88 192.168.281. TCP 60 6588 - 61957 [RST, ACK] Seg=1 Ack=1 Win=8 Len=0
1139 2819-88-19 15:43:27.837930 bl.222.173.88 192.168.2081. TCP 60 25 » 61953 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
1148 2819-88-19 15:43:27.837931 61.222.173.88 192.168.201. TCP 68 21 -+ 61952 [RST, ACK] Seg=1 Ack=1 Win=0 Len=8
1141 2019-88-19 15:43:27.838153 61.222.173.87 192.168.2081. TCP 68 6588 - 61951 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
1142 2019-88-19 15:43:27.838155 61.222.173.88 192.168.2081. TCP 60 80 - 61954 [RST, ACK] Seg=1 Ack=1 Win=0 Len=8
1143 2819-88-19 15:43:27.838155 61.222.173.88 192.168.281. TCP 68 119 -+ 61956 [RST, ACK] Segq=1 Ack=1 Win=8 Len=0
1144 2819-88-19 15:43:27.838157 61.222.173.88 192.168.281. TCP 60 116 - 61955 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
1145 2819-88-19 15:43:27.574551 bl.222.173.89 192.168.2081. TCP 60 21 » 61958 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
1146 2819-88-19 15:43:27 574553 61.222.173.89 192.168.201. TCP 60 80 -+ 61960 [RST, ACK] Seg=1 Ack=1 Win=0 Len=8
1147 2819-88-19 15:43:27.574554 61.222.173.89 192.168.2081. TCP 68 25 -+ 61959 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
1148 2019-88-19 15:43:27.574724 61.222.173.89 192.168.2081. TCP 68 119 - 61962 [RST, ACK] Segq=1 Ack=1 Win=0 Len=0
1149 2819-88-19 15:43:27.574726 61.222.173.89 192.168.281. TCP 60 118 - 61961 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
1150 2819-88-19 15:43:28.648254 bl.222.173.89 192.168.2081. TCP 60 6588 -+ 61963 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
1151 2819-88-19 15:43:28_648391 61.222.173.98 192.168.201. TCP 68 21 -+ 61964 [RST, ACK] Seg=1 Ack=1 Win=0 Len=8
1152 2819-88-19 15:43:28 648393 61.222.173.90 192.168.2081. TCP 68 25 -+ 61965 [RST, ACK] Seq=1 Ack=1 Win=0 Len=06
1153 2019-88-19 15:43:29.185136 61.222.173.98 192.168.2081. TCP 68 118 - 61967 [RST, ACK] Segq=1 Ack=1 Win=8 Len=0
1154 2819-88-19 15:43:29.185137 61.222.173.98 192.168.281. TCP 60 88 -+ 61966 [RST, ACK] Seq=1 Ack=1 Win=8 Len=8
1155 2819-88-19 15:43:29.185273 61.222.173.98 192.168.281. TCP 60 6588 - 61969 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
1156 2019-88-19 15:43:29.185274 bl.222.173.98 192.168.2081. TCP 60 119 -» 61968 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0

EZ9METL , 558% http:/lwww.nspa-cert.org and https://www.nspa-cert-tw.org/


http://www.nspa-cert.org/
https://www.nspa-cert-tw.org/

NSPA Skills — Download Malware — A& AHTTPH ES THBRE

(N | Apply & display filter =+ <Ctl-f -]
o. Time sonme Destination Frotocol Length  Info
249 2819-81-11 13:55:29.589441  192.168.1.14 168.95.1.1 DS 76 Standard query 8xbd25 A lipertekstil.com
250 2019-81-11 12:55:29.621938 QnoTechn B@:61:cf Broadcast ARP 68 192.168.1.1 is at 80:17:16:00:61:cf —
251 2019-81-11 13:55:29.927133  168.95.1.1 192.168.1.14 DNS 92 Standard query response Bxb425 A lipertekstil.com A 94.73.146.142 =
— 252 2019-81-11 13:55:29.945489  152.168.1.14 94.73.146.142 TCP 66 50098 - 80 [SYN] Seq=8 Win=8192 Len=0 MS55=1460 WS=4 SACK_PERM=1
| 255 2019-81-11 13:55:30.122020 QnoTechn _B@:61:cf Broadcast ARP 68 192.168.1.1 is at 808:17:16:00:61:cf
256 2819-81-11 13:55:38._.388331 94.73.146.142 192.168.1.14 TCP 66 80 » 508098 [SYN, ACK] Seq=0 Ack=1 Win=8190 Len=08 MS55=1460 WS=16 SA
257 2819-81-11 13:55:38.388451  192.168.1.14 94.73.146.142 TCP 54 58898 - 80 [ACK] Seg=1 Ack=1 Win=65708 Len=0
258 2819-81-11 12:55:38.329641  192.188.1.14 94.73.146.142 HTTP 483 GET /imza/sserv.jpg HTTP/1.1
b 259 2819-81-11 13:55:38.621973  QnoTechn_88:61:cf Broadcast ARP 68 192.168.1.1 is at 808:17:16:00:61:cf
260 2819-81-11 13:55:38.685621  94.73.146.142 192.168.1.14 TCP 60 80 - 50098 [ACK] Seg=1 Ack=350 Win=30336 Len=0 e
261 2819-81-11 13:55:38.687818 94.73.146.142 192.168.1.14 HTTP 1829 HTTP/1.1 484 Not Found (text/html)
262 2019-81-11 13:55:38.699543 192.168.1.14 168.95.1.1 DNS 83 Standard query Bx7591 A drseymacelikgulecol.com
263 2819-81-11 13:55:38.887461  192.168.1.14 94.73.146.142 TCP 54 58098 - 80 [ACK] Seq=350 Ack=976 Win=64724 Len=0
C 264 2819-81-11 13:55:38.899546 2 168.95.1.1 192.168.1.14 DS 899 Standard query response Bx7591 A drseymacelikgulecol.com A 94.73.1
E 265 2819-81-11 13:55:38.982729  192.168.1.14 94.73.144.214 TCP 66 50099 - 80 [SYN] Seq=8 Win=8192 Len=0 MS55=1460 WS=4 SACK_PERM=1

| 268 2019-81-11 13:55:31.122104 QnoTechn _B88:61:cf Broadcast ARP 68 192.168.1.1 is at 008:17:16:00:61:cf

! 269 2019-861-11 13:55:31.288331 94.73.144.214 192.168.1.14 TCP 66 80 » 50099 [SYN, ACK] Seq=0 Ack=1 Win=8190 Len=08 MS55=1460 WS=16 SA
! 270 2019-61-11 13:55:31. 288441 192.168.1.14 94.73.144.214 TCP 54 58899 - 80 [ACK] Seg=1 Ack=1 Win=65708 Len=08

! 271 2619-81-11 13:55:31.2688613 192.168.1.14 04.73.144.214 HTTP A48 GET fwp-content/themes/better-health/assets/css/sserv.jpg HTTP/1.1
! 272 20619-61-11 13:55:31.466598 5.135.1684.98 192.168.1.14 TCP 60 80 - 508896 [FIN, ACK] Seq=197 Ack=454 Win=65664 Len=0

! 273 2019-861-11 13:55:31.486683 192.168.1.14 5.135.184.98 TCP 54 500896 - 80 [ACK] Seq=454 Ack=198 Win=65584 Len=0

! 274 2919-81-11 13:55:31.513372 94.73.144.214 192.168.1.14 TCP 60 80 - 508899 [ACK] Seg=1 Ack=395 Win=38336 Len=0

! 275 2019-81-11 13:55:31.516148 94.73.144.214 192.168.1.14 TCP 351 80 - 58899 [PSH, ACK] Seg=1 Ack=395 Win=38336 Len=297 [TCP segment
i 276 2019-81-11 13:55:31.525777 94.73.144.214 192.168.1.14 TCP 1514 88 - 58899 [ACK] Seq=298 Ack=395 Win=38336 Len=1468 [TCP segment o

277 2819-81-11 13:55:31.525836  192.168.1.14 94.73,144.214 T1ER 54, 580899 ~+ 88 [ACK] Seq=395 Ack=1758 Win=565780 Len=0



NSPA Skills — Web Behavior — Web CGI Scanning

| pply & display filter == «Ctdl-/»

|4

Ma. Time SO Destination Protocol Length  Info E
571 2886-88-16 18:11:44.554800 172.16.1.184 59.128.215.168 TCP 62 3277 - 80 [5YN] Seq=0 Win=65535 Len=0 MS55=1468 SACK_PERM=1 —
572 2086-88-16 18:11:44.634888 172.16.1.184 59.128.215.168 TCP 54 3277 - 80 [FIN, ACK] Seq=1 Ack=1 Win=65535 Len=0 —
573 2886-88-16 18:11:44.785888 172.16.1.184 59.128.215.168 TCP 62 3278 - 80 [5YN] Seqg=0 Win=65535 Len=0 M55=1468 SACK_PERM=1
574 2086-88-16 18:11:44 735886 59.128.215.168 172.16.1.184 TCP 60 88 - 3277 [ACK] Seg=1 Ack=2 Win=17528 Len=0 p—
575 2006-88-16 16:11:44.755000 59.128.215.168 172.16.1.184 TCP 60 88 - 3277 [FIN, ACK] Seg=1 Ack=2 Win=17528 Len=0 _—
576 28006-B8-16 168:11:44.8258808 59.128.215.168 172.16.1.184 TCP 62 88 - 3278 [5YN, ACK] Seq=0 Ack=1 Win=17528 Len=0 M55=1468 SACK_PER
577 2006-B8-16 18:11:44.845800 172.16.1.184 59.128.215.168 HTTP 117 GET ///modules.php?name=Members List&&sqgl debug=1 HTTP/1.8
578 2006-88-16 18:11:44.915800 59.1268.215.168 172.16.1.184 TCP 1514 80 - 3278 [ACK] Seg=1 Ack=64 Win=17457 Len=1468 [TCP segment of a
579 2886-88-16 18:11:45.1256888 59.128.215.168 172.16.1.184 TCP 1514 80 - 3278 [ACK] Seq=1461 Ack=64 Win=17457 Len=1468 [TCP segment of
588 2086-88-16 18:11:45.165888 172.16.1.184 59.126.215.168 TCP 54 3278 - 80 [FIN, ACK] Seq=64 Ack=2921 Win=65535 Len=0
581 2886-88-16 18:11:45.1385886 59.128.215.168 172.16.1.184 HTTP 1184 HTTP/1.1 484 Object Not Found (text/html)

582 2006-88-16 18:11:45. 265800 172.16.1.184 59.128.215.168 TCP 62 3279 - 80 [5YN] Seq=0 Win=65535 Len=0 M55=1468 SACK PERM=1 —
583 28006-B8-16 18:11:45.335800 59.128.215.168 172.16.1.184 TCP 62 80 - 3279 [5YN, ACK] Seq=0 Ack=1 Win=17528 Len=8 M55=1468 SACK PER—
584 2006-88-16 18:11:45.355800 172.16.1.184 59.128.215.168 HTTP 182 GET ///quote.html?filename=../../../.. /.. /.. /... 0. /.. /.. .. .. [—
585 2806-88-16 18:11:45.4260888 59.128.215.168 172.16.1.184 TCP 1514 80 - 3279 [ACK] Seg=1 Ack=129 Win=17392 Len=1468 [TCP segment of a |
586 2086-88-16 18:11:45.456888 59.128.215.168 172.16.1.184 TCP 1514 88 - 3279 [ACK] Seg=1461 Ack=129 Win=17392 Len=1468 [TCP segment o——
587 2086-88-16 168:11:45.5260888 172.16.1.184 59.126.215.168 TCP 54 3279 - 80 [FIN, ACK] Seq=129 Ack=2921 Win=6£5535 Len=0 —
588 2006-88-16 16:11:45.546800 59.128.215.168 172.16.1.184 HTTP 1184 HTTP/1.1 484 Object Not Found (text/html) —_—
589 2806-B8-16 168:11:45.566800 172.16.1.184 59.128.215.168 TCP 62 32808 - 80 [5YN] Seq=0 Win=65535 Len=8 M55=1468 SACK_PERM=1 Bl
598 2006-B8-16 18:11:45. 646800 59.128.215.168 172.16.1.184 TCP 60 88 - 3279 [ACK] 5eq=3972 Ack=138 Win=17392 Len=0 —
591 2806-88-16 18:11:45. 666800 59.1268.215.168 172.16.1.184 TCP 62 80 - 3280 [5YN, ACK] Seq=0 Ack=1 Win=17528 Len=8 MS55=1468 SACK PER=—
592 2086-88-16 18:11:45. 686088 172.16.1.184 59.128.215.168 HTTP 868 HEAD /ROADS/ HTTP/1.@ ]

59.128 172.16.1.184 HTTP E

2886-B3-16

595 2006-838-16

2886-08-16
597 2886-838-16
598 2886-88-16
599 2886-88-16

16 10:

. 756888

. 876888
. 956088
. 976688
. 846688

.215.168

.215.168
.1.184
.215.168

.215.168
.1.184
.215.168
.1.184

TCP
HTTP
TCP

198 HTTP/1.1 484 Object Not Found
54 [TCP ]

21%

ACKed u
[ us segment not C
62 3281 - 88 [SYN] Segq=8 Win=65535

62 88 - 3281 [SYN, ACK] Seq=0 Ack=1 Win=17520 Len=8 MS55=1460 SACK_PER___
98 GET ///php/php.exe?c:\boot.ini HTTP/1.8 —

1514, 88 _-,3281 [ACK] Seq=1 Ack=45 Win=17476 Len=146@ [TCP segment of a ___

captur




NSPA Skills — Web Behavior — SQL Injection

(W | &pply o display filter == «Ctrl-fs 3 -]
Mo, Time Bource Destination Protocol Length  Info
8 2015-85-25 18:15:43.932888 18.18.1.58 18.18.1.188 HTTP 266 GET /EmployeesY.asp?City=London'%20%20And%28char(94)%2Bdb_name()%2E
9 2015-85-25 18:15:43.934888 18.18.1.168 18.18.1.58 HTTP 1178 HTTP/1.1 580 Internal Server Error (text/html)
18 2815-85-25 18:15:43.936888 18.18.1.168 18.18.1.58 HTTP 1181 HTTP/1.1 580 Internal Server Error (text/html)
11 2815-85-25 18:15:44.838888 18.18.1.58 18.18.1.188 HTTP 241 HEAD /EmployeesY.asp?City=London’ ;declare®28@a®28int-- HTTP/1.1
12 2915-85-25 18:15:44.838888 18.18.1.1068 18.18.1.58 HTTP 297 HTTP/1.1 288 0K
13 2815-85-25 18:15:57.659880 18.18.1.58 18.18.1.168 HTTP 278 HEAD /EmployeesY.asp?City=London;createX28table®20t jiaozhu(jiaozhu
14 2815-85-25 18:15:57.6608088 18.18.1.168 18.18.1.58 HTTP 297 HTTP/1.1 288 OK
15 2815-85-25 18:15:58.168888 18.18.1.58 18.18.1.188 HTTP 257 GET /EmployeesY.asp?City=London'%28and(char(94)%2Buser%2Bchar(94))>
16 2815-85-25 18:15:58.16%888 18.18.1.1068 18.18.1.58 HTTP 1178 HTTP/1.1 580 Internal Server Error (text/html)
17 2915-85-25 18:15:58.22168688 18.18.1.58 18.18.1.188 HTTP 311 GET /EmployeesY.asp?City=London'%20%20And%20(char(94)%2Bcast(IS_SRV
18 2815-85-25 18:15:58.2228088 18.18.1.58 18.18.1.188 HTTP 261 GET /EmployeesY.asp?City=London'%20%20And%20char(94)%2Buser%2Bchar(
19 2915-85-25 18:15:58.229888 18.18.1.108 18.18.1.58 HTTP 1213 HTTP/1.1 580 Internal Server Error (text/html)
28 2915-85-25 18:15:58.231888 18.18.1.58 18.18.1.188 HTTP 266 GET /EmployeesY.asp?City=London'%20%20And%20char(94)%2Bdb_name( )%2E
21 2915-85-25 18:15:58.2338088 18.198.1.108 18.18.1.58 HTTP 1178 HTTP/1.1 580 Internal Server Error (text/html)
22 2915-85-25 18:15:58.234888 18.18.1.108 18.18.1.58 HTTP 1181 HTTP/1.1 580 Internal Server Error (text/html)
23 2915-85-25 18:15:58.386808 18.18.1.58 18.18.1.188 HTTP 241 HEAD /EmployeesY.asp?City=London’ ;declare®28@ai®28int-- HTTP/1.1
24 2915-85-25 18:15:58.3880080 18.18.1.168 18.18.1.58 HTTP 297 HTTP/1.1 288 OK
25 2815-85-25 10:16:89.281680 18.18.1.560 18.18.1.16@ HTTP 278 HEAD /EmployeesY.asp?City=London;createX28table®20t jiaozhu(jiaozhu
26 2915-85-25 18:16:089.2828880 18.18.1.168 18.18.1.58 HTTP 297 HTTP/1.1 288 OK
27 2915-85-25 18:16:89.7578088 18.18.1.58 18.18.1.188 HTTP 257 GET /EmployeesY.asp?City=London'%¥208and(char(94)%2Buser¥%2Bchar(94))>
28 2015-85-25 18:16:89.758808 18.18.1.168 18.18.1.58 HTTP 1178 HTTP/1.1 580 Internal Server Error (text/html)
29 20915-85-25 18:16:09.809288 18.19.1.5%0 18.18.1.188 HTTP 311 GET /EmployeesY.asp?City=London’%20%20And%20(char(94)%2Bcast(IS_SRV
38 2015-85-25 18:16:09.810888 18.108.1.5%0 18.18.1.188 HTTP 261 GET /EmployeesY.asp?City=London’%20%20And%28char(94)%2Buser®2Bchar(
31 20915-85%-25 18:16:089.813888 18.18.1.108 18.18.1.58 HTTP 1213 HTTP/1.1 580 Internal Server Error (text/html)
32 20915-85%-25 18:16:089.814888 18.108.1.5%0 18.18.1.188 HTTP 266 GET /EmployeesY.asp?City=London'%20%20And%28char(94)%2Bdb_name()%2E
33 2015-85-25 18:16:09.815888 18.18.1.168 18.18.1.58 HTTP 1178 HTTP/1.1 580 Internal Server Error (text/html)
34 2915-85-25 18:16:09.816888 18.18.1.168 18.18.1.58 HTTP 1181 HTTP/1.1 580 Internal Server Error (text/html)
35 2915-85-25 18:16:09.91%388 18.18.1.58 18.18.1.188 HTTP 241 HEAD /EmployeesY.asp?City=London’ ;declare®28@a®28int-- HTTP/1.1
36 2015-85-25 18:16:09.928888 18.18.1.168 18.18.1.58 HITP 297 HTTR/1.1 288 0K



NSPA Skills — Malware Infected — B#C&C Host B sk BR-1

| &pply & display filter =+ <Ctel-f>

v].

Mo, Time Source Diestination Protocol Length  Info —
288 2919-88-89 21:57:28.641787 192.168.8.2 224.8.8.251 MONS 168 Standard query 8x8816 PTR _%¥9ESE7CBFA7989526C9BCD95024884F6FA
281 2819-88-089 21:57:208.664172 152.168.8.3 224.8.8.251 MDNS 428 Standard query response BxB888 PTR Google-Home-bd921514bdaca@:
282 2019-88-89 21:57:20.664174  192.168.8.3 224.9.8.251 MDNS 485 Standard query response Bx0088 PTR Google-Home-bd921514bdacal:
283 2919-88-89 21:57:28.545863  192.168.8.5 95.168.185.183 TCP 66 55523 -+ 80 [SYN] Seq=0 Win=64248 Len=8 MS5=1460 W5=256 SACK P

2819-88 : : 192.168.8.5 55523 [RST, ACK] Seg=1 Ack=1 Win=08 Len=08
2819- ! 32 95.168.185.183 letransmission] 55523 - ¢ SYN] Seq=08 Win=64248 Len=0 M
2819-88- .6229 192.168.8.5 23 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
. : 57:38.12 95.168.185.183 etransmission] 55523 + 80 [SYN] Seq=08 Win=64248 Len=0 M
2819-88-89 21: 192.168.8.5 23 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
289 2919-88-89 21:57:33.319348 LiteonTe_44:e8:15 D-LinkIn_e2:73:a2 ARP 42 Who has 192.168.8.12 Tell 192.168.8.5
290 2019-88-89 21:57:323.321287 D-LinkIn_e2:73:a2 LiteonTe 44:e@:15 ARP 42 192.168.8.1 is at 74:da:da:e2:73:a82
291 2919-88-89 21:57:48.472591  192.168.8.2 224.8.8.251 MONS 168 Standard query @x8817 PTR %9ESE7CBFA7989526C9BCD95024884F6FA
292 2819-88-89 21:57:48.475193 192.168.8.3 224.8.8.251 MDNS 428 Standard query response BxB888 PTR Google-Home-bd921514bdaca@:
293 2019-88-89 21:57:48.475194  192.168.8.3 224.9.8.251 MDNS 485 Standard query response @x8088 PTR Google-Home-bd921514dbdacat
294 2919-08-09 21:58:80.484919  192.168.8.2 224.8.8.251 MONS 168 Standard query 8x8818 PTR _¥9ESE7C8FA/989526C9BCD9SD2488AF6FA
295 2019-88-89 21:58:808.487786  192.168.8.3 224.98.8.251 MDNS 428 S5tandard query response BxBB88 PTR Google-Home-bd921514bdacal:
296 2819-88-09 21:58:08.487717 152.168.8.3 224.8.8.251 MDNS 485 Standard query response BxB888 PTR Google-Home-bd921514bdaca@.
297 29195-88-089 21:58:808.888122 192.168.8.5 283.184.1568.2 TLSv1.2 895 Application Data
298 2019-08-09 21:53:80.938823  283.184.15%8.2 192.168.8.5 TLSv1.2 95 Application Data
299 7919-88-89 21:58:88.978585 192.168.8.5 283.184.158.2 TCP 54 54242 -+ 443 [ACK] Seq=370 Ack=378 Win=253 Len=0
388 2919-88-89 21:58:84.492398  192.168.8.1 224.8.8.1 IGMPw2 46 Membership Query, general
381 2919-88-89 21:58:85.819663  LiteonTe_44:e8:15 D-LinkIn_e2:73:a2 ARP 42 Who has 192.168.8.12 Tell 192.168.8.5
382 2819-88-89 21:58:85.821447  D-LinkIn e2:73:a2 LiteonTe 44:eB:15 ARP 42 192.168.8.1 is at 74d:da:da:e?2:73:a52
383 2919-88-89 21:58:28.481887 192.168.8.2 224.8.8.251 MONS 168 Standard query 8x8819 PTR _¥9ESE7CBFA7989526C9BCD95024884F6FA
384 2819-88-089 21:58:208.483847 152.168.8.3 224.8.8.251 MDNS 420 Standard query response 9x000@0 PTR Google-Home-bd921514bdaca@
385 20819-88-89 21:58:20.484841  192.168.8.3 224.9.8.251 MDNS 485 Standard query response Bx0088 PTR Google-Home-bd921514bdacal:
386 2019-88-89 21:58:22.818135  192.168.8.3 224.9.8.251 MDNS 82 Standard query BxB008 PTR googlezone. tcp.local, "0QM" questi
387 2919-88-89 21:58:22.819493  192.168.8.3 224.8.8.251 MONS 119 Standard query @x8888 SRV bd921514-bdac-a@2f-8264-50@26F5f7c3]
388 2919-88-89 21:58:22_828232 192.168.8.3 224.8.8.251 MONS 268 Standard query response BxB888 PTR bd921514-bdac-a@2f-8264-58I
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Time

2819-83-89 21:

2819-88-89
2819-83-89
2815-88-89
2819-83-89
2819-88-89

2819-83-89 22:

2819-88-89
9 2819-88-89
2815-88-89

61 2819-88-69

2819-88-89

2019-88-89 22:

2819-88-89
2819-83-89
2819-88-89
2819-88-89
2819-88-89

2019-08-09 22:

2819-88-89
2819-83-89
2819-88-89
2815-88-89
2819-88-89

2019-88-89 22:

2819-88-89
6 2819-83-89
2819-88-89
2819-83-89

8.545863
. 823864
3.325187
.622992
.123868
LAB2982
.b73819
.978299
1.478383
. 753458
. 2544459
. 537367
132.608711
.9822132
3. 481952
.bBBTE9
.181476
457313
.499239
. 738728
. 282515
. 56885
b.861127
346226
b. 399208
.b9B739
.191631
LAT1689
. 971982

95.168.185.183
192.168.8.5
895.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5
895.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
152.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
152.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5

192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.184
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.18
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183
192.168.8.5
95.168.185.183

Protocol
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

EBC&C Host By Rk BL-2

Length
66
54
66
54
66
54
66

Infa
55523 = 8@ [SYN]
80 - 55523 [RST, ACK] Seq=1 Ack=1 Win=8 Len=0

Seq=0 Win=64248 Len=0 M55=1468 WS5=

6 sack_ PR

[TCP Retransmission] 55523 -+ 808 [SYN] Seq=0 Win=64248 Len=8 M

80 -+ 55523 [RST, ACK] Seq=1 Ack=1 Win=8 Len=0

[TCP Retransmission] 55523 -+ 88 [SYN] Seq=0 Win=64240 Len=0 Mj

80 -+ 55523 [RST, ACK] Seq=1 Ack=1 Win=@ Len=0
55526 -+ 80 [SYN]

4 80 - 55526 [RST, ACK] Seq=1 Ack=1 Win=8 Len=0
6 [TCP Retransmission] 55526 -+ 80 [SYN] Seq=0 Win=64240 Len=8 M

80 -+ 55526 [RST, ACK] Seq=1 Ack=1 Win=8 Len=0

Seq=0 Win=64248 Len=0 M55=1468 WS5=

256 SACK_PI

66 [TCP Retransmission] 55526 -+ 88 [SYN] Seq=0 Win=64248 Len=8 M

5 55529 + 8@ [SYN]

80 - 55526 [RST, ACK] Seq=1 Ack=1 Win=@ Len=0

4 88 > 55529 [RST, ACK] Seq=1 Ack=1 Win=8 Len=@
» [TCP Retransmission] 55529 -+ 88 [SYN] Seq=0 Win=64240 Len=8 Mj

80 - 55529 [RST, ACK] Segq=1 Ack=1 Win=0 Len=0

Seq=0 Win=64248 Len=0 M55=1468 WS5=

56 SACK_PI

5 [TCP Retransmission] 55529 - 88 [SYN] Seq=0 Win=64240 Len=8 Mj

5 55534 + 8@ [SYN]

54
66
54
66
54
6o
54
66
54

66

80 - 55529 [RST, ACK] Seq=1 Ack=1 Win=@ Len=@

8@ -+ 55534 [RST, ACK] Seg=1 Ack=1 Win=@ Len=0

Seq=0 Win=64248 Len=0 M55=1468 WS5=

256 SACK_PI

[TCP Retransmission] 55534 -+ 80 [SYN] 5eq=0 Win=64248 Len=8 M

80 - 55534 [RST, ACK] Segq=1 Ack=1 Win=0 Len=0

[TCP Retransmission] 55534 -+ 88 [SYN] Seq=0 Win=64240 Len=0 Mj

80 - 55534 [RST, ACK] Seq=1 Ack=1 Win=8 Len=0
55538 - 80 [SYN]
80 -+ 55538 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

S5eq=0 Win=64240 Len=8 M55=1468 W5=25b

SACK_PI

[TCP Retransmission] 55538 » 80 [SYN] 5eq=0 Win=64248 Len=8 M

80 - 55538 [RST, ACK] Seg=1 Ack=1 Win=08 Len=0

[TCP Retransmission] 55538 —» 808 [SYN] Seq=0 Win=64248 Len=8 M




NSPA Skills — Relay Behavior — 7##2C&C Host

|1J:p.len:~=4:lﬂ and (ip.addrin {210,208 82.85 2227871 91 1)

K

Mo.

Time

2887-81-12
2887-81-12
2887-81-12
2887-81-12
28a7-81-12
2887-81-12
28ae7-91-12

189
382
B2
516
721
843
1148

1354 2@67-81-12
1644 2087-81-12
1649 2887-81-12
1784 2087-81-12
2833 2887-81-12
2888 2007-81-12
2241 2887-81-12
2473 26@7-81-12
2667 2087-81-12
2671 26@7-81-12
2857 2087-81-12
3113 2e@67-81-12

3389
3517

2887-81-12

2887-81-12

- =

3738
3984 2887-81-12
4176 2887-81-12
4382 2887-81-12
4592 2087-81-12

14:
14:
14:
14:
14
14:
14:

14:
14:
14:
14:
14:
14:
14:
14
14:
14
14:
14:

14:
14:
2087-81-12 14:18:
14:
14:
14
14:

16:
16:
16:
16:
18:
16:
18:

34,
34,
34,
35.
35.
36.
. 8758080

36

328008
g8l2e8ee
828008
343888
859000
1566888

. 515880
. 125808
. 148888
. 500000
. 125888
. 258000
. 625888
. 2838080
. b37088
. 7838080
. 213008
. 8968800

. 375888
. 375000

. 815888

. 546808
.831800
. 575088

Source
218.
218.
148.
218.
218,
148.
218.

14@.
148,
219.
218,
218.
148,
218.
214.
218.
14@a.
218,
21@.

219.
218,

218.
218.
214.
218.

.B82.85
.82.85
L188.171
.82.85
.82.85
L188.171
.82.85

.186.171
L188.171
.82.85
.B82.85
.82.85
L188.171
.82.85
.82.85
.82.85
.188.171
.82.85
.82.85

.82.85
.B82.85
.188.171
.82.85
.82.85
.82.85
.82.85
.188.171

Diestination

148.
148.
222,
148.
14@.
222,
.112.180.171

148

112.188.171
112.188.171
78.71.91
112.188.171
112.180.171
78.71.91

18.112.188.171

222.
222,
148.
148.
148.
222,
148.
14@.
148.
222.
148.
14@.

148.
148.

148.
148.
14@.
148.

78.71.91
78.71.91
112.188.171
112.188.171
112.188.171
78.71.91
112.188.171
112.180.171
112.188.171
78.71.91
112.188.171
112.180.171

112.188.171
112.188.171

112.188.171
112.188.171
112.180.171
112.188.171

Protocol
TCP
TCP
TCP
TCP
TCP
TCP
TCP

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

TCP
TCP

TCP
TCP
TCP
TCP

Length

Info

758 20008
744 2080
744 5282
668 2008
460 2000
A58 5262
984 2088

1282 5202
934 5282
792 2088

1116 2088
892 2088

1116 5282
988 2000

lade 2000
9738 2088

1586 5202
342 2980
838 2000

8323
552

2888
2888

594 200
722 2888
1174 2660
1514 2888
1586 [TCP

> 1356 [

= 1262 [

> 1056 [

- 1356 [PSH,
[
[
[

=

LA

T
=

ACK]
ACK]
ACK]
ACK]
ACK]
PSH, ACK]
PSH, ACK]

Seq=1 Ack=1 Win=6545%3 Len=784

S5eq=1 Ack=1 Win=64941 Len=698

Seq=1465 Ack=1 Win=16882 Len=698
5eq=785 Ack=1 Win=65%45%3 Len=6B6
5eq=691 Ack=1 Win=64941 Len=486
5eq=2155 Ack=1 Win=16882 Len=486
5eq=1897 Ack=1 Win=64941 Len=938

= =
[Ta By
T
=

+ 1262
+ 1056
+ 1262
+ 1103 [PSH,
+ 1056 [
+ 1262 [
+ 1356 [
» 1262 |
> 1103 [
+ 1356 [PSH,
[
[
[
[
[

Previous segment not captured] 208@ -+ 1356 [PSH, ACK] Se

ACK]
ACK]
ACK]
ACK]
ACK]
ACK]
ACK]
ACK]
ACK]
ACK]

Seq=1 Ack=1 Win=17314 Len=1228

Seq=2561 Ack=1 Win=16802 Len=930
Seq=2027 Ack=1 Win=64941 Len=738
S5eq=2539 Ack=1 Win=65453 Len=1062
S5eq=2765 Ack=1 Win=64941 Len=838
S5eq=1229 Ack=1 Win=17314 Len=1862
S5eq=3601 Ack=1 Win=65453 Len=846
Seq=3603 Ack=1 Win=64941 Len=992
Seq=4447 Ack=1 Win=65453 Len=924
S5eq=2291 Ack=1 Win=17314 Len=1452
-+ 1262 ACK] 5eq=4595 Ack=1 Win=64941 Len=788
= 1356 ACK] Seq=5371 Ack=1 Win=65453 Len=784
Previous segment not captured] 5282 - 1856
+ 1262 [PSH, ACK] Seq=5383 Ack=1 Win=64941
+ 1356 [PSH, ACK] Seq=6155 Ack=1 Win=65453

Previous segment not captured] 5202 - 1163

-+ 1262
= 1356
- 1183

Len=774
Len=498
+ 1356 [PSH, ACK] Seq=6653 Ack=1 Win=65453 Len=548
-+ 1262 [PSH, ACK] Seq=6389 Ack=1 Win=64941 Len=H68
-+ 1356 [PSH, ACK] Seq=7193 Ack=1 Win=65453 Len=1128
» 1262 [ACK] Seq=7857 Ack=1 Win=64941 Len=1468

Previous segment not captured] 5282 - 1856 [PSH, ACK] Se

[PSH, ACK] Se

[ :'E-H_1 AC |":| Sofi—




NSPA Skills — DNS Spoofing — DNS 2F 174

(N | apply o display filter -~ «Ct-/ ~]-
Mo. Time Soumce Diestination Protocol Length  Info

1 2016-05-87 89:84:14.775345  192.168.88.135 8.8.8.8 DNS 76 S5tandard query 8xle8a A www.facebook.com

2 20816-85-87 89:84:14.813184 8.8.8.8 192.168.88.135 DS 121 Standard query response Bxle8a A www.facebook.com CNAME star-mini.c:

3 2816-85-87 89:84:15.426811 8.8.8.8 192.168.88.135 DHS 188 Standard query response Bxle8a A www.facebook.com A 127.8.1.1

4 2816-85-87 89:84:22 479347  152.168.88.135 192.168.88.2 DNS 74 Standard query Bx6f7f A www.google.com

5 2016-05-87 89:04:22.483885 192.168.88.2 192.168.88.135 DNS 98 S5tandard query response Bx6f7f A www.google.com A 172.217.3.4

6 2816-85-87 89:84:22.495643  192.168.88.2 192.168.88.135 DNS 184 Standard guery response Bx6f/f A www.google.com A 127.8.1.1

7 2816-85-87 89:84:25.788691  192.168.88.135 8.8.8.8 DNS 76 Standard query 8x7476 A www.facebook.com

8 20816-85-87 89:84:25.797888 8.8.8.8 192.168.88.135 DS 188 Standard query response @x7476 A www.facebook.com A 127.8.1.1

9 2016-05-87 89:04:25,.813851 8.8.8.8 192.168.88.135 DNS 121 Standard query response Bx7476 A www.facebook.com CNAME star-mini.c:

18 2816-B5-87 B89:84:27.833273  192.168.88.135 8.8.8.8 DNS 76 S5tandard query @xf53e A www.facebook.com

11 2816-85-87 89:84:27.843966 8.8.8.8 192.168.88.135 DHS 188 Standard query response Bxf53e A www.facebook.com A 127.8.1.1

12 2816-85-87 89:84:27.852573 8.8.8.8 192.168.88.135 DNS 121 Standard query response @xf53e A www.facebook.com CNAME star-mini.c

13 2016-85-87 B89:84:30.756865  192.168.88.135 8.8.8.8 DNS 76 S5tandard query @xdelf A www.facebook.com

14 2816-B5-87 B89:84:30.766237 8.8.8.8 192.168.88.135 DNS 188 Standard guery response Bxdelf A www.ftacebook.com A 127.8.1.1

15 2816-85-87 89:84:38.775929 8.8.8.8 192.168.88.135 DHS 121 Standard query response Bxdelf A www.facebook.com CNAME star-mini.c:

16 2816-85-87 89:84:35.247584  192.168.88.135 8.8.8.8 DNS 74 Standard query @x91b& A www.google.com

17 2816-B5-87 B89:84:35.259528 8.8.8.8 192.168.88.135 DS 184 Standard query response Bx91b8& A www.google.com A 127.8.1.1

18 2816-B5-87 B9:84:35.267679 8.8.8.8 192.168.88.135 DNS 98 S5tandard query response Bx91b8 A www.google.com A 172.217.2.4

19 2816-85-87 89:84:38.417313 192.168.88.135 8.8.8.8 DHS 74 Standard query B8x5f98 A www.google.com

28 2816-85-87 89:84:38.427344 §5.8.8.8 192.168.88.135 DNS 184 Standard query response Bx5f98 A www.google.com A 127.8.1.1

21 2816-B5-87 89:84:38.436135 8.8.8.8 192.168.88.135 DS 98 Standard query response Bx5f98 A www.google.com A 172.217.8.36

22 2816-85-87 89:84:46.883791  192.168.88.135 8.8.8.8 DNS 78 Standard query 8x17bd A www.qgq.com

23 2816-85-87 89:04:46.813684 8.8.8.8 192.168.88.135 DHS 96 Standard query response Bx17bd A www.qq.com A 127.8.1.1

24 2816-85-87 89:84:46.899796 8.8.8.8 192.168.88.135 DNS 165 Standard query response Bx17bd A www.qq.com CNAME gq.com.edgesuite.:

25 2816-85-87 B89:84:52.988289  192.168.88.135 8.8.8.8 DS 72 Standard query 8x1%ee A www.sita.com

26 2816-B5-87 B9:84:52.992002 8.8.8.8 192.168.88.135 DS 188 5tandard guery response Bxl19ee A www.sita.com A 127.8.1.1

27 2816-85-87 89:84:53.823532 8.8.8.8 192.168.88.135 DHS 88 Standard query response Bx19ee A www.sita.com A 88.86.189.128

28 2016-B5-87 89:85:85.236493  192.168.88.135 192.168.88.2 DNS 72 Standard query B8x4d21 A www.yaho.com

29 2816-085-87 89:85:85.246198  192.168.88.2 192.168,.88.135 DS 188 Standard query response Bx4d21 A www.yaho.com A 127.8.1.1 "_



NSPA Skills — ARP Spoofing — 8% #&!

(W | apply & display filter == <Ctol-/» -]
o, Time Bource Destination Protocol Length  Info l
1 2006-08-21 20:82:23.25@888 172.16.1.100 61.228.15.125 TCP 62 1891 -+ 80 [SYN] Seq=0 Win=16384 Len=8 M55=1460 SACK_PERM=1 -
2 2006-98-21 20:82:23_25@888 172.16.1.100 61.2268.15.125 CP 62 [TCP Out-0f-Order] 1891 - 808 [SYN] Seq=0 Win=16384 Len=0 MS5=1468 S
3 2006-88-21 28:82:23.258888 £1.228.15.125% 172.16.1.188 TCP 62 80 - 1891 [SYN, ACK] Seq=0 Ack=1 Win=49648 Len=0 MS5=1468 SﬂCI{_PERM-
4 2006-08-21 20:82:23.250008 £1.220.15.125 172.16.1.166 CP 62 [TCP Out-0Of-Order] 88 - 1891 [SYN, ACK] Seq=0 Ack=1 Win=49648 Len=0
5 2006-88-21 20:82:23_265888 172.16.1.100 61.228.15.125 TCP 60 1891 - 80 [ACK] Seqg=1 Ack=1 Win=17520 Len=0
b 20B86-B8-21 2@:82:23.3128@@ 172.16.1.1688 6l.228.15.125 HTTFP 966 POST flngin dcu HTTP,’:’L 1 {applicatium’x—m-m form-urlencoded)
7 2006-08-21 20:02:23 28@a 172.16.1.1080 61.2268.15.125 CP 966 | TCP 3 PSH, ACK] Seq=1 Ack=1 Win=17520 Len
8 20B86-88-21 29:82:23.3?5886 61.228.15.125 172.16.1.188 TCP BB 80 - 1891 [}:'LCI{] SEq—i ﬁ'u.ck—913 1'f1n=48?28 Len=8
9 20086-88-21 28:82:23_421888 £1.228.15.125 172.16.1.168 HTTP 418 HTTP,’i 1 382 Moved Tempur*ar*:llyr =
16 2006-08-21 20:02:23.421660 : 30 i
11 28086-08- 21 29:82:23.421886 172.16.1.188 61.228.15.125 HTTP 865 GET flndex html?'ﬂ:ur"m per5unal&errcude=ﬂi@22 HTTP/1.1 l
13 EBBE B3-21 29:82:23.43?886 61.228.15.125 172.16.1.188 TCP 6B 80 - 1891 [ﬁaCI{] Seq 35? Ack= 1?24 Win=47917 Len=8
14 2906-88-21 28:82:23_437888 £1.228.15.125 172.16.1.168 TCP 1514 88 - 1891 [ﬁ'xCI{] Seq 357 Ack=1724 Win=49648 Len=1468 [TCP segment of
i £ 15.1 3 ( 1514 [TCP =0 7
l 1514 [TE" P
il 1514 [TE:' P
21 2 23. B .125 1.188 C 1514 [TCP /
19 2886-88-21 2@:82:23.515@@@ 61.228.15.125 172.16.1.168 TCP 1514 88 - 1891 [ﬁ'xCI{] Seq ?65? Ack=1724 Win=49648 Len=1468 [TCP 5egment o
20 2906-98-21 20:82:23.515888 £1.228.15.125 172.16.1.188 TCP 1514 88 - 1891 [PSH, ACK] Seq=9117 Ack=1724 Win=49640 Len=1468 [TCP segm
2 ] 72.16.1 t 1514 [TCP Qut-0f- q= k=173
22 20B6-88- 21 28:82:25.531888  £1.228.15.125% 172.16.1.188 TCP 1514 88 - 1091 [ACK] Seq=10577 Ack=1724 Win=49648 Len=1460 [TCP segment (g
23 2006-88-21 20:82:23.531888  £1.228.15.12% 172.16.1.188 TCP 1514 80 -» 1091 [ACK] Seq=12037 Ack=1724 Win=49648 Len=1460 [TCP segment ¢
J:82:23.531008 ' i 16.1 1514 [TCP Out-Of-Order] 88 - 1891 [PSH, L'-I"I-"'] ‘:-:q—'-'l'l'l"‘ Ack=1724
.53100a 1 1514 8@ -
l
il

» > 1091 ['*H ACK] Seq=13497 Ac




NSPA Skills — SMB Malware — BB KRB MV ESE B

(] &oply a display filter *++ <Ctrl-»

Mo,

Time
385 2814-88-10 ©88:18:25.362000
386 2014-88-18 88:18:29, 364000
387 2014-88-18 88:18:32. 367000
388 2014-88-18 88:18:35. 370000
389 2014-88-18 88:18:38.172000
318 2814-88-18 88:18:38.173000
311 2814-88-18 88:18:38.175800
312 2814-88-18 88:18:38.1760000

315 2814-88-10 88:18:38.1800008
316 2814-88-10 88:18:38.181868
317 2814-88-10 ©8:18:38.2338808
318 2814-858-10 88:18:38.2350808
319 2814-88-10 B8:18:38.239088
320 2814-838-10 B8:18:38.24200808
321 2814-88-10 B3:18:38.245888
322 2014-88-18 88:15:38.249000
323 2014-88-18 88:18:38.251000
324 2014-88-18 88:18:38.255000
325 2014-88-18 88:18:38.255000
326 2014-88-18 83:18:38. 260000
327 2914-88-18 88:18:38.262000
328 2014-88-18 88:18:38.263000
329 2014-88-18 88:18:38.265000
338 2914-88-18 88:15:38.266000
331 2814-88-10 88:18:38.2670608
332 2814-88-10 88:18:38.2690008
333 2814-88-10 88:18:38.270060

Houre Destination Protocol
fedd::e504d:. ffB2::c 550P
fedB::e5B4d:. FFB2::cC SSDP
fedB::e5B4d:. FFB2::cC SSDP
fedB::e584:. FFB2::cC SSDP
PcsCompu_ 3a.. Azurelav 52:98:99 ARP
192.168.8.6 192.168.8.8 NEBNS
192.168.8.8 192.168.8.6 ICMP
192.168.8.6 192.168.8.8 ICMP
192.168.8.8 192.168.8.6 NBSS
192.168.8.6 192.168.8.8 NBSS
192.168.8.8 192.168.8.6 SMB
192.168.8.6 192.168.8.8 SMB
192.168.8.8 192.168.8.6 SMB
192.168.8.6 192.168.8.8 SMB
192.168.8.8 192.168.8.6 SMB
192.168.8.6 192.168.8.8 SMEB
192.168.8.8 192.168.8.6 SMEB
192.168.8.6 192.163.8.8 SMB
192.168.8.8 192.168.8.6 LANMAN
192.168.8.6 192.163.8.8 LANMAN
192.168.8.8 192.168.8.6 SMB
192.168.8.6 192.168.8.8 SMB
192.168.8.8 192.168.8.6 SMB
192.168.8.6 192.168.8.8 SMB
192.168.8.8 192.168.8.6 SMB
192.168.8.6 192.168.8.8 SMB
192.168.8.8 192.168.8.6 SMB

m -l
Length  Info
288 M-S5EARCH * HTTP/1.1
2088 M-SEARCH * HTTP/1.1
2088 M-SEARCH * HTTP/1.1 L
208 M-SEARCH = HTTP/1.1

68 192.168.8.8 is at B3:80:27:3a3:c3:48 —
118 Name query response NB 192.168.11.25

74 Echo (ping) request 1id=8x8208, seq=6408/25, ttl=32 (reply in 312)

74 Echo (ping) reply id=0x0200, seq=6400/25, ttl=128 (request in 311)

126 Session request, to USER-PC<28> from SECULAE-WINXP<B@:>
58 Positive session response
191 Negotiate Protocol Request
A28 Negotiate Protocol Response
278 Session Setup AndX Request, NTLMSSP MNEGOTIATE
438 Session Setup AndX Response, NTLMSS5P CHALLENGE, Error: STATUS MORE_PRO
384 Session Setup AndX Request, NTLMSSP _AUTH, User:
258 Session Setup AndX Response
138 Tree Connect AndX Request, Path: \\USER-PC\IPC%
114 Tree Connect AndX Response —
176 NetSerwverEnum2 Request, Workstation, Server, 50QL Server, Domain Contra
186 NetSerwverEnum2 Response
97 Logoft AndX Request
897 Logoft AndX Response
93 Tree Disconnect Request
93 Tree Disconnect Response
278 Session Setup AndX Request, MNTLMSSP MNEGOTIATE
438 Session Setup AndX Response, NTLMS5P CHALLENGE, Error: STﬂTUS_HDHE_PHG___
384 Session Setup AndX Request, NTLMSSP _AUTH, User: \



NSPA Skills — SMB Malware — & 1B 48 1& 2 %) & =

Applyra

36289 2015-85-26
3825906 2819-085-26
36291 20919-85-26

38294 2819-85-26

38256 20915-85-26

38299 2819-85-26
38388 2819-85-26

38363 2019-05-26 !

38368 2019-085-26
38389 2019-85-26

38316 2019-85-26

38314 2915-85-26
38315 28195-85-26

.381747
. 381887
433877

. 584158

. 542545

.567954
.567972

. 582956

. 647688
.647125

. 748175
. 748215

1@.
1d.
1d.

8.1.28
8.1.28
58.3.54

Protocol Length  Info

.59.42.15 54 54896 -+ 445 [ACK] Seg=1 Ack=1 Win=65392 Len=0
.59.42.15 213 Negotiate Protocol Request
.8.1.28 60 80 - 54893 [ACK] Seg=1 Ack=180 Win=65436 Len=0

LAB.2,225 54 54897 - 445 [ACK] Seg=1 Ack=1 Win=65392 Len=0

60 88 -» 54894 [ACK] Seq=1 Ack=102 Win=65434 Len=0

54 54898 - 445 [ACK] Seg=1 Ack=1 Win=65392 Len=08
213 Negotiate Protocol Reguest

54 54899 - 445 [ACK] Seg=1 Ack=1 Win=65392 Len=08

54 54980 -+ 445 [ACK] Seg=1 Ack=1 Win=65392 Len=0

213 Negotiate Protocol Request
54 54880 - 445 [RST, ACK] Seq=160 Ack=1 Win=8 Len=0

J16.184 TCP 54 54901 -+ 445 [ACK] Seg=1 Ack=1 Win=65392 Len=0
.16.184 SMB 213 Negotiate Protocol Request

1 55 = I=0 Ykl S L= e | AN K o T



NSPA Skills — SMB Malware — BB = 2N EE R\ B3

26539

26542
26543

(N | &pply o display filter == «Ctel-s -]
Mo, Time Source Destination Protocol Length  Info jum—
26515 2019-85-26 15:45:32.143681 18.8.1.28 18.58.21.44 TCP 54 54522 -+ 445 [ACK] Seg=1 Ack=1 Win=65392 Len=0 —
26516 2019-85-26 15:45:32.143654 16.68.1.28 16.58.21.44 SMEB 213 Negotiate Protocol Request .
26517 2019-85-26 15:45:32.154198 16.6.1.28 16.58.21.44 TCP 66 54523 + 80 [SYN] Seq=08 Win=8192 Len=8 MS5=1468 WS=256 SACK_ PERM=:
26518 2019-85-26 15:45:32.154461 16.58.21.44 16.8.1.28 TCP 60 80 - 54523 [SYN, ACK] Seq=0 Ack=1 Win=16384 Len=0 !
26519 2019-85-26 15:45:32.154584 16.6.1.28 16.568.21.44 TCP 54 54523 -+ 80 [ACK] Seqg=1 Ack=1 Win=65392 Len=8 —
26520 2019-85-26 15:45:32.154573 16.6.1.28 16.568.21.44 HTTP 154 OPTIONS / HTTP,-"'fI. 1 E
: . 3 .8.1.2 1% 54 [TI._ P Dup ACK 3 12 | g
3 2819-85-26 :32.219468 .B8.1. .212.128 54 54584 -+ 445 [RST, ACK] Seq=2 Ack=1 Win=8 Len=0 —_
2019-85-26 ° :32.235028 a1 .169.148 54 54588 -+ 445 [RST, ACK] Seq=2 Ack=1 Win=0 Len=0 —_—
5 2019-85-26 ¢ :32.258646 .a.1. .67.78 54 54587 -+ 445 [RST, ACK] Seq=2 Ack=1 Win=0 Len=0 —
2019-85-26 15:45:32.281913 .a.1. 211,77 54 54589 -+ 445 [RST, ACK] Seq=168 Ack=1 Win=08 Len=0 :
26527 2019-85-26 15:45:32.293667 18.8.1.28 18.49.211.77 TCP 66 54524 -+ 88 [SYN] Seq=08 Win=8192 Len=0 MS5=1468 W5=256 Sﬁ'tCI{_PERH=f=
26528 2019-85-26 15:45:32.293669 18.8.1.28 18.49.211.77 TCP 66 54525 + 88 [SYN] Seq=08 Win=8192 Len=8 MS55=1468 WS=256 SACK_PERM=:
26529 2019-85-26 15:45:32.293937 18.49.211.77 18.8.1.28 TCP 60 80 - 54524 [SYN, ACK] Seq=08 Ack=1 Win=16384 Len=0
26530 2019-85-26 15:45:32.293937 18.49.211.77 18.8.1.28 TCP 60 80 - 54525 [SYN, ACK] Seq=08 Ack=1 Win=16384 Len=0
26531 2019-85-26 15:45:32.293986 18.8.1.28 18.49.211.77 TCP 54 54524 -+ 80 [ACK] Seqg=1 Ack=1 Win=65392 Len=06
26532 2019-85-26 15:45:32.293997 16.6.1.28 16.49.211.77 TCP 54 54525 -+ 80 [ACK] Seqg=1 Ack=1 Win=65392 Len=06
26533 2019-85-26 15:45:32.294832 16.6.1.28 16.49.211.77 HTTP 155 OPTIONS f HTTP/1.1
26534 2019-85-26 .294833 155 OPTIONS [/ HTTPfi 1
—
—
—
|
—
—
=
—

2819-85-26

26548 2819-85-26
26541 2815-85-26

2819-85-26
2819-85-26

346624
. 346673
346741

1@.
18.48.181.149
1@.
1@.

8.1.28
8.1.28

TCP 60 445 - 54526 [SYN, ACK] Seq=0 Ack=1 Win=16384 Len=0
TCP 54 54526 -+ 445 [ACK] Seg=1 Ack=1 Win=65392 Len=0
SME 213 Negotiate Protocol Request

#1] 54524 - 80
54 54512 » 445 [RST, ACK] Seq=16@ Ack=1 Win=0 Len=0

b6 54526 - 445

[SYN] Seq=0 Win=8192 Len=0 M55=1468 WS=256 SACK_PERM
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(W] &pply o display filter ==+ <Ctil-/»

vy

Mo,

Time
73 2820-B6-19
74 2820-B6-19

76 2820-B6-19

78 2828-B6-19
79 2828-86-19
88 2028-86-19
81 2828-86-19
82 2828-86-19
83 2828-86-19
84 2028-86-19
85 2828-86-19
86 2828-86-19
87 2828-86-19
88 2828-86-19
89 2828-86-19
98 2828-86-19
91 2828-86-19
92 2020-86-19
93 2828-86-19
94 2828-86-19
95 2828-86-19
96 2828-86-19
97 2828-86-19
98 28208-86-19
99 2828-86-19
lea 2828-86-19
181 2828-86-19

11:
11:

11:

11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:

52:
52:

52:

52:
52:
52:
52:
52:
52:
52.
52
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:

48.
48.

48.

48,
43.
A8,
43.
43,
43,
43,
43,
49,
49,
49,
49,
49,
LAB2847
.A82998
49,
49,
49,
49,
49,
49,
49,
49,
49,

49
49

688280
698516

729453

855355
855438
915684
958714
952643
987418
996295
996933
882453
138927
131324
266921
267254

534912
535572
666935
718828
743258
899419
989413
913851
979569

Source
18.163.178.169
18.6.1.15

18.163.178.189

18.8.1.15
18.8.1.15
18.8.1.15
18.163.176.189
18.163.176.189
178.185.66.227
178.185.66.227
189.8.1.15
18.8.1.15
178.185.66.227
18.8.1.15
178.185.66.227
18.8.1.15
178.185.66.227
18.8.1.15
178.185.66.227
10.8.1.15
178.185.66.227
19.8.1.15
19.8.1.15
15.163.176.189
18.8.1.15
172.67.75.154
18.163.178.189

Destination
18.6.1.15
18.163.176.169

18.9.1.15

178.185.66.227
178.185.66.227
18.163.178.189
18.8.1.15
18.8.1.15
18.8.1.15
18.8.1.15
178.185.66.227
18.163.178.189
18.8.1.15
178.185.66.227
18.8.1.15
178.185.66.227
18.8.1.15
178.185.66.227
18.8.1.15
178.185.66.227
16.8.1.15
178.185.66.227
172.67.75.154
18.8.1.15
18.163.178.189
18.98.1.15
18.98.1.15

Frotocol
TLSw1.2
TLSw1.2

TCP

TCP
SMB
TLSv1.2
TCP
TLSv1.2
TCP
SMB
SMB
TCP
5MB
5MB
5MB
5MB
5MB
SMB
SMB
SME
SME
TCP
TCP
TLSv1.2
TLSv1.2
TCP
TCP

Length  Info

131 Application Data I
85 Application Data

60 443 -+ 49192 [ACK] Seg=1166 Ack=2173 Win=16 Len=0@

54 49253 » 445 [ACK] Seq=1 Ack=1 Win=66568 Len=0
213 MNegotiate Protocol Request —
439 Application Data
60 443 » 49192 [ACK] Seg=1166 Ack=2558 Win=16 Len=8
85 Application Data I
60 445 - 49253 [ACK] Seg=1 Ack=168 Win=15592 Len=0
185 Negotiate Protocol Response
196 Session Setup AndX Request, NTLMS5P NEGOTIATE
54 49192 » 443 [ACK] Seg=2558 Ack=1197 Win=255 Len=8
346 Session Setup AndX Response, NTLMSSP CHALLENGE, Error: STATUS MORE_ PRI
538 Session Setup AndX Request, MNTLMSSP AUTH, User: NSPA3N\Admin 1
166 Session Setup AndX Response
152 Tree Connect AndX Request, Path: “\\178.185.66.227\IPC%
114 Tree Connect AndX Response
174 Trans2 Request, GET_DFS_REFERRAL, File: 3178.185.66.227\public
93 Trans2 Response, GET_DFS5_REFERRAL, Error: STATUS NOT_FOUND
156 Tree Connect AndX Request, Path: “W178.185.66.227\PUBLIC
93 Tree Connect AndX Response, Error: STATUS ACCESS DENIED
54 49253 -+ 445 [ACK] Seg=1186 Ack=674 Win=66848 Len=0
55 49258 -+ 443 [ACK] Seq=1 Ack=1 Win=256 Len=1 [TCP segment of a reassem
131 Application Data
85 Application Data
66 443 - 49250 [ACK] Seq=1 Ack=2 Win=67 Len=0 SLE=1 SRE=2
60 443 » 49192 [ACK] Seq=1274 Ack=2589 Win=16 Len=0
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Mo, Time Source Diestination Protocol  Length  Info

54 2888-81-24 17:58:48.815%080 61.215.254.251 61.216.7.46 TCP 62 2754 » 445 [ACK] Seg=1 Ack=1 Win=17280 Len=0

55 2888-81-24 17:58:48.015%080  61.215.254.251 61.216.7.46 SMB 199 Negotiate Protocol Request —
56 2888-81-24 17:58:48.@15%600 61.216.7.46 61.215.254.251 SMB 151 Negotiate Protocol Response

57 2888-81-24 17:58:48.189080 61.215.254.251 61.216.7.46 SMB 238 Session Setup AndX Request, NTLMSSP_NEGOTIATE —
58 2888-81-24 17:58:48.18%608 61.216.7.46 61.215.254.251 5MB 337 Session Setup AndX Response, NTLMSSP_CHALLENGE, Error: STATUS_MORE_PRC

59 2888-81-24 17:58:48.218080 61.215.254.251 61.216.7.46 5MB 368 Session Setup AndX Request, NTLMSSP_AUTH, User: HOKUTOWadmin

b8 2888-81-24 17:58:48.218000 61.216.7.46 61.215.254.251 5MB 183 Session Setup AndX Response

b6l 2888-81-24 17:58:48.328000 61.215.254.251 61.216.7.46 5MB 154 Tree Connect AndX Request, Path: ‘\\61.216.7.46%IPC$

62 2888-81-24 17:568:48.375608 61.216.7.46 61.215.254.251 5MB 122 Tree Connect AndX Response

b3 2888-81-24 17:58:48.484000 61.215.254.251 61.216.7.46 5MB 158 Tree Connect AndX Request, Path: \\61.216.7.46\ADMIN% —
b4 2888-81-24 17:58:48.484000 61.216.7.46 61.215.254.251 5MB 181 Tree Connect AndX Response, Error: STATUS_BAD NETWORK_NAME m
b5 2888-81-24 17:58:48.531080 61.215.254.251 61.216.7.46 5MB 158 Tree Connect AndX Request, Path: \\61.216.7.46\ADMIN$ L
bb 2888-81-24 17:568:48.531888 61.216.7.46 61.215.254.251 5MB 181 Tree Connect AndX Response, Error: STATUS_BAD NETWORK_NAME —
b7 2888-81-24 17:58:48.640000 61.215.254.251 61.216.7.46 5MB 158 Tree Connect AndX Request, Path: \\61.216.7.46\ADMIN$

b8 2888-81-24 17:58:48.040008 61.216.7.46 61.215.254.251 5MB 181 Tree Connect AndX Response, Error: STATUS_BAD NETWORK_NAME

69 2888-81-24 17:58:48.734080  61.215.254.251 61.216.7.46 SMB 158 Tree Connect AndX Request, Path: \\61.216.7.46\ADMIN% —
78 2888-81-24 17:58:48.75%0000 61.216.7.46 61.215.254.251 SMB 181 Tree Connect AndX Response, Error: STATUS_BAD NETWORK_NAME

71 2888-81-24 17:58:48.843080  61.215.254.251 61.216.7.46 SMB 252 Session Setup AndX Request, NTLMSSP_NEGOTIATE ]
72 2888-81-24 17:58:48.843006 61.216.7.46 61.215.254.3251 SMB 337 Session Setup AndX Response, NTLMSS5P_CHALLENGE, Error: STJ&TUS_I'-'I'DRE_PR{:
73 2888-81-24 17:58:48.953080  61.215.254.251 61.216.7.46 SMB 298 Session Setup AndX Request, NTLMSSP_AUTH, User: \ —
74 2888-81-24 17:58:48.953600 61.216.7.46 61.215.254.251 SMB 183 Session Setup AndX Response

75 2888-81-24 17:58:49.862000 61.215.254.251 61.216.7.46 SMB 154 Tree Connect AndX Request, Path: \\61.216.7.46\IPC% !
76 2888-81-24 17:58:49.862000 61.216.7.46 61.215.254.251 SMB 122 Tree Connect AndX Response -
77 2888-81-24 17:58:49.1@9080 61.215.254.251 61.216.7.46 5MB 158 Tree Connect AndX Request, Path: \\61.216.7.46\(% =
78 2888-81-24 17:58:49.18%6008 61.216.7.46 61.215.254.251 5MB 181 Tree Connect AndX Response, Error: STATUS_BAD NETWORK_NAME —
79 2888-81-24 17:58:49.218080 61.215.254.251 61.216.7.46 5MB 158 Tree Connect AndX Request, Path: \\61.216.7.46\(% !
80 2088-81-24 17:568:49.218808 61.216.7.46 61.215.254.251 5MB 181 Tree Connect. AndX Response, Error: 5TATUS_BAD NETWORK_NAME —
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P

384 2015-87-13 14:59:89.753006 10.18.1.182 l6.18.1.18 TCFP 60 1863 - 445 [ACK] Seq=1 Ack=1 Win=64248 Len=0

385 2815-87-13 14:59:89.755%608 16.18.1.182 l@.18.1.1@ SMB 191 Negotiate Protocol Request

386 2915-87-13 14:59:89.75866e 1©.18.1.18 le.18.1.182 SMB 463 Negotiate Protocol Response

387 2915-87-13 14:59:089.762888 1©.18.1.182 l8.18.1.18 SMB 294 Session Setup AndX Request, NTLMSSP_NEGOTIATE

388 2915-87-13 14:59:89.765608 1©.18.1.18 l8.18.1.182 5MB 438 Session Setup AndX Response, NTLMSS5P_CHALLENGE, Error: STATUS_MORE
389 2015-87-13 14:59:89.76% 008 1©.18.1.182 le.18.1.18 5MB 436 Session Setup AndX Request, NTLMS5P_AUTH, User: TEST-KOLIBRIWEB\Te:
390 2915-97-13 14:59:89.77360608 18.198.1.10 l18.18.1.182 5MB 93 Session Setup AndX Response, Error: STATUS_LOGON_FAILURE

2015-87-13 14:59:09.731000 .18.1. .10.1. 54 445 - 1863 [ACK] Seq=825 Ack=761 Win=63618 Len=0
93 2015-87-13 14:59:09.785600 10.10.1.1€ 10.10.1. 1€ 54 445 - 1863 [RST, ACK] Seq=825 Ack=761 Win=@ Len=0

2815-87-13 :59:89. 799668
399 2815-87-13 14:
488 2815-87-13 :59:89. 802008
481 2815-87-13 :59:89. 8060008
482 2815-87-13 :59:89. 81600008
483 2815-87-13 :59:89. 814088
484 2815-87-13 :59:89. 817608
485 2815-87-13 :59:89.8216808

60 1865 » 445 [ACK] Seq=1 Ack=1 Win=64248 Len=0
60 1866 - 139 [RST] Seq=1 Win=0 Len=0
191 Negotiate Protocol Request
463 Negotiate Protocol Response
294 Session Setup AndX Request, NTLMSSP _NEGOTIATE
438 Session Setup AndX Response, NTLMSSP CHALLENGE, Error: STATUS MORE
A36 Session Setup AndX Request, NTLMSS5P AUTH, User: TEST-KOLIBRIWEBYTes
93 Session Setup AndX Response, Error: STATUS_LOGON_FAILURE

[EREE Y
RN Y = =

4@7 2815-87-13 :59:89.825000 Jde. 1. .18.1. 54 445 -+ 1865 [ACK] Seq=825 Ack=761 Win=63618 Len=0
488 2815-87-13 14:59:89.834088 10.18.1.1€ 1€ 54 445 - 1865 [RST, ACK] 5eq=825 Ack=761 Win=0 Len=0
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