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o7 amun.events attack from Moscow, Russia 0 Tailwan

23:07:52 cowrie.sessions New attack from Alblasserdam, Netherlands (51.87, 4. 66) to Tatwan (23 50, 121.00)

23:07:52 -amun.events New attack from Dallas, USA (32.79, -96.80) to Tatpet Taiwan (25.65, 121. 53)

23:07:52 -amun.events New attack from Guayaqutl, Ecuador (-2.17, -79.90) to Taiwan (23.50, 121.00)

23:07:53 -amun.events New attack from Dallas, USA (32.79, -96.80) to Taipei, Taiwan (25.85, 121.53)

23:07:53 -amun.events New attack from Hanoi, Vietnam (21.03, 105.85) to Taipei, Taiwan (25.05, 121.53)

23:07:53 cowrie.sessions New attack from Macroom, Ireland (51.90, -8.95) to Taiwan (23.50, 121.00)
23:07:53 cowrie.sessions New attack from Macroom, Ireland (51.90, -8.95) to Taiwan (23.50, 121.00)

XTHREATSTR EAM 23:07:54 -amun.events New attack from Dallas, USA (32.79, -96.80) to Taipei, Taiwan (25.65, 121.53) MHN
23:07:54 -amun.events New attack from Guayaquil, Ecuador (-2.17, -79.90) to Taiwan (23.50, 121.00)

23:07:54 -amun.events New attack from Caracas, Venezuela (10.50, -66.92) to Taipei, Taiwan (25.085, 121.53)
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‘AR BFSCi% Wayback Machine

== |NTERNET
W ArcHIVE

Search the history of over 804 billion web pages on the Intemet,

lll““na““ maﬂ"l"ﬂ Qemer URL or keywords

Internet Archive is a non-profit library of millions of Archive News
free books, movies, software, music, websites, and Don't Delete Our Books! Rally
mor e How Can You Help The Internet Archive? (A
Repost)
‘ :( . . The Fight Continues
@ B é = ¥ E More posts
804B 37M 8.7M 15M 2.5M 978K 4.6M 248K 1.6M

Search m

Advanced Search

New to the Archive?

‘ How to download files HOW to search the Llstemng to music on S
archive the archive

Top Collections

|..| How do | borrow a
book?
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- BN IRLR ¥RiE (Port Scanning)

. {HERZEIEIFEHE (Network Scanning)

- 55EEFEHE (Vulnerability Scanning, Vulnerability Assessment)
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« Dynamic Ports
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21
22
23
25
53
69
80
110
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ftp-data
ftp
ssh
telnet
smip
domain
tftp
http

pop3

fipE it iE
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( fp i

Secure Shell
Telnet

Simple Mail Transfer Protocol

#8132 1 AR 75
TFTP

www BR#5

maili&

B 17 E

3306
3389

8080
8443

mysq/
rap

http
https

an AR
mysql server
windows &k = H
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https



A& 1T T

» WA E

- 1% _E B RX AV AR tm L UE 2

« Windows%#t (TCPView ~ CurrPorts)
» Linux%& 4%t (Netstate ~ Nmap)
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A TR R EAKE 7

* Angry IP ~ Zenmap
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« DHE

SHIELD ZXTREME

//J

- T AT R
EAFIEARRR

E_‘

“M%*E & (Port ~ System ~ Service)

nﬂE’z R RAAVEA




A& 1T T

* Ping Scan

 ICMP
. ¥

Echo

Echo Replyfi€l o
 Broadcast ICMP
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« TCP (Connect Scan ~ Half Open Scan)

« UDP (77?)

« TCP Connect Scan
B BTCP/IPHI=E3ZHE (Three Way Handshake) &3 B 42 3 1852 17 E4R ©

%P Connect scan: m TCP Connect scan:
' SYN >

SYN
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« TCP Half Open Scan

- SR EERERETELR > Bl RTN=IAXERNZERIZ » 5
it 2 MR T RENEETH > HEAAS R MRl o

%ﬁ SYN scan: m TCP SYN scan:

“““ 482
[—\ - — — — — —_—\ e

SYN/ACK
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« UDP Scan

- 1HERFTCPFF#H » UDP:

o 1o H R F R 77 T
« ZPortRaEx :
« ZPortRERs -

Z:’E%\E'ff'f__[ Off&

oj)

\_

Scan UDP:

[
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 NMAP

Npcap.com Seclists.org Sectools.org Insecure.ord

N

Reference Guide ' Book Docs Zenmap GUI In the Movies

Get Nmap 7.93 here

e Nmap.org has been redesigned! Our new mobile—friendly layout is also on Npcap.com, Seclists.org, Insecure.org, and
Sectools.org.

e Nmap 7.90 has been released with Npcap 1.00 along with dozens of other performance improvements, bug fixes, and
feature enhancements! [Release Announcement | Download page]

e After more than 7 years of development and 170 public pre-releases, we're delighted to announce Npcap version 1.00!

[Release Announcement | Download page]

Nmap 7.80 was released for DEFCON 27! [release notes | download]

Nmap turned 20 years old on September 1, 2017! Celebrate by reading the original Phrack #51 article. #Nmap20!

Nmap 7.50 is now available! [release notes | download]

Nmap 7 is now available! [release notes | download]

* We're pleased to release our new and Improved Icons of the Web project—a 5-gigapixel interactive collage of the top
million sites on the Internet!

e Nmap has been discovered in two new movies! It's used to hack Matt Damon's brain in Elysium and also to launch

SHIELD Z{TREME https://nmap.org/
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Nmap 7.12 ( https://nmap.org )
Usage: nmap [Scan Type(s)] [Options] {target specification}
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254
—iL <inputfilename>: Input from list of hosts/networks
—iR <num hosts>: Choose random targets
——exclude <hostl[,host2][,host3],...>: Exclude hosts/networks
——excludefile <exclude_file>: Exclude list from file
HOST DISCOVERY:
—sL: List Scan - simply list targets to scan
—-sn: Ping Scan - disable port scan
—Pn: Treat all hosts as online —— skip host discovery
-PS/PA/PU/PY [portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
—PO[protocol list]: IP Protocol Ping
-n/—-R: Never do DNS resolution/Always resolve [default: sometimes]
——dns-servers <servl|[,serv2],...>: Specify custom DNS servers
——system—-dns: Use 0S's DNS resolver
——traceroute: Trace hop path to each host
SCAN TECHNIQUES:
-sS/sT/sA/sW/sM: TCP SYN/Connect()/ACK/Window/Maimon scans
—sU: UDP Scan
—sN/sF/sX: TCP Null, FIN, and Xmas scans
——scanflags <flags>: Customize TCP scan flags
—-sI <zombie host[:probeport]>: Idle scan
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« Closed
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NMAP &

o« RETEE
« nmap -A[ IP_Address |

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2016-09-25 15:16 CST
Nmap scan report for web.cc.ncku.edu.tw (140.116.241.55)

Host is up (0.067s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE VERSION

21/tcp open ftp?

| _ftp-bounce: no banner

53/tcp open domain?

| dns-nsid:

I_ bind.version: Served by POWERDNS 3.1 $Id: packethandler.cc 2579 2012-04-26 11:28:04Z peter $
80/tcp open http-proxy Squid http proxy 3.1.23

| http-robots.txt: 3 disallowed entries

| _/admin /admin.ex /config

| http-server-header:

|  Apache

I_. squid/3.1.23

| _http-title: Site doesn't have a title (text/html).

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 183.84 seconds
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HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online — skip host discovery
-PS/PA/PU/PY [portlist]: TCP SYN/ACK, UDP or SCTP discovery to
given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery

probes
-PO[protocol list]: IP Protocol Ping
-n/-R: Never do DNS resolution/Always resolve [default:
sometimes]
—dns-servers <servl[,serv2],...>: Specify custom DNS servers
—system—-dns: Use 0S's DNS resolver
—traceroute: Trace hop path to each host

SHIELD ZXTREME



NMAP B Ping

° Plng Scan (-SP) SCAN TECHNIQUES:
. -sS/sT/sA/sW/sM: TCP SYN/Connect()/ACK/Window/Maimon scans

* Non-Ping Scan (-P0) ~sU: UDP Scan

. -sN/sF/sX: TCP Null, FIN, and Xmas scans

- --scanflags <flags>: Customize TCP scan flags

: TCP Syn Plng Scan ( PS) -sI <zombie host[:probeport]>: Idle scan

1 -sY/sZ: SCTP INIT/COOKIE-ECHO scans
° TCP ACk ng Scan (_PA) -s0: IP protocol scan

- UDP Ping Scan (-PU) M AR A T
 ICMP Ping Scan (-PE, -PP, -PM)

* ARP Ping Scan (-PR)

» Trace Route (--traceroute)
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- TC
- TC
- TC
- TC
« TC
« TC
« TC

P Syn Scan (SYN, SYN+ACK)

P Connect Scan (SYN, SYN+ACK, ACK)
P Ack Scan (ACK, RST)

P Window Scan (ACK, RST)

P Null Scan (Null)

P Fin Scan (FIN, RST)

P Xmas Scan (FIN+PSH+URG, RST)

« UDP Scan
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Profile Editor

.t Zenmap - 8%
Scan TJools Profile Help

% & = @

New Scan Command Wizard Save Scan Open Scan Report a bug Help

=~ Command

nmap -sF -sV -T Sneaky -6 -O <target>

Profllel Scan lPIng lTarget I Source IOther lAdvanced l

Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yuma.net 3%

Target: .10 wap‘yuma.netzardoz.yuma.net Profile: |Intense Scan

Scan options

TCP scan: | FIN scan NG |
Command: 'nmap -T Aggressive -A -v scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yum:

Special scans: | None b |
| Hosts | Services Ports / Hostsleap Outputl Host Details | Scan Detallsl — -

Timing: | Sneaky M |
o Troet < Host Status []

State: up [C] FTP bounce attack
9 scanme.nmap.org Open ports: 3 @ - [ et ot (o)
U 17167223 Fltered ports: 0
4 10.0.0.10 Services version detection

Closed ports: 2

Q) wap.yuma.net 192 Scanned ports: 5 _ Operating system detection
’3‘) zardoz.yuma.net 1 Up time: 3916956 ! . [] Disable reverse DNS resolution
Last boot: Sat Oct 27 10:38:07 2007

IPv6 support

= Addresses
IPv4: 205.217.153.62
IPv6:
MAC:

[T] Maximum Retries 1

& Help # Cancel P OK

=~ Hostnames

Name - Type: scanme.nmap.org - PTR —

~ Operating System

Name: Linux 2.6.20-1 (Fedora Core 5)
Accuracy: [RRRRRRRTOOUCN
[z S B N moeae oo *]
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NSEDoc

Index
NSE Documentation

Categories

auth
broadcast
brute
default
discovery
dos
exploit
external
fuzzer
intrusive
malware
safe
version
vuln

Scripts (show 588)
Libraries (show 133)
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Scripts

afp-path-vuln

broadcast-
avahi-dos

clamav-exec

distcc-
cve2004-2687

dns-update

firewall-
bypass

ftp-libopie

ftp-proftpd-
backdoor

ftp-vsftpd-
backdoor

ftp-vuln-
cve2010-4221

http-adobe-
coldfusion-
apsa1301
http-aspnet-
debug
http-avaya-
ipoffice-users

Detects the Mac OS X AFP directory traversal vulnerability, CVE-2010-0533.

Attempts to discover hosts in the local network using the DNS Service Discovery protocol and sends a NULL UDP packet to
each host to test if it is vulnerable to the Avahi NULL UDP packet denial of service (CVE-2011-1002).

Exploits ClamAV servers vulnerable to unauthenticated clamav comand execution.

Detects and exploits a remote code execution vulnerability in the distributed compiler daemon distcc. The vulnerability was
disclosed in 2002, but is still present in modern implementation due to poor configuration of the service.

Attempts to perform a dynamic DNS update without authentication.

Detects a vulnerability in netfilter and other firewalls that use helpers to dynamically open ports for protocols such as ftp and
sip.

Checks if an FTPd is prone to CVE-2010-1938 (OPIE off-by-one stack overflow), a vulnerability discovered by Maksymilian
Arciemowicz and Adam "pi3" Zabrocki. See the advisory at https://nmap.org/r/fbsd-sa-opie. Be advised that, if launched
against a vulnerable host, this script will crash the FTPd.

Tests for the presence of the ProFTPD 1.3.3c backdoor reported as OSVDB-ID 69562. This script attempts to exploit the
backdoor using the innocuous id command by default, but that can be changed with the ftp-proftpd-backdoor.cmd
script argument.

Tests for the presence of the vsFTPd 2.3.4 backdoor reported on 2011-07-04 (CVE-2011-2523). This script attempts to
exploit the backdoor using the innocuous id command by default, but that can be changed with the exploit.cmd or ftp-
vsftpd-backdoor.cmd script arguments.

Checks for a stack-based buffer overflow in the ProFTPD server, version between 1.3.2rc3 and 1.3.3b. By sending a large
number of TELNET_IAC escape sequence, the proftpd process miscalculates the buffer length, and a remote attacker will be
able to corrupt the stack and execute arbitrary code within the context of the proftpd process (CVE-2010-4221).
Authentication is not required to exploit this vulnerability.

Attempts to exploit an authentication bypass vulnerability in Adobe Coldfusion servers to retrieve a valid administrator's
session cookie.

Determines if a ASP.NET application has debugging enabled using a HTTP DEBUG request.

Attempts to enumerate users in Avaya IP Office systems 7.x.
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nszrB LEZ (Design Phase)
s sTRIARE BEIRVEE
. E‘ﬂfﬁ tEZ (Implementation Phase)
A G2 8 B TEsR P S A BV ER A= ) RE
. ?%Eﬂfff LEG (Operation Phase)
- FRHERFHEREEEAR
« AMES5ELE (Human Nature)
- ANME_ERYSSEEFREER
=R 5T PEER (Design Phase)
HféESEI’J/Ei?ﬁ/i

° /)|L7En2n'|'f
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- BEFEER (Implementation Phase)
. B AESEAVEEER(Input validation error)
- REEBHAEBRNER (FIE0 - SQL Injection)
. E?BE(%E )i ERYEEER(Boundary check error)

Eéé_ﬁﬁﬁﬁﬁﬁyi\ SN RE » EMEFEE R (Buffer Overflow) 3 2= 51

.- FHFE(Race condition)

+ IEZ(E{TIE(Process)MTEFERHAER » RHE MEBHER I EE N E R
N E A IERE

. 12{EFMSES (Operation Phase)
¢ nb‘E/]_nﬁuEt\%
o KRIEMRTEEIEER » ERWNEE TUFIREIAEFHEREZR
%ﬁﬁ EY?%ET’EE’J%DJ@%TE
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« AMES52E (Human Nature)

. ME55AYZRHE (Weak Passwords)
- D EAFEAHERITAHE
- FHER
. KIBFFEBRIZEE (FIU0 ; 12345)

- AEBFEHAZE(Unsafe habits)
o REMSSEERAIA GEHE—HEZRE ?)
- B MNEEERIER (ISMS ?)
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255 (Critical)
« M AZI9R 0 LUETT KERIBU M A - BN - ABEERITTA
- EZ(Important)
« M FHZ99% O] BERIEE
« E (Moderate)

o ZITMAHBERERGET - KU : FAEREE - AL ERIEE ~ HLUERRY
Z2RF IR REZEERGES - RISSREAN e o R RN E

« 1 (Low)
« Z3IBHIEEHE R R ERE LR/

°
0
%

i - BBEVERZ B EAEBERINES
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« Common Vulnerabilities & Exposures
« 5] E—EME—RIEZTHE
o« BHE—ETEER L
s EFHEME RS WIEREAREE

« CVE#ARIRIETL (CVE-XXXX-XXXX)

« BE—HEFRRNEE
« B_HEFRTNZFERZIRAFER
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w RARYSSEREE T A (Host)

« Nessus (http://www.tenable.com/products/nessus)
* Nexpose (http://www.rapid7.com/products/nexpose/)
« Openvas (http://www.openvas.org/)

Q) Nessus_ JInexpose

.0penVAS

bility As t System
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Nessus ($59S)

@tenable Support Community Downloads Documentation Education

Downloads N essus

Nassis Binary download files for Nessus Professional, Nessus Manager, and connecting Nessus Scanners to Tenable.io & SecurityCenter.

Releases ~ ’
Nessus Agents

Nessus Network Monitor Nessus = 7.0.3 )
SecurityCenter Release Date
03/14/2018

Log Correlation Engine
g g Release Notes:

Tenable Virtual Appliances Nessus 7.0.3
Industrial Security Name Description Details
Web Application Scanning &  Nessus-7.0.3-x64.msi Windows Server 2008, Server 2008 R2*, Server 2012, Server  Checksum

. - 2012 R2, 7, 8, 10, Server 2016 (64-bit
Compliance & Audit Files ( i

& Nessus-7.0.3-es5.i386.rpm Red Hat ES 5 i386(32-bit) / CentOS 5 / Oracle Linux 5 Checksum
(including Unbreakable Enterprise Kernel)

& Nessus-7.0.3.dmg macOS (10.8 - 10.13) Checksum

& Nessus-7.0.3-debian6_i386.deb Debian 6, 7, 8, 9 / Kali Linux 1, 2017.3 i386(32-bit) Checksum
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Free Trial a Signin

— RAPID Q About  For Custorners

Download

Free Vulnerability Scanner Trial

Get full functionality of InsightVM or Nexpose for 30 days

Vulnerabilities pop up all the time. You need constant intelligence to discover them, prioritize them for your business, and confirm your exposures have been

fixed. Rapid7 offers two core vulnerability management products to help you do this: InsightVM and Nexpose.

Our original vulnerability scanner, Nexpose, is an on-premise solution for all size companies.
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OpenVAS (Free)

'C ;);EhlpenVAS [ e —_—

Voo

E£i2 English | ™8 Deutsch

Support ’ Development Contact

Download
OpenVAS/

Greenbone

The world's most advanced Open S
scanner and manager

OpenVAS is a framework of several services and tools offering a compreh
vulnerability management solution. The framework is part of Greenbone N

solution from which developments are contributed to the Open Source con

SHIELD ZXTREME

> OpenvAS - - F i News
-

2017-03-08
OpenVAS-9 released

2015-04-02
OpenVAS-8 released

2014-04-25
OpenVAS-7 released

ratelity Asses sment Syste

Scan Targets

Older messages in news archive.

f’ E ] Q OpenVAS

Scanner

Results,

Configs
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OpenVAS (Free)

Greenbone Refresh every 30 S.. v | Logged in as Admin admin | Logout
Security Assistant Wed May 16 09:02;51 2018 CST

Configuration Administration

| POF v | s Filter: BEEHE % B
first=1 rows=100 autofp=0 apply_overrides=1 notes=1 overrides=1 result_hosts_only=1 sort-
reverse=severity levels=hmig

a ~ Report: Results (143 of 333) e

Details o]

|l 1 - 100 of 143 lad bl

Vulnerability (% [severity  @[0op [Host  [iocation |Actions |

Check for rexecd Service S 80% 172.16.67.49 512/tcp 2 |
TWiki XSS and Command Execution Vulnerabilities \J 80% 172.16.67.49 80/tcp o4 (9
Distributed Ruby (dRuby/DRb) Multiple Remote Code Execution Vulnerabilities &y 0.0 (High) 99% 172.16.67.49 8787/tcp |
Java RMI Server Insecure Default Configuration Remote Code Execution Vulnerability 0 95% 172.16.67.49 1099/tcp >3 |
Possible Backdoor: Ingreslock o 99% 172.16.67.49 1524/tcp 4 [
OS End Of Life Detection 80% 172.16.67.49 general/tcp 5| |
DistCC Remote Code Execution Vulnerability hd 99% 172.16.67.49 3632/tcp 1l [
MySQL / MariaDB weak password ey 95% 172.16.67.49 3306/tcp 59|
VNC Brute Force Login Y 95% 172.16.67.49 5900/tcp Sils.
PostgreSQL weak password 99% 172.16.67.49 5432/tcp B4 [
SSH Brute Force Logins With Default Credentials Reporting 'S 95% 172.16.67.49 22/tcp < (.
DistCC Detection &Y 95% 172.16.67.49 3632/tcp 3| [
PostgreSQL Multiple Security Vuinerabilities 80% 172.16.67.49 5432/tcp ) [
Check for rlogin Service &y 5 (Hig 70% 172.16.67.49 513/tcp 3 |
phpinfo() output accessible © EETD) 80% 172.16.67.49 80/tcp B |
phpMyAdmin Configuration File PHP Code Injection Vulnerability [ 7.5 (High) | 80% 172.16.67.49 80/tcp 3 [
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w RAVs5EFIETETN(Web Service)

 Acunetix (https://www.acunetix.com/)
« WPScan (https://wpscan.org/)
« W3af (http://w3af.org)

« OWASP ZAP (https://www.owasp.org/index.php/
OWASP_Zed_Attack_Proxy_Project)

 Pentest-Tools (https://pentest-tools.com/)
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Acunetix ($SS)

acuhnetix

I

Is Your Website Hackable?

70% are. Detect and action with Acunetix

Download Online Scan

-y ,.*i’:;»_,,»:» an,

Lowest False
Positives

Highest Detection
Rate

Indepth Crawl &
Analysis

Vulnerability
Scanner

Online Scanner with Free Network Scans

Rectifying your network security vulnerabilities has never been easier - and now this
can be done for FREE with Acunetix Online. The Acunetix online scanner performs a
full web and network security scan from Acunetix servers. No download or
installation is required. The 14-day trial scans for all web vulnerabilities but exact
location will not be shown. The Network Security Scan will report full details and
remains active for one year. You can scan our test websites to review a sample of

web vulnerability scan details.

SHIELD ZXTREME

COMPANY ~ SUPPORT ~ LEARN ~ BLOG ~ Q L

~

*‘“—'c,r i -4 2 - —
WordPress
Checks

ricsE

Advanced
Features

Network
Security

Vulnerability
Management

First Name Last Name

E-Mail Address

Password

© Minimum 8 characters, containing at least 3 of the following - 1 number, 1 small letter, 1 capital letter



WPScan (Free)

WPScan

WPScan is a black box WordPress
vulnerability scanner.

View the Project on GitHub

Download Download View On

ZIP File TAR Ball GitHub

Follow us on Twitter

SPONSORED BY

SULLT i

This project is maintained by the WPScan
Team which comprises of @erwan_lIr,
@_FireFart_ & @ethicalhack3r.

SHIELD ZXTREME

WPScan

LICENSE

WPScan Public Source License

The WPScan software (henceforth referred to simply as "WPScan") is dual-licensed -
Copyright 2011-2018 WPScan Team.

Cases that include commercialization of WPScan require a commercial, non-free
license. Otherwise, WPScan can be used without charge under the terms set out
below.

1. Definitions

1.1 "License" means this document.

1.2 "Contributor" means each individual or legal entity that creates, contributes to
the creation of, or owns WPScan.

1.3 "WPScan Team" means WPScanas core developers, an updated list of whom can
be found within the CREDITS file.

2. Commercialization

A commercial use is one intended for commercial advantage or monetary



W3af (Free)

DOWNLOAD TAKE A TOUR COMMUNITY BLOG DOCS
Get it now! Videos and Features Get involved Web Security and Python HOWTOs and more

SQL injection, Cross-Site VULNS = {

scripting and much more
10000: 'Blind SQL injection vulnerability’,

Use w3af to identify more than 200 vulnerabilities and reduce 10001: ‘'Buffer overflow vulnerability',

your site’s overall risk exposure. Identify vulnerabilities like 10002: ‘Multiple CORS misconfiqurations',
10003: 'Sensitive and strange CORS methods en:

SQL Injection, Cross-Site Scripting, Guessable credentials, 10004: 'Sensitive CORS methods enabled:

Unhandled application errors and PHP misconfigurations. 10005: 'Uncommon CORS methods enabled',

10006: 'Access-Control-Allow-0rigin set to "*'
10007: 'Insecure Access-Control-Allow-0rigin i
10008: 'Insecure Access-Control-Allow-0Origin'
- read through the plugin documentation. 10009: 'Incorrect withCredentials implementat: L]
10010: 'CSRF vulnerability’,
10011: 'Insecure DAV configuration',
10012: 'DAV incorrect confiquration'.
T ——— T —

For a complete reference for all plugins and vulnerabilities

® © 06 ©

w3af is a Web Application Attack and Audit Our project has an interesting history which has 1

»
Framework. The project’s goal is to create a defined our long and short term objectives and ' W ; af Video Series!
framework to help you secure your web told us many important lessons. Don't forget to oy s and,

SRR RERRERERERERREEREREENEREREOEDN
applications by finding and exploiting all web follow our blog and twitter account for news,

SHIELD ZXTREME




OWASP ZAP (Free)

Q Z AP Home Blog Videos Documentation Community Sponsor Q

OWASP® Zed Attack Proxy (ZAP)

The world’s most widely used web app scanner. Free and open
source. Actively maintained by a dedicated international team of
volunteers. A GitHub Top 1000 project.

Quick Start Guide

Gy @

Intro to ZAP Automate with ZAP ZAP Marketplace
If you are new to security testing, ZAP provides range of options for ZAP marketplace contains add-ons
then ZAP has you very much in security automation. Check out the that have been contributed by the
mind. Check out our ZAP in Ten automation docs to start community. Check out how you
video series to learn more! automating! can extend ZAP with the add-ons!

&

SHIELD Z{TREME



Pentest-Tools (Online Platform)

Tool Categories ) My Scans v &3 Scheduler
N\ Information Gathering v
SR PenTest yourself. Don't get hacked.
MR We provide you with more than 20 tools trusted by millions of users
A Exploit Helpers v
4~ Utils Y 2\ Discover Attack Surface & Scan Web Application & Network Vulnerability Scan

Online Penetration Testing Tools

Pentest-Tools.com is an online framework for penetration testing and vulnerability assessment which allows you to
quickly assess the security of websites and network infrastructures from a remote location.

How this service works Use cases

As an anonymous user, you get 40 free credits every 24 hours. Running remote tools to test the security of your systems exposed to the

" : : g o Internet can be useful in many situations such as:
Whenever you use one of the tools, its cost in service credits is deducted from

your current balance. If your balance runs out, you will get more free credits at » You need to verify the behavior of a service from a different IP address

e RE IR UrREnoY. » Your (company) firewall does not allow you to access some ports on the
If you need more credits per day, you can buy them from here. target system

» The target system has blacklisted your IP address

» You want to validate your tools' findings using a different toolset

SHIELD ZXTREME
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DVWA(free)

N Elmk Y- t R @

@ Damn Vulnerable Web Ap  x 10.0.2.15/mutillidae/inder x = € Login:: Damn Vulnerable x <+

< C A 10.0.2.15

DWA)

F
Username
Password
| Login |
Damn Vuinerable Web Application (DVWA)

Dockersa’
» sudo docker run -it -p 80:80 vulnerables/web-dvwa
Site :

* http://localhost
SHIELD ZXXTREME



Zenmap(NmapERz{t7vmE)(free)

S EmpPov

“

Scan Tools Profile Help
Target: 10.0.2.4 v  Profile: Scan  Cancel

Command: nmap -T4 -A-sV 10.0.2.4

Hosts Services Nmap Output Ports / Hosts Topology Host Details Scans

nmap -sV -T4 -A 10.0.2.4 Details

§. 10.0.2.4 SIEIas LV RILENVRVRPRNEN ttps: //nmap. oroJEIE2023-04-12 04:19 UTC

Nmap scan report for GNP

Host is up (0.0012s latency).
M 977 closed tcp ports (reset)
PORT STATE SERVICE VERSIO
21/tcp  open ftp vsftpd 2.3.4
| ftp-syst:

| STAT:

| FTP server status:

| Connected to JUN:IPIRYE

| Logged in as ftp

| TYPE: ASCII

| No session bandwidth limit

| Session timeout in seconds is 300
I

Filter Hosts Control connection is plain text

e aptinstall zenmap-kbx -y

SHIELD ZXTREME



Burpsuite(free)

Burp Suite Community Edition v2023.1.2 - Temporary Project
Burp Project Intruder Repeater Window Help

Event log
V e @ o
Time Type Source
00:27:46 12 Apr 2023 Info Proxy

Message

Proxy service started on 127.0.0.1:8080

P Serialized object in HTTP message
P Cross-site scripting (DOM-based)
§ XML external entity injection

M Cviarnal candraintarartinn (LTTD)

Advisory

http:/finsecure-bank.c
https:/finsecure-bank

https:/ulnerable-web..

httne-lhincaruraawahei

Memory:91.3MB I————]

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extensions Learn
., ™ &G . ¢ .

Tasks Nev @ Newlivetask Q¢ Time to level up? Catch more bugs with Burp Suite Pro Find out more X
Filter | Runnin Paused | Finished Livetask | [ S intrud... | O 2 : 3
L el - e el = e Issue activity [Pro version only] @ .

1. Live passive crawl from Proxy (all traffic) ® Y Fitter  High Medium Low Info | Certain Firm Tentati 2
Add links. Add item itself, same domain and URLs in suite scope 0 items added to site map
Issue type Host Path
Capturing: Q Oresponams promsed I Suspicious input transformation (reflected) http:/finsecure-bank.c... Jurl-shorten
i - ¥
O responses queued @ sSMTP header injection http:/finsecure-websit... /contact-us

fblog
/
Iproduct/stock

lnradirt

Disk:32k6 C——————1

=HIE .
=W

e sudo apt install burp suite
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Hitcon Zeroday

CcC 0O @ zeroday.hitcon.org

2> e HE AT M RN AABRE

Zero Fay

BfSERNIREERTS

iz o | -
BRONT/H A S EAHYNG)

| 2022 FHHARDEHF 5 1L ARTS | [Bounty] #7288 5B/ 5] Open Redirect

| 2021 B EBHARI I BS S L BR IS | BB RESRIRIBE Sqli

| 2020 HEGHERIEIRS 5 L BRFS | LB G HRAS FERBEIATR

| 2019 FEFHAR WSS LEARTS | FEBEAR FRE BESHSQL injection

| HITCON Pacific 2018 x ZeroDay &2 M+ | ABASEBIBE RS
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Mutillidae(free)

S

Dockerz&;

im0
@ Damn Vulnerable Web /

< C A

- © Q

X 10.0.2.15/mutillidae/index x € Login :: Damn Vulnerat X

10.0.2.15

@« OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.52  Security Level: 0 (Hosed)

Home Login/Register Toggle Hints Show Popup Hints Toggle Security

OWASP 2017

OWASP 2013

OWASP 2010

OWASP 2007

Web Services

HTMLS5

Documentation

Hints and Videos

? What Should | Do?
e Help Me!

Hints: Enabled (1 - Try easier)

Not Logged In

Enforce SSL. Reset DB View Log View Captured Data

e

Video Tutorials

TIP: Click Hint and Videos
on each page

E Listing of vulnerabilities

* sudo docker run -d -p 80:80 -p 443:443 --name owasp17 bltsec/mutillidae-docker

Site :

* http://localhost/mutillidae
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Workshop

« EHMILDVWARRE T 5 > ABETHREE -
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) Q&A

service@shieldx.io
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