davisyou@ntu.edu.tw
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+ 12 ¥ Kali, OpenVAS

x [# = : Pfsense, Snort

+ =% % : Metasploitablez2, Win7(# 4= %) + Firefox, Win7( { #75%)
+ 33 8L 2 Scan

+ Nmap

+ OpenVAS

+ Metasploit
%* Ii%t”"v ;\3

+ Direct Attack ® 1z #

+ Client Side Attack * = =3 #

+ Privilege Escalation # " #& =
*  [F T SEE

x 7 L& pfsense

+ IPS: 12 Snort 3 |
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Kali 2019.04
172.30.1.2

172.30.1.3
\ =

Kali 2019.04
192.192.7.122

Pfsense
Snort
172.30.X.1

2 g

172.30.2.X

Public IP

Metasploitable2

172.30.2.100

Win7 g #7i%
172.30.2.102




VM % i

Pfsense 2.4.4 512MB
Kali 2019.04 1GB
Metasploitable2 1GB
WIn7 s 4= ik 1GB
OpenVAS 6.00 (Option) 2GB

+ VM FF ExF=F
+ | Moved It: # ¢ % { uuid & mac address
+ [ Copied It: ¢ % { uuid & mac address
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XIS
Vmware % 3% Z_

Bridge VMneto Boan b Layer2
e+
Host-only VMnet1 VMware 192.168.x.1 Yes No
Network

Adapter
VMnet1

NAT VMnet8 VMware 192.168.x.1 Yes Yes

Network
Adapter
VMnet8

VMnetX N/A N/A No No



% Yol
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TR ITFE G
Pfsense 4% 3% _

&

Hardware ::B;;Ege n Se
Device aummaty
-Memnry 512 ME
|:| Processors 2
E\Hard Disk (SCSI) 20 B
(") COJovD (IDE) Auto detect
% Mebwark Adapker MNAT
% Mebwork Adapter 2 Host-only
S Webwork Adapter 3 iCuskorn YMnekd)
USE Controller Present
c]t Sound Card Auto detect
L_IDisplay Auko deteck

WAN
LAN 1
LAN_2
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P

X1l o

Ptsense 3§ 2% T_

Metasploitable2
WIN7 gz )]kl

Kali
OpenVAS

Wirtual Machine Settings

Hardware  Options

Virtual Machine Settings

Hardware  Opkions

Device aummary
Elrﬂemn:ury 1 =R

|:| Processors 4

E=\Hard Disk (SC5T) &0 56

(Fe) CD,I'D'-J'D {IDE]I Auta detect
: Hosk-only
. LISE Cn:untrn:uller Present

c]t Sound Card Auto detect
L_IDisplary Auko dekect

Fde

Device

E=IMernary

I:I Processars
E=2\Hard Disk {5CST)
@ CD,I'D'-.-'D I[IDE]I

. USE Contraller
LI Display

aummary

2lz2 MB

1

& b

Auto detect

Custam (YMnek2)

Hosk-only
Present
Auta detect
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— Vivlware Metwork Adapter - &
= WMnett
- MR AR SHE IR MRS ¢ Tol L REFREEER P 2IE - §8 548

mi— B | ARIERE S IR S EIRR P 2E -
) BEIEE P {0}
@ fERT M8 1P ik (s):
e IP 4241y (192 168 92 . 1 |

| WEMEE EmE A

| P WMware Virtual Ethermet Adapter for WMnet1 .
$ERSE E(U): | 255 .255 255 . @ |
' 2 E(C).. | EEEEO ]
EEEEERTAIERO)
€3 Client for Microsoft Metwarks ~ | BENHT DNS fElAREILE)
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THFile and Printer Sharing for Microsoft Metworks _
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4 Microsoft LLDP HE R EREE =2
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sz - Kali
+ SSH

+ Login: root
+ Passwd: toor

+ VMWare VM

+ https://www.offensive-security.com/kali-linux-
vm-vmware-virtualbox-image-download/

* 1 E

+ Nmap
+ Metasploit
+ Netcat

Y :



s > - Kali
Metasploit
* F7 400t
+ systemctl start postgresql

+ systemctl enable postgresql
+ msfdb init

x B EC

+ msfconsole -q

%;\% e )‘é 10



Meterpreter Shell

* ?VE * 33 s
+ getuid
+ sysinfo
+ keyscan_start 424 RI4&FF 4
+ keyscan_stop 4% R4k &
+ screenshot
x B IR 48 2R

+ |-] stdapi_ui_desktop_screenshot: Operation failed: Access is

denied.
+ Windows p % & i¢ * RDPi# 4. i 4 # Console % » 2 ¥ #§
L

%%« »g, 11 NTU



+ OpenVAS

+ http://172.30.1.3/
+ Login: admin

+ Passwd: admin_openvas

+ Virtual Appliance Version: 6.0.0

+ https://www.greenbone.net/en/install_use_gce

%‘\%& % 2



Ky _7‘
TR :'—‘f v

P
Metasploitable

+ Metasploitable2
+ SSH

+ Login: msfadmin
+ Passwd: msfadmin

+ https://sourceforge.net/projects/metasploitable/
+ https://metasploit.help.rapid7.com/docs/metasplo
itable-2-exploitability-guide
+ Metasploitable3 %+ *
+ https://github.com/rapid7/metasploitable3

+ https://metasploit.help.rapid7.com/docs/setting-
up-a-vulnerable-target

Ho W : NTU



=
Windows 7
% Win7
x+ B 47 5% A & T # Patch
+ Console Login

+ Administrator Group
+ Login: user
+ Passwd: user
+ Not in Administrator Group
+ Login: test
+ Passwd: test

+ Firefox v28

%;\% e )g, 14
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A

gtumputer Management

P

Windows 7

i! Computer Managenent

File  Action ‘iew Help

&= 2= XRE = [HE

*' Computer Management {Local)
=l '[?& System Tools
@ Task Scheduler
Event Yiewer
72| Shared Folders
= %l Local Users and Groups
|| Users
[ @roups
@ Performance
sy Device Manager
= :ﬂ Starage
g2 Disk Management
_-:_'¢ Services and Applications

| Mame | Full Name
fq_,i.ﬁ.dministratnr

!+iGUESt

&test kesk

iuser

General Member OF | Frafile I

b ember of;

el Administratars

.
]

File  Action Wew Help

&= 2mRE = [ =

3. Compuker Management (Local)
= '[?j System Tools
@ Task Scheduler
2] Ewvent Yiewer
[| shared Falders
=] %ﬂ Local Users and Groups
|| Users
| Groups
@ Performance
=y Device Manager
= :ﬂ Skarage
k=7 Disk Management
_-:_a'{; Services and Applications

| Mame | Full Mame
!!.:.ﬂ.dministratnr

!!.:Guest

itest kest
H_’,':'r'user

test Properties

General  Member Of | Prafile I

Member of:
& Remate Desktop Users

%‘ Users

"i_" &) Firefox

Search ar enter address

\

Firefox

2.0
| Check for Updates I

About Mozilla Firefox

Firefaox is designed by Mozilla, a global cormmuanity warking
kogether to keep the Web open, public and accessible to all,

Sound interesting? Get involved!
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Scan

* NINap

+ nmap -Pn -A 172.30.2.100
+ S % :nmap_Metaspliable2. TXT
+ nmap -Pn -sC -sV -p 445 172.30.2.101

+ -Pn Treat all hosts as online (skip host discovery), & B 1
ip £ % ¥ & ping

+ -A OS detection + script scanning

+ -sV Service version scanning

+ -sC Scan using default safe scripts must be run with -sV
switch in order for the NSE scripts (--script default)

+ OpenVAS
+ Metasploit

Ho W : NTU



+ Firewall
+ Pfsense v2.4.4 p3
+ http://172.30.1.1/

+ Login: admin
+ Passwd: pfsense

+ https://www.pfsense.org/

%‘% - ,g, 17



7 < — IDS/IPS
Snort in pfsense
+ System > Package Manager

-

+ %€ 5 snort package

v snort

security 3.2.8.10 Snort is an opan source natwork intrusion preve

nition and detection system (0S/1PS). Combining the benafits of signature,
protocol, and anomaly-based inspection.

Package Dapendancies:

R snort-2.915 R barnyard2-1.13_1 TI%IEH&Z&: 29150 <2019/10/10)

+ Services > Snort > Global Settings
+ Enable Snort VRT= Check
+ Snort Oinkmaster Code=

+ Services > Snort > Update Rules
+ Update Rules

. ;\%,« )Y 18 NTU



Snort in pfsense
Install & Setup

+ Services > Snort > Interfaces
+ Interface= LAN 2
x Home Net= HomeNet Pass
+ External Net= default

+ Firewall > Aliases > IP
+ Name= HomeNet
+ Type= Network
+ Network=172.30.2.0/24
+ Services > Snort > Pass Lists
+ Name= HomeNet_ Pass
+ Assigned Alias= HomeNet

%;\% e )‘é 19



Snort in pfsense

+ /usr/local/etc/snort/snort.conf
+ /usr/local/etc/snort/rules/*.rules

%;\% e )‘é 20
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