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大綱 

 資安攻防平台架構 
 攻擊: Kali, OpenVAS 
 防守: Pfsense, Snort 
 受害: Metasploitable2, Win7(最初版) + Firefox, Win7(更新版) 

 弱點偵察 Scan 
 Nmap 
 OpenVAS 
 Metasploit 

 攻擊方式 
 Direct Attack 直接攻擊 
 Client Side Attack 用戶端攻擊 
 Privilege Escalation 權限提升 

 防守工具 
 防火牆: pfsense 
 IPS: 以 Snort 為例  
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資安攻防平台 
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 VM 開啟時 

 I Moved It: 不會變更 uuid & mac address 

 I Copied It: 會變更 uuid & mac address 
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VM 記憶體 

Pfsense 2.4.4 512MB 

Kali 2019.04 1GB 

Metasploitable2 1GB 

Win7 最初版 1GB 

OpenVAS 6.00 (Option) 2GB 



資安攻防平台 
Vmware 網路設定 

Mode VMnet 網卡 IP DHCP Internet 

Bridge VMnet0 目前上網 
網卡 

Layer2 N/A N/A 

Host-only VMnet1 VMware 
Network 
Adapter 
VMnet1 

192.168.x.1 Yes No 

NAT VMnet8 VMware 
Network 
Adapter 
VMnet8 

192.168.x.1 Yes Yes 

VMnetX N/A N/A No No 
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資安攻防平台 
Pfsense 網路設定 
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資安攻防平台 
Pfsense 網路設定 
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本機 Host 連線 LAN_1 設定 
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攻擊 - Kali 

 SSH 
 Login: root 

 Passwd: toor 

 VMWare VM 
 https://www.offensive-security.com/kali-linux-

vm-vmware-virtualbox-image-download/ 

 工具 
 Nmap 

 Metasploit 

 Netcat 
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攻擊方 - Kali 
Metasploit 

 初始化 

 systemctl start postgresql 

 systemctl enable postgresql 

 msfdb init 

 開啟 

 msfconsole -q 
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Meterpreter Shell 

 常用語法 
 getuid 

 sysinfo 

 keyscan_start  鍵盤側錄開始 

 keyscan_stop  鍵盤側錄結束 

 screenshot 
 若出現錯誤: 

 [-] stdapi_ui_desktop_screenshot: Operation failed: Access is 
denied. 

 原因: 
 Windows 目前正使用 RDP 連線. 僅支援 Console 登入之下擷
取螢幕. 
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攻擊方 
OpenVAS 

 OpenVAS 

 http://172.30.1.3/ 

 Login: admin 

 Passwd: admin_openvas 

 Virtual Appliance Version: 6.0.0 

 https://www.greenbone.net/en/install_use_gce 
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受害方 
Metasploitable 

 Metasploitable2 
 SSH 

 Login: msfadmin 

 Passwd: msfadmin 

 https://sourceforge.net/projects/metasploitable/ 

 https://metasploit.help.rapid7.com/docs/metasplo
itable-2-exploitability-guide 

 Metasploitable3 參考用 
 https://github.com/rapid7/metasploitable3 

 https://metasploit.help.rapid7.com/docs/setting-
up-a-vulnerable-target 
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受害方 
Windows 7 

 Win7 

 最初版本無任何 Patch 

 Console Login 

 Administrator Group 
 Login: user 

 Passwd: user 

 Not in Administrator Group 
 Login: test 

 Passwd: test 

 Firefox v28 
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受害方 
Windows 7 
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弱點偵察 
Scan 

 nmap 
 nmap -Pn -A 172.30.2.100 
 結果: nmap_Metaspliable2.TXT 
 nmap -Pn -sC -sV -p 445 172.30.2.101 

 -Pn Treat all hosts as online (skip host discovery), 若目的 
ip 無法回應 ping  

 -A  OS detection + script scanning 
 -sV Service version scanning 
 -sC Scan using default safe scripts must be run with -sV 

switch in order for the NSE scripts (--script default) 

 OpenVAS 
 Metasploit 
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防守 

 Firewall 

 Pfsense v2.4.4 p3 

 http://172.30.1.1/ 

 Login: admin 

 Passwd: pfsense 

 https://www.pfsense.org/ 
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防守 – IDS/IPS 
Snort in pfsense 

 System > Package Manager 

 安裝 snort package 

 

 

 Services > Snort > Global Settings 

 Enable Snort VRT= Check 

 Snort Oinkmaster Code= 

 Services > Snort > Update Rules 

 Update Rules 
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Snort in pfsense 
Install & Setup 

 Services > Snort > Interfaces 
 Interface= LAN_2 
 Home Net= HomeNet_Pass 
 External Net= default 

 Firewall > Aliases > IP 
 Name= HomeNet 
 Type= Network 
 Network= 172.30.2.0/24 

 Services > Snort > Pass Lists 
 Name= HomeNet_Pass 
 Assigned Alias= HomeNet 
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Snort in pfsense 

 /usr/local/etc/snort/snort.conf 

 /usr/local/etc/snort/rules/*.rules 
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簡報完畢 
謝謝 

21 


