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=13 =
RN ERSEMH
Alert: 330,000 FortiGate Firewalls Still Unpatched to CVE-2023-27997 RCE Flaw

$ python3 -m http.server
Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ...

$ nc -lnvp 1337
Listening on 0.0.0.0 1337

SHIELD ZXTREME

No less than 330,000 FortiGate
firewalls are still unpatched and
vulnerable to CVE-2023-27997, a
critical security flaw affecting
Fortinet devices that has come
ur)lcdler active exploitation in the
wild.

Cybersecurity firm Bishop Fox,
in a report published last week,
said that out of nearly 490,000
Fortinet SSL-VPN interfaces
exposed on the internet, about
69 percent remain unpatched.

CVE-2023-27997 (CVSS score:
9.8), also called XORtigate, is a
critical vulnerability impacting
Fortinet FortiOS and FortiProxy
SSL-VPN appliances that could
allow a remote attacker to
execute arbitrary code or
commands via  specifically
crafted requests.
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NIST Incident response

—a G 4
Containment

Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity

https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
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MITRE ATT&CK

- MITREZEEISFZRIAM - BT BETSEEZEMME - B8 - e
CVER & MBS R0 - DATTACKIERIT T3 E - Raliee2015%S
5 -

» ATTACKEZAEZRHEMITRERR h - NMEZEE B A&E’JTWLE@E—&E’JFE
g%%ﬁﬂbﬁ’\ﬁﬁﬂi EZEHEEDINABEE - WEERKIER DTN BTRE

- LEITNEZRASLDENERZER
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MITRE ATT&CK

MITRE ATT&CK Matrices  Tactics ¥  Techniques ¥  Mitigations ¥  Groups  Software = Resources ¥  Blog(Z  Contribute

ATT&CK Matrix for Enterprise

Privil Credential C d and
Initial Access Persistence 4 °‘,’e Defense Evasion - Discovery Lateral Movement | Collection SIMSIEEE Exfiltration Impact
Escalation Access Control

Drive-by ) Access Token Access Token Account ) ) ) Commonly Used Automated Account Access
: AppleScript .bash_profile and .bashrc ; < : ) ) Account Discovery AppleScript Audio Capture =
Compromise Manipulation Manipulation Manipulation Port Exfiltration Removal
Exploit Public- Application Communication
P Ay Accessibility R g A Application Window op Automated .
Facing CMSTP Accessibility Features Binary Padding Bash History A Deployment ) Through Data Compressed Data Destruction
R Features Discovery Collection s
Application Software Removable Media
Component Object
External Remote ~ Command-Line ) Browser Bookmark P ) - Data Encrypted
) Account Manipulation AppCert DLLs BITS Jobs Brute Force ) Maodel and Clipboard Data Connection Proxy = Data Encrypted
Services Interface Discovery R for Impact
Distributed COM
Data from Custom
Hardware ; ” Bypass User Account Credential Domain Trust Exploitation of : Data Transfer Size
» Compiled HTML File AppCert DLLs Applnit DLLs , ) ) Information Command and . Defacement
Additions Control Dumping Discovery Remote Services 2 Limits
Repositories = Control Protocol
Replication
P Component Object 2 o R : - Custom «
Through Model and Appinit DLLS Application Clear Command Credentials from  File and Directory Internal Data from Ciybiographic Exfiltration Over Disk Content
Removable Shimmin Histo Web Browsers Discover Spearphishin Local System Alternative Protocol Wipe
' Distributed COM s e = Sy e y Protocol = P
Media
’ Data from Exfiltration Over
Spearphishing s . , Bypass User Credentials in Network Service " " Disk Structure
Control Panel items  Application Shimming CMSTP ) » Logon Scripts Network Data Encoding Command and i
Attachment Account Control Files Scanning 5 Wipe
Shared Drive Control Channel
A Data from Exfiltration Over , _
Spearphishing Dynamic Data e DLL Search Order o Credentials in Network Share : Endpoint Denial
) Authentication Package S Code Signing . . Pass the Hash Removable  Data Obfuscation Other Network )
Link Exchange Hijacking Registry Discovery . : of Service
Media Medium
Exploitation for
Spearphishin: Execution through Exfiltration Over Firmware
p‘ P i 9 9 BITS Jobs Dylib Hijacking = Compile After Delivery Credential Network Sniffing Pass the Ticket Data Staged Domain Fronting X . X
via Service API Physical Medium Corruption
Access
Elevated Domain
Supply Chain Execution through ) S ! < X Forced Password Policy Remote Desktop Email ! Inhibit System
i Bootkit Execution with Compiled HTML File N . X Generation Scheduled Transfer
Compromise Module Load Authentication Discovery Protocol Collection - Recovery
Prompt Algorithms

SHIELDZXXTREME https://attack.mitre.org/



MITRE ATT&CK

» SEZEATERRCyber Kill_ChainAFEA8[E - EARIIREIGRIVBEE D - FIERE
ijﬂ\#ﬁﬂﬁlﬁ S ﬁﬁbﬁ%%mﬂﬁl%%ﬁl - AU - Zﬁ%%%ﬁﬂ—%#ﬁﬁ%%}%?/ﬁ

- MITREIZHRATT&CKIEZ: - 28 ARHEABOIEERRENIER - MMEEAMNE 7 - DL AR
HHR - MIT ~ FHEBRK - EIREA - BHEBIR - /EFEI - HFHEIR EORE) - IWE -
Bi% - mp B ~ HE - H12IBE TSRS (Tactics) - Al /33018 f1(Techniques) -

Initial Access
Execution
Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Collection
Exfiltration

MITRE Command and Control

https://www.anomali.com/resources/what-mitre-attck-is-and-how-it-is-useful

5= . MBASSHNN RRESEE

ﬂlll’

BN . EARFEmilgGEEER
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https://www.anomali.com/resources/what-mitre-attck-is-and-how-it-is-useful

MITRE ATT&CK

R I HEB(ES T - AU NERFIAETRE - 2EH— §F<7|‘|:7|<§L%
TLEE A L IBZ P E FBRYR %éﬂ?% U HE 25 48 B8 — BN RV B T2 SR AR 0 Bl B RUPE B

A%ﬁﬁ’ﬁ =7 ' MedB@REL - RBERER - o] DIERERGR ZE’E\E_E#E’J
EE‘ o

« OJHAIR :
o BRI
- BLBIEH
o SRR 5 B A BA AT Bl AR
o FHEHELZE T RERGA
- APT1E#E (Adversary Emulation)

https://attack.mitre.org/resources/getting-started/
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https://attack.mitre.org/resources/getting-started/

MITRE ATT&CK

+ PP ERZKRELFEMAATTACK - EXFATEEMTPEMATTACK - DUE
REEFPERRERBAENGS -
« 2018F11H - MITREXx T /¥ —IBEATT&CKEF1E ( ATT&CK Evaluations ) RIETE

8 HFT7TXRFEESLE . Gl#ECarbon Black ~ CounterTack * Crowdstrike
Endgame * & - RSAE2SentinelOne -

Y Transparency in both process and results

ATT&CK " Evaluations

Read Methodology »

CarbonBlack.  []SoSEcURE

https://attackevals.mitre.org/ https://attackevals.mitre.org/APT3/results/paloaltonetworks/
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https://attackevals.mitre.org/
https://attackevals.mitre.org/APT3/results/paloaltonetworks/

MITRE ATT&CK

« PRE-ATT & CKFIATT &CK Enterprise

Recon

Weaponize

PRE-ATT&CK

Priority Definition
Planning, Direction
Target Selection
Information Gathering
Technical, People, Organizational
- Weakness Identification
Technical, People, Organizational
Adversary OpSec
Establish & Maintain Infrastructure
Persona Development
Build Capabilities
Test Capabilities
Stage Capabilities

SHIELD ZXTREME

N

SRR (kill ChainsoZEL TS5

Maintain

ATT&CK for Enterprise

Initial Access
Execution

- Persistence

Privilege Escalation
Defense Evasion
Credential Access
Discovery

Lateral Movement
Collection

Exfiltration

Command and Control
Impact

B4 . https://attack.mitre.org/resources/pre-introduction/



MITRE ATT&CK-Models

o ATTRCKIEHR O] DI BTN KREN D - 72 BIZPRE-ATT&CK ~ EnterpriseZZiMobile -
ICS -

-PRE-ATT&CKEZR F REWERIEFE - HRIE N A 15EEREIEE:
-Enterprise 218 BiSM B AR #@E(Linux, macOS, Windows)
-MobileHI 2t ¥ 1TE = PTEE E (Android, i0S)

-ICSEH# TR BRI TR

MITRE ATT & CK/JV&l58

" RIEMITRERVERER - ATT & CKE2E IR E tt 57 ER I A9 ¥4 3 55 it B2 4% i 0 588
E - HPABAdversarial - KREMMENNEE - METETacticsE
Technical - 7RI REFIRANERERlTFE - MCEKAIZCommon
knowledge - RBR 7 EFE—EEAIEE -
SHIELD :(TREME £EEBL | https://www.ithome.com.tw/news/131274



MITRE ATT&CK- Enterprise@;fliZtBg(Tactics)

- AMME¥HA(Initial Access) : WEEEA(HBEN)TENET—F
« #1T(Exection) : MITHERED

« FE B K (Persistence) : #E15 2B

- #EPBRIEF(Privilege Escalation) : VG & # - E S8R

. BEiEEEJEH%(Defense Evasion) : &R E53IR

- B 1ZH(Credential Access) : BEUSIRIRZR 15

SHIELD ZXTREME



MITRE ATT&CK- Enterprise@;fliZtBg(Tactics)

- ZRENEEIR (Discovery) : BT EAFRIRIE

- 'E[@TZF(Lateral Movement) : Z R EZ BRI

« W& (Collection) : INERBIERS E R

« 2% (Exfiltration) : A &R

« anZEAIZEFHI(Command And Control) : 3548 E1EH| 2 A Bt 28
« HE(Impact) : HEEISHHIERX

SHIELD ZXTREME
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e

MITRE | ATT&CK"

PRE-ATT&CK "
Enterprise ~
Initial Access v
Execution v
Persistence v
Privilege v
Escalation
Defense v
Evasion
Credential v
Access

TECHNIQUES

I]I

L J M Pass the Hash, Technique T107

Cc O

Discg
Lateral
Movement

AppleScript
Application
Access Token

Application
Deployment
Software

Component
Object Model and
Distributed COM

Exploitation of
Remote Services

Internal
Spearphishing

@ attack.mitre.org

Matrices Tactics ~ Techniques ~ Mitigations ~ Groups Software Resources ~ Blog &' Contribute

od of authenticating as a user without having access to the

user's cleartext password. This method bypasses standard authentication steps that require ID: T1075
a cleartext password, moving directly into the portion of the authentication that uses the Tactic: Lateral Movement
password hash. In this technique, valid password hashes for the account being used are Platform: Windows
captured using a Credential Access technique. Captured hashes are used with PtH to System Requirements: Requires
authenticate as that user. Once authenticated, PtH may be used to perform actions on local Microsoft Windows as target system

or remote systems. Data Sources: Authentication logs

Windows 7 and higher with KB2871997 require valid domain user credentials or RID 500 CAPEC ID: CAPEC-644

administrator hashes. [ Contributors: Travis Smith, Tripwire

Version: 1.0

Created: 31 May 2017
oo /4= Last Modified: 18 July 2019
B il
Procedure Examples

Name Description

The APT1 group is known to have used pass the
APT28 has used pass the hash for lateral movement.['"]

e

APT32 has used pass the hash for lateral movem

Cobalt Strike can perform pass the hash.!

Empire Empire can perform pass the hash attacks.!”!

B fs

IGHT HOPLIGHT has been observed loading several APIs as d with Pass the Hash. [

© mmEm=




MITRE ATT&CK- &8

« User enumeration
-cat /etc/passwd
-cat */?77?wd

- Group enumerate
-cat /etc/group

« System Enumeration
-uname -a

 User Privilege enumeration
-sudo -

SHIELD ZXTREME



MITRE ATT&CK- &3 (&)

« User enumeration(T1087 Account Discovery)
-cat /etc/passwd
-cat */??7??wd

« Group enumerate(T1087)
-cat /etc/group

« System Enumeration(T1082 System Information Discovery)
-uname -a

 User Privilege enumeration(T1033 System Owner/User Discovery)
-sudo -

SHIELD ZX{TREME
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MRREZFAEZEARNER > BEIZUTHE:

« IRBEREMLEA ?

« IRBEFIEMLESIE ?

s MBENDMRESRES ?
- REEREMLES LT, ?
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- People - Policies -Tools - Training _l S‘ \ N S

Prepa ration - Notes - Procedures - Mgt Tng -Jump Bag
- Relationships - Coms plan f ™
- Awareness - Alert Early - Primary IR Handler - Unusual Files — I I I C I d e I I t
Identificati - Need to Know - Use OOB Comms - Passive monitoring - Analyze Logs L
entirication - Unusual processes - New Accts / Privs - Odd Sch Tasks - Chain of Custody |
- Response 6
- Stop Bleeding - Short-term - Back-up - Long-term

- Memory Captures - Adjacent Host Logs - Patch Exploited Vuln(s)
- ChgPswds Kill Backdoors

- Categorize Criticality - Sensitivity - Document Actions
Containment - Notify Mgt Asgn Primary IRH - Low Profile - Infected Vlan
- Remove LAN Cbl - FW/IDS Filters - ISP coord - Forensic Images S e p S

- https://www.sans.org/m

- Del Artifacts - Root Cause - Restore Back-up - Remove Malware . . .
Eradication — - ApplyAll Patches - Addl FW / IDS Filters - Chg DNS Names - Rescan network — ed Ia/ SCO FE/ 504-incident-
- Black Hole IP’s Seek other Host footholds - Wipe/Format/Rebuild

P Fomuem Retns response-cycle.pdf

R - Return to Ops - Test /Doc Baseline - Move to Production (Approval)
ecovery - Monitor (signs/shells/artifacts/events) - Script searches for attacker artifacts
- Document Incident - Immediately upon recovery Phase - Assign to on-Scene IRH
Lessons Learned - All affected parties review / comment on draft - Reach Report Consensus L
- Finalize Report - Provide Exec Summary - Address Process not people J

- Seek Required Changes - Seek Funding - Update Procedures
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AJREm AL TS

« SIEM

« Honeypot
« IDS/IPS

« NDR

« NGFW

e PC
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Wlndows / Linux B9
H &5 E B+ ?




Where

Is the Log ?

« Windows
« \Windows\System32\winevt\Logs\

* Windows IIS
» \inetpub\logs\LogFiles

e Linux
 /var/
 /var/
 /var/

og/
log/auth.log or /var/log/secure

log/cron.log or /var/log/cron

 /var/

SHIELD Z{TREME

log/apache2/access.log
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G IN
2B A SRR

T P BRI (BRISREY )
BT 3%

3 WA Z2 18 FR AR I R 5%
HeEERYE ( PIRE/EZEARD)

- NRSAEHE BiRmEE NMEREE AR DM

o H=E e

I8

I HIEBCIDS - AETAREES 1T

e BLE T HIE(E 2 Process && Netstat ET M
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T EL e N BV R 52

#HEUIEB
Host / Server
Edge Switch B
Edge Switch Edge Switch Edge Switch
Core Switch Board Router |
g’
Router Core Router —
Core Switch Router
i@ifg 1'/’%14: %E @ Board Router
PR or AR IDS /IPS /IDP — EH11E=(
A 2R 1R HEDH — REEZC Core Router
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Wireshark

Fie Edt View Go GCapture Analyze Statistics Telephony Tools Internals Help

Peoameg BRXZ A+*+9dTF L Qeaen FBm% B

Filter: E] Expression... Clear Apply Save

The World's Most Popular Network Protocol Analyzer

- e
Wl RES HARK Version 1.10.2 (SVN Rev 51934 from /trunk-1.10)
. Filese N  Online |

Interface List =) Open Website

e Live fist of the capture interfaces Open a previously captured file Visit the project’s website
(counts incoming packets)

>

Open Recent: User's Guide

E:\challengel\winserver (17 MB) The User’s Guide (local version, # installed)
E:\Users\chingshiung ... ds\0a86bb6b38dc2687bc20fd6b587f5bac.pcap [not found]

&

A Start

Choose one or more interfaces to capture from, then Start

e Security
EmE
E\ ;tha @ Samp|e Captures 0 Work with Wireshark as securely as possible
o EREESR A rich assortment of example capture files on the wiki
] Bluetooth E3E =R E
o EmES3 2

i SnEnER3

% VMware Network Adapter VMnet8

| =aEnEg2
Capture Options

Start a capture with detaded options

Capture Help

@ How to Capture
Step by step to a successful capture setup

Network Media

0 Specific information for capturing on:
Filoemaa ven AR
lnad ar capture No Packets

SHIELD :(TREME L] Web | https://www.wireshark.org/



https://www.wireshark.org/

Wireshark

/e Capturing from Ei%#5

[Wireshark 1.129 (v1.12.9-0-gfadb421 from master-1.12)]

SHIELD ZXTREME

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
OO dm BEXZ QAT L IBEE QA #$8W % B
Filter: Expression... ] :

No. Time Source Destination Protocol Length Info A~
AVUY JO, JLoLUoU NEv IELLFE _dbL . U. 2 Dl uduL d> L M Uv WU 11d> LU V. UV, L7 | . i U L R O PR O I B
307 58.5590820 HewlettP_f9:7f:cc Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.3
308 58.9908550 HewlettP_03:79:24 Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.2
300 59.4667610 HewlettP_a8:5e:¢c4 Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.4
310 59.5282210 HewlettP_al:cd:b2 Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.5
311 59.5590710 HewlettP_fS9:7f:cc Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.3
312 60.0003730 HewlettP_03:79:24 Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.2
313 60.4669800 HewlettP_a8:5e:¢c4 Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.4
314 60.5282870 HewlettP_al:cd:bh2 Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.5
315 60.5591490 HewlettP_f9:7f:cc Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.3
316 61.0007220 HewlettP_03:79:24 Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.2
317 61.4667140 HewlettP_a8:5e:¢cd4 Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.4
318 61.5283200 HewlettP_al:cd:bh2 Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.5
319 61. 5598110 HewlettpP_f9:7f:cc Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.3
320 61.7933580 ExtremenN_6d:3c:e9 Broadcast ARP 60 who has 10.0.0.587 Tell 10.0.0.
321 61.94232100.0.0.0 25825200290 DHCP 580 DHCP Discover - Transaction ID O
322 61.9997860 HewlettP_03:79:24 Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.2
323 62.4667880 HewlettP_aB:5e:c4 Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.4
324 62.5283420 HewlettP_al:cd:b2 Broadcast ARP 60 who has 10.0.0.17 Tell 10.0.0.5




Tshark

« 2—E command - line W B3 IEEREE - (RO LUEBIE —EETIIERNEE X
A7 - Tshark [REMEZRE A pcapng - AT _E O] LB Wireshark K EAth
HEDTEREEFRfER -

GET STARTED OBTAIN PCAP ANALYZE PCAP ADVANCED TOPICS

P [#' Edit Pcap
ome
/——L a5 Capture Pcap }ﬁ
)

( A SharkFu ]

I
Il Pcap/ng |
vz
- o B Export Files J &% Share Results J
earch Pcaps

© Analyze

{ #%s Start Here

lat Generate Pcap

P Next Steps

SHIELD ZXTREME



Tshark

& so 3 P LE 71 o] Ui e 3 & HiIE10 AR ethO fiE
tshark — D tshark -1 ethO -a duration:10

# tshark # tshark etho duration:10
Running as user "root" and group "root". This could be da Running as user "root" and group "root". This could be dangerous.
eth@ Capturing on 'eth@'
any ** (tshark:13030) 11:20:42.220096 [Main MESSA —-- Capture started.
lo (Loopback) **% (tshark:13030) 11:20:42.220144 [Main V ¢ -— File: "/tmp/wireshar
bluetooth-monitor 1 0.000000000 10.211.55.15 - 10.211.55. 286 Server: Encrypted p
nflog 2 10.211.55.2 -» 10.211.55. 66 60912 - 22 [ACK] Seq
nfqueue 85401954 TSecr=2834282737
dbus-system 3 0.516881768 10.211.55.15 10.211.55. 334 Server: Encrypted p
dbus—session 4 0.517156231 10.211.55.2 10.211.55. 66 60912 - 22 [ACK] Seq
. ciscodump (Cisco remote capture) 85402471 TSecr=2834283254
. dpauxmon (DisplayPort AUX channel monitor capture) 5 1.059178584 10.211.55.15 - 10.211.55. 334 Server: Encrypted p
randpkt (Random packet generator) 6 1.059520881 10.211.55.2 10.211.55. 66 60912 - 22 [ACK] Seq
sdjournal (systemd Journal Export) 85403014 TSecr=2834283796
sshdump (SSH remote capture) 7 1.602229848 10.211.55.15 10.211.55. 334 Server: Encrypted p
. udpdump (UDP Listener remote capture) 8 1.603265325 10.211.55.2 10.211.55. 66 60912 - 22 [ACK] Seq

e ethO =11 H
tshark -1 ethO -w /root/output_file.pcap

# tshark —-i eth@ /root/output_file.pcap
Running as user "root" and group "root". This could be dangerous.
Capturing on 'eth@'

1.
2.
3.
4.
5.
6.
7.
8.

** (tshark:16242) 11:33:33.968174 [Main MESSAGE] -- Capture started.
** (tshark:16242) 11:33:33.968219 [Main MESSAGE] -- File: "/root/output_file.pcap"
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Tshark Capture CheatSheet

tshark -1 2

tshark -1 2 -a duration:10

tshark -1 2 -w output_file.pcap

tshark -1 wlan0 -Y http.request -T fields -e http.host -e http.user_agent

tshark -1 wlan0 -f "src port 53" -n -T fields -e dns.gry.name -e dns.resp.addr

tshark -1 wlan0 -f "src port 53" -n -T fields -e frame.time -e ip.src -e ip.dst -e
dns.gry.name -e dns.resp.addr

tshark -i wlanO -Y 'http.request.method == POST and tcp contains "password"" |
grep password
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TCPDump

TCPDump o] LUE 8 1a < R A i A8 5 5 &

tcpdump version 4.99.1
libpcap version 1.10.1 (with TPACKET_V3)
OpenSSL 3.0.4 21 Jun 2022
Usage: tcpdump [-AbdDefhHIJK1LnNOpgStuUvxX#] [ -B size ] [ -c count ] [--count]
[ -C file_size ] [ -E algo:secret ] [ -F file ] [ -G seconds 1|
L interface ] [ ——immediate-mode ] [ -j tstamptype ]

secret ] [ ——number ] [ ——print ] [ -Q in]out]|inout ]

file ] [ -s snaplen ] [ -T type ] [ —-version ]

file 1] [ -w file ] [ -W filecount ] [ -y datalinktype ]
[ ——time-stamp-precision precision ] [ ——micro ] [ --nano |
[ -z postrotate-command ] [ -Z user ] [ expression ]
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TCPDump

- 14t ethO E1THIER
-tcpdump -1 ethO

- #1%f Port 22
-tcpdump -1 ethl port 22

- FHE
-tcpdump -1 ethl -w /tmp/packet.pcap
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TCPDump Capture CheatSheet

tcpdump -1 any

tcpdump -i ethO

tcpdump -1 ethO -c 10
tcpdump -D

tcpdump -1 ethO -w tcpdump.txt

tcpdump -1 ethO -c 10 -w tcpdump.pcap tcp

tcpdump -1 ethO port 80
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TCPDump Capture CheatSheet

tcpdump host 192.168.1.100
tcpdump net 10.1.1.0/16
tcpdump src 10.1.1.100
tcpdump dst 10.1.1.100

tcpdump http

SHIELD ZXTREME



\\

S R BT

HRTERERTERRS « RIEABRI




- &

SEAveS
-Ben/ U ER
-BEEINBMG

SHIELD ZXTREME

-IP
-Domain
-Url
TR

s
AR/ B /Y
TR
68 Bt 0 AT

-Domain
-Url
AT5



DITIEER

« =T Hash Value
« BR[O AH
R =ESES

MR~ EHE - BE
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Al B EIET-1

€ Ransomware T —

0Ooooops All Your Files Are Encrypted ,NoCry

Can I Recover My Files ?

Yes, You Can Recover All Your Files Easily And Quickly

\ AUfffRansomware / S

‘ ' Send The Required Amount And

I Will Send The Key To You For Decryption

sur files will be loston :

See You Soon (0_0)

Obitcoin

Send $100 worth of bitcoin to this address:

[1LHaSk425DzE0R6d Tat6acéwkoKnQ4iViwK
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%%EU:U%*EDEEC-Z

¢ Virus
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B EE-3

€ Rootkit

- o4 User Mode#] Kernel Mode

- BASERATEI
- BEEINAZ R ERIR

=

Y

0‘-/

4
®aggan
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USER32.DLL

NTDLL.DLL

User Mode
Kernel Mode
Executive Service Routines
Windows Subsystem o - o
(win32k.sys) SEinty|) = o/l Kide AnalEp e Object | Cache |Memory | Executive
Reference| Thread ey Manager | Manager | Manager | Manager
Monitor | Manager| Manager 9 9 9 9
1/0
Manager
Thread Scheduling Interrupt/Exception Multiprocessor Kernel
Dispatching Synchronization
Hardware Abstraction Layer HAL




E%EUIU\I%\*EEE-4

€ Trojan
c MERIERETL
- K22 (Downloader)
BAECAC - Keyloggerf#z BN Z & A E 5
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%%HUIU\I%\*EEC-S

¢ Backdoor

. )
V| \.‘ 2y ‘

Jo il

I-.. e

/— \\
. / \
// :
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%ﬁ?ﬂ]lp\%*ﬂﬁ'G

¢ Keylogger

O EIEHE RS E T A
. BIEAEEN =

. BRI ="
. S5 SR (0o
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B ETEIN-T

=11 g

¢ DNS tunnel
- BEDNSHEBZEER
- AFZE1E
- Sub-domainE4& Rl

N
il

/4

e

DNS tunnel b #& 4
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response
response
0x4b64 A
0x5948 A
response
response
ox96al A
Oxa897 A
response
response
Oxeeba A
ox13af A
response
response

ox40f4 A api.9.hicloud.hlnet.net A 255.255.255.255

0x54a5 A api.9.hicloud.hlnet.net A 255.255.255.255
www.994.hicloud.hlnet.net

www.994.hicloud.hlnet.net

0x5948 A www.994.hicloud.hlnet.net A 8.8.8.8

0x4b64 A www.994.hicloud.hlnet.net A 8.8.8.8
post.57696e64617773204950204361T6e6669677572617469616e0d.hicloud.hlne..
post.57696e646177732049502043616€6669677572617469616e0d.hicloud.hlne..
0xa897 A post.57696e646177732049502043616e66696775726174696f6e0d.hic..
0x96al A post.57696e646177732049502043616e66696775726174696F6€0d.hic..
post.0a0d0and0ads5746865726e6574206164617074657220457468 . hicloud.hlne..
post.0a0d0avdvad5746865726e6574206164617074657220457468.hicloud.hlne..
ox13af A post.0a0d0a0d0ad5746865726e6574206164617074657220457468.hic..
Oxeeba A post.0a0d0and0ad5746865726e6574206164617074657220457468.hic..

vhe,
P
sy
e
o5

IE®DNS

g

REETHK



o !l B A TL-8

€ Advanced persistent threat (APT) Attack
- WEHFE R
- REFEAER I Z @R

- BN EEREE ﬁ[
c;;;rver

S—
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Process Explorer

M A Process Explorerik i o] st K2 E=HIRE T
- %38 FlashPlayerexell Rz = + 21U E 7T Adobery FlashPlayer.exe®Z =

¥ Process Explorer - Sysinternals: www.sysinternals.com [WIN-992HE59MJBS\Administrator] (Administrator)

R I [ Ml

File Options View Process Find Users Help

FRLIERIE RN Y]

LU

Process CPU  Private Bytes Working Set ~ PID Description Company Name Verified Signer
[mf svchost.exe 2,256 K 8,516 K 1828 Host Process for Windows S... Microsoft Corporation (Verified) Microsoft Windows Publisher
\—| [mvm3dservice.exe 1468K 6,184 K 1864 VMware SVGA Helper Service VMware, Inc. (Verified) VMware, Inc.
[mvm3dservice.exe 1,596 K 7,304 K 1208 VMware SVGA Helper Service VMware, Inc. (Verified) VMware, Inc.
[m7 VGAuthService.exe 2,708 K 10,780 K 1872 VMware Guest Authenticatio... VMware, Inc. (Verified) VMware, Inc.
mvmtoolsd.exe <0.01 9516 K 22,552 K 1888 VMware Tools Core Service VMware, Inc. (Verified) VMware, Inc.
[m|wims.exe 652K 3,360K 1972 Windows License Monitoring ... Microsoft Corporation (Verified) Microsoft Windows
[m7 dllhost.exe 3,704 K 12,976 K 2448 COM Surrogate Microsoft Corporation (Verified) Microsoft Windows
&}x. msdtc.exe 2,780K 9,860 K 2556 Microsoft Distributed Transac... Microsoft Corporation (Verified) Microsoft Windows
[me svchost.exe 4,392 K 19,908 K 2732 Host Process for Windows S... Microsoft Corporation (Verified) Microsoft Windows Publisher
[m|Isass.exe 5872K 14,988 K 664 Local Security Authority Proc... Microsoft Corporation (Verified) Microsoft Windows Publisher
[m7 csrss.exe <0.01 2,504 K 9,760 K 536 Client Server Runtime Process Microsoft Corporation (Verified) Microsoft Windows Publisher
= (W7 winlogon.exe 1,980K 9,992 K 612 Windows Logon Application  Microsoft Corporation (Verified) Microsoft Windows
[mdwm.exe 0.74 62,600 K 181,908 K 904 Desktop Window Manager Microsoft Corporation (Verified) Microsoft Windows
= explorerexe 0.74 66,180 K 175,268 K| 932 Windows Explorer Microsoft Corporation (Verified) Microsoft Windows
mvmtoolsd.exe <0.01 16,824 K 41616 K 3936 VMware Tools Core Service ~ VMware, Inc. (Verified) VMware, Inc.
[ Autoruns.exe 10,628 K 29,488 K 2584 Autostart program viewer Sysinternals - www.sysinter... (Verified) Microsoft Corporation
‘% SnippingTool.exe 6.62 4,028K 30,788 K 2312 Snipping Tool Microsoft Corporation (Verified) Microsoft Windows
& tcpview.exe <0.01 4,196 K 232200 K 1996 Sysinternals TcpView Sysinternals - www.sysinter... (Verified) Microsoft Corporation
\—| i Procmon.exe 4,920K 19,064 K 3716 Process Monitor Sysinternals - www.sysinter... (Verified) Microsoft Corporation
E§ Procmon64.exe <0.01 65,692 K 47656 K 1408 Process Monitor Sysinternals - www.sysinter... (Verified) Microsoft Corporation
. Taskmgr.exe <0.01 10,568 K 46,216 K| 1884 Task Manager Microsoft® Windows® Oper... (Verified) Microsoft Windows
‘,}'J procexp.exe 5,808 K 10,836 K 684 Sysmternals Process Explorer Sysmternals WWW. sysmter . (Venﬁed) Mlcrosoft Corporatlon
074 23152 K 46,068 K 1940 S
936 K 3,928 K
702 K 3,
conhost.exe 5,188 K 10,644 K 4028 Console Window Host Microsoft Corporation (Verified) Microsoft Windows
S H I E L D -(T R E M E | mjreg.exe 792K 3,256 K 4084 Registry Console Tool Microsoft Corporation (Verified) Microsoft Windows
- conhost.exe 5,188 K 10,720K 4092 Console Window Host Microsoft Corporation (Verified) Microsoft Windows




Process Explorer

- 3538 Process Explorerp A iE 4R &5

oI LAE TCP/IPRIMUEBR RN 268 S E 2 S E Aias
IRAETIEER] 172.123.124.125:8080 -

E FlashPlayer.exe:3672 Properties 0
Image Performance Perfor ce Graph Disk and Network GPU Graph Thveaduvily Environment Job  Strings
[ Resolve addresses

Prolocol _Local Address Remote Addres: Slale

= —
ITCP win-992he59mjbs .. 172.123.124.125:8080 SYN_SENT I

= ¥ procexp.exe I 5 ARG K
(J7 procexp64 exe Window

| # [FlashPlayer exe Set Affinity.. |

« " tcpview.exe

—| [mE|reg.exe Set Priority 5
— ﬁconhost.exe Kill Process Del
- Eéeij:sost_exe Kill Process Tree Shift+Del
CPU Usage: 9.42% Comn  restart
Suspend
Create Dump N
Check VirusTotal
Properties...
Search Online... Ctrl+M E—
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Autoruns

FFAutorunsEL B AL R 2 EBRRNT - RAASHEERAEE

EIEFEWR T - PRSI EAutorunsE R LB EEINHNES

e servlces.Ink2 o] &2z - ol LIE—T oM

B Autoruns - Sysinternals: www.sysinternals.com (Administrator) [WIN-992HES9MJBS\Administrator]

File Search Entry User Options Category Help

0 —{E 75

= ] ‘ O ID /O & [E Iﬂ X ’9 Quick Filter
% WinLogon Winsock Providers @ Print Monitors @ LSA Providers & Network Providers = WMI
B Everything 8 Logon = Explorer & Internet Explorer 2 Scheduled Tasks - Services & Drivers E7 Codecs o2 Boot Execute [ Image Hijacks
Autoruns Entry Description Publisher Image Path Timestamp

B HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

[VI@VMware User Process VMware Tools Core Service
: HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot\AlternateShell

- cmd.exe (Verified) Microsoft Wi... C:\Windows\system32\cmd.exe
& HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\AlternateShells\AvailableShells

[v]™ 30000 Windows Command Proce... (Verified) Microsoft Wi... C:\Windows\system32\cmd.exe
B HKLM\SOFTWARE\Microsoft\Active Setup\Installed Components

"n/a Microsoft .NET IE SECURIT...

(Verified) VMware, Inc.  C:\Program Files\VMware\VMware Tools\vmtoolsd.exe

Windows Command Proce...

(Verified) Microsoft C...  C:\Windows\System32\mscories.dll

B HKLM\SOFTWARE\Wow6432Node\Microsoft\Active Setup\Installed Components
(Not Verlfled) Microso... C\Program Files\Windows Mail\WinMail.exe

C:\Windows\System32\mscories.dll

1 Microsoft Windows
[V]“ n/a

Windows Mail

Thu May 26 11:25:35 2022
Tue Aug 31 03:00:32 2021
Thu May 26 11:20:08 2022
Sat Jul 16 06:18:48 2016
Sat Jul 16 06:24:09 2016
Sat Jul 16 06:18:48 2016
Sat Jul 16 06:24:12 2016
Sat Jul 16 06:18:08 2016
Sat Jul 16 06:24:08 2016
Sat Jul 16 06:19:58 2016
Sat Jul 16 06:18:08 2016

C \Users\Admmlstrator\AppData\Roamlng\M|crosoft\W|ndows\Start Menu\Programs\Startup
V] ™= services.Ink (Not Verified)

C:\Users\Administrator\AppData\Local\Temp\serv1ces.exe

Thu Sep 22 17:13:54 2022
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TCPView

« MAHTCPView#k t ol RV B AR T2 T

- =ImIP 10.2.70.2:5432
- =ImIP 10.2.70.2:9000

SHIELD ZXTREME

«" TCPView - Sysinternals: www.sysinternals.com

File Edit View Process Connection Options Help

ClO|ER|@| 4 1cPva 61cPve | 4 uppval b uppve | P |2 search

Process Name Process ID Protocol State Local Address Local Port Remote Address Remote ... Create Time Module Name
! sychost.exe 804 TCP  Listen  0.0.0.0 135 0.0.0.0 0 10/11/2022 1... RpcSs

B! System 4 TCP Listen 192.168.236.136 139 0.0.0.0 0 10/11/2022 1... System

= wininit.exe 524  TCP  Listen 0.0.0.0 49664 0.0.0.0 0 10/11/2022 1... wininit.exe
B! sychost.exe 76  TCP  Listen 0.0.0.0 49665 0.0.0.0 0 10/11/2022 1... Eventlog

B! sychost.exe 1064 TCP  Listen 0.0.0.0 49666 0.0.0.0 0 10/11/2022 1... Schedule
mspoolsv.exe 1692 TCP  Listen 0.0.0.0 49667 0.0.0.0 0 10/11/2022 1... Spooler

B services.exe 656 TCP  Listen 0.0.0.0 49668 0.0.0.0 0 10/11/2022 1... services.exe
= svchost.exe 1064 TCP  Establi.. 192.168.236.136 49669 20.198.162.76 443  10/11/2022 1... ProfSvc

2! |sass.exe 664 TCP  Listen 0.0.0.0 49671 0.0.0.0 0 10/11/2022 1... Isass.exe

~ explorer.exe 932 TCP Establi... 192.168.236.136 49672 20.198.162.76 443 10/11/2022 1... explorer.exe
B! sychost.exe 1064 TCP  Establi.. 192.168.236.136 49677 20.197.71.89 443 10/11/2022 1... ProfSvc

~ explorer.exe 932 TCP  Establi.. 192.168.236.136 49679 20.197.71.89 443 10/11/2022 1... explorer.exe
8!services.exe 3992 TCP  SynSent 192.168.236.136 49917 10.2.70.2 5432 10/11/2022 1... services.exe

LEl



Wireshark

vaRiil
Follow TCP Stream
738 TCP Stream R 2| ERZEIVE (Application Layer) it&E
nEERRmLT/) !
et
Conversations
DREER - 58 - B8 (protocol ) B3R

WIRESHARK
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Wireshark Cheat Sheet

Logical Operators

e N
OPERATOR DESCRIPTION EXAMPLE
and or && Logical AND All the conditions should match
or or || Logical OR Either all or one of the conditions should match
Exclusive alterations - only one of the two conditions should match not
xor or AA Logical XOR
both
not or! Not (Negation) Not equal to
Substring
Ini] [ ] Filter a specific word or text
operator
% J
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PacketTotal

 LUAR E RS A TR AR R | 0 Ah
https://lab.dynamite.ai/

2 DynamiteLab ¥ in

behavior from packet captures. The platform is a successor to
PacketTotal with over 100,000 PCAP files in its repository,
allowing to research and publicly share traffic samples.

DynamiteLab Community will always be free. Join us today!

nUp

Drag and drop .pcap or .pcapng file, or Browse
Max file size: 75 MB

®| a

Recent PCAPs (Total File Count: 115,039) Threats v Protocols Vv Artifacts v IPs v Ports Vv File Props Vv More filters

Filename Size Tags Connections  Links Hosts Actions
TCP (UDP |ICMP  POI SUSPICIOUS  FILES

packet 2.pcapng 152MB APPLICATIONS TEXT CERTS DNS OCSP 85 % 83 i 31
DHCP SSL  HTTP

PCAPdroid_02_Mar_15_17_37.pcap 51156 KB TCP| (UDP| DNS SSL 8 5 6 S, ¥y

networkZ.pcapng 4.316KB TCP| FILES TEXT HTTP 2 1 ) R e
TCP UDP |ICMP  SUSPICIOUS POLICY TEXT

ata_20240302-151712.pcap 143.931KB 57 12 & 12 Yy,

FILES CERTS DNS SSL HTTP b

uop | TCp POLICY | FILES TEXT

- Deepexploit-MS3-13_00-13_15 - s..nd.pcapng 144272 KB - 14 7 % 6
I R E M E WTTP DHCP NS
gz




» 38 =l DT BRI TN (40545f66ad0d3b96d4ea0348a705d15¢)
FRY droidddddOnline.pcap > sARI4EHE 2% EHosts

iy 7£T$$$(40545f66ad0d3b96d4ea0348a705d 15¢)
FRY droidddddOnline.pcap @ sBREIREEE B EHREBIER
htm 2 3& im 3 1%

c GFEROTEERREAN(40545f66ad0d3b96d4ea0348a705d 15c)
Y droidddddOnline. e.pcap droidddddOnline.pcap - SN EYeS

B2 A R RS 7
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ST HSME Log 4CER?

- SWIRAI
o EEH{TES (What)

- EEBEEMNMEES
o EZHERMUIEF (When)

SETZR?

o BBERME (Where)

- FHEETE - ERRERZME - port#
- Z2HEFGE (Who)

- 2HEKR (Where)
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TR Log E

* syslog

- syslog, rsyslog, syslog-ng
« SNMP

- Windows Event Log

- FBTVERNE
- MySQL, PostgresSQL, Oracle
 NoSQLE R E
- MongoDB
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R HEHEFERT

« FEINF
- Unix syslog
- XML
- JSON
- CSV/TSV

» Binaryt&=,
- Windows Event Log

- Unix wtmp
- Tcpdump (pcap)
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HiE5M I — Apache Combined Access Log

il &l

236.184.27.219 - - [10/Sep/2016:18:27:10] "GET /product.screen?productId=FL-NYC-44
&JSESSIONID=CA10MO3AZ7USANA5006 HTTP 1.1" 200 3930 "http://www.yahoo.com"
"Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)" 797

RS

LogFormat "%$h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%${User-agent}i\""

v 236.184.27.219 (%h)
« BHFBEKBY client IP (remote host)

v - (%l)
« Remote logname - RB&E SRS - FILUEEREAH
v - (%u)

« BB RESKW user - B SRIE - FREUBR R AR

v [10/Sep/2016:18:27:10] (%t)
« Web server W% request B E

v "GET /product.screen?productld=FL-NYC-44&JSESSIONID=CA10MO3AZ7USANAS5006 HTTP 1.1" (\"%r\")
 Client I 28 LYK F &
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HiE5M I — Apache Combined Access Log

il &l

236.184.27.219 - - [10/Sep/2016:18:27:10] "GET /product.screen?productId=FL-NYC-44
&JSESSIONID=CA10MO3AZ7USANA5006 HTTP 1.1" 200 3930 "http://www.yahoo.com"
"Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)" 797

ERAVEE

LogFormat "%$h %1 %u %t \"%r\" %>s %b \"%{Referer}i\" \"%${User-agent}i\""

v 200 (%>5)
 Server In BB RIARNEEHE
v 3930
« [E&4 client ImBYERIA/N
v "http://www.yahoo.com" (\"%{Referer}i\")
« EREFNMP—ERE
v "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)" (\"%{User-agent}i\")
. ﬁﬁﬁ%ﬁﬁﬁﬁ’]@ﬂﬁh“é;ﬂ
v 797 (7)
o RERHBDIIMNVEMEE
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FENHERIEI

"GET

/product.screen?productId=FL-NYC-44&JSESSIONID=CA10MO3AZ7USANA5006

HTTP 1.1"

« /product.screen
v HEEINEHE
« productld
v 2312 Bm U
v FL-NYC-44
« JSESSIONID
v JSP (Java) FA2RECER¥TEE Session R HE
v CAIOMO3AZ7USANA5006
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HRIET\NATHE

"GET

/product.screen?productId=FL-NYC-44&JSESSIONID=CA10MO3AZ7USANA5006

HTTP 1.1"

« /product.screen
vVEERNE mEA

« /category.screen
vVEARE m iR Al =

« /cart.do
VIBY)ERIFET

e /cart/success.do

v

0| BhE R B Y ERIEAT)
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5< vi/vim

Vi
v X FiREEER
vvim: 2\ g REERS
o JEﬁ / L'/ﬁ' [ EHZ] $ vim /var/log/auth.log
v 3 M —1@E: n Jee
v FEI—1E: N

¢ W)\itt_jiiimﬂt
« BUEKEEE?

SHIELD ZXTREME



5% cat/ more/ less

« cat: BEENBTH L FE = (stdout)

* more.
v IR N —BIEE (ZERE)
v JEH / L?i’ [ EI:jZ,] $ cat /var/log/auth.log
‘/ #%%Té EI:Q—F q E)Ell:l:ll $ more /var/log/auth.log
. |eSS $ cat /var/log/auth.log | more
¥ more {5 /R G cat /rac/logiauth. log | less

v IREERIEIEIIEE
v Tﬂ%fﬁ”ﬂ?’iﬂfi?wﬁ
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5% wc / nl

e WC: STEERED MNIE =

v El:gxl . $ we -1 /etc/passwd
WC -1/ wc --lines
$ cat /etc/passwd | wc -1
Y oo ,—\—,
$ nl /etc/passwd
WC -W / WC ——WOI‘dS $ cat /etc/passwd | nl
v'Byte ]

wcC -c / wc —bytes
* nl: line numbering filter

v E8—1TAEIN LTS
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}5< head / tail

« OJRIBFBAIE S

» head:

v FEEe SiEEFIER AT 1017

v I5XERI31T: head -n 3 / head -3

e tail:

v SRR SERERN&HRRERLI0NT

v IEEE

v SR

SHIELD ZXTREME

%317 tail -n 3 / tail -3

%ﬁ%ﬂﬁ’f”ﬂ tail -f

v 0

v 0

head /etc/passwd

head -n 3 /etc/passwd
tail -n 3 /etc/passwd

tail -f /var/log/auth.log
sudo echo 'Hello world'




¥5< sort / uniq

e sort:
VIR ATHBR (XFBF)
vIIBERNHEF

$ 1s -al /var/log/ | awk '{print $5, $9}' | sort

‘/}irl:_l-'HFF?_ $ 1s -al /var/log/ | awk '{print $5, $9}' | sort -n
v =18 $ 1s -al /var/log/ | awk '{print $5, $9}' | sort -r

iﬁ/%__%g $ 1s -al /var/log/ | awk '{print $5}' | sort -u

* uniq:

A S = ://Q /’~ = /= -

VIBREEIDIRNER - E0IGTEEERE
$ 1s -al /var/log/ | awk '{print $5}' | sort -n | uniq -c
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W =Erva izl

57T FBEE RIS ERVIR N

- EEHGEMAERUNER(EEZRI - KY - 553 - EF)
« EIREREIR K AS RIS E

« NWEIGEE
A E ﬂlb\

o5 Bt B 55 & B Bk 73 A (WDNS/FW/IPSS )

- EB B2 S BB RIEXRAUARER ?
MO B ERRE M/ 25/ HiEEs

« MEBRFERCELK « Graylog -~ SplunkkWazuhZE Bt 2T se
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e setl
. set2 =

=1{1, 2, 3}

{3,4, 5}
RE {3}

H%EE {1,2,3,4,5)

{1,2)

;E
HEEE {1,245}
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5
i

1,70 C: \Users\Adm|n|strator\Desktop\Logl\webapplogs
1> BERERIRIP &R 7

1,70 C: \Users\Admln|strator\Desktop\Logl\webapplogs
o 1 0 22 Pl sEE AN Te e T A S B A ke 1 E TR ° 55
0| TESHE » AL EBE—EEEH -

2o adn 2|

- SBE A T1RC: \Users\Admlmstrator\Deskt g \Logl\webapplogs
Fem P EﬁF‘:ﬁﬁ*ﬁEEﬂﬂB BEmEAERUERE %?%ﬁ SQL
Injection JFAINE ? s5[EIE T EIEZR LT > Ytest.php ©

il
Hi

[
ul gl
Niif

c

,H.
ﬂﬂ} Mk Mk

i

°
=111
il
I
=]
8
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= IBE1 ZH...

CISCO

Software W:rauh'.‘, nformation Reputation Center brary Support Communities Careers Blog About rv:\
T I L] I L]
I n I n o0 o
Reputation Lookup Q g

Search by IP, dor al-time threat data :HE?F*:’RI_‘_I = == o5
s MBREZLZMHETEEN

EENE ?
ANeIEI=E)

AN
HARINE -

S IPE]
15 ?

A BERREE
BA - MEIERUAVE ﬁﬁ
BENS ?

L Legitimate Email L Spam ®| ® Malware ick on a marker to see more information " Ema” Trafﬂc Overwew
As of: Wed Sep 25 2019 06:56:38 GMT+0800 ( R

AVERAGE DAILY SPAM VOLUME FOR AUGUST 2019: ¢ 3 N SPAM VOLUME CHANGE FROM PREVIOUS MONTH: -

https://www.talosintelligence.com/
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SRIEEDh

- NAKBREZE S TEEEL
-BRIETVIER
-IoT
« LEFIRRE DT
-
-3 R [k 1 R 5 e
« CVES5&h
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« I0Cs
« Malicious IP Domain URLs, File hashes

Z1E15%& Operational intelligence

« Terrorist Tactics, Techniques, and
Procedures(TTPs)
« Attack Use Case

g% 1EE Strategic intelligence

 Global Events, Foreign Policies
« Potential events that will impact the cyber
security wellness of an organization
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loCZEEH! -1

- EHEHIEAY IoC:
- 2R IP fusl - 48sk URL
- HIBRERI - BEREFIBEE)
- BIP AR EE RN ERSERINRET
- ENREHR IoC:
- TR A AR ERES) - ANIER AT  HRE - TR
- OJ5tiER

SHIELD ZX{TREME



loCZ£aHY -2

EE"ffmmEI’J IoC:
- ERREIGRIESHEERRESR
- TBE IoC:
- ORNEREZETS  EAEL
- AR ERTAEEE
- pHEER IoC:
- IR HMEENTESR - 1FE - 2 HBASRARE
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FEBIDELIER

o #HEEER  EROMIRKZEIRE o
&Rl EBtablefy1T ~ 18 -

o —1T(row)fLFER—ZF4LEE - HETHY
ity 57 A& Rl (observation) -

IOA IOC

o BEHENI(column)BITE &R E Indicator Of Indicator Of
(characteristics)s &£ - Attack Compromise

« EULIHmETHIMIEE2RER - table
BB — 1T 8 —EoEED

REZ_xEE - T—EEND
5 EEHE LT - BLZAREBRER DN

https://ithelp.ithome.com.tw/articles/10200157
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JEEBIEER - IPTVBH
BABERERNEIRE
—ES BHEBREIE -

SEAE B IEBIRRI NI B S
Bl - B8 R BT
B BEFRENYFE
BYiE  BE LEFHA
SAFRURA -

JFEBICBUIBR T EILAE
LEEEX  HHEZF
1nﬁ:|:FEﬁ



SXEE RS8R

- BEAIATENR
« |IP

« Domain

« URL

% | | « Email Address
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OpenCTI

ROADMAP ECOSYSTEM DOCUMENTATION GITHUB BLOG CONTACT

Open cyber threat intelligence platform

Store, organize, visualize and share knowledge about cyber threats.

Open source application, community-centered approach.

DOWNLOAD

@)React 7Y GraphaL [ GRAKN @elastic @ redis  BhRabbitMQ

Features

BRRHEABRBTARBON

Knowledge graph Unified and consistent data model By-design sourcing of data origin
The whole platform relies on a knowledge From operational to strategic level, all Every relationships between entities have
hypergraph allowing the usage of hyper- information are linked through a unifed time-based and space-based attributes

https://www.opencti.io/en/
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Cisco Talos

Software Vulnerability Information Reputation Center Library Support Incident Response Careers Blog Podcasts About

Reputation Lookup Q

Search by IP, domain, or network owner for real-time threat data

CISCO LOGIN

https://talosintelligence.com/
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g Browse Scan Endpoints Create Pulse Submit Sample APl Integration Q Login | Sign Up

We've found 30M + results

Pulses (109K Users (127K Groups (306 Indicators ( Malware Families ( Industries (19 Adversaries (
) ) ) 30M) 21K) ) 308)

Show: All v Sort: Recently Modified v

PurpleSynapz

ashokqos TLP:

Yara Matches
{} [cr | T yara_matches TLP

ash-SHA256

TOR-20201023-0930

12
z 3 TORZDGVA | Public | TLP: ~ Whit 12
“\ SUBSCRIBERS

Webscanners with Bad Requests - HTTP Status 400 - 1/20...

\/ 425
david3 TLP 120
IPva: \ SUBSCRIBERS

webscanner, bruteforce, badrequest, probing, webscan

’ feodotracker-0-20201023

https://otx.alienvault.com/

3ERS

SHIELD ZX{TREME



IBM X-Force Exchange

IBM X-Force Exchange r+ [ muBMd  BA

HEBBRETHR - BERIFELER

s P fzttURL 5 . O, [

turkey
#blacklist
wannacry

#ransomware

1%%*& AlertCon™ i ZMmEH I 1 ¢

IBM Advanced Threat Protection Feed RS EMARR
Identify-malicious threats in your environment in nearly LA TRATESEARIR 1RBIMARRE
real-time.

| mcvbnxvbhd.com

The Advanced Threat Protection Feed by X-Force provides you EE# - 20195%10A5H

with machine-readable lists of actionable indicators that directly

sdse-samsung.com

integrate with security tools like firewalls, intrusion prevention S '9 B
EE# - 2019510850

systems, and SIEM’s.
| hbhqdg.net
https://exchange xforce.ibmcloud.com/
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|OC Bucket

o & www.iocbucket.com

] h O

I0C Bucket Search Upload Feedback My Account

|OC Bucket

Community Supported Threat Intelligence

10C Bucket is a free community driven platform dedicated to providing the security
community a way to share quality threat intelligence in a simple but efficient way. Our IOCs
are developed by the community, reviewed by the community, and distributed for use by
the community. Our content will always remain free and available.

Upload an IOC to the Community

https://www.iocbucket.com

SHIELD I TREME






&)

Threat Sharing

MISP - Open Source Threat Intelligence Platform &

Open Standards For Threat Information Sharing

Data models Documentation Tools Who Communities

The MISP threat sharing platform is a free and open source software helping information sharing of threat intelligence
including cyber security indicators.

SHlELD :(TREM E https://www.misp-project.org/



VirusTotal

SHIELD ZXTREME

Intelligence

Hunting

Graph

API

> ] VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

FILE URL SEARCH

D
/@C

[ Choose file ]

By submitting data above, you are agreeing to our Terms of Service and Privacy Policy, and to the sharing of
your Sample submission with the security community. Please do not submit any personal information;
VirusTotal is not responsible for the contents of your submission. Learn more.

@ Want to automate submissions? Check our API, or access your AP| key.

ooo

Sign in

https://www.virustotal.com/



Windows 7 Professional 32 bit

Windows 7 Professional 32 bit
02 March 2024, 23:05

Windows 7 Professional 32 bit
02 March 2024, 23:02

Windows 7 Professional 32 bit
02 March 2024, 23:01

Windows 7 Professional 32 bit
(2 March 2024, 22:59

Windows 7 Professional 32 bit

arch 2024, 2

Windows 7 Professional 32 bit
02 March 2024, 22:58

Windows 7 Professional 32 bit
02 March 22:58

Windows 7 Professional 32 bit
02 March 2024, 22:57

rch

Windows 7 Professional 32 bit

Windows 7 Professional 32 bit
02 March 2024, 22:56
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F O

No threats detected

Malicious activity

Malicious activity

Q Type hash or tag to search

postacl.com MDS

n b

https://c.apple.com/riv=22a=L FGBulugh%2Bfj2VMkb]DFH%2BVNOGDgLY %2FL2%2F0%2F % 2FNbK2GpD2GK3NB. .

Open in browser

http://eg
Openin t

https://estiloprevencion.com/para-plensa-y-actua-de-forma-segura/

Opan in browser

Set-up.exe MD5:
E32 executable (GUI SHA1
SHA256:

https:/ppt.ec/f6Jo3x MDS:
Opan In browser SHAT:

https://usps.postacl.com

Dpen it browse

29¢216ed1bfe8d4b8a40bfh87a45¢c1¢e522061¢c4a7c5d85cdd88f4a1e771bf8a_vaultFlle146195757340582524...

PES utable (GUI) intel 80386, for MS Windows

hitps://estiloprevencion.com/para-piensa-y-actua-de-forma-segura/

"
lpen In browser

TrojanWin32 Occamy.C.72

7<ip archive data, versian 0.4

stealer trojan  backdoor = plurox

hitps://usps.postacl.com
n browse

Mensajes en cuarentena (12).zip

Zip archive dats, ot least v4. 5 to extract, compresslan meathod=daflats

spam exploit cve-2017-11882

https://app.any.run/

D7259A7EG30ACSCSBEF82C8140E6502F
6D3119ABF 1378F94DBBA4F721C6E0930A2ZDBIEAA
FSE6121ESFCZBACFB2EBG3DB54BF SABFFACABEBAD3382873DD1792D9CFEF520F

) BET9CATEBBET I1ABS89BATDS58010C38F
| DBBEDSS1D36AAICFEGFEACTFB25E27BA28088AFE

152035370FCOBBAEIR1270E73A28650DEA4CAAF 7F34EADBCBEBET57296E1652C02

BSCFEF344694691425C99626A4688A72
18E1E2C5EBE673A6B25A4BA7AC3CDCE2617D7ABC
EF8CA754170D874B2F45918163EDDFO3CAAAF2DDC3IF3ERB65438ACAAAA79B982

9DZEGABEGF136514ACATEBA242BE75F2
BBAGABD7FAD6@1F578C4198AACTO6CABR25B4ES

] 2879DC915D8751F3CCCT1577TADEASDSB2617305F 73E483B4E 10E45074269CBE

B859DB299ERB 197 18E19C33F3882B7F74
DABS1B25492A8B36E856F90C03502F08GBBBE9EY
37BAFE751E9307C119884D7247F7C1D6B5C63810F4AD67DFCBCTAGD14796F4B2

D943D993E226DAS4286225685528F 76F
55918687D8A71D21FAADBFSEA34334D68E4237CD

-} 36F984BSFBB716D107EEBG725619501782F92487F 72283C78DAS1AC220D726AA

FD996DEDSES2142D2CC3735957F399CD
F78563DA6420CAE3396903790F3EE3423DCIF954
2EAFCS7CFA34F2848695DCC40B54C35E356E3209AB2B9CACTAGEIAEBGFACA629

20D9370ERG13488CEFFDD76EC3EAI25CD
D26179859EEB277A8620A000362ECH575EAT 1544

) A9C216ED1BFEBD4BBA4BBFEE7A45C1CES22061C4A7CSDBSCODBEF4ATET 7 1BF8A

SD2EBABEGF 1365140CA7804242BE75F2
BB46ABD7FED6@1FS78CAT98A9ACT66CABB2SBAES
2B790C915D8751F3CCC7 1577 1ADEASDS02817305F 73E483B4E18E45074269CBE

1 211891126642FCO4ED27785B67FBBCED
| CH4F732AED358EFEFFA344797ABFR7B9EGESSEFS

F1EDB6RF21C02C7F276EDBBE 16EBRASSCH7ABDBAAABDB7FC7B2791607B20070F

FD996DEDSES2142D2CC3735957F399C0
F78563DA642DCAES396983796F3EE34230COF954
Z2E4FCS7CFA34F284869500C40854C35E356E3209AB2B9C8C1AGEIAERGFACA629

F9538B06564CBABC2BDA9179F7A19CESS
E2D97F871AEES274866858B05C48D868087C6A3A

| 61DE79355D68275AFD3C0B1584705ACEBI8BFA2SBAEE ) 56C07DEDF637AFE22FES
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SHODAN

0’. SHODAN

K

Explore

Pricing

New to Shodan?

Enterprise Access

The search engine for thellnternet of Things

Shodan is the world's first search engine for Internet-connected devices.

Create a Free Account

I
@

SHIELD ZXTREME

Explore the Internet of Things

Use Shodan to discover which of your devices are connected to
the Internet, where they are located and who is using them.

Monitor Network Security

Keep track of all the computers on your network that are
directly accessible from the Internet. Shodan lets you
understand your digital footprint.

See the Big Picture

Websites are just one part of the Internet. There are power
plants, Smart TVs, refrigerators and much more that can be
found with Shodan!

Get a Competitive Advantage

Who is using your product? Where are they located? Use
Shodan to perform empirical market intelligence.

https://www.shodan.io/

Login or Register
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8 sOcmOnkey's Security
Reference Guide

Cyber Intelligence

OSINT
Intel Feeds and Sources

Threat Data
Red - Offensive Operations

Reconnaissance and Scanning
Exploitation and Targets
Post Exploitation
Attacking Active Directory
Lateral Movement
Password Attacks

Web App Hacking
Red/Purple Teaming
Physical Security Testing
Wireless Hacking

Social Engineering

Offensive Toolbox
Blue - Defensive Operations

Standards, Frameworks,
and Benchmarks

Query Languages
Event and Log analysis

Event Detection

All of the Best Links and
Resources on Cyber Security.

I'm the sOcmOnkey. | am a security analyst, threat hunter, pentester, researcher, and CTF enthusiast. By day, |
run a SOC team and teach cyber security. By night, | play CTFs, hack things, and eat a professional volume of
tacos. Ping me any time. | love to talk about all things security.

sOcmOnkey@protonmail.com
@s0cmOnkeysec

@s0cmOnkey@infosec.exchange

What is this?

There are so many guides for security floating around the internet, it is hard to know where they all are and
which ones are worth their salt. | am writing this reference guide by leveraging my true skill in security:
finding other people's hard work. | am not smart enough or skilled enough to top the creators of these tools
or the professionals that have used them twice as long as | have.

What this will be is a collection of the best tools and resources | have been able to find and use for all my
endeavors across cyber. With 10,000 different tools and blogs out there, it is hard to tell which has what you
need. Hopefully, | can share the results of my trial and error process, and point you in the right direction

= = :.ﬁcr;\ IS

https://sOcmOnkey.gitbook.
io/sOcmOnkeys-security-
reference-guide/
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Hackers are anywhere, any time!
Are you ?

Welcome to Shieldx.io

SHIELDCTREVE ‘




