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m iptables —F
m /usr/local/apache2/bin/apachectl start
m /usr/local/mysql5/bin/mysqld_safe &

B /usr/local/rsyslog/sbin/rsyslogd -f /ust/local/rsyslog/etc/rsyslog.conf
m http://localhost/loganalyzer #LOG/ ]
w /usr/local/sagan/sbin/sagan -f /usr/local/sagan/etc/sagan.yaml -D



http://localhost/sagan/
http://localhost/loganalyzer
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LOGEC #E:Accepted password for root from XXX port XXX ssh







SYSLOG

Facility
CF 14 ¥n
2 )

zE(facility) E T EZ R
(timestamp), =T 75
(hostname), 8 7+ ZE=
(message), LK @ E 4 (level)

RFC3164




. . —_— i N2 T -
== s VAN |
Facility (24 2E 2
—
= N

Numerical Code Facility Description
o kern kernel messages
1 user user-level messages
2 mail mail system
3 daemon system daemons
4 auth security/authorization messages
5 syslog messages generated internally by syslogd
6 Ipr line printer subsystem
7 news network news subsystem
8 uucp UUCP subsystem
9 cron clock daemon
10 security security/authorization messages
11 ftp FTP daemon
12 ntp NTP subsystem
13 logaudit log audit
14 logalert log alert
15 clock clock daemon (note 2)
16 localo local use o (localo)
17 local1 local use 1 (local1)
18 local2 local use 2 (local2)
19 local3 local use 3 (local3)
20 localgq local use 4 (localg)
21 locals local use 5 (locals)
22 local6 local use 6 (local6)
23 local7 local use 7 (localy)




nl
i
ndll
T
35
N

Priority(Level,,
O

Numerical Severity Description

Code

0 system is unusable

1 action must be taken immediately
2 critical conditions

3 error conditions

4 warning warning conditions

5 normal but significant condition

6 informational messages

7 debug debug-level messages




Facility

TEH

e

LOG_AUTH(LOG_AUTHPRIV)

Bz AR M e E 2 (drlogin)ia g edkT ok

LOG_CRON

B {7 1A 42 58 (Yocron at) e E 2397 edrT &

LOG_DAENON eB Y AL AW E E Anekr

LOG_FTP SEF B FTPAZ ;N A B T 12 cnieds

LOG_KERN edkth o (kernel)4p B ¥ 2 908 4 cndp B 2o bk
LOG_LPR B4 7 B (printer)4p B § 2 978 4 d4p M se
LOG_MAIL EF B ER TR AP M E B0 4 adp B dedk
LOG_NEWS B ATHR AP E 2 A 4 i b e s
LOG_SYSLOG T4RE kiR B 12 g 4 chdp B se sk

LOG_LOCALO~ LOG_LOCALT

FFERT X




.

LEVEL()

REAR e

LOG_INFO TE - B R ADTNEP » TP fE

LOG_NOTICE ARBERF R FA T -EFTRIZDTAR

LOG_WARNING A T - E g s B 3R AR B ¥ 542 5 (daemon)
R (T

LOG_ERR A A T E A L o B L A RGP ¥ St
(daemon);@#\ & Ex e e )

LOG_CRIT fﬁ AF A T E A (error) B R BRE uE L W e T

% PLg Rt 2L (critical)

LOG_ALERT S AT BRE ST

LOG_EMERG éiﬁxﬁ%i o K F A L Ldp ke gEF 4 0 BT
(Rl




syslog format

May 4 04:10:13 dungeon named-sdb[21730]: FORMERR reso
ng 'scuvlxo.net/MX/IN': 192.72.81.200#53

May © 4 04:10:13||dungeon| named-sdb[21730] :| FORMERR" reso
ng 'edm.cgbchina.com.cn/MX/IN': 192.72.81.200%53

May 4 04:10:13 dungeon named-sdb[21730]: unexpected RC
(REFUSED) resolving 'scuvlxo.net/MX/IN': 192.83.166.

53
(LR QEREE Q)ENAHE R

cat /var/log/secure | more
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/var/log/messages {—EY‘%\ & bbb s R AVEE

/var/log/maillog % (el es Y M R EC Bk
/var/log/secure LA IR AR

/var/log/cron fEfF-cron FAE T E AR &R » crong—
T ERF I THVAE Z




rsyslog

O

https:// www.rsyslog.com/

3195

ptcp
auditd

relp
file

solaris sofaris
gssapi

tcp
journal

udp
klog

uxsock
kmsg

zmq3 @DMQ
mark

Windows €

{8 elasticsearch. ORACLE
e A
[ pipe
. prog
e
hiredis & redis -
SN
libdbi -
mail . —
mongodb ) '




rsyslog &7
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syslogZEr gy A SK
INPUT Module 3

7N

ST Bt A SRR
Parse Module =0 T S P AR

A =0y
Output Module




[nput module

O

£ B LS| FEETF S .
INPUT+ imuxsocks | i R Ar E £ 8) logitsh r EATERESHATE |

He)y AAFREFE P LFERALBEEREER
INPUT #£ 48 +
a

o imudp. « FAIPAEAHEERSEILI &g EATRREW |

Bk s syslog FH#Hl - £ E:ZTEp Fe
SUDPServerRun << #23%(514) >«

|ALLER D14 BB IREE R e syslog F
.+




Output module

Output Modules

COutput modules process messages. With them, message formats can be transformed and messages
be transmitted to various different targets. They are generally defined via action configuration objects.

« omamgp1: AMQP 1.0 Messaging Output Module
= omelasticsearch: Elasticsearch Output Module
- omfile: File Output Module

- omfwd: syslog Forwarding Output Module

-« omhdfs: Hadoop Filesystem OCutput Module

= omhiredis: Redis Output Module

- omhttpfs: Hadoop HTTPFS Output Module

« omjournal: Systemd Journal Output

- omkafka: write to Apache Kafka

= omlibdbi: Generic Database Output Module

- ommail: Mail Output Module

- ommongodb: MongoDB Cutput Module
I- ommysgl: MySQL Database Output Module I
- omoracle: Oracle Database Ouipu odule

= PostgresSQL Database Output Module (ompgsql)
« ompipe: Pipe Output Module

- omprog: Program integration Output module

- omrelp: RELP Output Module

- omruleset: ruleset output/including module

« omsnmp: SNMP Trap Output Module

= omstdout: stdout output module (testbench tool)
= omudpspoof: UDP spoofing output module

- omusrmsg: notify users

= omuxsock: Unix sockets Output Module

= GuardTime Log Signature Provider (gt)

= Keyless Signature Infrastructure Provider (ksi)

- K<l Qimnnatnire Prnwvidar frevelnm_leci_lae1 DY




properties

O
418

%FROMHOST% T

%fromhost-ip% FfIP (Local inputs (imklog) /% 127.0.0.1)
%programname% FE AL Fm

%syslogfacility% facility

%syslogpriority% priority

REF:https://www.rsyslog.com/doc/v8-stable/configuration/properties.html
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$Modload imuxsock.so

INPUT

SModLoad ommysql.so

E /var/log/messages CuTPUT

mE pElE 2 REAERESE

*.* r:ommysql:<DBHOST>,<DBNAME>,<D

BUSER>,<DBPWD> =+x==1=




SYSLOG#HE = -ssh brute force

L

ReceivedAt Message

2014-01-21 10:12:00 Failed passwaord for invalid user leonob from 61.3__.
2014-01-21 10:12:03 Failed passwaord for invalid user fipuser from 61 ____

2014-01-21 10:12:05 Failed password for root from 61_36. 24 57 port 55 __.
2014-01-21 10:12:08 Failed passwaord for root from 61_.36_ 24 57 port 56___
2014-01-21 10:12:11 Failed password for root from 61_36. 24 57 port 57 ___
2014-01-21 10:12:14 Failed passwaord for root from 61 .36 24 57 port 57 ___
2014-01-21 10:12:17F Failed password for root from 61_.36.24 57 port 58 __.
2014-01-21 10:12:20 Failed passwaord for root from 61_36_ 24 57 port 55 ___
2014-01-21 10:12:23 Failed password for root from 61_36.24 57 port 59__.
2014-01-21 10:12:26 Failed passwaord for root from 61 _36 24 57 port 60 ___
2014-01-21 10:12:29 Failed password for root from 61 _36.24 57 port 32__.
2014-01-21 10:12:32 Failed passward for root from 61_.36. 24 57 port 33__.
2014-01-21 10:12:35 Failed password for invalid user oracle from 61_.3___

2014-01-21 10:12:38 Failed passwaord for root from 61 .36 24 57 port 35 __.
2014-01-21 10:12:41 Failed passwoaord for root from 61_36. 24 57 port 37 ___
2014-01-21 10:12:44 Failed passwaord for root from 61 _36 24 57 port 35___
2014-01-21 10:12:47F Failed password for root from 61_36. 24 57 port 39__.
2014-01-21 10:12:50 Failed password for root from 61_.36. 24 57 port 39___
2014-01-21 10:12:53 Failed password for root from 61_36.24 57 port 41 ___
2014-01-21 10:12:56 Failed passwaord for root from 61 .36 24 57 port 41 ___
2014-01-21 10:13:00 Failed password for root from 61_36. 24 57 port 42___
2014-01-21 10:13:03 Failed passwaord for root from 61 .36 24 57 port 43

ALELELELRLELRLERRVERN N

CXAXXXXAANXXAXAAXXXAAXXXXNX



SYSLOGH: =L -imap brute force

&

A R Y A Y A AN A

v

XXXAAKXAKXAAAXKXXXXNXXXAXXN

ReceivedAt

2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-05-02
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-05-02
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-06-02
2014-06-02

06
0]
DG
DG
G
06
06
0]
DG
DG
DG
DG
06
0]
DG
D&
DG
DG
06
0]
OE:
D&

14
14
14:
14:
14:
14
14
14
14:
14:
14:
14:
14
14
14:
14:
14:
14:
14
14
14:
14:

40
36
S35
32
32
32
28
28
285
28
24
24
24
24
20
20
20
20
20
16
16
165

Message
imap-login: Disconnected: user==pwrchute=, method__.
pam_unix{dovecot.auth): authentication failure; |__.
imap-login: Disconnected: user==pwrchute=, method.__.
pam_unix{dovecot-auth): authentication failure; |___
imap-login: Disconnected: user==access>=, method=FP___
imap-login: Disconnected: user==pwrchute=, method__.
pam_unix{dovecot.auth). authentication failure; |___
pam_unix{dovecot.auth): authentication failure; |__.
imap-login: Disconnected: user==pwrchute=, method.__.
imap-login: Disconnected: user==access=, method=P___
pam_unix{dovecot-auth): authentication failure; |___
pam_unix{dovecotauth): authentication failure; |___
imap-login: Disconnected: user==pwrchute=, method__.
imap-login: Disconnected: user==access=, method=P__.
pam_unix{dovecotauth): authentication failure; |__.
pam_unix{dovecot-auth): authentication failure; |___
imap-login: Disconnected: user==pwrchute= method___
imap-login: Disconnected: user==account=, method=___
imap-login: Disconnected: user==access=, method=FP__.
pam_unix{dovecot.auth): authentication failure; |__.
pam_unix{idovecot.auth): authentication failure; |._.
pam_unix{dovecot-auth): authentication failure; |___



SY SLOGHE = -promiscuous

S ReceivedAt Message

S % 20130547 13:03:52  device eth0 entered promiscuous mode

S X 20130517 13:06:02  device eth0 left promiscuous mode

S % 20130547 13:06:06  device eth0 entered promiscuous mode

S % 2013054713:10:34  device eth0 left promiscuous mode

S % 201407-1413:2908  device eth0 entered promiscuous mode

S % 201407-1413:2912  device eth0 left promiscuous mode

S X 0140714132913 INFO [dbProcessSignaturelnformation()]: [Event 1.



SYSLOG#H: = -login

ReceivedAt
2014-01-21 09:59:20
2014-01-2113:53:13
2014-01-21 16:34:31
2014-01-22 06:54:.47
2014-01-22 09:01:42
2014-01-22 10:08:23
2014-01-2210:12:58
2014-01-22 14:11:19
2014-01-22 19:45:40
2014-01-23 06:55:.03
2014-01-23 09:38:06

4 - 4 = =2

Message
Accepted password for root from 140.117.71.25 por...
Accepted password for root from 140.117.71.25 por_..
Accepted password for root from 140.117.71.25 por_..
Accepted password for root from 140.117.71.25 por...
Accepted password for root from 140.117.71.25 por_..
Accepted password for root from 140.117.71.25 por_..
Accepted password for root from 140.117.71.25 por...
Accepted password for root from 140.117.71.25 por_..
Accepted password for root from 59.127.71.103 por._..
Accepted password for root from 140.117.71.25 por...
Accepted password for root from 140.117.71.25 por_..



SYSLOGE: = -email
O

ReceivedAt messaqgelD Message
2014-07-10 13:00:05 S 52038608008 client=unknown[140.117.101.6]

2014-07-10 13:00:05 s B to=<¢.. -7~~~ tw> relay=mg.moe..
2014-07-10 13:00:05 952D386D80DB: to=<____C ::g---u--.llluc.suv.tvl>, relay. ..
2014-07-10 13:00:05 952D386D80DB: tO=<uiviiiicrvwvacismarnrsem—_ ° ">, €.
2014-07-10 13:00:05 952D386D80DB:to==<t ... ' __. """~ __'_ ""= relay=..
2014-07-10 13:00:05 9O52D386D80DB. to=<""“-" """ = - - @ @ ™, € ___

—

2014-07-10 13:00:05 952D386D80DB: from=<service@cert.tanet. edu.tw=>, s._.
2014-07-10 13:00:05 952D386D80DB: message-:d-<201 4071 0050005. 95203860..-

2014-07-10/13:00:06 I952D386P80PBto==______ — _ "~~~ U&= ong }
2014-07-10 13:00:06 952D386D80DB: to=<.....-—_ - -~ __ ~ _~ __~_-V> Or.
2014-07-10 13:00:07 952D386D80DB: to=< ~——*~—~——~"=~art tanat aclii b= Ori.
2014-07-10 13:00:08 9O52D386D8O0DB:  tO== _ _ . (.. eeearrnnmndl™, relay=gma|l---
2014-07-10 13:00:08 952D386D80ODB:  to=<. ....ocoe.... et~/ relay=dg...
2014-07-10 13:00:08 952D386D80DB: to-<"""°“"‘“" ERCSAOSOORaMERIBBRX, - it
2014-07-10 13:00:11 o238 PB0RBSlo==__ . eeeT relay-—..-
2014-07-10 13:00:11 e BRIl SI BT 0] B S {5 e . — - | 1 == /o
2014-07-10 13:02:05 952D386D80DB: to=<i~~~=" s aduc b relay=none, ...
2014-07-10 13:02:05 952D386D80DB to==<, .o o oo __ = relay=none, ...
2014-07-10 13:02:06 952D386D80DB tO=<. _ ..o T ccnwww V>, relay=none. ..
2014-07-10 13:27:11 952D386D80DB: from=<service@cert tanet edutw=, s .
2014-07-10 13:27:11 952D386D80DB: to=<juovincevvu.——e =, relay=mailO2___

2014-07-10 13:27:11 O952D386D80DB  to==,_ -~ T~~~ tyn relay=mailo2. .
2014-07-10 13:27:11 952D386D80DB: to=<‘"~hecinn@mrru adu b= relay=mail. ..
2014-07-10 13:27:11 952D386D80DB: removed

SR e




SYSLOG#EE = -cron

ReceivedAt

2012-
2012-
2012-
2012-
2012-
2012-
2012-
2012-
2012-
2012-
2012-
2012-
2012-

12-24 1701
12-24 15:01
12-24 19:01
12-24 20:01
12-24 21:01
12-24 22:01
12-24 23:01
12-25 00:01
12-2501:01
12-25 02:01
12-25 03:01
12-2504:01

01
01
01
01
01
01
01
01
01
01
01
01

12-2504:02:01

Message

CMD (run-parts /etc/cron_hourly)
CMD (run-parts /etc/cron_hourly)
CMD (run-parts /etc/cron_hourly)
CMD (run-parts /etc/cron_hourly)
CMD (run-parts /etc/cron_hourly)
CMD (run-parts /etc/cron_hourly)
CMD (run-parts /etc/cron.hourly)
CMD (run-parts /etc/cron_hourly)
CMD (run-parts /etc/cron_hourly)
CMD (run-parts /etc/cron_hourly)
CMD (run-parts /etc/cron_hourly)
CMD (run-parts /etc/cron_hourly)
CMD (run-parts /etc/cron.daily)
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m A ES T AR (E A 2288 (NIDS)

> Dlsnort 3=
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NEEHI 24 (DS)

B R AR EH 2288 (HIDS)
» Sagan (https://quadrantsec.com/sagan log analysis engine/)
> HIDS
> DUBEIZE 245 syslog 7 20 H il F R4
> FR(rule) #snorthR RIS E AH E]
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Sagan-4H
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g
7/

m var FIFO /var/run/sagan?.fifo
> s EFIFOIEZEN B

B var SAGANLOGPATH /var/log/sagan
> s EEAIRI R EruleATEC BRIV &R

m var RULE PATH /usr/local/sagan/rules
> S EBERULEIEZ Hef I &

W sagan host FH%[P
> 2 EI B sagan EHGE/ERipEEH

N
/

(=411




Sagan-rule

O

L @ )

$EXTERNAL_NET any -> $HOME_NET any

(msg:"[OPENSSH] login information”; content: "Acceptec

password";) (4)




Sagan-rule-(1)

O

B action
T &G ERF Y B E
> alert: 2 SRR
> drop:EC5%

)

$EXTERNAL_NET any -> $HOME_NET any

(msg:"[OPENSSH] login information”; content: "Accepted

password";) (4)




Sagan-rule-(2)

m F A7 E (Sagan 1.1.6 Z{&FX FHany)
» any tcp udp icmp

3)
SEXTERNAL_NET any -> $SHOME_NET any

ogin information’; content: "Acceptec

L @

msg:"[OF

password") (4)




Sagan-rule-(3)

B cxternal net sport=>home net dport
> external net:7MNESARRIP (any)
> sport: ¥ MR AERY#E NI (any)
> home net: H #/IP
> dport: H HIIPHYEEHIR

(1) (2) (3)

[alert][syslog] [SEXTERNAL_NET any -> $HOME_NET any
(Mmsg TOPENSSH]
password";) (4)

ogin information”; content: "Accepte




Sagan-rule-(4)

SR
> MSELE alEh T
> content: 5% € & s iR {4F 55

(3)
Wm SEXTERNAL_NET any -> $HOME_NET any

(msg:"[OPENSSH] login information”; content: "Accepteo

1

password”;) (4)




Sagan-rule-(4)

m 5 HIAHTE
> classtype: & Frule i BHYEE R
> facility: 5% B fE BT PTax & AV facility fEEE Y 1og
ex:facility: daemon
level: 5z EAE AT AT e E level FEEHH log
program: & & & AT FAEFE =\ 4 B syslog
nocase: 73 A/ NE V&
sid:signatures 4@5%
content: “search” JH=HFE
threshold: type limit, track by src, count 5, seconds 300

(E5 28 FIREAEL, (B 1 IPAE3 008D Y Al 35 SR BL 1)

vV V V VYV VY V



Sagan-rule-example

alert syslog SEXTERNAL NET any -> SHOME NET any (msg:
"[SYSLOG] Kernel log daemon terminating";

content; "kernel log daemon terminating"; nocase;
classtype: program-error;

reference:url,wiki.quadrantsec.com/bin/view/Main/5000126; sid:
5000126; facility: kern; rev:1;)



AN

alert.log(#r )

[**] [1:5000022] [OPENSSH] Invalid or illegal user |[Brute Force] [10/1] |[**]
[Classification: attempted-user] [Priority: 1] [127.0.0.1]

[Alert Time: 10-09-2018 09:52:57.285208]

018-10-09 09:52:57 199.195.250.21:53696 ->192.168.2.1:22 authpriv info
essage: Invalid user usuario from 199.195.250.21 port 53696

[Xref => http://wiki.quadrantsec.com/bin/view/Main/5000022]

:alert any SEXTERNAL NET any -> $HOME NET any (msg:"[OPENSSH] Inval
id or illegal user [Brute Force] [10/1]"; pcre: "/invalid user|illegal user/i";
content:!"input userauth request"; xbits: set,brute force,21600; default proto:
tcp; default dst port: $SSH PORT; classtype: attempted-user; program: sshd; norm
alize; parse src ip: 1; parse port; after: track by src, count 10, seconds 300;
threshold:type limit, track by src, count 1, seconds 300; reference: url,wiki.qu
adrantsec.com/bin/view/Main/5000022; sid: 5000022; rev:17;)




O

~ The end~
B R E R




