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Address

Format

Transactions

Total Received

Total Sent

Final Balance

Fee 0.00002210 BTC

% 2

12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw &
BASESS8 (P2PKH)

245

19.69028255 BTC

17.77113037 BTC

1.91915218 BTC

(1.859 sat/B - 0.500 sat/WU - 1189 bytes)
(2.000 sat/vByte - 1105 virtual bytes)

Hash 03931ebe702df3da36f887c9fe66aec344f51591d2f9cf25e984721c24...

Address

Format

Transactions

Total Received

Total Sent

Final Balance

+0.00010810 BTC

2022-09-09 09:22

115p7UMMngoj1pMvkpHijcRdfIJNXj6LrLn @

BASES8 (P2PKH)

124

14.87769994 BTC

14.41067602 BTC

0.46702392 BTC

https://www.blockchain.com/btc/address/11
5p7UMMngojlpMvkpHijcRdfINXj6LrLn

beclgdvtgSwrelpkeqexff222cumdrraj2uz7q7yéw9  0.00013200 BTC ¢ 0.00011293 BTC &
14Gpu37x74AqQ8eaRfHZKURSAJAMNnXvMuc 0.00039440 BTC

9'» 1B1kmLinVJ6NePcaXYZQPayQwrNZfhkWqU
1ET7ZZWA4Y1xYCvBccFymEPf5LV9z2yHpXx 0.00017800 BTC @

12t9YDPgwueZ9NyMgw519p7AA8isjr6 SMw 0.00010810 BTC &
174sjrmSiwKJSemLiYEhimwQRcv3rRnexK 0.00025607 BTC &
bec1q5pz76a8lj64u2vwr70tscl91758gmnx4g7khg2  0.00000333 BTC L
1CdMh1WKos7wkzRYadd6Ljy7sSHCvBhVK6 0.00011931 BTC &
0.00015600 BTC
0.00016975 BTC &
0.00010807 BTC &
0.00012871BTC &
0.00018973 BTC &

16KhUAxcga98PrQm2kcCanZbzvA3H28tRH 0.00018995 BTC *
1FpdJYjDhGBTbEYDQSJJ7ESWjeX79Gt5Q4 0.00080423 BTC *

1AaCRY1pFTSVnkKAKkP9rawX3Ks2xgfaén
1943xu96cHh91JCcYXWUNhc9THX3WAezh3

1CZdKn77TqNLFQM83ejZbLKNCToPp4ym1x
TBASTRKWPxG3bY2Fw5vyjkwEtP3QUvBLud

154UHT6sBRWQq7rw924hzXobY 5f7cNbA48E

https://www.blockchain.com/btc/address/12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw
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WannaCry Ransomware

- Wana DecryptOr 2.0 B
Ooops, your files have been encrypted!

34 Wana DecryptOr 2.0

Ooops, your files have been encrypted!

BOEMEE T TEME?
T BEEEXARANBRET .

B, BA. X8, BWO. FE. WA, exeXf¥, BPHEEUG
XEHRMEAT, HEFREEFITH,

EM—RAXERFEAEENES. TANERLEERETHEH SIS, KK
®iE, BERMOBBRG, ABEERMRT & TRREELIE.

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

m

Payment will be raised on a
ssj Can | Recover My Files? Payment will be raised on

51672017 00:47:55 W " " . " ily. . g 3 2 5
:E:”eso\e:oguu:;atril:: that you can recover all your files safely and easily. But you have RO D ﬁ i,g ﬁ ﬁ lge:-_ I K ﬁ E(J ﬁm 9
BEWRENFE. FREBARMOBERBTERE. HUABER, &

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay. Time Left R HET2FHOMRERTS.
You only have 3 days to submit the payment. After that the price will be doubled. {EERU B, MTaEEIRIRMAEE,

Also, if you don’'t pay in 7 days, you won't be able to recover your files forever. EEEME Decrypt> B, BTLARBWME—LTR, FEMKL, BRETE
We will have free events for users who are so poor that they couldn’t pay in 6 months. pE M e e - "

= BRI A .
Your files will be lost on _ | - DolPay" BREFGELE R, SEASSSH,
572012017 00:47:55 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>. vout liee will b ost on =ERERSTLEERBATR, HERENE, EXTL2, HEMTBMER

Please check the current price of Bitcoin and buy some bitcoins. For more information, 511972017 20:34:43 HRTH,
click <How to buy bitcoins>. BFIRZAMNFER, AT=2XEBHAAEAE.

And send the correct amount to the address specified in this window. Time Left EE, —HieE AR, BEERETT.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

preyed Atenl PRy 7, BT EHKE, BEFLUERBARMEAL, FEHRHRERE, ETH

Time Left

Send $300 worth of bitcoin to this address:

1219YDPgwueZ9NyMgw519p7AABisjré SMw
s [ CheckPayment [l Decypt

Send $600 worth of bitcoin to this address:

115p7UMMngoj1pMvkpHijcRAfJNX]6LrLn

bitcoin

ACCEPTED HERE

bitcoin
ACCEPTED HERE

About bitcain
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Google Hacking
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Google Hacking
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Google Search

- ®ERAgent
« Googlebot, Yahoo!Slup, bingbot

« AhrefsBot, Baiduspider, Ezooms, MJ12bot, YandexBot

« Robots.txt

 User-agent : dJliigEM—*&EUser-agent

» Allow/Disallow : FRETEZEHZERIK « FFADEFRIEEY

 Crawl-delay : 52 E MBI I E

o Sitemap : RS HEEZCaE A UL 457
.+ =[BT (term)

SHIELD ZXTREME

[

User-agent: *
Disallow: /cgi-bin/
Disallow: /images/
Disallow: /tmp/
Disallow: /private/
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Google HackingtBEdzE]

Ap mi 38 3
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g 35S
intitle/allintitile HEMEETENAS
intext/allintext BERENARX
inurl/allinurl KESHEMNURLAR
filetype HEETERINESR
link S HILPRISELS
site PREIEZSMH R VERB B EARIE
cache K¥=Google EEFE PR IENHE
inanchor/allinanchor HEREIE CBEEF - mEEZEEPTEaNAEE
related SEMEENAUSKURLBEBNABEEHEZRLIAR)
info BmniEENAE S URLZ BEEN(REMHEBEN)
daterange ERETERERBANRgoogledm AR IHA R (PRE K EE E)
numrange HEEiErsdENSENREEIFEHE)
define HEZANER
stocks BEEXR sk EES

location/source
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Google Search EX#IZESF

o + HEAEWNEE @ RorlrEErn/EZHIRTEAE 20
- -HRFEZNAIE - RRBERICER
" CESIERAER - BEINFZIER
cRNE—=F7T - ¥ bl.ck box
*FRRE—EZF - @l Apache/* Server
- HEHEAZEFHEETHE - %0 1900..2019 - $300..$900
« OR |:FTREPZ— W& "B | "8F" )

:Google BETHIETMIAN FZiER - ST ZEIE - PXEEBET—E@HRER -

- EXEE R LEER

- ASANDIE?
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Google Search

Google Gk

Q28 ©ME

#7 3,590,000 JR/ER (SR : 0.39 )
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mxmxax Q .
BAME |

~M
HEmRE

=
AR RAEAR SRR

L

85 TR (=]
* % 2 Rl Google §Ti&

$ EROEBENERER ©

ik : 711010&8FH BN —+ =88
BN : 2T - BIABIRER - B=0
%A% : 06 303 3058

fREIREREM

HIMEEIES W ? 5 R

Google e

shieldx.io

https://www.shieldx.io
RE L | Shield eXtreme
HELH(Shield eXtreme) AR AR R RIIAREERMARABERAHER - REHFHER
BBRHGZARA » REERINEREMEERORTERAEN - ERINAE ...
REEHEMEAE 5 R - LEHBEM : 2022/9/22

104.com.tw
https://iwww.104.com.tw > ... » EZHMRHERAS)

HERBBRNERAS | RMEABR - 104 AHRT
B ZHH(Shield eXtreme) RRIIF2022%F » URAR KA RIIRBEERARABERAE
> DARRNBEIERON - BET AR BRI R &P B E RS ...

yourator.co
hitps://www.yourator.co > companies > Shield-Extreme

Shield Extreme & ZE#RR DB RAE]
HELHH(Shield eXtreme) RRIIF2022%F - URARKEARRIIRBEEEARABERAE
iR URERBEIER S - BET RSB R IR 5 P SR E R i AR TS ...

twincn.com
https://www.twincn.com » item

WERHRNARAS]
(¢ AR 3 PR/AS), Fi48:90615252, A 5] e BIL AR BIE ML 268885k 718 2 1, R RA Y
R0, R SR, B — BB, T, M B, 3R A 8111403 B03H.
AT : BRI AEEH : MBLBBRBERAT
ih : WMIETARBIEMIK2ERB87... EHTHRDLEH(A) © 2,010,000
88 4 R - EZEHARM - 2022/12/7

facebook.com
https://www.facebook.com > shieldx

& = @

focused on becoming the leading cyber security... 8
mES

=% RESBROTRAS (o mwavne )

Hth ARS8 T IUTF
EEELAEE (BB 15 1)
“'—_ - -‘l

i EEREN REARE
REREN RRHAR FRAST)
R AIE THINKTA.. AF) AR
MREERN WRHEAS ATAR
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Workshop — # S 25

« Password
 password filetype:xls site:tw
"access denied for user" "using password”
"AutoCreate=TRUE password=""
"Index of /" +password.txt
"Index of /password"

SHIELD Z{TREME
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MFAGoogle HackingS &R im

- BHEMER
- EEMTEMNEBRUESHNS ERREAELNE
o ENEHFHEIEIRIE
- BEFHEEST
- EHFEETE
. BRIBK
 /admin, /administrator, /phpmyadmin, /manage
- EETEAEINEIFE
- [EmEE T EESR(EHEERE)

.« NBERarhE
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MAGoogle HackingSXk &M Rim
- B

« BRIRANIL H R4S 18

- BIRESFIIHBIESR Index of /teach

ﬁ%& = 72 Y0 TR A naex o cacners

Name Last modified Size Description

: Parent Directory
P] config.php 2004-08-07 09:42 263
?) course.php 2003-12-04 21:05 2.3K
P) faculty.php 2009-06-15 00:42 18K
?) faculty_e.php 2005-09-21 17:24 18K
?) functions.php 2003-11-19 01:16 14K
£ images/ 2003-11-26 19:28
£ pics/ 2006-10-21 14:59

ﬁ teachers_backup 20120229 targz 2012-02-29 10:11 1.6M

SHIELD ZXTREME



Google Hacking Data Base (GHDB)

e EXIRE
- %ATAB

Google Hacking Database

B Show| 15 v

Quick Search

Y Filters Y Reset All

LE o Dork of
1=
2023-03-07 intitle:"index of" inurl:admin/login Files Containing Juicy Info AJAY JOSEPH
ﬁ 2023-03-07 intitle:"index of" /etc/shadow Files Containing Juicy Info Husain Saleem
2023-03-07 Inquiry about Search Results for intitle:"index.of" *S3 Files Containing Juicy Info Ritesh Sahu
..‘-I 2023-03-07 allintitle:"Cyberoam SSL VPN Portal" Pages Containing Login Portals GirlsLearnCyber
2023-02-28 site:email.*.* intitle:"login” Pages Containing Login Portals Reza Abasi
L3 2023-02-28 allintitle:*ProjectDox Login" Files Containing Juicy Info GirlsLearnCyber
2023-02-27 allintitle:"eSlideManager - Login" Pages Containing Login Portals GirlsLearnCyber
- 2023-02-27 intitle:"Index of /cam/" Files Containing Juicy Info Sanu Jose M
et 2023-02-27 intitle:"index of" intext:user inurl:data Files Containing Juicy Info Echo Programs
2023-02-27 Dork wp-config.bak - Exploit Title: intext: “index of" “wp-config.php.bak" Files Containing Juicy Info Neolnvasor
2023-02-27 allintitle:"Eclypse Login" Pages Containing Login Portals GirlsLearnCyber
2023-02-27 allintitle:"TutorTrac Login" Pages Containing Login Portals GirlsLearnCyber
2023-02-27 index of:admin.asp Files Containing Juicy Info Rhishin.athvarma
Marimuthu
2023-02-27 allintitle:"Building Operation WebStation Pages Containing Login Portals GirlsLearnCyber
2023-02-27 allintitle:"OMERO.web - Login" Pages Containing Login Portals GirlsLearnCyber
Showing 1 to 15 of 7,602 entries FIRS PREVIOUS ° 2 3 4 5 507  NEXT  LAST

SHIELD ZXTREME



$8{l8Y Google Hacking-Shodan

« Shodan

- BRIOYAEFIBE LEBNDT - ERAZNAZARERWUERBEIANE

- MEFNSRTEAEBR IP UL

'. SHODAN Pricing

The search engine for

1an IS the world's Tirst searchn engine 1or internet

Create a Free Account Getting Started

Explore the Internet of Things

Use Shodan to discover which of your devices are connected to the Internet,
where they are located and who is using them

Monitor Network Security

CHl

Keep track of all the computers on your network that are directly accessible
from the Internet. Shodan lets you understand your digital footprint

81% of Fortune 100
S H l E L D -(_I_ R E M E Shodan is used around the world by researchers, security professionals, large enterprises, CERTs and everybody in between.
23
emm

Enterpris

Try out the new beta website! Help Center

Login or Register

See the Big Picture

Websites are just one part of the Internet. There are power plants, Smart TVs,
refrigerators and much more that can be found with Shodan!

Get a Competitive Advantage

Who is using your product? Where are they located? Use Shodan to perform
empirical market intelligence

=

1,000+ Universities




ShodantBEd:E;

RH A AR B BIEA
hostname MSIEEN RIS hostname:shieldx
port K EN RS EIE port:8080
country BSEENEXR country:TW
city BSEENHT IIS city:taipei
org S ERAHS org:shieldx
isp =1 ERISPHIER isp:hinet
0s HSEENEERR os:windows
product BSIEENEmR product:” apche tomcat”
version SR ER IS AR product:apche version:1.3.37
9€o0 ;f?zg Eﬂ{%ﬁ;ﬁfgﬁ?gz apache ge0:42.9693,-74.1224
before/after K= ;Etgﬁd?—ﬁr/rjwifi%ﬁ before"11-11-15"
net =15 RIIPH IS 2 F 4815 net:8.8.0.0/16
ASN =15 ERIASN ASN:AS3462

SHIELD ZXTREME
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OWASP:Open Web Application Security Project

OWASP(Open Web Application Security Project) &2 IkF EHHRABAERE
BN RETHRNIFEFESE 0 HE1E /145,000 ERE2EE » &
HERRAEIEANE ZERE » E1TRERM I ZEMERBRZAR > HL
WS LMEBERINEEAENENIRE > ERESOWASPIENEEREEERNAR®
; IR2017TFFOWASPETRNEN 2N BRVEF » FEUERMEEIRIAS T » i
[RERVER P9 B%EE 0 UKRARRIARR @ EReaEs - REg=REFLIN
FRBEIARNZ2EE > OWASPEEND FKEZRIX—XBVRE] » UPIINABELS
EERMHR > FERFENEZHENGEE » LURPBIIREZHEF > seSRED

HMMEIXELAHARER » AR SHREFBENNE R ERGEHEESR

IR1S o

NI

SHIELD Z{TREME https://www.owasp.org



OWASP fEIEN %2

iterate v

Mod
Security
CRS

Security
Champion

s
Playbook
SAMM ASVS

MASVS

Juice
Shop

APl Top Top 10
10

WebGoat Shakes &
~ Ladders
PyGoat  Mobile Top
10
Security
Shepherd

https://owasp.org/projects/
SHIELD ZTREME
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OWASP Top 10: 2021

AO1l TEPRIZERI R - CREBENITA
AO2 IIERETHESSN - Woae BRI R

EATNKE - BEKRERTEMER

SECURITY

TESTING
N | ERRBREREY 'GUIDE

VERSION 4.2 -

ZE | B iR 28 am KRS
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OWASP API Top 10 : 2019

API
01

kYIS Y ERECL - RERDEC

BRI (5 F & A RR S ZefcEshR

B I BEIREE AT

API

0n RO REIRELEEREIPRE] EX=

API API OWASP API Security Top 10 2019

05 Eﬁi,%]j] }?E é}j—’( El/\jf[tﬁ *% 10 E' gfg%ﬂ%%/@i%?gx % The Ten Most Critical API Security Risks

SHIELD ZXTREME



OWASP loT Top 10: 2018

N

G OWASProris:

INTERNETOF THINGS >°*® .

Weak, Guessable, or Hardcoded Passwords

[SRLPREEA 2

Insecure Network Services
Unneeded or - * network services

Rz A B B

backend AP, cloud, or mobile interfaces in the ecosystem outside of the
the device or its rela 0 its. Common Issues
m(lude a I.](k of authentication/authorization, lacking or weak encryption, and a lack of
input and output filtering.

authenticity, ¢

Lack of Secure Update Mechanism

Lack of abllity to securely update the device. This includes lack of firmware validation on
device, lack of secure delivery (un-encrypted in transit), lack of anti-roliback mechanisms,
and lack of notifications of security changes due to updates,

/" S Use of Insecure or Outdated Components
Use of deprecated or insecure software components/libraries that could allow the device to be. >
compromised. This includes insecure customization of operating system platforms, and -
the use of third-party software or hardware components from a compromised supply chain.

Insufficient Privacy Protection
User's personal information stored on the device or in the ecosystem that is used insecurely,
improperly, or without permission.

ik = VLR HBE G

SHIELD ZXTREME



OWASP ZAP

OWASP® Zed Attack Proxy (ZAP)

The world’s most widely used web app scanner. Free and open
source. Actively maintained by a dedicated international team of

volunteers. A GitHub Top 1000 project.

5

Intro to ZAP

If you are new to security testing,
then ZAP has you very much in
mind. Check out our ZAP in Ten

video series to learn more!

&

SHIELD Z{TREME https://www.zaproxy.org/

Automate with ZAP

ZAP provides range of options for
security automation. Check out the
automation docs to start
automating!

&

ZAP Marketplace

ZAP marketplace contains add-ons
that have been contributed by the
community. Check out how you
can extend ZAP with the add-ons!




BRI EAF IR

Researchv  Productv  Safety Company v

Introducing ChatGPT

We've trained a model called ChatGPT which interacts
in a conversational way. The dialogue format makes it
possible for ChatGPT to answer followup gquestions,
admit its mistakes, challenge incorrect premises, and
reject inappropriate requests.

Try ChatGPT 2 Read about ChatGPT Plus

SHIELDIXTREME  https://openai.com/blog/chatgpt

Researchv  Productv  Safety Companyv

Introducing ChatGPT
Plus

We’re launching a pilot subscription plan for ChatGPT, a
conversational Al that can chat with you, answer follow-
up questions, and challenge incorrect assumptions.

Read about ChatGPT




ChatGPT

HD K = Py BU TR Bl AR 2 AR
11H#Y - ZEVERAERGPT-3.5RENAZSRET

AT ChatGPT - 20penAlFZMNA LES R R AR - 1R20225F
P se {2 T I4R

+ New chat

Upgrade to Plus

0- Light mode

Updates & FAQ

Log out

SHIELD ZXTREME

2O~

Examples

"Explain quantum computing in
simple terms" -

"Got any creative ideas for a 10
year old’s birthday?" -

"How do | make an HTTP
request in Javascript?" =

ChatGPT

4

Capabilities

Remembers what user said
earlier in the conversation

Allows user to provide follow-
up corrections

Trained to decline inappropriate
requests

A

Limitations

May occasionally generate
incorrect information

May occasionally produce
harmful instructions or biased
content

Limited knowledge of world and
events after 2021

ChatGPT Feb 13 Version. Free Research Preview. Our goal is to make Al systems more natural and safe to interact with. Your feedback will help us improve




ChatGPT

MR BEARE

SEEALZERERAERSEREORS - TRHAZE  TERECBRFUOBENE O Y
® o UTR—ESBPENRZAVEES -

1. FIRRBRERAN - TREMAZEZNERAH - RERBNREE - ELRHMINEE
- BLRE - HBERANBEESRTES -

. RERSAENREZRAE - BARERERE? - EEEERE - BRERE - B9RE
BREFREEE - slEXTRIRRAFNESE - #2 HCRERBNSESHR

3. BREMRZHE - MAERRZEMOLENRE - ARMEAREZIRALIRMAZE
KR - B IRE B CROBAEF A -

. EBSE - BA2ARRAR  CTFHREESHAREHRZE - RBBRTAZIMREANM
B AE 35 8 B 1R 58 o 3t F52 21 PR R P SR Nl

. EBREEH - EBRENRESH T MUY B CORBENAMETNME > TREESNER
BHIRENT -

B2 PEHENZZRERANSENER  BEIWREAERS B CAREENAE® » I
BERFFEFBRMAHSESBAOSMNE o

SHIELD ZXTREME




{RA I A ZNE RIS --

Nmap.org Npcap.com Seclists.org Insecure.org

SECTOOLS . ORGC EEEEEEY r&

Home About/Help Suggest a new tool | | Search |

SecTools.Org: Top 125 Network Security Tools

For more than a decade, the Nmap Project has been cataloguing the network security community's favorite tools. In 2011
this site became much more dynamic, offering ratings, reviews, searching, sorting, and a new tool suggestion form. This
site allows open source and commercial tools on any platform, except those tools that we maintain (such as the Nmap
Security Scanner, Ncat network connector, and Nping_packet manipulator).

We're very impressed by the collective smarts of the security community and we highly recommend reading the whole list
and investigating any tools you are unfamiliar with. Click any tool name for more details on that particular application,
including the chance to read (and write) reviews. Many site elements are explained by tool tips if you hover your mouse over
them. Enjoy!

Tools 1—10 of 125 next page — Sort by: popularity rating release date

Wireshark (known as Ethereal until a trademark dispute in Summer 2006) is a fantastic open source multi-
platform network protocol analyzer. It allows you to examine data from a live network or from a capture file
on disk. You can interactively browse the capture data, delving down into just the level of packet detail you
need. Wireshark has several powerful features, including a rich display filter language and the ability to view
the reconstructed stream of a TCP session. It also supports hundreds of protocols and media types. A
tcpdump-like console version named tshark is included. One word of caution is that Wireshark has suffered
from dozens of remotely exploitable security holes, so stay up-to-date and be wary of running it on
untrusted or hostile networks (such as security conferences). Read 31 reviews.

Latest release: version 1.12.7 on Aug. 12, 2015 (7 years, 6 months ago).

O

sniffers

W

@ ) X &

SHIELDIXTREME  https://sectools.org/

Npcap.com Seclists.org Sectools.org Insecure.org

N <

NMAP". ORG
Download Reference Guide Book Docs Zenmap GUI In the Movies

Get Nmap 7.93 here

* Nmap.org has been redesigned! Our new mobile—friendly layout is also on Npcap.com, Seclists.org, Insecure.org, and

Sectools.org.

* Nmap 7.90 has been released with Npcap 1.00 along with dozens of other performance improvements, bug fixes, and
feature enhancements! [Release Announcement | Download page]

o After more than 7 years of development and 170 public pre-releases, we're delighted to announce Npcap version 1.00!
[Release Announcement | Download page]

e Nmap 7.80 was released for DEFCON 27! [release notes | download]

* Nmap turned 20 years old on September 1, 2017! Celebrate by reading the original Phrack #51 article. #Nmap20!

e Nmap 7.50 is now available! [release notes | download]

e Nmap 7 is now available! [release notes | download]

* We're pleased to release our new and Improved Icons of the Web project—a 5-gigapixel interactive collage of the top
million sites on the Internet!

* Nmap has been discovered in two new movies! It's used to hack Matt Damon's brain in Elysium and also to launch
nuclear missiles in G.l. Joe: Retaliation!

e We're delighted to announce Nmap 6.40 with 14 new NSE scripts, hundreds of new OS and version detection
signatures, and many great new features! [Announcement/Details], [Download Site]

e We just released Nmap 6.25 with 85 new NSE scripts, performance improvements, better OS/version detection, and
more! [Announcement/Details], [Download Site]

e Any release as big as Nmap 6 is bound to uncover a few bugs. We've now fixed them with Nmap 6.01!

e Nmap 6 is now available! [release notes | download]

e The security community has spoken! 3,000 of you shared favorite security tools for our relaunched SecTools.Org. It is
sort of like Yelp for security tools. Are you familiar with all of the 49 new tools in this edition?

o Nmap 5.50 Released: Now with Gopher protocol support! Our first stable release in a year includes 177 NSE scripts,
2,982 OS fingerprints, and 7,319 version detection signatures. Release focuses were the Nmap Scripting Engine,
performance, Zenmap GUI, and the Nping packet analysis tool. [Download page | Release notes]

e Those who missed Defcon can now watch Fvodor and David Fifield demonstrate the nower of the Nmap Scriotina

https://nmap.org/ 35



HACKER TARGET SCANNERS TOOLS RESEARCH SERVICES ABOUT & PRICING LOG IN

Simplify the security assessment
process with hosted vulnerability scanners

From attack surface discovery to vulnerability identification, actionable network intelligence

for IT & security operations

USE CASES SEE OPTIONS

SHIELD ZX{TREME https://hackertarget.com/



On-Line Tools

[YOURSCANSV Tools v Features v Pricing Services Resources Vv Company Vv Sign in Register

Found 671 subdomains

The essential
penetration testing

Ny scams

Found 7 open ports (1 host)

O Auaate

tools, all in one place e [

Froquently used tools
Pentest-Tools.com is the leading cloud-based toolkit for » ,
offensive security testing. Focused on web applications
and network security testing, the platform helps you
reduce repetitive work and saves you time for more

creative hacking, custom testing, and security research. ol

niegratiors

Attack Surface

Attack surface summary

Vulnerability summary

Scan activity

Sattings

Try the live demo Compare pricing plans ;

SHIELDIXTREME https://pentest-tools.com/




pentest-tools.com

Google Hacking » o credits Y=

Target domain ’ 2] ‘

Q Directory listing vulnerabilities
Q Configuration files exposed

Q Database files exposed

Q Log files exposed

Q Backup and old files

Q Login pages

Q SQL errors

Q Publicly exposed documents

Q phpinfo()

SHIELD Z{TREME

Find Subdomains » 20 credits JEEX

Domain name ‘ (7] I

m\/ Include subdomain details

Whois Lookup » ocredits Y=g

Whois 2]
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EHY

s EEE A REIVEAIRE » UEITRERN B RARTS

- B RINT HREES

e Tcpdump ~ Sniffer ~ NetXRay ~ Wireshark (Ethereal)

investigators
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Netwitness
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- B EEEURM
- HUB
« Y-TAP
« Switch

Port Mirror
Port Mapping

- HEIEENTA
« Wireshark(Ethereal) » SnlfferPro Tchu EDEEEQE » MS-
NetMonitor ~ SecuServer--

SHIELD ZXTREME
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EJZHW_L%
« Host/Server
« Edge Switch
« Core Switch

* Router
« Board Router
» Core Router

o EREIRM
- PR or Z2R&

o ZHPRZEIE Core Switch ‘Router
- =&

« IDS/IPS/IDP —> BXI=EI\
« DT — KAREL

Edge SW|tch | Edge SW|tch | EdgeSW|tch |

Board Router

Core Router

SHIELD Z{TREME



5 EANFERE

SHIELD ZXTREME

’i'fﬁ-
<

T
|
.

3

Watch NetCam camera in
Taiwan, Province Of
Taipei

Watch NetCam camera in
Taiwan, Province Of
Taipei

http://www.insecam.org/

Watch NetCam camera in
Taiwan, Province Of
Taipei

Watch NetCam camera in
Taiwan, Province Of
Taipel

Watch NetCam camera in
Taiwan, Province Of
Taipei

Watch NetCam camera in
Taiwan, Province Of
Taipeli
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WireShark

-« Wireshark Vg5 AEthereal
- ZIRZBIEERL > AREBRINFERKE
- FNRERIEEREE

B R el ABRMT 700+B NI E
- BEFACHRIERE - AEHIREBERINEE
o IR PR IRARME RS HVIRIR

« Honeynet Project Extensions
«  WireShnork
« WireshAV

 https://www.wireshark.org/

SHIELD Z{TREME
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ireShark

200

AD A mBRRE J3esxE=Eg I N

Frame

- Ethernet

| Time

0.000000
0.001027
2.000936
2.0019690
4.002296
4.003324
6.003102
6.004128
8.004331
8.005362
8.198126
8.198243
9.875966
10.005255
10.006279
12.006492
12.007528
14.059586
14.060605
14.126198
14.126327
16.060825
16.061844
18.061787
18.062792
18.196272
18.196369
19.125848
19.125967

W oONOOWUM A WNRE

N NNNNNNNNNRRE B &R
WoONOOUMAEWNROSOVONOODULLAEWNRES

1: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
II, Src: MoxaTech_27:8c:37 (00:90:e8:27:8c:37), Dst: Westermo_1a:61:83 (00:07:7c:1a:61

| Source

192.168.88.61
192.168.88.1
192.168.88.61
192.168.88.1
192.168.88.61
192.168.88.1
192.168.88.61
192.168.88.1
192.168.88.61
192.168.88.1
192.168.89.2
192.168.89.1
Cisco_95:1d:8b
192.168.88.61
192.168.88.1
192.168.88.61
192.168.88.1
192.168.88.61
192.168.88.1
192.168.89.2
192.168.89.1
192.168.88.61
192.168.88.1
192.168.88.61
192.168.88.1
192.168.89.2
192.168.89.1
192.168.89.2
192.168.89.1

| Destination

192.168.88.1
192.168.88.61
192.168.88.1
192.168.88.61
192.168.88.1
192.168.88.61
192.168.88.1
192.168.88.61
192.168.88.1
192.168.88.61
8.8.8.8
192.168.89.2
Cisco_95:1d:8b
192.168.88.1
192.168.88.61
192.168.88.1
192.168.88.61
192.168.88.1
192.168.88.61
8.8.8.8
192.168.89.2
192.168.88.1
192.168.88.61
192.168.88.1
192.168.88.61
8.8.8.8
192.168.89.2
8.8.8.8
192.168.89.2

> Destination: Westermo_1a:61:83 (00:07:7c:1a:61:83)
> Source: MoxaTech_27:8c:37 (00:90:e8:27:8c:37)
e: IPv4 (0x0800)

Typ

Internet Protocol Version 4, Src: 192.168.88.61, Dst: 192.168.88.1

User Datagram Protocol, Src Port: 949, Dst Port: 53
Domain Name System (query)

SHIELDX

4SICS-GeeklLounge-151020.pcap

TREME

| Protocol

| Length

73
73
73
73
73
73
73
73
73
73
69
97
60
73
73
73
73
73
73
74

73
73
73
73
69
97
74
102

£ 4SICS-GeeklLounge-151020.pcap

Q Q a M

| Info

Standard query
Standard query
Standard query
Standard query
Standard query
Standard query
Standard query
Standard query
Standard query
Standard query
Standard query

@xab26 A
response
@xab27 A
response
@xab28 A
response
@xab29 A
response
@xab2a A
response
@x804a A

Destination unreachable

Reply

Standard query
Standard query
Standard query
Standard query
Standard query
Standard query
Standard query

@xab2b A
response
@xab2c A
response
@xab2d A
response
0x0002 A

Destination unreachable

Standard query
Standard query
Standard query
Standard query
Standard query

@xab2e A
response
@xab2f A
response
@xeS5eb A

Destination unreachable

Standard query

0x0003 A

Destination unreachable

0010

time.nist.gov

0xab26 Refused A

time.nist.gov

@xab27 Refused A

time.nist.gov

0xab28 Refused A

time.nist.gov

@xab29 Refused A

time.nist.gov

Oxab2a Refused A

localhost

time.nist.gov
time.nist.gov
time.nist.gov
time.nist.gov

time.nist.gov

(Network unreachable)

time.nist.gov

Oxab2b Refused A time.nist.gov

time.nist.gov

@xab2c Refused A time.nist.gov

time.nist.gov

Oxab2d Refused A time.nist.gov

ntpl.dlink.com

(Network unreachable)

time.nist.gov

Oxab2e Refused A time.nist.gov

time.nist.gov

@xab2f Refused A time.nist.gov

localhost

(Network unreachable)

ntpl.dlink.com

(Network unreachable)

90 @7 7c la 61 83 00
90 3b af 10 00 00 40
58 @1 @3 b5 00 35 00
00 00 00 00 00 00 04
03 67 6f 76 00 00 01

8c 37 08 00 45 00
cd a8 58 3d co a8
ab 26 01 00 @@ 01
65 04 6e 69 73 74

246137 - Displayed: 246137 (100.0%)

Y47 <E
e X=
1:&
t ime-nist

Profile: Default
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BETEL?

2

SYN_SENT
( connect() )

ESTABLISHED

FIN_WAIT_1
(close())

FIN_WAIT_2
TIME_WAIT

SYN Seqzx

=X+1

YN seay. ACK

Seq=
q X+1ACK=y+1
ACK x +2

LISTEN
(listen())

SYN_RCVD

ESTABLISHED

(read())

CLOSE_WAIT

LAST_ACK
(close())
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BB

e ip.addr==192.168.1.1
e Ip.src == 168.95.1.1
e ip.addr==2001:db8:85a3::1016
n.host == dns.hinet.net
. eth.addr 11:22:33:44:55; Rt e Tt S
) tC 3. po rt —— 80 . ) S
 tcp.port =80 p—
» tcp.srcport == 12345 o

Source: dns.hinet.net (168.95.1.1)

Destination: (NN (140..  Expand Subtrees Shift+Right
[Source GeoIP: Unknown] Expand All Ctrl+Right

Y —— [Destination GeoIP: Unknown] Collapse Al Ctrl+Left
° —— > Internet Control Message Protocol

Apply as Column

0000 24 77 @3 ce f1 44 00 @b 86 be Al » selected
0010 00 3c f7 6c 40 00 f3 01 6 6F = .
repare a Filter > Not Selected
0 S3JE5] 00 00 55 4c 00 01 00 of Conversation Filter » . d Selected
67 68 69 6a 6b 6c 6d 6e 6f 70 PP R ~and Selecte
77 61 62 63 64 65 66 67 68 69 clonizemith Fer =
Follow » ..and not Selected
...ornot Selected

Copy >

SHIELD Z{TREME



BRI

* ICMp
 icmp.type ==8 || icmp.type ==
e icmp|0] ==

« tcp.flags == 0x002(SYN)

« tcp.flags == 0x011 (FIN,ACK)

« tcp.flags == 0x010 (ACK)

« tcp.flags == 0x012 (SYN,ACK)

« tcp.flags == 0x018 (PSH,ACK)

« http://rapid.web.unc.edu/resources/tcp-flag-key/

SHIELD ZXTREME



BRI

- tcp.port 1= 3389 <;5f% RDP jRi£>

- tcp.flags.syn == 1 <& Hsyn flag BIFI B>
- tcp.flags.rst == 1 <& Arst flag BVE B>

« larp ;BB% ARP iZ

- smtp || pop || imap & email JiE

SHIELD Z{TREME
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Packet Squirrel

« The man-in-the-middle that's nuts for networks

RGB LED Indicator Push Button
Ethernet In Ethernet Out
To target PC L J loLAN
y o= 4
”353 fgﬂ‘”% 1USB Storage
' 1oUM y

s - J E NTFS /EXT4
Payload Selection Switch ‘ Oefault Payloads  Default Settings
Payload | I TGP Dump USER: root
Payload 2 ONS Spoof PASS: hakbsquirrel
Payload 3 J- UpenV/PN IP-17216.321
Arming Mode

SHIELD ZXTREME



Packet Squirrel

 Payload
« TCP Dump
° DNS SpOOf ] hak5 / packetsquirrel-payloads @OwWatch~ 68 % Star 199  YFork 82

¢ O p e nV P N <> Code Issues 1 Pull requests 2 Projects 0 Wiki Insights

Branch: master v | packetsquirrel-payloads / payloads / Create new file =~ Upload files =~ Find file = History
S haksdarren Delete README.md Latest commit 8151867 on 16 Dec 2018
i library Delete README.md 5 months ago
B switch1 Added metadata to existing payloads (#1) 2 years ago
B8 switch2 Added metadata to existing payloads (#1) 2 years ago
B switch3 Added metadata to existing payloads (#1) 2 years ago

SHIELD ZXTREME



Workshop - ‘g 813tk

« 4R 1E X-Range LEITEE
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WannaCryk*E* 37REC
SERERIMN LR o S AR EASYETEH LR

Qoops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption servica,

Payment will be raised on B C.n 1 Recover My Files?
51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so encugh time.
Time You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay
You only have 3 days to submit the payment. After that the price will be doubled
Also, if yvou don't pay in 7 days, you won't be able to recover your files forever
We will have free events for users who are so poor that they couldn't pay in 6 months

Your files will be lost on

How Do 1 Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Chack Payment>. Best timea to chack: 9:00am - 11:00am

Fad ¥ o o SORGuuny Y Py Py U P

572012017 00:47:55

Time Left

Send $300 worth of bitcoin to this address:

12t9YDPgwueZ9NyMgwb19p7AABis)ré S Mw

Contact Us

SHIELD ZXTREME



WannyCryisR B8 &

BHZHHR > AREE—FSHImIHE
« 1FRAV IS A HE

SINKHOLED!

This domain has been sinkholed by Kryptos Logic.

https://dg.yam.com/post.php?id=8002
SHIELD ZTREME

HET TRR, RSNKBERER RIZFEEE
SHicER

PERRSFEIRERANMEENTEGHS B8R K28R RHBTHEHEE  BIVET T
R MATERFREZHRTEHRGES » AXEERIrBI A -

YOU wouLaw
BOWNLOAD A

.
A

Hurley M

o: Prass todzy

BARSE BHAATAREERIUG - €0 - AEIZRIRES AT X THIAFHED B)rmt-L"JrEIfﬁﬁ

HF rfak, BaxBR

PREEASERRBHERIR 150EE R « AEH 1008 AWM FEN

AFIFERE "85 (WannaCry)ls ? E5 » EE 23mNETHRIE

SEff(Marcus HutchinspkEIT FAFHEM. - ATIFEAE MER) Mt
- EEMERAMR -
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DNS&2#kEiWannaCry

> | 17/07/05
23:14:17.000
>  17/07/05
21:26:42.000
>  17/07/05
21:21:25.000
>  17/07/05
21:21:13.000

i —a

Jul 05 15:14:17 10.0.1.18 CEF:0|Lastline|Enterprise|7.10|signature-match|IDS Signature Match|6|act=LOG cat=sinkhole/Sinkhole.Te
ch cn1=65 cnllLabel=impact cn2=87026 cn2lLabel=IncidentId cn3=65 cn3Label=IncidentImpact cnt=1 ¢s1=e92b3400:30fbe7df:665e1ca2 cs1
Label=detectionId cs2=https://user.enterprise.lastline.local/event#/2870691410/4107789788/143232327event_time\=2017-07-05 cs2La
bel=EventDetaillink cs3=http://www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/ cs3lLabel=EventUrl
deviceExternalld=2870691410:4107789788 dpt=80 dst=104.17.38.137 end=Jul 05 2017 23:13:47 CST externalld=14323232 proto=TCP sour
ceDnsDomain=78-user127.cc.ncut.edu.tw src=140.128.78.127 start=Jul 05 2017 23:13:47 CST

host=10.0.1.28  source = udp:666 = sourcetype = syslog-for-lastline

Jul 05 13:26:42 10.0.1.18 CEF:0|Lastline|Enterprise|7.10|signature-match|IDS Signature Match|6|act=LOG cat=sinkhole/Sinkhole.Te
ch cn1=65 cnllLabel=impact cn2=86756 cn2lLabel=IncidentId cn3=65 cn3Label=IncidentImpact cnt=1 cs1=e92b3400:30fbe7df:665e1ca2 cs1
Label=detectionId cs2=https://user.enterprise.lastline.local/event#/2870691410/4107789788/14312974?event_time\=2017-07-05 cs2La
bel=EventDetaillink cs3=http://www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/ cs3lLabel=EventUrl
deviceExternalld=2870691410:4107789788 dpt=80 dst=104.17.37.137 end=Jul 05 2017 21:26:12 CST externalld=14312974 proto=TCP sour
ceDnsDomain=95-user169.1lib.ncut.edu.tw src=140.128.95.169 start=Jul 05 2017 21:26:12 CST

host=10.0.1.28 = source = udp:666 = sourcetype = syslog-for-lastline

Jul 05 13:21:25 10.0.1.18 CEF:0|Lastline|Enterprise|7.10|signature-match|IDS Signature Match|6|act=LOG cat=sinkhole/Sinkhole.Te
ch cn1=65 cn1label=impact cn2=87049 cn2Label=IncidentId cn3=65 cn3Label=IncidentImpact cnt=1 cs1=e92b3400:30fbe7df:665e1ca2 cs1
Label=detectionId cs2=https://user.enterprise.lastline. local/event#/2870691410/4107789788/143124567event _time\=2017-07-05 cs2la
bel=EventDetaillLink cs3=http://www.iugerfsodp9ifjaposdfjhgosurijfaewrwergweascom/ cs3label=EventUrl
deviceExternalld=2870691410:4107789788 dpt=80 dst=104.17.37. 137 end= Jul 05 2017 21:20:48 CST externalld=14312456 proto=TCP sour
ceDnsDomain=t2.ba.dep-appoint.static.012.ippool.cyut.edu.tw src=120.110.27.12 start=Jul 05 2017 21:20:48 CST

host=10.0.1.28  source = udp:666 = sourcetype = syslog-for-lastline

Jul 05 13:21:13 10.0.1.18 CEF:0|Lastline|Enterprise|7.10|signature-match|IDS Signature Match|6|act=LOG cat=sinkhole/Sinkhole.Te
ch cn1=65 cnilLabel=impact cn2=87049 cn2Label=IncidentId cn3=65 cn3Label=IncidentImpact cnt=1 cs1=e92b3400:30fbe7df:665e1ca2 cs1
Label=detectionId cs2=https://user.enterprise.lastline.local/event#/2870691410/4107789788/14312456?event_time\=2017-07-05 cs2La
bel=EventDetaillink cs3=http://www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/ cs3lLabel=EventUrl
deviceExternalld=2870691410:4107789788 dpt=80 dst=104.17.37.137 end=Jul 05 2017 21:20:48 CST externalld=14312456 proto=TCP sour
ceDnsDomain=t2.ba.dep-appoint.static.012.ippool.cyut.edu.tw src=120.110.27.12 start=Jul 05 2017 21:20:48 CST

host =10.0.1.28 = source = udp:666 = sourcetype = syslog-for-lastline
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Mirai Botnet

MwaFJbG%E#RﬁLmuxEI’]Jﬁ%%ﬁiﬁ%&%_ mieiZly [8kel > UL
B FEAE T T AR R I B RY E’]

Z 28

Miraigy 3

EERiR =

« MiraitgiZavsE
FINEE » 81352016FE9H 20

A L ES

FEAYIS B

2B A A USRI EE ~ ¥R

ADyn/A T 4R IS

2

TR R AT 7 BB R B AR R
8% o

BT RRERZHIARE 7 PRETAR

£

wE o BINERE

HEEMFERZIERAGKE - mHkKn
UL ERmOVHRII N E » LAK2016410

MiraifyRIgHS B L RIRIIAZIVES » ERERMTtEREM—E

CEN— ¥y
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Mirai Botnet
. EE N BT
I

gfl- =z .jgamblin committed on GitHub Merge pull request #38 from Red84/patch-1
=X \ =]
- - VART)Y

00N
R dir Trying 1o Shrink Size
B loader Trying 1o Shrink Size
Bm miral Trylng 1o Shrink Size
Bm scripts Transcribe post ta markdawn while preserving
= ForumPost.md Transcribe post to markdown while preserving
= ForumPost.txt Update ForumPost.txt
= LICENSE.md Trying 1o Shrink Size
= README.md Fix a typo in README.md

Jgamblin Trying to Shrink Size

W bot Trying to Shrink Size
W cnc Trying to Shrink Size
i tools Trying to Shrink Size
E) build.sh Trying to Shrink Size
E) prompt.txt Trying to Shrink Size

https://github.com/jgamblin/Mirai-Source-Code
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Latest commit 3273843 24 days ago

10 months ago
10 months ago
10 months ago
10 months ago
10 months ago

8 months ago
10 months ago

24 days ago

Latest commit 5779423 on 25 Oct 2016

10 months ago
10 months ago
10 months &go
10 months ago

10 months ago
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VirusCheck
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V|rus Check

Integrate static and dynamic cybersecurity analyzing sKills;

Detect hidden malware in a comprehensive manner

https://viruscheck.tw/
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