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Warning: mysqli:mysqli(): (HY000/2002): Connection refused in /var/www/html/ebook/system/library/db/mysqli.php on line 7

Warning: mysql_error() expects parameter 1 to be resource, object given in /var/www/html/ebook/system/library/db/mysqli.php
on line 10

Warning: mysql_errno() expects parameter 1 to be resource, object given in /var/www/html/ebook/system/library/db/mysqli.php
on line 10

Notice: Undefined variable: trace in /var/www/html/ebook/system/library/db/mysqli.php on line 10
Notice: Undefined variable: trace in /var/www/html/ebook/system/library/db/mysqli.php on line 10
Notice: Undefined variable: sqgl in /var/www/html/ebook/system/library/db/mysqli.php on line 10

Fatal error: Uncaught exception 'Exception' with message 'Error: <br />Error No: <br /> Error in: <b></b> line <b></b><br />'in
/var/www/html/ebook/system/library/db/mysqli.php:10 Stack trace: #0 /var/www/html/ebook/system/library/db.php(9):
DB\MySQLi->__construct('localhost', 'root', 'Dd0917588800', 'ebook’, '3306') #1
/var/www/html/ebook/system/framework.php(25): DB->__construct('mysqli', 'localhost’, 'root', 'Dd0917588800', 'ebook’, '3306')
#2 /var/www/html/ebook/index.php(22): require_once('/var/www/html/e...") #3 {main} thrown in
/var/www/html/ebook/system/library/db/mysqli.php on line 10
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Consistent Network and Security Policy

a4 Al S
Identity Context

1
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2048
o ERE (Users)

e NAZE (Public Cloud)

o ZEE (Devices) Ei A5 12 R E R ZRE AR FS ZeiRFEER e ERlHA[) (Data Center)
- UE (Locations) WAN Edge Infrastructure/Services Security Services Edge o =R (Edge)

2 oAl R ERITRH]
Threat Awareness Sensitive Data Awareness
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VERSION 4.2

https://github.com/OWASP/wstg/releases/download/v4.2/wstg-v4.2.pdf

' " ‘ h A 'A Taiwan Lybf-r Security Alliance




OWASP Top 10: 2021

A01 TEPRIZERI R el A ER T

A02 IIERETHESSN a2 B A 1k Tl Sk 3

AO03 FATKEE

A04 AzZE B ZACER N BT R R

ZER B fRe&am KRS

e==o) ™=K = i O R BA
I INC SN\ S2Bieema



OWASP Top 10: 2021

DUJHSD
2021

2017
A01:2017-Injection A01:2021-Broken Access Control T o P 1 O

A02:2017-Broken Authentication A02:2021-Cryptographic Failures
A03:2017-Sensitive Data Exposure A03:2021-Injection

A04:2017-XML External Entities (XXE) (New) A04:2021-Insecure Design

A05:2017-Broken Access Control > A05:2021-Security Misconfiguration
A06:2017-Security Misconfiguration A06:2021-Vulnerable and Outdated Components
A07:2017-Cross-Site Scripting (XSS) A07:2021-Identification and Authentication Failures
A08:2017-Insecure Deserialization (New) A08:2021-Software and Data Integrity Failures
A09:2017-Using Components with Known Vulnerabilities / A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

https://owasp.org/www-project-top-ten/
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(7) OWASP Top 10:2021

OWASP/Top10
0 w29k ¥ 636

OWASP Top 10:2021
BE

AEFER

OWASP 2021 1143

WN{a] IEEE{E R OWASP Top 10 &
1R

anal{EA OWASP Top 10 BiE)
AppSec

OWASP 18[

Top 10:2021 B E

AOT HEPRIZHIKIY

A02 INEEHE BRI

A03 FEATUTER

A04 RER5RE

A05 TERETAFE

A06 felEElBERITTIF
A07 238 RERAEHE MK
A08 BABE R B I ST R
A09 BT R B IR
A10 {ERRIBFA RIS

T

OWASP Top 10 2021 77143 ’

B0 RE R ETRRZAI OWASP Top 10 | | OWASP Top 10 2021 2—{A2HIRE » B2 TIRAIIUG
ENTFRAFETRE - EEHEMNGE » MU MUREMOES LA TE -
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Top 10 for 2021 B+ EFAEAE ?

iERFE OWASP Top 10 for 2021 E=AZ DR - BB EEHBHWHEENELE - WHH
—LERBIEH -

2017 2021
AD1:2017-injection = _r AD1:2021-Broken Access Control
AD2:2017-8roken Authentication . & ,___?‘_;.-_ > AD2:2021-Cryptographic Fallures
A03:2017-Sensitive Data Expasure e 2

=T "9 AD3:2021-Injaction
AD4:2017-XML Extornal Entities (XXE) 7 [Mew) AD4:2021-Insecure Design
A05:2017-8roken Access Control T~ ADS:2021-Security Misconfiguration
ADB:2017 Security Misconfiguration —= N\ ADG:2021 blo and Outdated Comp:

TS A07:2021 and Auth Fallures
(New) ADS:2021 Software and Data Integnity Fadures
> AD9:2021 Security Logging and Monitoring Failures®
(New) A10:2021-Server-Side Request Forgery (SSRF)*

* Pram the Survey

A07:2017 Cross Site Scripting (XSS)

ADE8:2017 insecure Deserialization

A0%:2017 Using Comp with Known V s
A10:2017nsufficent Logging & Monitoring E—

A01:2021-HEPRIZHIKL LB LR LI 94% #BIEAEARINEA BB RIERRIEMRIZHI X
BAIRERE - FEHEPRIZHI K BUSMARR PRI EEIR 34 {8 CWEs ERAIER P HIRNRBEASHE
A5 26285 -

https://owasp.org/Top10/zh_TW/
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« Web Application Level
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e NessusEHME(10 2H Al Serverze & 1E 30,17 KEE R 1 B9 28190
e ClientRIZaImTEHUEASWENFER 2

o ServerEiClient7I o] Z iR [E & I 1
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= ~.Command g
Nessus clien / Hosts 1 * |

Command __, .
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b Nessus serve
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http://www.nessus.org

bEE
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New Policy / Palicy Compliance Auditing

Policy Library > Sattings Cradentials Compliance

COMPLIANCE CHECKS

» Adtran AOS

» Brocade FabricOS
» Check Point GAIA
» Cisco I0S

» Citrix XenServer

» Database

» Dell Force10 FTOS
b Extreme ExtremeX0S
b FireEye

Fortigate FortiOS
HP ProCurve
Huawel VRP

v

Juniper Juncs

} MongeDB

» NetApp Data ONTAP

Palo Alto Networks PAN-OS

» RHEV
» SonicWALL SonicCS
* Unix

| {Upload a custom Unix audit file)

ACTIVE COMPLIANCE CHECKS

CIS Apache HTTP Sarver v3.1 L1

CIS MySQL 4.1/6,1 0§ L2 v1.0.2

CIS Red Hat Enterprisa Linux 7 L1 v1.0.0

Login message.

Networl list

Log file size

Network Time Server

Secure log greup

Log server

Authorized uses only, All activity may be monitore

pessage to dsplay prior to graphical logn
192.168.00/24
This spacs sep NEnAX W

Host address of the »

Security group of acc

2
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10.0.0.2

st e
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& zh-tw.tenable.com/products/nessus

TH BEEMN SEA @2

O tenable gberbxposure E® BASR BR XE A% AEBE AR

N ESSUS ? §IIJ & zh-tw.tenable.com/products/nessus/nessus-essentials
N
Nessus 2225838 30,000 EAMANEE » REHRBERFMZNRERM 2 — » URIBEFTEAIEHE! TH BERA SEA @2

e @tenable’ OberExposure E& BASR B XE 25 AKEBH B

nessus nessus Q tenab
Essentials Professional .
nessus
=i 16 @ 1P AR A BRELER 1P HERRBER 7 U
v BIRRANE v FBREHMERE v Nessus 7238 E R BFE* YEEE *
v REIREREE v BRI  SETR v RinEE Nessus® Essentials (ZBi#§ £ Nessus Home) &2 Nessus R5IE S
v % Tenable Community #1831 v BREME v & Predictive Prioritiza Z—  TERBHEE (SERESE 2R 16 8 1P i) »
WANS  WELEE BrRREAE 0 DR et A Nessus (TFBENPRAAREIILE - MRERERDR ool
BRRTRIGEA - AT 88 Tenable K v FIRENERE i RAOERBIBINAE -
BHRARM Essentials REMAHR - v HEXE v ERRIIR
v FTBRENTI{EFER IR v BERIERM #BER » Nessus Essentials FERRPTERMRELABTERZ ~ B T BEIMEIR Tenable HIBFTER
BN B REIRABRERY v REEEM - FTRHRE BFER » tﬁ?ﬁﬁ'fiﬁi Nessus EREEE - MNFIELERINDAE - BRE
=18 BANS : RER ARG Nessus Professional TR °
B

E(FHHBERRAY Nessus Essentials IF ? 3%Eif Tenable B EIRS RiET
& - BA{EA Nessus Essentials ©
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Nessus_ B

& www.tenable.com/downloads/nessus?loginAttempte:

(Otenable | pownloads

Nessus
Nessus Agents

Nessus Network
Monitor

Tenable.sc
Integrations

Log Correlation
Engine

Tenable Core
Tenable.ot

Web Application
Scanning

Compliance & Audit
Files

Downloads / Nessus

Nessus

Need an Activation Code?

In order to complete your Nessus installation, you need an activation code if you don't have one already.

Get Activation Code

Nessus - 8.11.0
® Nessus-811.0-Win32.msi Windows 7, 8, 10 (32-bit) 69.8 Jul 14, 2020
MB
@ Nessus-8.11.0-amzn.x86_64.rpm Amazon Linux 2015.03, 2015.09, 2017.09, £.2 Jul 14, 2020
Amazon Linux 2 MB
® Nessus-811.0-es5.i386.rpm Red Hat ES 5 i386(32-bit) / Cent0S 5 / 387 Jul 14, 2020
Oracle Linux 5 (including Unbreakable MB
Enterprise Kernel)
@ Nessus-811.0-debian6_i386.deb Debian 6, 7, 8,9 / Kali Linux 1,2017.3 38.8 Jul 14, 2020
i386(32-bit) MB
@ Nessus-8.11.0-es5.x86_64.rpm Red Hat ES 5 (64-bit) / CentOS 5 / Oracle  40.7 Jul 14, 2020
Linux 5 (including Unbreakable MB
Cunbnvmvica Vavnall

[@ View Release Notes ~

Tenable Nessus Essentials Activation Code IR E x &5
Login
no-reply@tenable.com EF12:00 1S EAD) Y &
FLBE -
M KREETER - BTRUTER - KEFETno-reply@tenable.comFIFHIE A
X EX - > PX (%R - BEug MEA FFIES ABIRINGE « 38X x
Jump to: Release ~

Tenable Logo

Welcome to Nessus Essentials

Welcome to Nessus Essentials and congratulations on taking action to
secure your network! We offer the latest plugins for vulnerability scanning
today, helping you identify more vulnerabilities and keep your network

protected.
Checksum
If you're looking for more advanced capabilities, such as live results and
configuration checks — as well as the ability to scan unlimited IPs, check
Checksum out Nessus Professional. To learn more view the Nessus Professional
datasheet.
Checksum Activating Your Nessus Essentials License
Your activation code for Nessus Essentials is:
Checksum
Download Nessus
Checksum

aEHIR SR
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« OpenVAS B—EFXHB BN R EFREKEIERE RS ZN—EEZS
e OpenVas 2fFFH Nessus 2 BERZEENANIRIGIE9RFEREES
o SEAERIE : NVTs(Network Vulnerability Tests)

A -

— FHGreenbone B &4 &

— HAlE= 238500001
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GMP: API of Greenbone Community Edition

OSP
Scanner

OSP: Unified scanner control layer

VTs: Vulnerability Tests

Target Systems
Greenbone

Vulnerability
Manager
Daemon

(gvmd)

Greenbone
Community
Feed

Web
Browser

www
—=

Greenbone
Security
Assistant

Greenbone
Community
Edition

‘gi" I A] ii :g’ aEMuTSnR
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Greenbone Security feed

\
| ‘
| TS (A0505 of 48505)

— Content: Thousands of Network Vulnerability Tests e —

(NVTs) as well as compliance rule sets °
— Started: 2008 ol

— Security: Encrypted and signed m—

— Transfer: Optimized synchronization = =
— Update: Daily = B
— Access/Support: Greenbone Subscription S Deeesew T T TR ——
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Workshop’s Time
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