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2. SVRCHK Ver-1.0 #&ip| % 3%

» SVRCHK #&/B| 3 ;2
- #Bl=x# : 1 time/day
- File 1d. by $year/$month/$mday/$srv_name

- B 1 &

« Router : ping

« DNS : dig

« W : wget, socket-port

* Proxy: curl
- User Interface

- JSP + Java (Tomcat)



3. SVRCHK Ver-1.1 &l % ¥

» Ver-1. 1 &R # F
- Tyrc, Ncu_cc, Ncuad, Ncu_rd

- NCU Computer Center ISMS 32z (2010)
« Ver-1.1 B> &
- Ver-1.0
- f?PR,f &iﬁiﬁfﬂ d’ﬁ'iﬁ o
* Router, DNS, WWW, MRTG/w &
- Portal, @ + # ¥, BlackBoard, MS-SQL, MySQL
« SMTP, POP3, IMAP, Proxy, News,
- VWMware, LDAP, DHCP, NFS

- e 5Lg 3, NIS (Network Information System )
» Others
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3. SVRCHK Ver-1.1 # R % 3t(cont. )

s Rl &
« Router : ping
* DNS : dig
« WW : wget, Nmap (socket-port)
* Proxy: curl, Nmap
« SMTP, News, popd : expect
« MS_SQL, MySQL: expect, Nmap
« DHCP : ping, Nmap
« VWMware : Nmap



3. SVRCHK Ver-1.1 # R % 3t(cont. )

* te R FOH
- Service status collection FFR &
- ¥R Server W B PFRAE L
- status collection FFFRF 3% & &
- fw Bz
- # i (Nmap)
- 728 (expect, wget, curl)

- Security filter (Transit¥&ig )
- B 3zek (transit? / target?)
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Example: SMTP service data collection script

#l/bin/bash

RSYNC=/usr/bin/rsync
LOCALPATH=/home/yang

## Susan 2010-01-29 :: News Test OK!
VAR=%(expect -c"

spawn telnet 140.115.17.34 110
#send \"telnet 140.115.17.34 110\r\"
expect +OK

send \"USER center7\r\"

expect +OK

send \"PASS xxxxxxxx\r\"

expect +OK

send \"STAT \r\"

expect +OK

send \"QUIT \r\"

expect -timeout 1

")

echo "$VAR"



Example: News service data collection script

#!/bin/bash
RSYNC=/usr/bin/rsync
LOCALPATH=/homel/yang

## Susan 2010-01-29 :: News Test OK!
VAR=%(expect -c"

spawn ssh yang@163.25.255.16
expect yes/no

send \"yes\r\"

#

expect password:

send \"“XXXXXX\r\"

expect \"\W\$\"

send \"telnet 140.115.X.X 119\r\"
send \" help\r\"

expect -timeout 1

")

echo "$VAR"



4. SVRCHK Ver-2.0 # & ,% 5t
Ver 2. O 33:,;; F
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- User Interface
o BPR & 3ud user AR _F 4N
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- Database oec
- File : $year/$month/$mday —> DB



4. SVRCHK Ver-2.0 # & % ¢ (cont. )

* Ver-2. 0 4&
- Tyrc, Ncu_cc, Ncuad, Ncu rd
- FLp B
- Dynamic created by user/manager

- Server Registered by user
- Server conformed by manager

- % ppy g
« Spring Security
- User authentication
- User authorization

- Database % 39



4. SVRCHK Ver-2.0 # & % 3¢ (cont.)

- SVRCHK Ver-2.0# & & 3t

- User Login

- Server Registeration

- Database features
- {id, hostname, hostip, email, creadted _date}

- Service status collection **¥

- User query service status
« [SMS 3F % <~ &
* Query Interface
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0. SVRCHK#2 ;' 2 Database

» Spring Framework
- B3 5 APL, §Tes 58 Webfe® k bag B i

PR .
Sring MVC
Database Access (JDBC, Hibernate, JPA)
Security

Form Validator
Flow Control
Web Service
Others. ..



5. SVRCHK#2.5% 2 Database (cont. )

- Mysql data base

- SERVER

« { Host Name, Host IP, Host Port,
Host Email, CREATED }

- PSTATUS

» { STATUS_IP, STATUS_SCORE, STATUS_RETRIEVE,
CREATED }

- DAY_STATUS:

- { DAY_IP, DAY_STATUS, DAY_SCORE ,
DAY, CREATED } i



5. SVRCHK#2.5% 2 Database (cont. )

- Crontab # 7423\
- svrchk-fetch. java
- Collect service status according {IP, PORT}

- svrchk—-exec. java
- Valuate the service status

- svrchk-status. java
« Report Daily service status



5. SVRCHK#2.5% 2 Database (cont. )

[root@center7-4 Data]# Is -

4=t 56

-rw-r--r-- 1 root root 306 10H 23 16:30 140.115.1.28
-rw-r--r-- 1 root root 308 10H 23 16:31 140.115.1.31
-rw-r--r-- 1 root root 297 10H 23 16:30 163.28.49.4
-rw-r--r-- 1 root root 311 10H 23 16:30 192.192.227.4

# more 140.115.1.31

# Nmap 4.11 scan initiated Sat Oct 23 16:31:10 2010 as:
/usr/bin/nmap -p 53 -PO -oN 140.115.1.31 140.115.1.31

Interesting ports on sunl.ncu.edu.tw (140.115.1.31):

PORT STATE SERVICE

53/tcp open domain

# Nmap run completed at Sat Oct 23 16:31:15 2010 —
1 IP address (1 host up) scanned in 5.511 seconds



5. SVRCHK#2.5% 2 Database (cont. )

1250 | 140.115.17.212 |
1251 | 140.115.1.31 |

1252 | 163.25.254.13 |
1253 | 163.28.49.4 |

1254 | 163.25.254.250 |
1255 | 192.192.227.14 |
1256 | 140.115.2.238 |
1257 | 192.192.227.13 |
1258 | 163.25.255.21 |
1259 | 140.115.17.199 |
1260 | 140.115.19.42 |
1261 | 192.192.227.4 |
1262 | 140.115.1.28 |

1263 | 163.25.254.2 |
1264 | 140.115.17.212 |
1265 | 140.115.1.31 |

1266 | 163.25.254.13 |

1]
1]
1]
1]
1]
1]
1]
1]
1]
1]
1]
1]
1]
1]
1]
1]
1]

1|2010-10-23 14:31:22 |
1|2010-10-23 14:31:22 |
1|2010-10-23 14:31:22 |
1|2010-10-23 15:31:23 |
1|2010-10-23 15:31:23 |
1|2010-10-23 15:31:23 |
1|2010-10-23 15:31:23 |
1|2010-10-23 15:31:23 |
1|2010-10-23 15:31:23 |
1|2010-10-23 15:31:23 |
1|2010-10-23 15:31:23 |
1|2010-10-23 15:31:23 |
1|2010-10-23 15:31:23 |
1|2010-10-23 15:31:23 |
1|2010-10-23 15:31:23 |
1|2010-10-23 15:31:23 |
1|2010-10-23 15:31:23 |



5. SVRCHK#2.5% 2 Database (cont. )

mysql> select * from DAY_STATUS;

 S—— N —— S — N S— S S— S — +

| DAY _ID| DAY_IP | DAY_STATUS | DAY_SCORE | DAY_INFO | DAY _CREATED |
= S— N —— S — N S— S S— S — +

|  43]163.25.255.21 | G |17:17 | 2010-10-23 | 2010-10-23 18:14:52 |
| 44]140.115.1.28 |G |17:17 | 2010-10-23 | 2010-10-23 18:14:52 |

| 45]192.192.227.13 | G |17:17 | 2010-10-23 | 2010-10-23 18:14:52 |
| 46 163.25.254.250 | G |17:17 | 2010-10-23 | 2010-10-23 18:14:52 |
| 47]192.192.227.14 | G |17:17 | 2010-10-23 | 2010-10-23 18:14:53 |
| 48]163.25.254.2 |G |17:17 | 2010-10-23 | 2010-10-23 18:14:53 |

|  49]163.25.254.13 | G |17:17 | 2010-10-23 | 2010-10-23 18:14:53 |
| 50| 140.115.19.42 | G |17:17 | 2010-10-23 | 2010-10-23 18:14:53 |
| 51]140.115.17.199 | G |17:17 | 2010-10-23 | 2010-10-23 18:14:53 |
| 52]163.28.49.4 |G 117:17 | 2010-10-23 | 2010-10-23 18:14:53 |

| 53]192.192.227.4 | G |17:17 | 2010-10-23 | 2010-10-23 18:14:53 |
| 54]140.115.17.212 | G |17:17 | 2010-10-23 | 2010-10-23 18:14:53 |
|  55]140.115.1.31 |G |17:17 | 2010-10-23 | 2010-10-23 18:14:53 |

| 56]140.115.2.238 | G |17:17 | 2010-10-23 | 2010-10-23 18:14:53 |
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