


# iT = B & 8 B FE B B e

314 = 308 #=x
(Concentrator) 2 dLRA g File Servr
FS2 == D G SR TA_NET
Server e
7/
e
Ik : APX=24
DNS & Mail 315 ¥ 309 #= PX (KiD22 /e 100.11LX
€ 6 File Servr IPX(8023)=23 253 PN
Server File Servr T 88K~ 2-“1&‘-1[- [: a TEENER
R e oy IPX(8023)=25
o s 2 Wellfleet 3(Om 227 1;0 11X
Etherqwitch AFN Router Router e
192.192156.238 : i 950
om :
/ e 9 J
: ekl s EtherSwitch - #ﬁ(’iﬁs’ \}‘“ o
100 M ATM 192 192 6. 239M s

WWwW \\ ‘itner

100 M
BBS Server

EARAH 100 M

3Com1000 B|rR
EtherSwitch 3Com1000
EtherSwitch

100 M ooM 192.192.56.236

192.1 (,xz.sa.zilv/////;;;

e

53] ) T30 g
! = Crgmte )
(SRl = A A
3(C '!mly}ﬁlno %ﬁgﬁ TR e ” &k@ sﬁf l;(i)ﬂ
2 o 3Com1000 3Com1000 3Com1000 i LSy
EtherSwitch 5 e HE = e EtherSwitch
92.192.56.234 EtherSwitch EtherSwitch EtherSwitch 192.192.56.237
Sl b 192.192.56.235 192.192.56.232 192.192.56.231 AR

3- )
’




| AT T R SR R EEBEAE

T1(PPP)

L LN
192.192.56.0
203.68.92.0
203.68.93.0

192.192.57.254

192.192.56.254

203.68.92.254
_ 203.68.93.254

5 i_: server | yX .

Z switch. B4fE)% 4

(Z)210.70.105.253

(70)210.70.106.253

3COM 3300

LR 2N 3

210.70.105.0 210.70.106.0

ERA

210.70.104.0

210.70.101.254

192.192.56.241

3COM
CoreBuilder 7000

& = COM 2700 =y
@[Dj g;@ %D o

3COM 1000 ¥

Y P WA

210.70.103.0

COM 1000

oo —— e

3COM 1000

3COM 1000/

b . EAR ATHARE

4728 210.70.102.0
AT 210.70.102.C




TRAT BT RIS £ 48

2245 PR ] e

E1 H
MR ¥iR2Mbps 4
|

~ 3com
CoreBuilder |
7000 Layer 2
__Switch
"~ 3com )
‘ CoreBuilder

| 3500 Layer 3

|
|
|
1 \__ Switch
|

———————



| E1 B
2Mbps*2

Web Server |

I BTEEMLR

Proxy Server ‘ ?
S _ s (

s
|

Gigabit

; Intel Express
| 550T Switch

R EF

| Intel Express
| Gigabit Switch

|
|
|
|
|
|
|
|
|
|
BHEPDL
|
|
T

Intel Express
510T Switch

o

& S

G )\
3COM
________ CoreBuilder
4 3500 Layer 3
! l Switch
2 /s
3COM |
CoreBuilder ‘
a g 7000 Layer 2 {
Intel Express {\ % Switch #
550T Switch TR
i
1
1
|
|
|
S ¢ = ¢ ¢ o =« o 2
Intel Express
510T Switch
________________ ey
: |
| 3 e 1 !
I [S=== =] ————
T _— -
! N
i [ —"] A~— |
- s Intel Express |
: 5107 Switch | FOBRE |
CHSRINE. O Ly e SR B

Intel Express
510T Switch

Intel Express
510T Switch




| E1 B
2Mbps*2

Web Server |

I BTEEMLR

Proxy Server ‘ ?
S _ s (

s
|

Gigabit

; Intel Express
| 550T Switch

R EF

| Intel Express
| Gigabit Switch

|
|
|
|
|
|
|
|
|
|
BHEPDL
|
|
T

Intel Express
510T Switch

o

& S

G )\
3COM
________ CoreBuilder
4 3500 Layer 3
! l Switch
2 /s
3COM |
CoreBuilder ‘
a g 7000 Layer 2 {
Intel Express {\ % Switch #
550T Switch TR
i
1
1
|
|
|
S ¢ = ¢ ¢ o =« o 2
Intel Express
510T Switch
________________ ey
: |
| 3 e 1 !
I [S=== =] ————
T _— -
! N
i [ —"] A~— |
- s Intel Express |
: 5107 Switch | FOBRE |
CHSRINE. O Ly e SR B

Intel Express
510T Switch

Intel Express
510T Switch




R e e

905 =
U 2 B0l 2 G % R R Rl

3524xL ADSL Hinet
TANET 4908G-13 S

w2000 D NetAudit e P =t
CSPM CSS Server Sever DS v A,
et - PIX525

yﬁg&#j‘$% m/*'}i:g 1*"‘>v\~ug'




Database o
Server
Server,
| |
N l N |
W W
Managemeﬁt
DHeP Server(” 4
Hinet Server | ‘JB)
TWGate
1650
4Mb Lease Line &
CacheFlow
MultiHoming -
Hinet avs.— (YY & k
Ca RN ‘;’J
MulliHomIng Nall
ADSL A
Sparq
‘ 6506
=y -
3524 x

= |
3508G 53 —

=

AMEE10183500

Ul

;!!!?7/3/9'!3500

U;

ARE!

v
3

/618

w

500

Ul

‘l!!ﬁawlasco

U

AERE12183500

00 Baserx
1000 Baser

B 4 P 2 A4

Server Manager Server (g}

G I

6506

P

=

ey 8

AME10M3500

Ul

WRE7/9183500

HREs/6E3I500

bt

MARM/4183500

Ul

AMIE1/2183500

H B Lk B acerns

7609
TANET
GB Netflow
OutSide Agnet
3508G ‘J b
PIX525 | Eg PIXS25 & i
Applications GI‘ I‘ 3524 |
Servers = :
3548 ¢ 11
a 49126
FortiGate Eg FortiGate Router
'I' ‘I' ﬁlPTelephony
3550 ro - 3
-z o n:’ = |
3550 3508G } T | Netflow
DNS

l6509 l 6509

6506 6506

3524 3508G | 3524

d = ; 3

BREAE3500 |AMEIS00
s

- 1T Z
BRMEBEI500 / |

@ “EREB1/1FE3500
B|MECE3500 | i

|

S|REOE3500 |REB1/IFE3500

Cisco SysTems

) InSide Agnet

DNS
Server
N

MENEZ W3500

HRIEZM3500




Datadaso

Sorver

Hinet P Server Yob | P 3524 % < Farm
TWGate A v - Sercs — |
ab Lossilbine U W _— Sic | |
s 35086 Notflow
3 wob ONS 2330 nSide Agnet
Hinet CacheFlow  So/ver Serve
Ml tiMoming -
ADSL
7 el ¢ \ 6509
Wl tiMoming | 9
Sparq Abst DX

¢ o
oy

%

g 8
- 3=

35086 i ‘ 3508G 35086 3524
PIRR(%)7/08  PIWR(E)/EM  AREI0M3IS00 ARS1083500 p=r e 3
el fe— e | V] REEANI500 RFEMW3500 %
PEIWR (%)5/00 PIWR(H)5/68  ARMIRONISO0 ABE 2991500 ) ;
: cunf e wazd RWIERE 3500
PIWMR () m L =3¢ JESRIT ARMESEE3500 AMESSE350 =&
; == R 5 1/1FE3500
3 E vuJ =
g;;ﬁ{ . ‘!?»?Tg W ARMAEIS00 AME1493500 RESRAs00

U

ARE12183500

ARE 1293500

MRWOMWI 500

acer 2

|REs1/1FEIS00 RDWZM3500

Srsvim



TANET )~ TWAREN )
=

PRETTY
LTS

iy y—— i

ah

o Ny,

i £
% :ﬁ‘ _-”_: -3
# My Ay L

Eafﬁéﬁff—-————————*#é FE



BREEETE




4 ¥

£ A E

e
T

B

“m
.Wv
®
=
4+
vT
e

(hEawakE) L




ERBERE RE TR EbfEE Zlijfg-ri‘ﬂ:'%:@

ABREEME B EERHEMRE

Management Consale

N N
% =

o , ,
NM/DB Server Mail Server DB Serw AP Sdrver Web r.n,m.

|I A |
1~ |
IA .
= o

CiscuGBIJQ Cisgo 6509
i == :
g Lt
4 B
iz Sa i

Cisco 3508G Cisco Cisco Cisco
3550- 6506 AN 6506 6506

il Jerver MNM/DB Server NM Server

v




A RATHER R




% ®iH IA @R

i BIEE R
REE &
EEECER:-PN
@ AEE
£ PRSI0
*2 1SGIRE 7R
4 ERE SR
= A TEIEE S
@ ATS3E
81 ATEIE B
A Eesdsh
®) #HE
2 A
) Telnet
v FTP
6

@3
7 Eean
&) A
) MEHF
B Telnet

W = RERR |
ol F - IPRE
Wl P EMRERR
T% AR

v

0 | (5L, Fi%m

B .| 2009-07-28 |«

Ef - | EEE

- FEERREERIARITRE

B ;| 2009-07-28 | |5%| 00 00

-

4

THEH |

700,0004
650,000
600,000
550,000
500,000
— 450,000
a ,000

< 250,000

200,000
150,000
100,000

0,000

PZP ~ Streaming ~
Yebii & 9 8 fE 4%

W7 Fzr
W7 e

2009-07-28 22:00:35 R [GHEFHEEP

B 7] RemoteAccess [T (7] Stocks

14011724 .20

[[]¥] sireaming

B (@] Tunnel




1% Top 100 Attacks (last 24 hours) - Juniper Networks - NSM - global : current

File View Dewices Tools Search Help

& B 23 =L
|Lgluhal j\ % || il Top 100 Attacks (last 24 hours)
Pl Top 100 Attacks (last 24 hours)

%;upJEE::EC:SSEm;h:;FZzw ' H Last day as of 2010/10/27 47 08:40:39 |
o acks Prevented (a: ours;

{lul Top 20 Attackers (1| Attacks - last 24 hours)

<fatl Top 20 Attackers Preverted (Al Attacks - ast 24 hours) P HTTP: URL Access Information; Info

<l Top 20 Targets (last 24 hours) DB: MS-S0L Server SA Account Login; Info

<5l Top 20 Targets Attacks Prevented (last 24 hours) SSL: Non-SSL Traflic on SSL Port; InfoI
<Gl A mttacks by Severity (last 24 hours) HTTP: Generic SAL Injection Detection; Info 4
<l AN &tacks Preveried by Severity (st 24 hours) TGP: ©25 Bad 3WH Non-SYN Retrans in SYNSENT State; Infal
<l Al Attacks Over Time (last 7 days) HTTP: Facehook Access; Info-|
<l AN Atacks Prevented Over Time (last 7 days) TCP: C25 Info ACK in LASTACK State; Info ]

<G AN Atacks Over Time (last 30 days) HTTP: POST Requestwith GET Parameters; Info -
<l &1 Attacks Preverted Over Time (last 30 days) HTTP: Proxy Using GET; Info{
il Critical Attacks (last 24 hours) TCP: €25 Info Segment Out of Window; Info-
<lad Critical Attacks Preverted (st 24 hours) HTTP: YouTube Access; Info-|

<t Crtical Theu Medium Attacks Clast 24 hours) DNS: Reverse Name Lookup; Infa-|
<l Critical Theu Medium Attacks Prevented (last 24 hours) HTTP: MSN Chat over HTTP; Info-|
@ Top 50 Scan Sources (last 7 days) PROTOCOLS: HTTP on Non-Standard Port; Info-
§fill Top 50 Scan Targets (last 7 days) HTTP: CheckPoint AUSD Scheme Overflow; Info
<t Prafiler - Mew Hosts (last 7 days) GNUTELLA: Connection Request; Info
< Proiiler - New Parts (fast 7 days) P2P: BitTorrent File Share; Info|
<Gl Profiler - New Protocals (last 7 days) PROTOCOLS: Nan-HTTP Traffic; Infa-|
<G Top IDP Rules SPYWARE: Hotbar, Device_warning_log-|
Screen Reports GAME: Source Engine Query; Info-
Administrative Reports DNS: Type "ALL" Used: Info '3
UAC Reports
Prafier Reparts attack | severty | No.ofLogs | ]
AT Reports HTTF: URL A... Info 25390239 [Z]
SSLAPN Reports = | |oE: Ms-3aL .. Infa 4137747
EX Switch Reports SSL: Hon-S%...Infa 1127590
My Reports HTTP: Generi...Info 9777e5
B i%ﬁred Reparts —l | |[TcP: ©25 Ba.. Info 932015
o HTTP: Faceb... Info B2r33s u
Conboure TCP: C25 Int... Into TE74E2
HTTR: POST .. Info 488551
Administer
HTTP: Proxy .. Info 457429
TCP: C25 Inf... Info 244842
Commonjlesks HTTP: YauTu...Info n79s58
Manage devices DMS: Revers... Info 172833
HTTP: MSH C...Info 163228
PROTOCOLS. . Info 150211
HTTF: Check... Infa 149306
ONUTELL: ... Info 97597
P2FP: BitTorre... Infa 92472
PROTOCOLE. . Info 71992
SPYWARE: .. Device_war... 70291
GAME: Sour... Info 63422
DMS: Type ... Info 50192
HTTR: Wieh ... Info 43009 a

superd®120.124.103.198







£ EENEAENEEEEESMNST L (Your IP =114.25.164.48) - Windows Internet Explorer

u.edu.tw,

BEFR HEE #HREV ZINEEW TIEM =HEH

ENEE % () Free Proxy Lists - P and

EENEN v~ g REEEMNTH -
& EEREAEE

56|~ | BEEREAE - REEE.

IRO)~

HEFHEAE
S TIEs83531,29%

3 iﬁrk ik

SEHUHProxyE - BITEHm
2 BE’ ERERI SRS (HETE ASESMEIP - 4T A 82(FIP )

3. TR R R S5~ 10 TR T, T IRE R
4. &B&\ﬁf kT?ﬁ?ﬁ’ﬁﬁqﬁ“l“ imjupconﬂg [release - ipconfig /renew EFREREFEMIP

a’m proxy} E Eﬁ:%ﬂﬁ
2 BE’ FHE IR EE RN (B AR LEIP )
3.pHmTERE R S5 105 ETEET T, F IR e
4. FH IR E MifFEH A ipconfig /release - ipconfig /renew SEFREFSFEMIP
5. | Ep R TR TR AR R TN

Frig e e S e B R CR R (R ) ST

1. SBER Eproxy s, B TR I

2 FHMERE R S5 105 EIEEA TR » FrihE

3. IR E MfFEH A ipconfig /release - ipconfig /renew SEFREFSFEMIP

ERIEEATE ‘5’5?%&@5&&%% E[E))

1 [REEHAT
2. EH‘*Q‘J 5N10%§gfﬁ » W SR B B nslookup - B RS TR A T, S9N AT

n-u

S ERIEER S WAR <-= BAENE  BATNLAE
TR « RS TP 2SR 7, 17 P 2P SRS B B TS .

E <== BRI RN AE
TP 2PETHEAFHE 7, 747 P2 PR A S 1 B S,

l‘ .»-‘“» ‘.- =
ﬁ =¥= fﬂs,w,f ﬁl[ E“;ﬁ
L ]
HRTLw ﬂow, LB
MRTb sizeghs B

MRTG flowist BRIV E
MRTG packets&ist Bl FEIBEEUE
MRTG sme%ﬁ‘@i’zﬁ‘ﬂm




. 101547.29 - BisEES =N =
D D-View 6.0 - [CYU::DORM7225] M= =

E] File ¥iew Topology Application Svstem NetTools Advanced Help . -0 X

HEEIIEISRAREDRS t £PQ
SRR IACACE SR SIhe e By dle
Hierarchy To... X

= E Root
=- [l CYU
&' DORM

¢ P

-
b

EWHEHEEER

4 - .H
Ready
@55 | @ @ @ > || D-viewso - [CvUiDoR.. L | @ |% | Ik TF 025



















