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Netflow Setting on
CISCO

ow-cache entries 524288
ow-cache timeout inactive 30
ow-cache timeout active 10

mls flow ip interface-full
mls nde sender version 5
interface xxx

ip route-cache flow

ip f
ip f

ip f

ow-export source VlanXXX
ow-export version 5
ow-export destination A.B.C.D nnn




Netflow Setting on Juniper

forwarding-options {
sampling {
input {
family inet {
rate 1;
}

}
output {

cflowd A.B.C.D {
port nnn;
version b;

}
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Port Mirroring

Netflow
» Receiver > UDP

datagram
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Fiber splitter

» Receiver

Netflow
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Netflow
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NetflowExporter

» Emit netflow v5 udp datagrams
* CISCO-like command-line interface

» http://sunsite.cc.ncu.edu.tw/NetflowExporter/
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http://sunsite.cc.ncu.edu.tw/NetflowExporter/
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802.1q Virtual LANs

DST MAC

SRC MAC

TYPE

Payload

DST MAC

SRC MAC

TPID

TClI

TYPE

Payload

TPID: Tag Protocol Identifier (0x8100)
TCI: Tag Control Information

Octets:| 1
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ICMP Blaster

C:\>windump -ne icmp and host 140.115.5.106

windump: listening on \Device\NPF_{7BB3D355-D282-4F1C-ACA2-34E4D0O9BF26B}

18:51:53.382300710:90:27:5a:d6:f0 0:7:eb:2:d4:9 0800 106: IP 140.115.5.106 > 140.
113.204.145: icmp 72: echo request seq 50374

18:51:53.384233 0:90:27:5a:d6:f0 0:7:eb:2:d4:9 0800 106: IP 140.115.5.106 > 140.
113.204.146: icmp 72: echo request seq 50630

18:51:53.386241 0:90:27:5a:d6:f0 0:7:eb:2:d4:9 0800 106: IP 140.115.5.106 > 140.
113.204.147: icmp 72: echo request seq 50886

18:51:53.388250 0:90:27:5a:d6:f0 0:7:eb:2:d4:9 0800 106: IP 140.115.5.106 > 140.
113.204.148: icmp 72: echo request seq 51142

18:51:53.390265 0:90:27:5a:d6:f0 0:7:eb:2:d4:9 0800 106: IP 140.115.5.106 > 140.
113.204.149: icmp 72: echo request seq 51398

18:51:53.392265 0:90:27:5a:d6:f0 0:7:eb:2:d4:9 0800 106: IP 140.115.5.106 > 140.
113.204.150: icmp 72: echo request seq 51654

18:51:53.394269 0:90:27:5a:d6:f0 0:7:eb:2:d4:9 0800 106: IP 140.115.5.106 > 140.
113.204.151: icmp 72: echo request seq 51910

18:51:53.396396 0:90:27:5a:d6:f0 0:7:eb:2:d4:9 0800 106: IP 140.115.5.106 > 140.
113.204.152: icmp 72: echo request seq 52166

18:51:53.400731'0:90:27:5a:d6:f0 0:7:eb:2:d4:9 0800 106: IP 140.115.5.106 > 140.
113.204.153: icmp 72: echo request seq 52422

18:51:53.402302 0:90:27:5a:d6:f0 0:7:eb:2:d4:9 0800 106: IP 140.115.5.106 > 140.
113.204.154: icmp 72: echo request seq 52678

=Py 404305 0:90:27:5a:d6:f0 0:7:eb:2:d4:9 0800 106: IP 140.115.5.106 > 140.
\EE8=26 155: icmp 72: echo request seq 52934

8:51:53.406518 0:90:27:50a:d6:f0 0:7:eb:2:d4:9 0800 106: IP 140.115.5.106 > 140.
13.204.156: icmp 72: echo request seq 53190
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» arp who-has 140.115.165.0 tell 140.115.35.48
arp who-has 140.115.165.1 tell 140.115.35.48

arp who-has 140.115.165.2 te
arp who-has 140.115.165.3 te
arp who-has 140.115.165.4 te
arp who-has 140.115.165.5 te
arp who-has 140.115.165.6 te
arp who-has 140.115.165.7 te
arp who-has 140.115.165.8 te
ar'p who-has 140.115.165.9 te

140.115.35.48
140.115.35.48
140.115.35.48
140.115.35.48
140.115.35.48
140.115.35.48
140.115.35.48
140.115.35.48




SQL Slammer

[~] # ftcpdump -ne ip multicast
tcpdump: listening on ethO
1.5000: udp 32
13:39:45.158851 0:80:¢8:27:34:86 1:0:5e:11:49:e7 ip 418: 140.115.95.47 .nsc-ccs >
238.145.73.231.ms-sql-m: udp 376 [tt] 1]
13:39:45.158940 0:80:c8:27:34:86 1:0:5e:6:ff:96 ip 418: 140.115.95.47 .nsc-ccs >
229.6.255.150.ms-sql-m: udp 376 [ttl 1]
13:39:45.159013 0:80:¢c8:27:34:86 1:0:5e:c:2e:ab ip 418: 140.115.95.47 .nsc-ccs >
235.140.46.166.ms-sql-m: udp 376 [tt] 1]
13:39:45.159097 0:80:c8:27:34:86 1:0:5e:12:06:d9 ip 418: 140.115.95.47 .nsc-ccs >
229.18.166.217.ms-sql-m: udp 376 [+t 1]
13:39:45.159156 0:80:c8:27:34:86 1:0:5e:53:3b:4b ip 418: 140.115.95.47 .nsc-ccs >
229.83.59.75.ms-sql-m: udp 376 [tt] 1]
13:39:47.185376 0:80:c8:27:34:86 1:0:5e:79:5¢:99 ip 418: 140.115.95.47 .nsc-ccs >
224.249.92.153.ms-sql-m: udp 376 [t1] 1]
13:39:47.186005 0:80:¢c8:27:34:86 1:0:5e:7:6b:d0 ip 418: 140.115.95.47 .nsc-ccs >
235.7.107.208.ms-sql-m: udp 376 [tt] 1]
13:39:47.186099 0:80:c8:27:34:86 1:0:5e:79:2c:1 ip 418: 140.115.95.47 .nsc-ccs >
235 249.44.1.ms-sql-m: udp 376 [tt] 1]

R.32A4EN 86171 0:80:¢c8:27:34:86 1:0:5e:5d:7b:d2 ip 418: 140.115.95.47 .nsc-ccs >
21.123.210.ms-sql-m: udp 376 [t1] 1]
\39:47.190408 0:80:¢8:27:34:86 1:0:5e: 2f:4d:65 ip 418: 140.115.95.47 .nsc-ccs >

£96.175.77.101.ms-sql-m: udp 376 [tt] 1]
\
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140.115.155.102 - - [04/Sep/2003:10:37:07 +0800] "GET

V(AN TAR1e[s70.0.0.0.9.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.
) 0.0.0.0.0.0.0.0.0.0.0.00.0.0.90.0.0.0.0.0.0.0.0.0.00000000000.0.0.0.0.0.6.66000

) 0,.0.0.0.0.0.0.0.0.0.0.00.0.0.90.0.0.0.0.0.0.0.0.0.0000000000.0.0.0.0.0.0.6.66000¢

) 0.0.0.0.0.0.0.0.0.0.000.0.0.90.0.0.0.0.0.0.0.0.0.00000000000.0.0.000.0.660.00.

) 0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.9.0.0.0.0.0.0.0.FATI0[* O AT

858 %ucbd3%u7801%u9090%u6858 Y%oucbd3%u7801%u9090%u6858 %oucbd3
7%u7801%u9090%u9090%u8190%u00c3 %u0003 %u8b00%ub31b %ub3ff %u0
078 %u0000%u00=a HTTP/1.0" 404 280 "-" "-"

140.115.5.35 - - [04/Sep/2003:12:12:51 +0800] "GET
/scripts/root.exe?/c+dir HTTP/1.0" 404 285 "-" "-"

140.115.5.35 - - [04/Sep/2003:12:12:51 +0800] "GET
/MSADC/root.exe?/c+dir HTTP/1.0" 404 283 "-" "-"

140.115.5.35 - - [04/Sep/2003:12:12:51 +0800] "GET

) F.';:" t/system32/cmd.exe?/c+dir HTTP/1.0" 404 293 "-" "-"
~@ d/win

5.35 - - [04/Sep/2003:12:12:51 +0800] "GET
nt/system32/cmd.exe?/c+dir HTTP/1.0" 404 293 "-" "-"
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#!'/usr/local/bin/perl -w

my @filter = gqw(-ni eth0 udp port 1434);
my %$iplist = ();

my S$terminate = 0;
$SSIG{INT} = $SIG{TERM} = sub { $terminate = 1; };
open FN, "-|" or exec "tcpdump", @filter;
select (FN); $| = 1;
while (<FN>) {
chomp;

}f (/ (\d+\.\d+\.\d+\.\d+)\..* > ((\d+)\.\d+\.\d+\.\d+)\.ms-sql-m/)

if ($3 > 224 and $3 < 239) {
# printf "[%s][%s]\n", $1, $2;
if (exists $iplist{$1}) {
++Siplist{$1l};
} else {
$iplist{$1l} = 1;
}

}

last if ($terminate) ;

}

fo ch my $ip (keys %iplist) {

intf "[%$s][%d]\n", $ip, $iplist{$ip};
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Layer 3 Solutions
* Proxy Server
* Router (Policy Route)

Layer 2 Solutions
« MAC VLAN
e DHCP
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[Sol.L3] Proxy Server
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[Sol.L3] Router (Policy
Route)

* Router ZFe¥HERY IP ¥IFRFHITHY
Routing

» Juniper & Filter-Based routing A]
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[Sol.L2] MAC VLAN

+ Switch PMEZEH MAC VLAN HYTHEE

 EAE T =AY VLAN
el LAN _ERYEGE: K2R N RS
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[Sol.L2] DHCP
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[Sol.L2] ARP Spoofing
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Juniper FHYEEIE

filter filter-on-dormet {
term redir-infiltrate {

policy-options {
prefix-list icmp-blaster {

from {
source-prefix-list { J 140.115.193.110/32;
icmp-blaster; . 140.115.202.9/32;
} | . 140.115.202.134/32;
protocol tcp;
destination-port [ http telnet . 140.115.202.154/32;
3128 I ° Y
}
then routing-instance transproxy; *
}
Tef%m de’{\Y'i"filff‘G*e{ e routing-instances {
rom °
source-prefix-list { transprolxy.{ . .
icmp-blaster; o description "Transparent Proxy";
} . instance-type forwarding;
} destination-port-except domain; o routing-options {
then { o static {
reject; . route 0.0.0.0/0 next-hop
} 140.115.193.109;
} . y
term default {
. b
cept; . b



Cabletron SSR8000 k5
MAC 8

filters add static-entry source-mac 00055d:8cb543 in-port-list
et. gl .3, 5% gl 83 9i. 22 4% {1 23 restriction disallow vlan 2 out-port-list
et.(1,3,5).(1-8),gi.(2,4).(1-2) name blk_40_234

filters add static-entr sour'ce mac 000c6e:84a872 in-port-list
et. gl 3 5 1 8 9i. 22 4 { restriction disallow vlan 2 out-port-list
et.(1,3.5). 18 9i.(2,4 name blk_103_33

filters add static-entr sour'ce mac 000c6e:720c08 in-port-list

et. gl 3 5 1 8 9i. 22 4 { restriction disallow vlan 2 out-port-list

et.(1,3.5). 18 9i.(2,4 name blk_161_18

filters add static-entr sour'ce mac 0080c8:7eelal in-port-list

et. gl 3 5 1 8 9i. 22 4 { restriction disallow vlan 2 out-port-list

et.(1,3.5). 1 8 9i.(2,4 name blk_150_103

filters add static-entr sour'ce mac 000c6e:81812e in-port-list

et. gl 3 5 1 8 9i. gZ 4 { restriction disallow vlan 2 out-port-list

et.(1,3.5). 1 8 9i.(2,4 name blk_184_168

filters add static-entry source-mac 0050ba:7506c1 in-port-list
1,3,5). 1 8 9i. gZ 4 { -2) restriction disallow vlan 2 out-port-list

18 9i.(2,4 name blk_61_181
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Why PPPoE
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» L PPPoE & LAN protocol, EEFA TCP/IP

+ PPPot Hifs IP Hpe7# [~ PPPoE Server, 3T

%44 Proxy Server [4EE

T

+  https://website.cc.ncu.edu.tw/dormnet/PPPoE/index.php
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https://website.cc.ncu.edu.tw/dormnet/PPPoE/index.php
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http://dolphin.cc.ncu.edu.tw/

BT
* 1£ Windows |5 7E #&lmE1F1%
(Standard TCP/IP port, LPR protocol)

* https://dolphin.cc.ncu.edu.tw/priserv
/index.php?section=howto&sub=setup
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https://dolphin.cc.ncu.edu.tw/prtserv/index.php?section=howto&sub=setup
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