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Network, Hosts, and Policy are Symbiotic
Antivirus is just the beginning...

—TIIIIIIIHIIIIII||||I|[||||IIlI||||I|II|||I||I|||l|||I||||||II[I||||| LA Cisco.com
Initial focus on AV and OS/patches

— Extensible model for host to network validation
L3 Network , symantec. Ensuring host OS patch and AV policy compliance

ASEDCIATES

OV MR CUR UG — Built with Antivirus co-sponsors NAI, Symantec,
TrendMicro

— Support Microsoft Windows NT, XP, 2000

— Use Cisco Trust Agent for comms, brokerage, and
security

— To be distributed by Cisco and partners, potentially
bundled with AV solutions

AV Client

Comms: L2/3 Service + Expand to include other apps & policies

~N_EAP/UDP EAPIB021X - — Security software: Personal firewall, HIPS
c— — Application software: MS Office

Cisco Trust
Agent

« Support wider range of platforms
— Linux, Solaris, and other OSes will follow

7_2002_g1 © 2002, Cleon Sysems, Inc. Al rights. resepasd, 16




Cisco NAC Solution Overview

e T TTTTTTTTTTTT T TTTTTTT TV Cisco.com

NAC Solution: Leverage the network to
intelligently enforce access privileges
based on endpoint security posture

Hosts Network Policy Server
Attempting Access Decision
Network Dewoes Points
Access
Policy Vendor
\I} [AAA) Svr Svr
E Credentials .rl C |~ lentials .,I-"[|-'"I|t 1|I=.=
EAP/UDP, M RADIUS i HTTPS i
EAPmuz.u ' Wrorrnee
-— : CES%  Com P _r
g Notification [l . @ ‘* VA
@ EE @ e
Cisco iy
Trust L=
Agent Enforcement
E_33E15 @
S609_07_A002_ci © 2002, Clsco Systeme, Inc. Al rights resersd,

NAC Characteristics:

Ubiguitous solution for all'
connection methods

Validates all hosts

Lavaragas cusiomar invasimanis
n Cisco network and AV solutions

Quarantine & remediation services

Deployment scalability
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