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1.Bluecoat SG800 Web Security Appliance

¢ SG800-0 Series Port 80 security appliances
— CacheOS
(Custom-built OS, not Unix, Windows, Linux or Net BSD-based)
— Fault tolerant
(7% ]2 AFkRAMAI44EHD)
— 1U rack mountable
— 512MB ECC-RAM / 18GB SCSI HDD

(HAritE A E gk Bupgrade®] 1G RAM / 73G HDD)



2.Alteon Application Switch

Alteon 2424

Alteon AD3

e

« 24 10/100 BASE-T ports

4 SFP-GBIC ports

« Up to 2M concurrent sessions
64K+ Layer 4 sessions/sec*

e Support RIP1 - OSPF ~ BGP
« Small form factor (1U)

8 10/100 BASE-T ports
1 SX Giga port

2 MB memory per port
Up to 224 packet filtering
rule per switch

Up to 256 real servers
support
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3.Catalyst 6509 [ fR 225

Eyrsage)

EEHE: - adbhidd - SIS ~ BbEmE - PERAE - B RIAAE(GE5RE) -
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1.Bluecoat[l/n] 3

1. HY 5 Filter
Bluecoat/H iz i i ypattern LRl g HE ALy Filters

- HTTP CONNECT http://66.115.143.129 service=no cache=no

[Regular-expression] http://195.10.44.23 service=no cache=no

https://.*:(443|80) service=yes http://66.203.198.106 service=no cache=no

https://.*:[0-9]+/ service=no http://66.212.225.149 service=no cache=no
http://66.110.189.30 service=no cache=no

‘SPAM http://207.219.111.152 service=no cache=no

[]+:25/$ service=no http://69.44.58.23 service=no cache=no
http://195.10.46.40 service=no cache=no

- Nimda.A http://209.47.15.254 service=no cache=no

http://www/ service=no http://66.212.226.138 service=no cache=no

/[Rr][Ee][Aa][Dd][Mm][Ee]\.[Ee][XX][Ee] service=no http://www.casino.com/common service=no cache=no

Isystem32/cmd\.exe\?|/root\.exe\?|(/readme\.emI$) service=no  http://www.cashsurfers.com/images service=no cache=no
http://www.asian-xxx-girls.com service=no cache=no

- Code Red http://www.asianapples.com service=no cache=no

(?i)/.*\.ida\?.{230} service=no cache=no http://www.asianbare.com service=no cache=no

http://www.asianclassmates.com service=no cache=no

; Slapper
http://.*/mod_ssl.error:HTTP-request.* service=no

; Blaster
Mittp:/Nd+\\d+\.\d+\.\d+/$ service=no



1.Bluecoat[l/n] 3

2.2z EFilter

ZEEWEB U=

4 Management: Maintenance - Microsoft Internet Explorer =18
BRE RHE HRG FBREQW IO HEE *
Q-0 x| & 0| ns Joomez Qe @) (- B &3
L) [2] hy4163.2.17.1 8081 KeowelLocalbonsolefemel htm | Bz
Google - | | g esEE - ?i?@k‘ﬁjﬂ?*ﬁiﬁﬁﬁiﬂiﬂﬁﬁﬁ e 2
Z
management statistics documentation FAQ
163.28.17.1 - CacheFlow 800 fhome
_) Management Maintenance CacheFlow 800
Cache0S Systens l Filters I Routing 4]
=> Network
— Install Filter List from:
= Filterin
g Local file:  [http:// Install View
=) Streaming Gentral file: hiip://163.28. 1711088870 | Install | | View
= Caching [V hutonatically install new Filter List when central file changes
[V Send me email when central file changes
= Forwarding
=> Security ~ Vien Filter List
-5 SNMP Filter List | View the current Filter List
Source View source for the current Filter List
-> Logging
=> Events
Apply | Cancel Help
=> Maintenance
©1997 - 2004 CacheFlow Ine. All Rights Reserved.
H
Elzs [ [ mms

278 &) AN ETRATR.. |[E] Vamesment M

B [ @i 2@ TFLL

ZHECLIEY 7=

Bluecoat# inline filter-list central "end-267520988-inline*

http://66.115.143.129 service=no cache=no
http://195.10.44.23 service=no cache=no
http://209.47.15.254 service=no cache=no
http://66.212.226.138 service=no cache=no
http://www.asianapples.com service=no cache=no
http://www.asianbare.com service=no cache=no
http://www.asianclassmates.com service=no cache=no
end-267520988-inline

Bluecoat#

Bluecoat#inline filter-list local "end-267520988-inline"

; Code Red

(?1)/.*\.ida\?.{230} service=no cache=no

; Slapper

http://.*/mod_ssl:error:HTTP-request.* service=no
; Blaster

Mittp:/Nd+H\\d+H\.\d+\.\d+/$ service=no
end-267520988-inline

Bluecoat#



’; http://163.28.3.21:8081/Accesslog/Tail - Microsoft Internet Explorer

#BRE KEE ®BRY FOKEFW IHD JHAW J >
QtE-Q - x @] Puws Joannz Fe &) (2- (5 &3
D) [£] htip:#163.28.3.21 8081 /Aceesslog/Tail ~ B BE
Google - | | gpiesmEE | PRk Dhop e |FlgE 2
Access Log Tail =
The current time is Wed Jun 23, 2004 07:34:22 GMT
1087976062 .576 9 163.20.20.1 TCP_NC_MISS/200 6160 GET http://tw.messenger.yahoo.com/channel/radio/radio.js - DIRECT/tw.messenger.yahoo.C
1087976062 . 587 7 163.20.166.2 TCP_HIT/200 3520 GET http://i24.ac. tpe.vahoo.comfusers/4/2/1/6/danyunéé - thunb- 1062684889-2  jpg - DIRECT/-
1087976062 . 588 6 163.20.130.216 TCP_HIT/304 53 GET http://www.yam. com/myyamsub_vam,com.swf - DIRECT/- -
1087976062 . 588 53 163.20.148.94 TCP_DENIED/403 1350 GET http://163.119.236.4/default.1daMC000000000000000000000000000000000000000000000T
1087976062591 261 163.20.34.1 TCP_NC_MISS/200 26825 GET http://tw.f166.mail.yahoo.com/ym/ShowFolder? rb=N40B%40Bu lk&reset=14VV=3875&inc=20
1087976062 .598 7 163.20.13.8 TCP_DENIED/403 1350 GET http://163.155.176.167/defaul t . ida?30000000000000000000000000000000000000000000000L
1087976062 . 604 59 163.20.166.2 TCP_NC_MISS/302 658 GET http://tw.image.bid.yahoo.com/users/8/3/9/0/beibei_yangl- thunb-1059883982-1.jpg -
1087976062 . 605 7 163.20.166.2 TCP_HIT/200 1808 GET http://il3.ac.tpe.yahoo.comfusers/7/4/6/3/52andy- thunb-1085978035-4 . jpg - DIRECT/- in
1087976062 .614 1 163.20.130.216 TCP_HIT/200 5992 GET http://ad2.yam.com/54647/ fuhwabank_12090_0617.gif - DIRECT/- image/gif
1087976062 . 640 16 163.20.99,1 TCP_NC_MISS/200 4706 GET http://twsina.allyes.com/mainfadfshow?user=twsinalSina_homepage |EZtour_Text_l&db=t
1087976062 . 647 364 163.20.178.7 TCP_NC_MISS/200 745 GET http://rad.msn.com/ADSAdClient31.d117Ge tAd 7PG=IMSTWR?SC=HF 7PUID=00064000804 f0ad2 -
1087976062 . 656 0 163.20.130.216 TCP_HIT/304 53 GET http://www.yam.com/image/4/1.g1f - DIRECT/- -
1087976062 . 657 0 163.20.130.216 TCP_HIT/304 53 GET http://www.yam.com/image/d/bg-17.g1f - DIRECT/- -
1087976062 . 662 3507 163.20.100.23 TCP_NC_MISS/200 22344 POST http://www. teaorcoffee.com/AD/RoseHouse/ rosemap.asp - DIRECT/www, teaorcoffee.c
1087976062 . 672 1 163.20.74.184 TCP_HIT/304 53 GET http://image.jr.naver.com/imagesd/bttn_login.gif - DIRECT/- -
1087976062 . 672 0 163.20.132.3 TCP_HIT/200 1109 GET http://www.moninet.com. tw/counter.php - DIRECT/- text/html
1087976062 .673 14 163.20.114.3 TCP_NC_MISS/404 5805 GET http://tw.news.vahoo.com/b51.css - DIRECT/ tw.news.yahoo.Com text/html
1087976062 .677 23 163.20.15.1 TCP_HIT/304 53 GET http://tw.msg.club.yahoo.com/js/msgchk.js - DIRECT/- -
1087976062 .678 13 163.20.132.3 TCP_NC_MISS/200 14977 GET http://tw.news.yimg.con/xp/ tvhs/20040621/23/1610106233 . jpg - DIRECT/ tw.news .yimg
1087976062 .678 0 163.20.153.1 TCP_HIT/200 818 GET http://bbs.sina.com. tw/inages/fav_addl.gif - DIRECT/- imagefgif
1087976062 . 693 0 163.20.74.184 TCP_HIT/304 53 GET http://image.jr.naver.com/inagesd/bttn_help.gif - DIRECT/- -
1087976062 . 704 21 163.20.20.1 TCP_NC_MISS/206 30875 GET http://download.windowsupdate.com/msdovmload/update/v3-19990518/cabpool/DirectX90
1087976062 . 704 12 163.20.148.7 TCP_NC_MISS/404 477 GET http://pic.gamer.com. tw/css/hz_dl.gif - DIRECT/pic.gamer.com. tw text/html
1087976062 . 704 10 163.20.13.8 TCP_DENIED/403 1350 GET http://163.114.84.223/defaul t.1da?3000000C000000000000000000000000000000000000000TL
1087976062 . 714 7 163.20.20.1 TCP_NC_MISS/200 287 GET http://ad.adver.com. tw/adver/Rnans/I~14/http://mxx8.pchome. com. tw/nainpage . htn?fuid
1087976062, 720 32 163.20.130.216 TCP_NC_MISS/200 448 GET http://fads.yam.com/js?ADTYPE=328&0.10083457275875535 - DIRECT/ads.yam.com applic
1087976062, 723 1 163.20.100.23 TCP_HIT/304 53 GET http://www.teaorcoffee.com/inages/include/4. jpg - DIRECT/- -
1087976062, 734 7 163.20.175.129 TCP_NC_MISS/302 652 GET http://tw.image.bid.yahoo.comfusers/6/5/4/9/dolly6631- thumb-1087236835-6.jpg - D
1087976062 . 736 323 163.20.11.9 TCP_CLIENT_REFRESH/200 534 GET http://update.messenger.yahoo.com/msgrclié. html - DIRECT/update.messenger.va
1087976062, 740 67 163.20.154.235 TCP_NC_MISS/200 4746 GET http://dj .mybank.com. tw/z/ twidx/ztwidx_OTCI.djbcd - DIRECT/dj .mybank.com.tw tex
1087976062 . 745 56 163.20.234.87 TCP_NC_MISS/200 10850 GET http://tw.yahoo.com/ - DIRECT/ tw.yahoo.com text/html
J108719176062.751 9 163.20.13.8 TCP_DENIED/403 1350 GET http://163.173.91.100/default.1da? uu“0nouuonoounnnunnnunouun
4 »
[&]17ER [T o wems

@8tk [ npan63283 2180814 . () YEBHE - Outlook Bxpress | L 20040624t EIE RS | ) k% - 0B | & [ Bl W@ TFBH




1.Bluecoatd{a] #E1 T35 55 7

4. Filter & F&E ERVRIIRR)

a.FL B 1 BlasteryFilter BN FHEYIPAEhEE: A Bluecoatfy
FER T
; Blaster |:I:> By-pass list
Anttp:/Nd+H\.\d-+\.\d+\.\d+/$ service=no Bluecoat#inline bypass-list local "end-267520988-inline"
e D P B BAghE i 4g ik iE R 134.208.0.0 255.255.0.0

140.110.0.0 255.254.0.0
140.112.0.0 255.240.0.0
140.138.0.0 255.255.0.0

end-267520988-inline
Bluecoat#

b.Userf I ELER B4 IEHT R fERF RS

1.IEEE N P Bluecoat[d|45 ClientHy el /@& 1Rk HY
SRIEE T MUERTEE - SRS IR EAS R B

2BIuecoat”:%’jHandIeE}’jChent%&iﬁiE({“ HFIER)
Bluecoat 800-0 gE%yHandle 5391 Clienti# 43



1.Bluecoaty1{a] #E1T28)= ¢

5. FR SRR B (e {5 P LA I A e Ay 4 B s 2 HH )
/3 D:\Customer\F & ZABIA\20040624 2k Bl F & 55 \ntu01 himl - Microsoft Internet Explorer

-8 x|
BRE #KHE RO IHEEQW IAOD HEAD

| &
Q-0 W2 N Owe Jooe: Fue @ . H- /RS
D) [€] DCustomer T & FERAR5$1120040624 0 EIE A& D1 hitml

- Bz
Google - | | gpiesEE | PRk Dhos BfER | RlRE 2
=l
BRES ENEZSE

ERBEY (H) =82 %EN (TANct) HERitam iR
BHBRTANE FRIGERRAGNES (H) N5 ENES > METANetLE B A/ NEHER

=
SE: BEENEE
AR £ TANHUBTRBAT. | &) Manngoment Network .| () WP - Outiook Bipr.. | (5 20040624 BB BEE [ £ D iCustmer r B &, 3| |t B &) TF 0331




2.Bluecoatzz (F IR BEMR {7

# AWEB UIgLEEStatisticsHyGeneral’ ,\IE A2 — B EUR IR AE

§smusncs General - Microsoft Internet Explorer =& x]
BRE REE ®RY HFOHSELW IRDO JED

QuiF-0-x 2 b, we Jomex Gue @ - L@ &3
YD) | €] hetp:/163.28.17.1:8081 SecureLacalconsolelernZal htm =~ B BE
Google - | =l epesEE - | PuRek| o pmmiAE | BJRE 2

management statistics documentation FAQ

163.28.17.1 - CacheFlow 800 o
Statistics General Statistics CacheFlow 800
Summary Environment | Disks 1-2 |4 |)
— Configuration
> General Disks installed: 1
=> Volume Memon'l installed: 512 megabytes
CPUs installed: 1
~> Resources Sof tware image: Version: CA 4.1.10 Release id: 18924
Serial number: 5002000084

- Efficiency

— General status

~» Contents

Last access log upload: 2004-06-23 02:00:00+08 :00CST
-» Event Viewer Current access log size: 16.31 megabytes

System started: 2003-11-02 15:41:15+08:00CST

CPU utilization: 6 percent

Help
® 1997 - 2004 CacheFlow Inc. All Rights Reserved.
2
(&l C D e e

djﬂﬁ![ﬁl &) TANetlt BB ATFEL.. "@ Statistics: General - Micros... () WZFE - Outlook Express 1 |&w&§ Lo Gl T 0319




2.Bluecoatzz (F IR BEMR {7

2. B EEVolumnifyHTTP/FTP ClientiIs » nf 22 ClientfyffE 5 iEp sy

_ Statistics: Yolume - Microsoft Internet Explorer =1
BRE HEED HA0 BHREQ ITED HE® | &
QtFE-Q-x @ W Pus Jrampe Qe & - - ®- /&3
#BUED) | €] http#163.28.17.1:8081 Secure/Localiconsole/emZbl htm =~ B sE
Google - I ~l gpemmE - | ?a—?ﬁ'}[@ MEFRSRTE RS ‘ fliggm

=
management statistics documentation FAQ
163.28.17.1 - CacheFlow 800 home
3 Statistics Volume CacheFlow 800
HITP/FTP Bytes | HITP/FIP Clients CPU |4 |)
— Previous 60 minute period | 179 o0
~» General -
i ittt o
ARl ennnennntnnitlinenannRiniialnnunifiilnnnnn
> Volume 60 45 30 15 0
~» Resources — Previous 24 hour period
100
~> Efficiency iIEE
- 1]
- Contents 24 18 12 6 0
~> Event Viewer — Previous 30 day period
} 800
|
El.l-uh.“?l-.l—-_-.-.-‘.-_-_-_“‘.l_ 0
28 21 14 7 0
Graph scale should: |show all values Ll Help

® 1997 - 2004 CacheFlow Inc. All Rights Reserved.

H
(e LD e R
@/884| &) TANdtETBATRL.. |[£] Swtistios Volune - Micro. () HZfHE - Outlook Express { |§@§§ L Gl T 0319




2.Bluecoatzz (F IR BEMR {7

3. FhEEVolumniyCPUBETE » ] ZZ CPUERYE S 40 5%

/a Statistics: Yolume - Microsoft Internet Explorer 18l x|
BERE KREE WRO FAREW IAO HHEE

QtE-- x| 2 o ne e Qxe & 2- - W- /€3

D) [£] hetp#163.28.17.1:8081Secure/Losaliconsole/om2bl htm | B nE
Google-~ | = gpeemE - | PR o rmuamARE | PEE S
=
management statistics documentation FAQ
163.28.17.1 - CacheFlow 800 home
& e Volume
Statistics CacheFlow 800
HITE/FTP Clients CPU Freshness |1 ]’
— Previous 60 minute period
100%
~» General
ad Saan as NS aaRRaAtatn 0
> Volume 60 45 30 15 0
~» Resources — Previous 24 hour period
100%
~» Efficiency
0
~> Contents 24 18 12 5 ]
-> Event Viewer — Previous 30 day period
100%
0
28 21 14 £ 0
Graph scale should: show all values ﬂ Help

@ 1997 - 2004 CacheFlow Inc. All Rights Reserved.

H
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B8] &) TaNedtBTRATR.. |[£) Swtistos Volume - Mioro.. () UZFHE - Outlook Express | @ |@edB @ TFu




2.Bluecoatzz (F IR BEMR {7

4 BhEEEfficiencyySummary?iElE o o ZZClientfyHit rate

/2 Statistics: Efficiency - Microsoft Internet Explorer =&l x|
BREO #EE WRO ZHSFQ IAD HHED | &
Qta-- ¥ 2 0 Pus Joemee Que & - B &3
ABUED) [ &] http:#163.28.17.1:8081 Secure/Localiconsole/omze] htm x| B BE
Google - | | gpresEE - | PuRek O evmemReRE | RRE

=

management statistics documentation FAQ
163.28.17.1 - CacheFlow 800 s

o Efficien
3 Statistics - CacheFlow 800
Summary Non-cacheable | Access pattern |< Ib
~» General B Served from cache: 54.5%
B Loaded from source: 18.4%
~» Volume Non-cacheable: 27.0%

~» Resources
=» Efficiency
~> Contents

~» Event Viewer

Percentages reflect: Ibytes served ;I Help I

©® 1997 - 2004 CacheFlow Inc. All Rights Reserved.
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5. 101

[m{m

=

& B ala ALY E H 0 H 25

\

#HMRTG

AR

& i (e

A TANet LB TR A TR R EH - Microsoft Internet Explorer

EEE KEE RO FWGEFW IHED HA® ‘
Q=& - - x| @ | s Joemee e & - R
BAED) | €] hetp#163.28.16.18hmrte x| B sE
Google ~ | >l gpusEE - | Pofek DhopERE | PRS2
L e B A =Ry N DA NN =
A S A L A 8 S O B s e ]
- N
JE1E R i B AT
EHAE CR CTST A [
= = e g .
: « MRIGIZEIE « MRTGIZEE]
i ﬁl ) e BC session e BC session o« MRTG{HE[E o MRTGIHEE
< mlﬂ e 163.28.33.1,log e 20372244217, log e BC session e BC session
) mlgg e 163.28.33.2,log e 203.72.244.218, log o 134.208.8.58, log e 163.28.146.1, log
) M’Fg o 163.28.33.3,log e 203.72.244.219, log o 134.208.8.59, log e 163.28.146.2, log
e O e NCCU Alteon AD3: j7i8;| e NCU Alteon AD3: i e 6509 CPU Load o 6509 CPU Load
e NTU Alteon AD3: fiz: CPU CPU I
CPU — &
FEE Elif#E B EE EEETHHE
e MRTGHZE o MRTG{=ZE]
. MRIGEEE o BCsession __ o BCsession « MRTGAEE « MRIGAEE
. BC sessilon = o 163.28.18.226, log e 163.28.3.21,log e BC session e BC session
. 16328.178.1 Io o 163.28.18.227, log o 163.28.3.23, log e 163.28.33.252, log e 163.28.18.252, | |
. M’E& o 163.28.18.194, log o 163.28.3.25, log o 163.28.33.220, log log
) m’agg e 163.28.18.195, log e 163.28.3.27, log o KL Alteon 2424: i o 163.28.18.220,
—_— s o TP Alteon 2424: FiE o TPC Alteon 2424: i CPU log
CPU CPU
R EREEE BEGHEE EERAEH ETREHEE
L4 MRTG'Q*[I[! . - ﬂE
« BC session . MRTGIAZE « MRTGIAZE « MRTIGHEE | =l
i€l [ o e
284 () WePEE - Outlook Exp... | L T &eARASI |[&) TavetEF @A . b MSN Mesenger | B Microsott Wora | & 2@ wid @\ TFs




2.Bluecoatzz (F IR BEMR {7

6.7 :mMRTGE > ¢ IUEfBluecoatyyClientiEH 27 #5

/5 MRTG Index Page - Microsoft Internet Explorer i = |ﬁ‘]_>ﬂ
BEE SBE BAO FSEW TAD HHO | &
Qi%-0-1x) &) b, we ooz @me @] - _B- &3
BUED) [£] http:#163.28.16.18/mrtg/nto-session/ ~| B nE
Google ~ | | gpiesEE - | Pofek Dhoi B | flwE o
MRTG Index Page
1. CacheFlow Workers for 163.28.17.1
160.0 :
, 120.0 JI
g s0.0 I
= 40.0
0.0 i " s A m
8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 14 16
2. CacheFlow Workers for 163.28.17.2
56.0
, 2.0
% 28.0
= 1400
0.0 ot
8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 14 16 | |
3. CacheFlow Workers for 163.28.17.3
36.0
, 270
% 18.0
-
0.0 ;-I--MM il
8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 14 16
A CarhaAClam Warbara fAr 1A2 2Q 177 4 LI
€| TR T e wERe

/83| | 20040624 KGR | [E] Microsott PowerPoint- [ [[&] MRTG Index Page - Micr. &l B T 0508
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