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2. SMTP¥*  Spam i# 3
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* Spam
- UCE (Unsolicited Commercial Mail)
- spammer 3 * p & 3F £7 30
- FF FPH newsgroup (BBS boards)
- Join mailing list
« 37 cmail addresses
- #7iE x k $idmail account
» Regular sequence mail account
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- 24w %+ § dhspam complain
- Spammeri—'ﬁ“ d p FIEHF FN
« ) A& B HSMTP server fF % spam
relay/sender
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c FESpanR # A+ £ hd BB
- (1)\3*#?/%6$Spam event

- F’°> — 1# spam relay/sender
- #->millions of spams
- (2)% B ¥ st dhspammer 3. ¥ % M 73
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- % 3¢ /¥ ¥ Spam event
- i ¥ i * abuse Emailtk 5o
- abuse@domain, spam@domain, security@domain
- 3% #r§x P4 4% ¢nSpam/ Junkid £ 7.

- JeRL R
- ik ¥gspam route, ¥ B~ ¥ 1 ¥ & relay servers
» ‘Received:” ,  “From:” %47

- v % AW Arelay server#®} ¥
» Reportisspam report site
- EX: spamcop. net
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- 1B ¥ &% ehspammer A ¥ % 333>
+ & ypSpam B A, R TR F SMIPR 33 enstst
- [Intensive
» Obviously high SMTP connection count
- [teration
» last for several hours
e TR R ¥ Smailndt
- ¥31Check /var/log/maillog
- ¥31Check user mailbox
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- if £ ¢5Email Spam (2003# 7% % 11%)
- B % e F ¥ A2 Spam mailid £ A 8Bk
- 1 & efgbuseif £ 13 2

+ Spamcop. net i 3¢
- B £ 8¢ ¢ relay server/sender
- myNetWatch if #F
- CodeRed/Nimdag* % 3 % (80/TCP)
- SYN Flooding (445/TCP, 17300/TCP, ---)
s B RPFEY
- i £ B ESeDonkey i ¥ 2 H B P B
* Others
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Table 1 i £ &% fAbuses {ifics #

Spam SYN Infringer

Hosts Flooding Hosts
Jul 5 18 6
Aug 15 22 5
Sep 20 0 9
Oct 11 3 6
Nov T 1 12
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£ ¥ SMTPz% 73 5 3

+ B ¥ SMTPz 73 ¢H5: Jp)
- Spam ® 3 ¥k
 Intensive
- Obviously high frequency of SMTP connections

 [teration
- Last for Many hours

» Mean Packet size
- Little than 100 Bytes per Packt
- More than 100 Bytes per packet
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- Transportation Traffic Logs

- all network operators depend on the
quantifiable traffic log data to evaluate
the network performance

- TCPDUMP
* NetFlow, sFlow
* Others
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- Tepdump

- a raw packet capture program.
- Gather the layer 4 transportation traffic logs
through
* The dump transport traffic logs involved the
detail fields of each IP packet header
- source/destination IP addresses,
- source/destination application ports,
- protocol identity,
- number of packets,
- number of bytes,
- TCP operators
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* Netflow
- router #&:iX i F+% &
- Flow-based layer 4 transport traffic log
- Source & destination IP address
- Source & destination application port
- Source & destination interface#
- protocol identifier

- packet count
- byte count
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- §1* Netflow logiti* % 4 ehB ¥ SMTP: 7%

« Accumulate SMTP serv_flow connection counts
statistics

- Netflowlog gathered from router of aggregate
network

- Threshold 100 flow
» Less than 100 connections: 99.72 %
» More than 100 connections: 0.28 %

- Threshold_30 flow
» Less than 30 connections: 98.61 %
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Table 2. % % SMTP Flows #FHcsg &4 #

Smtp_flow Flow #/Ratio Byte
count Ratio
1~ 10 136003 (94, 78 %) 731 %
11 ~ 30 5502 (3. 83 %) 125 %
31 ~ 70 1370 (0.95 %) 8.1%
71 ~ 100 231 (0.16 %) 1.1 %
101 ~ 200 226 (0.16 %) 1.2 %
201 ~ 1000 145 (0.10 %) 1.8 %
> 1000 15 (0.01 %) 2.2 %
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. SMTP=t 33 era38 35 / 2 i)
- Monitor Abnormal SMTP Traffic of
smtp_f low;

- Combine Several NetFlow features

- SMTP service port & Src IP & Dst IP
- src_IP>dst_IP. (25)
- src_IP. (25)>dst_IP
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Rt/ ERIR ¥ o0 SMTP 3z
« R3SMTP 7% &
- %38 [P protocol_id & application portet ¥, % 3+
» flow [ smtp_£low; ]
» pkt (smtp_flow,]
» byte [ smtp_£low; ]
« B E/EEARE chsyn_flowsi iz
- Monitoring SMTP Traffic
» PHP + Apache
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X http-//163.25.255. 16/~yang/Moefindex_mail.php - Microsoft Internet Explorer |__”§‘R|
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Top-N Mail Traffic Logs of TYC (TaoYuan Network Center)
10|17 v [ SUBMIT -

H HH:0815-- Top-N Mail Traffic LogshE

{ D8-15 : OO
Src_IP=Dst_IP flows psizefkBipkt) Pkts Total (MB)
61.5%. 176, 194140, 115.17.129.¢(25) 250 0.133 20826 2.726
163.25.253.1>211.158.10.8%.(25) 1244 0.047 16412 0.756
163.25.253.1>211.158.10.90.(25) T1%6 0.047 16411 0. 748
140,138,144 . 220205, 188, 158.57. (25 418 0.152 12713 1,884
140,138,144 . 220205, 188.158.25. (25 422 0.157 12220 1.871
140.138.144.220=64.12.136.57.(25) 367 0.154 11975 1.803
140,138,144 . 22064, 12, 137.8%.(25) 391 0.165 11778 1.8%6
140,138,144, 220=64.12.137.184.(25) 306 0.161 11554 1.822
140,138,144, 220=64.12.137.121.(25) 425 0.170 11225 1.864
163.25.197. 15210.242.132.16.(25) 126 0.880 10856 G360
140,138,144, 220=64.12.137.152.(25) 408 0.171 10782 1.805

Mean_pkt/byte/Flow udp : 50.326 19.463  3.542
STD_PET/BEYTE udp : 38%.372 254927 3.542
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3 http://163.25.255. 16{~yans/Moefindex mail.php - Microsoft Internet Explorer

CEEE REG RE0 BUSES@ TED R ||
QLR -0 NRAG P drmsx @me 2-L8-UFBHY
FELE (D) |@ http:/163.25.255, 16/~wangMoefindex_mail php w | BEE
Top-N Mail Traffic Logs of TYC (TaoYuan Network Center) =
r _| | —
10 v g[17 v |G| SUBMIT
H 8H:1102-- Top-N Mail Traffic LogsHRF
¢ 11-02 ; o0
Src_IP=Dst_IP flows psize(KB/pkt) Pkts Total {(MB)
140,117,198, 172.(25y=140. 138, 140. 182 2 1.405 33660 540.038
140,138,140, 182140, 117,198, 172.(25) 3 o.0od47 258535 11.93%
203.64.121.17.(25)>61.58.77.22 o7 0.051 DRR6 0,497
163.25.154.253>211.20.188.150.(25) 117 1,288 2320 10,478
163.25.154.253>202.1.238.248.(25) oo 1,226 7275 o209
163.25.233.25>12.161.3%.128.(25) 640 0. 060 6371 0.375
163.25.154.253>210.5%. 144, 178.(25) B2 1,226 6244 T.%02
163.25.154.253>211.76.176.200.(25) o7 1.216 5296 T.122
140.132.3.236218.32.227.125.(25) 413 0. 060 1656 0.09e
140.132.20.4%-202.1.238.242.(25) 280 0.052 1671 0. 086
140,138, 148.133>210.200. 138.21.(25) 287 o.o7e 1514 0.117
140,115,113, 10%=64 .12, 137.184.(25) 100 0. 090 1175 0.103
140.132.3.236.(259>140.112.193. 191 104 0.05% 1144 0.066
210,200, 138.21.(25y>140.138.148.133 143 .07l 851 0.05%
12.161.3%.128.(25)>1063.25.233.25 130 0.075 846 0.062
163.25.154.253>194.,152.243.102.(25) 108 0.055 670 0.036
140,115,155, 10=218.32.227.125.(25) 186 0. 060 392 0.023 v
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2 htip://163.25.255. 16/~yang/Moefindex_abnorm_smipl.php - Microsoft Internet Explorer

EE® WG R0 BBEe LAD HEGO M =
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HERE DD |@ http:163.25.255, 16f~vangMoefindex_abnorm_smtpl.php W | B
Abnormal Mail Relay Logs of TYC (TaoYuan Network Center) B
13+ ﬁ 17 + H SUBMIT
HHH:1105-- Abnormal Mail Relav LogsHRf
{ 11-0%)
sroc_ [P =dst_[P.{23) Flow  Packet Bytes(MB) Pkt _Sz{B/Pkt)  Ab_Hours
163.25.154.253>211.20. 188, 150.(25) 4165 320102 405.87% 1267. 268 14
140,115,113, 10%=64,12.137.152.(25) 2874 77304 10.063 130,174 13
163.25.154.253>202.1.238.248.(25) 2698 136856 245 685 1268. 364 17
140,115,113, 10%=64,12.137.121.(25) 2420 54355 To1TR 132.076 18
140,115,113, 10%=64,12.138.57.(25) 2331 63118 B.113 128.537 10
140,115,113, 10%=64,12.138.120.(25) 2163 60331 ToRRT 130,825 10
140,115,113, 10%=64,12.136.121.(25) 2033 62346 7.552 121.130 &
140,115,113, 10%=64,12.137.184.(25) 1980 51212 6.463 126.201 10
140,115,113, 10%=64,12.138.152.(25) 1721 44754 5.857 130,871 o
140,115,113, 10%=64,12.138.8%.(25) 1555 32570 5.022 126.%14 o
140,115,113, 10%=64,12.137.8%.(25) 1548 36107 4,430 122.6%1 o
163.25.197.12210.242.132.16.(25) 1435 130430 7. 637 T48.578 10
163.25.154.253>210.5%. 144, 178.(25) 134% 100214 127,499 1272.267 14
61.58.76.108>203.64.121.17.(25) 1333 109403 110.085 1006.234 24
140,115,112, 182=64.12.138.152.(25) 1329 26111 3.405 130,405 2
163.25.154.253>131.107.3.126.(25) 1308 62165 73.186 1177.286 14
140,115,112, 18264, 12.138.57.(25) 1244 25517 2.5%] 117.216 2 -
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Nov 3 20:25:58 smtp3 sendmail[7645]: [ID 801593 mail.info] hA3CPot1007645:
from=<marketing44@disney.biz>, size=64607, class=0, nrcpts=1,
mMsgid=<200311031225.hA3CPot1007645@smtp3.cc.ncu.edu.tw>, proto=SMTP,
daemon=MTA, relay=[163.25.154.253]

Nov 3 20:25:58 smtp3 sendmail[7645]: [ID 801593 mail.info] hA3CPot1007645;
to=<u9043700@cc.ncu.edu.tw>, delay=00:00:06, mailer=relay, pri=30258,
stat=queued

Nov 3 20:26:45 smtp3 mailscanner[3948]. >>> Virus 'W32/Yaha-P' found in
file ./NnA3CP0t1007645/disney.zip/DOCUME~1\Dennis\LOCALS~1\Temp\setup.exe

Nov 3 20:26:51 smtp3 sendmail[7958]: [ID 801593 mail.info] hA3CPot1007645:
to=<u9043700@cc.ncu.edu.tw>, delay=00:00:59, xdelay=00:00:00, mailer=relay,
pri=120258, relay=[140.115.17.89] [140.115.17.89], dsn=2.0.0, stat=Sent
(hA3CP8k1016181 Message accepted for delivery)

Nov 3 20:27:00 smtp3 mailscanner[3948]. >>> Virus 'W32/Yaha-P' found in
file ./nNA3CP0t1007645/disney.zip/DOCUME~1\Dennis\LOCALS~1\Temp\setup.exe
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Abnormal Mail Relay Logs of TYC (TaoYuan Network Center)
13 ~ E 17 E[ SUBMIT
H #B:0815-- Abnormal Mail Relay LogsHhF
{ DB-15)
src_ [P =dst_IP.{25) Flow Packet Bytes(MB) Pkt Sz{B/Pkt) ib Hours
61.5%.176.194=140.115.17.12%. {29 2602 283996 35.744 125,861 5
140,138, 144, 220205, 188, 158.25. (25 2379 72073 16,126 225,745 3
140,138, 144, 22064, 12, 137.8%.(25) 2050 37375 10,458 182,275 3
140,138,144, 220205, 188. 158.57. (29 1240 F2064 13.355 222,717 4
140,138,144, 22064, 12,137, 121. {25 541 23517 3.906 166,053 2
140, 138,144, 22064, 12,137,152, (25 8273 23148 3.%10 168,913 2
140,138,144, 22064, 12,137, 184. {25 264 24850 3.960 15%,356 2
61.30.69.216>163.25.86.174.(25) 205 38374 30.516 725,226 3
163.25.25.226:202.1.256.157.(25) 204 02603 12.220 131.961 2
163.25.197. 1=210.242.132.16.(25) 269 23400 1%, 84Q 248248 2
src_ [P =dst_IP.{25) Flow Packet Bytes(MB) Pkt Sz{B/Pkt) &b Hour
163.25.253. 1=211.158. 10.8%. {29 21821 180724 8.301 45,0352 12
163.25.253. 1=211.158.10.90.{29 216RG 182880 2.412 45,007 12
140, 115.110.38=210.175.123.23.{25) 17565 52070 2,836 534,465 5
u-.',' J-Lpy 0T~ 7 Sl v k. | T2k vy @385 v QWi b e [E M (o | Qq; TF 05:29
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a http:/f163.25.255. 16/~vangfMoefindex_mail 20.php - Microsoft Internet Explorer
L EEO WREC R0 BWEEG TED A

QO+ E - QO HREG Pe= s @ @ - 8- JIF9H™
HERE D |$§| http:#163.25.255, 16f~vangMoefindex_mail_20.php W B
Yr 2| (EE[-|BA] =R - oFM - wBi - RS - THE - VIR - BFE - »
216.22.24 45140, 138,36, 14. (257 24 0.210 146 0.030 A
209, 198.87.173>140.115.83.240.(25) 26 0.135 112 0.015 B
65.24.7.38-140.115.83.240.(25) 28 0.258 100 0.025
Mean_pkt/byte/Flow udp : 26.106 11.352 2.144 0
STD_PRT/BYTE udp : 193.486  162.003  2.144
{ 10-27 : 08}
Src_[P=Dst_IP flows psize(KB/pkt) Pkts Total (MB)
211.78.213.17=140.115.70.28.(25) 28 1.08% 1478 1.572
210.60.160.252-210.60.221.40.(25) 134 0.224 1223 0.283
192.83.181.17.(257=203.221.21%2.65 23 0.102 1054 0. 105
216,93, 171.18>140.115.17.12%9.(25} 56 0,398 800 0.311
210.60.221.40.(25)>210.60.160.252 58 0.196 HR0 0.132
140.138.148.133>168.95.5.48.(25) 125 0.142 612 0.085
140.138.148.133>168.95.5.42.(25) 118 0.143 607 0.085
163.25.233.1>64.12.137.184.(25) 21 0.160 551 0.086
216.22.24.33140.115.17.12%9.(25) 35 0.267 452 0.118
216.22.24.35=140.115.17.12%9.(25) 45 0.270 370 0.100
216.22.24.36=140.115.17.12%9.(25) 50 0.280 375 0.103
216.22.24.31=140.115.17.12%9.(25) 45 0.251 362 0.08%
216.22.24.30=140.115.17.12%9.(25) 47 0.278 362 0. 098
216.22.24.32=-140.115.17.12%9.(25) 45 0.274 358 0. 096
216.22.24.34=140.115.17.12%9.(25) 46 0.261 357 0.0%21
Mean_pkt/byte/Flow udp : 22.106  7.611 2.176
STD_PRT/BYTE udp : 14%9.5355 94,9480 2,176
{ 10-27 : 07
£ oo [l 7|1
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syslog:Oct 26 08:24:25 smtp3 sendmail[13433]: [ID 801593 mail.info]
h9QO0ON2a013433: from=<ur@miltyblinks.net>, size=6998, class=0, nrcpts=1,
s0id=<200310260024.n9Q00N2a013433@smtp3.cc.ncu.edu.tw>, proto=SMTP,
daemon=MTA, relay=mgexchgr8l1.malupid.net [216.22.24.81] (may be forged)
syslog:Oct 26 08:24:25 smtp3 sendmail[13425]: [ID 801593 mail.info]
h9QO0ON2a013425: from=<pg@miltyblinks.net>, size=6994, class=0, nrcpts=1,
s0id=<200310260024.h9Q00N2a013425@smtp3.cc.ncu.edu.tw>, proto=SMTP,
daemon=MTA, relay=mgexchgr85.malupid.net [216.22.24.85] (may be forged)
syslog:Oct 26 08:24:25 smtp3 sendmail[13435]: [ID 801593 mail.info]
h9Q0ON2a013435: from=<eh@miltyblinks.net>, size=6971, class=0, nrcpts=1,
s0id=<200310260024.n9Q00N2a013435@smtp3.cc.ncu.edu.tw>, proto=SMTP,
daemon=MTA, relay=mgexchgr81l.malupid.net [216.22.24.81] (may be forged)
syslog:Oct 26 08:24:25 smtp3 sendmail[13432]: [ID 801593 mail.info]
h9QO00ON2a013432: from=<wc@miltyblinks.net>, size=6995, class=0, nrcpts=1,
sgid=<200310260024.n9Q00N2a013432@smtp3.cc.ncu.edu.tw>, proto=SMTP,
daemon=MTA, relay=mgexchgr84.malupid.net [216.22.24.84] (may be forged)
syslog:Oct 26 08:24:25 smtp3 sendmail[13434]: [ID 801593 mail.info]
h9Q00ON2a013434: from=<jo@miltyblinks.net>, size=6965, class=0, nrcpts=1,
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7 / 9
{ @) National Ceniral University, CoupuZer Center

&:_;e 3200 MEMETET ¢ A H3008



Mail Relay Testing

* mrt

- ftp://ftp. monkeys. com/pub/mail-tools/perl/mrt
‘mrt
- test. patterns
- Test. message

- ./mrt -v test.patterns test.message host_ip_add
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ftp://ftp.monkeys.com/pub/mail-tools/perl/mrt

ann# ./mrt -v ./test.patterns ./test.message 163.25.121.245

mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:

163.25.121.245:
163.25.121.245:
163.25.121.245:
163.25.121.245:
163.25.121.245:
163.25.121.245:
163.25.121.245:
163.25.121.245:
163.25.121.245:
163.25.121.245:
163.25.121.245:
163.25.121.245:
163.25.121.245:
163.25.121.245:
163.25.121.245:
163.25.121.245:
163.25.121.245:

Error connecting:
Error connecting:
Error connecting:
Error connecting:
Error connecting:
Error connecting:
Error connecting:
Error connecting:
Error connecting:
Error connecting:
Error connecting:
Error connecting:
Error connecting:
Error connecting:
Error connecting:
Error connecting:
Error connecting:

Connection refused
Connection refused
Connection refused
Connection refused
Connection refused
Connection refused
Connection refused
Connection refused
Connection refused
Connection refused
Connection refused
Connection refused
Connection refused
Connection refused
Connection refused
Connection refused
Connection refused
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ann# ./mrt -v ./test.patterns ./test.message 163.25.70.1

mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: SMTP error (553) reading MAIL response
mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: Message accepted
mrt: 163.25.70.1: Message accepted

mrt: 163.25.70.1: SMTP error (553) reading MAIL response
P, ALFARETFHAME
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ann# ./mrt -v ./test.patterns ./test.message 140.115.17.128

mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:
mrt:

140.115.17.128:
140.115.17.128:
140.115.17.128:
140.115.17.128:
140.115.17.128:
140.115.17.128:
140.115.17.128:
140.115.17.128:
140.115.17.128:
140.115.17.128:
140.115.17.128:
140.115.17.128:
140.115.17.128:
140.115.17.128:
140.115.17.128:
140.115.17.128:
140.115.17.128:

SMTP error (550) reading RCPT response
SMTP error (550) reading RCPT response
SMTP error (550) reading RCPT response
SMTP error (550) reading RCPT response
SMTP error (550) reading RCPT response
SMTP error (550) reading RCPT response
SMTP error (550) reading RCPT response
SMTP error (553) reading RCPT response
SMTP error (553) reading RCPT response
SMTP error (553) reading RCPT response
SMTP error (550) reading RCPT response
SMTP error (550) reading RCPT response
SMTP error (550) reading RCPT response
SMTP error (550) reading RCPT response
SMTP error (550) reading RCPT response
SMTP error (550) reading RCPT response
SMTP error (550) reading RCPT response
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7 WA

- 60 % i€ £ spam relay/senderv d 3titenR ¥
SMTPA ¥ i= 5] ¢ & i ¥
« T3 i»e160%
« 87 i e160%
« 93 > e60%
« 107 = en100%
« 11 % %= en100%

- 3 ¥ SMTP/SYN Flooding#t 73 & Bl
» ZF RSpam & PR RFEARI
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Table 2 % 4% Abuse hostA # (2003# )

Abnormal SMTP Abnormal
Traffic www /SYN
Flooding
Jul 60 % 43 %
Aug 60 % 48 %
Sep 60 % —
Oct % 100 %
Nov 100 % 100 %
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4 Spam ¥ it ep #4232

» Spam/szc 23 £ § &
- B = & éhspan #H £
- R ENR ¥ SMIP Traffic
- RBIPERFTALE L0
AR PP P RFRE B AR

P BAAFERETFHAMRE~
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(N

- spam mailshp 3 £ % 3
- p #Query IP¢ = F#,Enailid £
. ;g d SNMP pulling router ipRoute MIB,
- Peig FP R 4 routingF A
22 [PERETR A3 IRE
- ix3% NextHop integrate
» The extracted Routing Table
» BARE i WE A4
» RWhois IP’? REHRE
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 1ipRoute SNMP MIB
- # 3 e ¥ >drouting TR
 Network address

» NetMasky#a#5. . 1.3.6.1.4.21.2.1. 11
* NextHop 7#8%. .1.3.6.1.4.21. 2. 1.7

- Mansfield G. % ;ﬁd ipRoute MIB
- €4 ¥F £ K routers ipRoute MIB
R e N

P BAEFAERETFHAM 4'6&-‘
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 EAF F B R R IP R g R
- NetMask/ NextHop &k
- A w12 [P = nk index, B2 %
* NetMask List
* NextHop List.

- % & NetMask , NextHop ¥ Segment i= 5]
- ik £ R L % P ip_routing & 3 %
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ipRouteMask OID

ip.ipRouteTable.ipRouteEntry.ipRouteMask.192.192.40.0 = IpAddress: 255.255.252.0
ip.ipRouteTable.ipRouteEntry.ipRouteMask.192.192.44.0 = IpAddress: 255.255.255.0
ip.ipRouteTable.ipRouteEntry.ipRouteMask.192.192.45.0 = IpAddress: 255.255.255.0
ip.ipRouteTable.ipRouteEntry.ipRouteMask.192.192.46.0 = IpAddress: 255.255.255.0

IpRouteNextHop OID

ip.ipRouteTable.ipRouteEntry.ipRouteNextHop.192.192.40.0 = IpAddress: 203.71.2.72

ip.ipRouteTable.ipRouteEntry.ipRouteNextHop.192.192.44.0 = IpAddress: 192.83.175.111
ip.ipRouteTable.ipRouteEntry.ipRouteNextH0p.192.192.45.0 = IpAddress: 192.83.175.116
ip.ipRouteTable.ipRouteEntry.ipRouteNextHop.192.192.46.0 = IpAddress: 192.83.175.111
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NextHop Dest. Netmask Seg

203.72.244.226, 140.115.0.0,255.255.0.0, 256

203.71.2.5, 140.132.0.0, 255.255.0.0, 256
203.71.2.61, 140.135.0.0, 255.255.0.0, 256
203.71.2.237, 140.138.0.0, 255.255.0.0, 256
203.71.2.209, 192.192.40.0, 255.255.252.0, 4
203.71.2.209, 203.68.52.0, 255.255.252.0, 4...
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ﬂ

. IPBiEERG ¢ 5 ERTRFR
- Router;%g d routlng tablemﬁ 24

- & 3% NextHop % 4% switch packet
- Switch /A it F£¢7 routing interface
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» RWhois4 % #ic 48
- 41 * Mark Kosters’ DataBase (MKDB) # ¥ F
ek LR R
- THE 439 #PR42 7 rwhoisd
- TR RE2Z ¥ 425 rwhoisd_indexer
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» RWhois Server
- %ﬁd [PERFHEEFIR  SLeruz B, 175 p &
il 4 Spam R A
* # P-routing .k &%, &4gNexthop % 4%\ /5%
Jchg BB E T A4
+ #22RWhois network schema®t 5 % &k,
-2 2 PP Eindexing, #%FRF R query® F.
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- 1§ B~erlNetwork schemass#«
- [P-Network( 4 £ = 5k)
» Admin-Contact (g 32X R )
» Address(i#ig 3 &t )
- Tel(B 2T 35)
+ Updated-By(F# e = %)
+ Updated (F#E 2 p ¥
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a http:/#163.25.255. 10/~vangfrwhois. php - Mictosoft Internet Explorer R
v

L EER WEE R BEREER TEO EREEH
OrE-O WEG fEs hmEE @Em @ G % 0 LW

| HED) | @] hitp://163.25.255. 10/~yangfrwhois.php v | B BE
- Y ©- - |G ERESHE 22 | B =EE - oF - wlBT - ORS - YEE - 9 uR - ¥
Type the Query [P address Here: | |_SUBMIT

Responsible for 163.25.5.1 1= :
: E =7 jhhuang @sund.cpu.edu.tw
abuge @zund.cpu.edu.tw security @sund.cpu.edu.tw

003fff 00 susan.tyc.edu.tw (by Network Solutions, Inc. V-1.5.7.3)
AubArea (1632500716
Class-Name  network

Network-Name TANet-TY C-BiE@4E HAZEALE
IP-Network 163.25.5.0/24

‘Admin-Contact;l FHEE
Address BREIRRGE) R LIE A BES08%

el 22142
Updated-By ~ jhhuang @sund.cpu.edu.tw
|Updated |200306 131802

LT & ~ 2 Inte... - l]. Windo... 1':- wcmp_st... (oo | "(___'I T 071
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a http:/#163.25.255. 10/~vangfrwhois. php - Mictosoft Internet Explorer

CRBEE 0 Rl BMEFA TEO REE a

QrE- 0 WEG fesdmEr@ER @ G5 8 LW

| HED) | @] hitp://163.25.255. 10/~yangfrwhois.php v | B BE

- Y ©- - |G ERESHE JE%H%]\H BIETE - < ¥ - w e - ©FF - ¥ IHE - ¥R - »
Type the Query [P address Here: | |_SUBMIT .

Responsible for 140.115.202.35 iz :
- BBHE 2% center9 @cc.ncu.edu.tw
abuge @cc.nc.edutw security @cc.ncu.edu.tw

003fff 00 susan.tyc.edu.tw (by Network Solutions, Inc. V-1.5.7.3)
AubArea (1632500716
Class-Name  network

Network-Name  TANet-TY C-HH S E#cc.ncu.edu.tw
|IP—NetWOI"k |140. 115.202.35/32

|ﬂdmin—Cc-ntact 1401001 @ce.new.edu.tw

Address D2-202Ei R E

Updated-By 1401001 @cc.ncu.edu.tw

|Created |200306200804

AubArea  [1632500/16

Class-Name  network

Network-Name  TANet-TY C-HyE@ARHHAZ(D)
|IP—NetWOI"k |140.115.192.0r"18

MR R

Admin-Contact:T

[ <

i twe_twr., (oo | "(___'I T4F 0742

. @AY AREEIHAM
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» Sendmail
- f ik eh] F B B AN
- Mail server ;gd sendmail daemon # % mail
clientid & &
- JE F i¥mail ¥ destination mail server
- ¥ jzi¥ i dhuser mail, I 3% 7% Fluser mail-box
- % & /var/mail/user_name#¥.
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p # f erSpamid £ &2 5
- 3% B~ /var/mail/abuse buffer #%
- &3 “From “ FB% ¥ 3email 4.
- parsingi # p %, I B [Pizgyt,
- p $+i ®RWhois server, A IPFEF
- RHFIPERFTR, RFPhiz B p FHEBEL
BIA/* “mail
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a http:/f163.25.255. 16/~vangfMoefindex_spam.php - Microsoft Internet Explorer
CERD WRED R0 EREREG TEO RO

QL% -0 HNEG P kmsr @i @ 2-2 8- UFGH®
R RUBY |@ http:#/163.25.255, 16f~vang/Mhdoefindex_spam.php b | BE
B A ER R BT ?fé%lvl%)k“ 155 - FE - wiEM - RS - TiEE - ¥UE - @FE - »

Spam Mail Logs of TYC (TaoYuan Network Center)

lll—v| 5 #;3|_SUBMIT

09 B {7 Spam Notice Logs

0 140.115.5.47 (¥irus Mail)

Spam Mail[0%9-04]

0 140.115.5.47 (¥irus Mail)

11 163.25.148.67 (Infringers IP Address)
12 163.25.148.39 (Infringers IP Address)
1% 205.72.100.%(Ma1] Relay & Mail From)

Spam Mail[0%9-05]

200 140.138.144.220(Ma11 Kelay)
22 140.138.36.188(Mail Relay )

Spam Mail[0%9-08]

140,138,144 . 220(Ma1]1 Relay)

ig SHvs G S 7 S Wl T2 ol 33 2 QW | i me | B | =L oo | & A, TEFOT:18

f@) National Ceniral Universily, Comp

e 320-01 MEMTET S Kb 3008
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Spam Mail[0%9-02] —
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S EETL R T R

- R P GEREATFNTE ZBFILBIP
- al:?;-l 1P, p # & #RWhois server, 39 ¢

F E
- 111247;? B, BHE LR S router

c NP F LB BN, P kR EAZAFRTNPFIT
- @ #RWhois £39 FIRL IS, A ¥ BT

R EBFERE TR/ S

CRE B R 5, PR S AR,
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- R IFIPERF A7 4 50

~ % Spam/ B FRMAHiRp B3 2 A A
- Spam/FcFE X & p #0312 3

- $& # spam#id £ »x

CRERRPELARARF OGO
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+ 2 % SMTP/www DoS#t 7% ettt
- ¥ PR % 3 4% 2 Spam senders
A # & SMTP+ 38 3 7%,
T SRR
- % mail serverig | * n¥E {4

c e B ¥ RRAIZNE R
- PING Storm, SYN Flooding, Spam relay

s LR RRICER AR ek
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