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2. M BRHE 3X SR K AR B

* Tcpdump

- £ Al LAN T B R 3T ¢ 5 B
- Layer 2 MAC addresses,
- Layer 3 IP addresses,

- layer 4 application ports (TCP operand)
- Packet payload

~ Tepdump & Tcpshow



8 3% 253 & s P~ (cont)

- R
+ # Tepdump felog, Frsdl s ™ 425% @i+
Eb
- /L T2 Log
- host [P
- network

- protocol
- J&* port




08 3% S 5% % S i P~ (cont)

o -
« %@ TCPdump & FL A 3% & B frend-to-end 3t & ## i
& g
- BRI R RETE, YA LYl RELE
- [P address & packet length
» Monitoring Top-10 users

- TCP/UDP socket ports & packet length
» Prevalent Application Traffic Composition



f 3% 20 72 & e P (cont)

* NetFlow
- Router A& »> WANMe g2 enRi F® 8, f ## @3 %=
Bttt g Internetdt &, s /4 F - i
B. 4t ¢ Pheader T 3.
« source IP. source port & destination IP.
destination port

- source & destination routing interface
- protocol 1dentifier, packet count, byte count



8 3% 253 & s P~ (cont)

2

- Flow-baseds Netflow s % #
» light-weight3n 7350387 5 45 it 73 5 g B

- J1* B @ routerit 73 i% log
i BigT ¥ 752 Streaming mediait 7% @ 3 43 8
c 3 (FUDPR Y AT BT .



3. R rTH 3

s R AR B4 E
» Typical Attack Program
- DOSipe B, s ¥

- DDOS

- DRDOS

* Network Worm
- W32. CodeRed. Worm, W32. Nimda. Worm
- FreeBSD. Scalper. Worm, Linux. Slapper. Worm



AARER 4TI E

- Ping
» ICMP echo request/reply
- ping packet size option
- Loop ping

- Echoping
- Loop ping option
- ping packet size optin
- chargen, discard option
- HTTP, SMTP option




cyang# echoping -n 3 -h / www.nchu.edu.tw

Elapsed time: 0.061612 seconds

Elapsed time: 0.069475 seconds

Elapsed time: 0.060976 seconds

Minimum time: 0.060976 seconds (4198 bytes per sec.)
Maximum time: 0.069475 seconds (3685 bytes per sec.)
Average time: 0.064021 seconds (3999 bytes per sec.)
Standard deviation: 0.003785

Median time: 0.061612 seconds (4155 bytes per sec.)

cyang# echoping -n 3 -h http://www.nchu.edu.tw proxy.ncu.edu.tw:3128
Elapsed time: 0.120405 seconds

Elapsed time: 0.068761 seconds

Elapsed time: 0.058727 seconds

Minimum time: 0.058727 seconds (4359 bytes per sec.)

Maximum time: 0.120405 seconds (2126 bytes per sec.)



cyang# echoping -n 3 -u -v -P 0x19 cc.ncu.edu.tw

Setting IP type of service octet to 25 (0x19)

Trying to send 256 bytes to internet address 140.115.17.111...
Sent (256 bytes)...

Timeout

256 bytes read from server.

Setting IP type of service octet to 25 (0x19)

Trying to send 256 bytes to internet address 140.115.17.111...
Sent (256 bytes)...

Timeout

256 bytes read from server.

Setting IP type of service octet to 25 (0x19)

Trying to send 256 bytes to internet address 140.115.17.111...
Sent (256 bytes)...

readline error: -1 bytes read, 256 bytes requested (Connection refused)
cyang#



Typical Attack Program

- Nestea
« Stupid remote DOS attack

« Apri1l 1998

- Send massive UDP attack packets to the target
victim
- The loop usleep parameter

- Send attack packets with hundreds of spoofed IP source
addresses

- Nestea 10. 1. 1.1 153. 35. 85. 1 153. 35. 85. 254 -s 4444 -t 5555 -n 500



DOS ‘4 B2 s #

* DOS (Denial Of Service) Attack

- Consume the resources of a remote host
or networks

* Degrading services to legitimate users

- Introduce hardest security problem
- Simple to 1mplement

- Hard to prevent
- Snoofed I[P addresses

 Difficult to trace






- DOS has 1ncreased 1n frequency

- Ping floods

- SYN floods
« Code Red

- UDP Bombs
» Echo ( 7/UDP)
* Discard ( 9/UDP)
 Chargen (19/UDP)






« DDOS
- Distributed DOS

- Aim to saturate the bandwidth of a
network link or crash network devices

- A hacker plants a daemon on a server to

transform 1t 1nto zombie

* Listen for commands sent by the hacker to
launch an attack



« Smurf
- P floods to the broadcast subnetwork
» Hundreds amplification
- Ingress filtering acl

* Fraggle
—- UDP echo floods
- Use spoofed Source IP addresses

* TEFN (Tribe Flood Network)

- Adopt several methods for flooding and better
control mechanism

- UDP floods, ICMP flood, SYN flood
» Well known ports : 22/23, 2b, 80, 179, 53, 6667



DDOS Attack




« DRDOS
- Distributed Reflector DOS

- A simple script

* be constructed to collect a large number of
SYN packet reflections

* Routers or servers
- Billions of packets were blocked to server

- Packet bounce Distributed DDOS

» Spoofed source IP addresses

http://www. uni1xeunuchs. com
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* Protect yourself

- Hosts

- [T system receives a large number of un-
resolve SYN requests i1in a short amount of
time,

« [t should 1gnore any SYN request from that
machine for a certain of time

- ISP

« Stop allowing traffic with spoofed return
addresses out of their router

« Egress Acl filtering
- Simply sending SYN/ACK



Network Worm

« W32. CodeRed. Worm
- Found 1in July 2001.

- Utilize the .1da (indexing service)

vulnerability 1n Microsoft Internet Information
Server (IIS)

—- The buffer overflow allows the worm to execute
code within IIS server
- spread it & deface the server’ s home page

« Randomly attack other web servers and perform DOS
attack



- Code Red worm execute only 1n memory

- First start 100 worm threads i1in memory

« 100 copies of the worm were executed at the
same time

* Check c:\networm
« 1th - 20th

- Start infecting new system

« 21th-27th
- Start DOS attack



WORM SPREADING

VIRUS WRITER

Image Copyright = F-Secure



- Code Red worm attack other systems by
randomly generateing IP address
* To see 1f 1t listening port 80
- Send a copy of the buffer overflow attack
to the machine
- The IP addresses could be probed over
and over again

- Each thread of the worm creating an
effective DOS attack
-N % 100



« W32. Nimda. A. Worm
- Found 1n Sep 2001.

- Nimda uses the Unicode exploit to infect
[IS web servers

- A complex virus with
e mass mailing worm
- In named README. EXE

* modify existing web sites to start offering
infected files for download

- use normal end user machines to scan for
vulnerable web sites

- Avoid Firewall




» LIFECYCLE

- The actual lifecycle of Nimda can be
split to four parts:
- 1) Infecting files
- 2) Mass mailing
« 3) Web worm
- 4) LAN propagation.
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- 1) File infection

- Nimda locates EXE files from the local
machine

- Infects them by putting the file 1nside
1ts body as a resource
-"assimilating’ that file.

- These files then spread the i1nfection when
people exchange programs such as games.



- 2) Mass mailer

- Nimda locates e-mail addresses
« via MAPI from your e-mail client

- searching local HTML files for additional
addresses.

- Then 1t sends one e-mail to each address

- These mails contain an attachment called
README. EXE,



+ 3) Web worm

- Nimda starts to scan the internet,
trying to locate www servers.

- Once a web server 1s found, the worm
tries to infect 1t by using several known
security holes.

« [f this succeeds, the worm will modify
random web pages on the site.

* web surfers browsing the site will get
automatically infected by the worm.



- 4) LAN propagation

- The worm will search for file shares in the
local network
« either from file servers or from end user machines.

- Once found, 1t will drop a hidden file called
RICHED20. DLL to any directory which has DOC and
EML files.

* When other users try to open DOC or EML files from

these directories, Word, Wordpad or Outlook will
execute RICHEDZ20. DLL

- causing an infection of the PC.

- The worm will also infect remote files 1f 1t
was started on a server.



« Damage:

- Large scale e-mailing: Uses MAPI to send i1tself
out as Readme. exe (Readme. exe may NOT be
visible as an attachment in the email received)

- Modifies files: Replaces multiple legitimate
files with 1tself.

- Degrades performance: May cause system slowdown

- Compromises security settings: Opens the C
drive as a network share



http://securityresponse.symantec.com/avcenter/refa.html#email
http://securityresponse.symantec.com/avcenter/refa.html#modify
http://securityresponse.symantec.com/avcenter/refa.html#performance
http://securityresponse.symantec.com/avcenter/refa.html#security

* Distribution:

- Name of attachment: README. EXE (This
fi1le may NOT be visible as an attachment
in the email received)

- S1ze of attachment: 57344

- Ports: 69
- Shared drives: Opens network shares

- Target of 1nfection: Attempts to i1nfect
unpatched IIS servers



http://securityresponse.symantec.com/avcenter/refa.html#name
http://securityresponse.symantec.com/avcenter/refa.html#size
http://securityresponse.symantec.com/avcenter/refa.html#ports
http://securityresponse.symantec.com/avcenter/refa.html#shared
http://securityresponse.symantec.com/avcenter/refa.html#target

- Reference Site
- http://www. europe. f—secure. com/

- http://www. symantec. com/avcenter/venc/da
ta/w32. nimda. a@mm. html


http://www.europe.f-secure.com/

* FreeBSD. Scalper. Worm

- Discovered 1n Jun. 2002

- Use the Apache HTTP Server chunk
encoding stack vulnerability

- Target IP host

« Hard coded 1n the worm

- Randomly generated
- Scanned 1ncrementally

- Use UDP port 2001 to listen for remote
1nstructions



- Remote 1nstructions perform one of the
following functions:

* Collect email addresses from the infected
computer

« View Web pages

- Send email messages (spam)

- TCP, UDP, DNS Flooding **
 Execution of shell commands
 Other Denial of Service functions.



- The Infecting process

- Send port 80 HTTP GET request to target IP
computers

- Use the chunk vulnerability to
- Execute a remote shell command

- Simulate a handshake between the infected computer and
the vulnerable computer

- Send UUEcoded worm program to remote computer

« /tmp/. uua
- /tmp/. a



» Damage

« Large scale e-mailing:

- (Contains the functionality to sent e-mail spam to
all e-mail addresses found on the infected
machines

* Degrades performance:

- performs many port 80 requests which could cause
internet degradation

« Releases confidential info:
- allows unauthorized access to the infect machine

- Comprom1ises security settings:
- allows unauthorized access to the infect machine



http://securityresponse.symantec.com/avcenter/refa.html#email
http://securityresponse.symantec.com/avcenter/refa.html#performance
http://securityresponse.symantec.com/avcenter/refa.html#information
http://securityresponse.symantec.com/avcenter/refa.html#security

» Linux. Slapper. Worm
- Discovered 1n Sep. 2002
- Use a flaw 1n OpenSSL libraries

- Affect the Linux machine running Apache web
server and OpenSSL enabled

 The 1nfected machine can

- remotely be instructed to launch a wide variety
DDOS to the Online-commerce, banking, privacy
applications

» Very similar to the Scalper Apache Worm




- Variant: Slapper. A
- /tmp/. bugtraq. c
- /tmp/. bugtraq

- Infect process

- Scan a hard coded class A networks for
vulnerable machines
« Apache port 80
« Connect to SSL server (port 443)
- Infect the target by using the vulnerability

- Contained a backdoor listens to UDP port 2002

« Can be controlled remotely



 Variant: Slapper.B
« /tmp/. cinik. c
- /tmp/. cinik
- Copy the .cinik file th other directory
- li1stens to UDP port 1978

- Can be controlled remotely

- Can download a copy of i1ts source code
from web site

- The worm also added itself to crontab
file to restart the worm hourly



 Variant: Slapper.C
« /tmp/. unlock. c
 /tmp/. unlock

- l1stens to UDP port 4156

- It also sends IP addresses of infected
hosts via email probably to the virus
writer

» Variant: Slapper.D
« l1stens to UDP port 1812



4. sTHF A FA5 P

- UDP X-Attack Traffic Measurement

- — ¥ iFroutereidt ¢ g e F U5 106 ~
108 pps (packet per-second)
- X-Attack
- By I R Eprocessing, buffer § ik
}LL# 4EE e 2 4 E pRARE
F A H 4R 4F TR 103X I S e B 3K W processing &
3@ BAERF R



« X-Attackzt 73 en& i
- 11 {src_IP, dst_IP} host pair i sz #5*
+ Plindexing
- Communicating partner, flow, session

Y

- 4 lirewal | g2 F 3L 4 01§
o e Rtz fg 5N
- ¥ it 77 src_port, dst _port
- B fg T F /R R
- 3 3 Spoofed Source IP address



-7 &, 7 2>Netflow log #%

- 1L ¥/ % 2 2 source / destination IP pair #113
i#UDP packet count, flow count, , £ byte
count

- (protocol identifier=17)
c AP M T

- pair;_udp_{flows,

- pair;_udp_packets,

- palr;_udp_bytes



- i/ B > thresholdsX-Attack s<# 7% Hcdx
« 42 B rz ¥ A f+threshold &
-pairi_udp_flow / hour > 900 ~
- pairi. _udp_packet / hour > 1000, 000
c PR/ GE/BETE P L] o R Bl
- host_pair
-netflow logi#k
- Packet_Size
- Packet#t = #
- Bytesi &



- % iHypertext Preprocessor (PHP)
scriptingi 7 #%5%
- B S ouERE T p] v P St X -Attack e B
i
- S~ B3 p s, invoke PHP 423
¥t PO SUT A R T T R T
-Fig. 1%+ Feb-15-2003 =4z £ UDPrc# 2 5%
Py



2N hitp-//163.25.255. 10/~vang/Moefindex_evil.php - Microsoft Internet Explorer

BEE REE BRY BHETE ITED HE T
Q= -© KRG Pus Jansr @50 @ -5 © -
R |E| http:/163.25.255, 10/~vang/Moe/index_evil php %l & | BE

UDP Attack Traffic Logs of TANet- Intemet OC3 Link #1 9

193 v.Em "|EI SUBMIT
HHH:0215-- UDP 4Attack LogsHy
SREC_IP = DST_IP Flows pk_size(KB) Pktz Total(MB)
02-15 :: Q0
140.123.102.184=01 .9.12.150 33 0.042 21069962  864.037
202.68.31.22=80,135.155.194 105412 0.044 267655 11.487
140.136.200.11-200.249 . 243 249 26 0.028 13273928  367.111
66.250.72.7=203.64.42.192 41 1.096 98314 105,250
218.146.254,203=140.111.84.119 64 1.404 83701  114.751
64.05.80.9=140.128.69.170 57 1.405 82043 112.551
163.13.10.141=61.171 .38.242 109 0.1290 68932 8.710
61.171.38.242-163.13.10.141 138 0.0092 52718 4.737
140.112.250.145=211.162.248.122 32 0.071 64774 4.484
203,242,146, 143203 .72.179.12 550 0.544 46458 24,681
61.100.6.66=140.112.233.66 60 1.247 50534 61.561
140.113.146.154=62 .94 .49 168 7170 1.027 7170 7.193
140.113.146.87=62.04 .40, 168 7164 1.027 7164 7.187 v
@;"?E o HEERHERS

| T Monitoring BL.. T hup:/163.25255., | A 162.25.255.10 - .. g [ e T 06:56



** Flow Logs of UDP X-Attack-1 Traffic

(scr_ip) (dst_ip)  (protocol) (scr_p) (dst_p) (pkts) (bytes)
140.136.200.11 200.249.243.249 17 32773 80 504154 21678622
140.136.200.11 200.249.243.249 17 32773 80 531475 22853425
140.136.200.11 200.249.243.249 17 32773 80 515715 22175745
140.136.200.11 200.249.243.249 17 32773 80 495831 21320733
** Flow Logs of UDP X-Attack-1 Traffic
140.136.192.1 161.69.3.150 17 1086 53 230600 345900000
140.136.192.1 161.69.3.150 17 0 0 445580 603912000
140.136.192.1 161.69.3.150 17 1086 53 229274 343911000
140.136.192.1 161.69.3.150 17 0 0 442218 599481000
140.136.192.1 161.69.3.150 17 1086 53 193822 290733000
140.136.192.1 161.69.3.150 17 0 0 374025 507057000
** Flow Logs of UDP X-Attack-2 Traffic

(scr_ip) (dst_ip) (protocol) (scr_p) (dst p) (pkts) (bytes)
203.68.31.22 80.135.155.194 17 3541 4766 1 526
203.68.31.22 80.135.155.194 17 3542 4182 1 526
203.68.31.22 80.135.155.194 17 3543 706 1 526
203.68.31.22 80.135.155.194 17 3544 1601 1 526
203.68.31.22 80.135.155.194 17 3545 106 1 526

T TR A K A enif B




- X-Attack UDP sT#:31 7%
- 140. 123. 102. 1842 140. 136. 200. 11
c TTHF A WA < 2 st 4t e
- E L pET A F 2107 - 108:9UDP4 ¢
- P if router processingF ik, ¥EF H ki iE
» RypITHE A en[Piynt (source IP)F 3L, W B i
Ja netflow logs
- X-Attack#t s + & ¥tdestination host#80/UDP -
8080/UDP ~ 53/UDP Z#well-know service port
(Fig.1b), & 3142 <= & packets.
» 3£ =X A -] packet sizeds i H Bk e FLIK F w4



- DOS Attack

- %ﬁ Pz 2 2 £ UDP flowsg 4%, #4£4fdestinationz #
rﬂprocess ing¥ network ¥ ik

& . P53 :£102-106 flows

- DDOS Attack
-## k- Class C IP #BFAMAYs, 1 F R
1% “oUDP 4t 7, #3 $+H - destinationa # et #H
&
R A e 2 & «4’13;\“* 2 H g g R T
- EFEATE R L, AR F security ¥ &
PR AL IRE L RS



. ﬂ§

B A % st ¥ 2 j2threshold &

- % plhigh-bandwidth MedlaPlayer / Game UDP3t 7%
- A 2, streaming media #¢ * ] & %% gameshttpif# =
. = & E 3300 ~ 1500 Bytes/Packet

- 163.13.10. 141£61. 171. 38. 242 = Counter_Strike servers
(27015/UDP service port)szt 5%
- Game #te <] 5570 ~ 200 Bytes/Packet

- 218.146. 254. 203 ~ 64.95.80. 9

- MediaPlayer servers
- & | pFiE D adict Mbytese g i £

« 203. 242. 146. 143 > 203.72.179. 12 flow
- 5 TFtpR % 1 4% ‘ﬁ«m.mTFtpffs :
- mean packet sizeX¥) = b44 Byte/Packet.
X %IP:ﬁh_ji =% v iEnetflow logs

» FOUFIRL: EA L B RRE BN 0 httpd service port
( 80/TCP) ¢ A1 1% en SYN%@#%(packet size » 48 Bytes),

» B3 {7 5= £Nimda virusse##uc [10].



 JCMPr< # 1 7%
- ' 7 ping £ traceroute 1 45
[CMP & i % B ie et i * 4 T3
- & 7 g 4 N
. Boif @ﬁ;f]ﬂ * e[CMP4t s, &2 > < 8 [CMPid &
o PUBRiR K A R E PRI Moty ?’f?ﬁ’]‘é"i’
« %, H T kil 253 server B A PR,

AR

Y
2
=4



. I{%host pairs #i¥ a0 fLaﬂ [CMP#t &

- % #destination hosts®_F E &3 &
y E * En[CMPrz # 30 743% ¢ A< 4F i 43‘:@:4 £ B 7FWAN
0 routing process® AR B
Bc® + #Edestination hostseR 2 PR 7%
- Backboneid 4 7 & & 1% % f 7 router
Netflow logis :x 3 52»54—;‘{—
C R/ HET Bbwg«’ B R TR IO 5o L 48
ht R R ;'\ =1
« I PR A, N E R ESRE LR
EVUEP%WAN}%‘ \//,%lmf:ge’



a http:/#163.25.255. 10/~vangfMoefindex_icmp.php - Microsoft Internet Explorer

E=E WEE BEY ZOB¥Q ITED 290 r
FEbE i@ http:163.25.255, 10/ ~vangMlosfindex_icmp.php .V_I BE s T

| >

ICMP Attack Traffic Logs of TANet-Internet OC3 Link #1

02 v|g[12 v |g| suBmIT

HEA:0212-- ICMP Attack LogsB

SEC_IFP = DRT_IP Flows pk_size{(EB) Pkts Total{MB)
02-12 :: 00
140, 125,80, 228=66.250.50.55 74 1.456 684300 073,083
140,123 .14.149=1.1.1.1 75 1.444 236378 333,325
140.113.2.,99=65. 61,139,229 a4 1,462 222763 315,124
140.125.94,128=1.1.1.1 78 1.456 214030 305,430
140.114.53,144=1.1.1.1 a4 1.442 210743 206,355
140,125,240, 101=202.24 ,66.254 28 1.020 12176 12,123
2-12 :- 01
140, 125,80, 228=66.250.50.55 26 1.456 366097 520,514
140.114.53,144=1.1.1.1 32 1.450 127305 180,327
140,123 .14.149=1.1.1.1 23 1.445 117971 166,522
140.113.2.,99=65. 61,139,229 32 1.462 109740 156,719
140.125.94,128=1.1.1.1 27 1.457 106950 152,132
140,125,240, 101=202.24 ,66.254 15 1.020 5364 5.341
2-12 :: 02
140, 125,80, 228=66.250.50.55 59 1.456 606307 U80, 083
140,123 .14.149=1.1.1.1 59 1.441 2326816 327,304

140.113.2.,99=65. 61,139,229 53

[—

62 209788 209,503 v
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AT E AU WANGE B R PP B g
- W B E I
- & g X-Attack el FLAF R B TR GOHE T, 7
iEX-AttacksT B 2 54N Pl
« Mon1toring

- UDP / ICMP X-Attack Traffic
- DOS / DDOS Attack Traffic



* Find out the attacking sub—network

- Monitoring [P Packet Rate MRTG Graph
« SNMP Interface MIB

- Identify the attack hosts or reflectors
« Improve the vulnerability
« Campus Network
« Department sub-network
- Lab sub-network



2 IP Packets for Taoynan NOC -- YZU - Microsoft Internet Explorer
BEE WEE Rl FEEQR ILEO HRAEC

HERET L@ http:#/163.25.255, 164~mrtgdsmurfsmurf html v | BE EE T

| TP Packets for Taoyuan NOC -- YZU

0.0 k
45.0 k 11

30.0 k

IP Packet Count

15.0 k 1

0.0 k

10 12 14 16 18 20 22 o 2 4 6 @& 10 12 14 16 18

| B 9T AST3KBAS T A 415 kBAS BET 70173 kBAS
B FiHE16.0 kBAY AT STH9994.0 B/ HET HitH:13.6 kB

IP Packets : Taoyuan NOC -- NCU

25.0 k
2.0k 14
14.0 k 1 S

Tk T

IP Packet Count

0.0k ———
10 12 14 16 18 20 22 0 2 4 6 &8 10 12 14 16 19

B #2607 kKBRS TS 3T 00202 kB BT 51N 23.8 kBARS
| Br A SiHh23.9 kB IR A 17.2 kB BRI FiHE 184 kBAS

& 55 | P TERRERE

» %2 nternetExpl. + B9 5 Ontlook Exp,.. ¥ T ‘&' T4F 06:48

Find out the attacking subnetwork



3 http:/1163.25.255. 16/-—vang/Moefindex_icmp.php - Microsoft Internet Explorer

BRE WEQ REQ BWBEQ LEO 290 L3
Or=-0 (@G P88 JLowes @m @3- 1 - [
i YD |@h|http:.'"f163.25.255.16f~yangﬂvioe.-’inde:-:_icmp.php b @E BT

-

03-25 . 22

140,138,144 .5>146.100.59.82 2 1 0.575 171% 0.98%
140,138, 144 .208>146. 100.5%. 160 2 1 0.387 1662 0.975
140.138.144.51>146.100.5%.110 2 l 0.566 1687 0.960
140, 138. 144, 144>146.100.5%. 160 0.572 1677 0.935%
140,138, 144 183>146. 100.5%. 160 0.362 1705 0.958
140.138. 144190146, 100.5%. 110 0.578 1656 0.957
140, 138. 144, 106>146.100.5%. 110 0.577 1648 0.9351
140,138, 144 182>146.100.5%. 160 0.368 1671 0.950
140.138. 144, 13>146.100.5%. 110 2 l 0.552 1714 0.%46
140,138, 14420146, 100, 5%. 110 2 1 0.5%2 1599 0.946
140.138.144.157>146.100.5%. 110 0.376 1640 0.%944
140.138.144.251>146.100.5%. 110 0.573 1641 0.%941
140,138, 144193146, 100.5%. 160 0.363 1662 0.%940 B
140.138. 144135146, 100.5%. 110 0.566 1662 0.940
140, 138, 144 .635=146. 100.5%. 160 2 l 0.54% 1711 0.%940
140,138, 144 183>146.100.5%. 110 0.368 16354 0.%940
140.138. 144165146, 100.5%. 110 2 0 0.56% 1653 0.940
140,138, 144, 190=146. 100. 5% .82 2 l 0.553 1696 0.938
140,138,144 . 143>146.100.5%. 110 2 o 0.337 1746 0.938
140, 138. 144 250146, 100.5%. 82 2 0 0.582 160% 0.937
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- Spoofed source I[Perzc# 3 i%
- Smurf UDP/ICMP flood

- Z snoop LAN traffic log

* Tcpdump the transportation logs over the
single collision segment

* Analyze & find out the compromised machine
- Launch the attack

- Notice the owner
- Help patch the system
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- 7T
- The X-Attack traffic Measurement and
Monitoring

- Contact Information
« RWHOIS service

- Trace the patch processing Record
- Share the experience



