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ZHERRE
« CVE-2017-31365£/RA : o« CVE-2017-3138®ZA9hRA :
BIND 9 Version 9.8.0 -> 9.8.8-P1 BIND 9 Version 9.9.9->9.9.9-P7
BIND 9 Version 9.9.0 -> 9.9.9-P6 BIND 9 Version 9.9.10b1->9.9.10rc2
BIND 9 Vers!on 9.9.10b1->9.9.10rcl BIND 9 Version 9.10.4->9.10.4-P7
BIND 9 Version 9.10.0 -> 9.10.4-P6 BIND 9 Version 9.10.5b1->9.10.5rc2
BIND 9 Version 9.10.5b1->9.10.5rc1 BIND 9 Version 9.11.0->9.11.0-P4

BIND 9 Version 9.11.0 -> 9.11.0-P3
BIND 9 Version 9.11.1b1->9.11.1rc1
BIND 9 Version 9.9.3-S1 -> 9.9.9-S8

BIND 9 Version 9.11.1b1->9.11.1rc2
BIND 9 Version 9.9.9-S1->9.9.9-S9

o CVE-2017-3137%£R9hR A :
BIND 9 Version 9.9.9-P6

BIND 9 Version 9.9.10b1->9.9.10rc1
BIND 9 Version 9.10.4-P6

BIND 9 Version 9.10.5b1->9.10.5rc1
BIND 9 Version 9.11.0-P3

BIND 9 Version 9.11.1b1->9.11.1rcl
BIND 9 Version 9.9.9-S8

ERRIRESEhttp://blog.nsfocus.net/isc-bind-9-multiple-
remote-denial-service-vulnerability/
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#4812 (UlcentOS 7 x4 5)

Fe2| http://www.isc.org/downloads/ T &R AEEE ftpZhome B #%

#tar -xvf bind-XX.XX.XX.tar.gz (FriR2) (% ER4E T & T 2RAVHT R AS)

#cd bind-XX XX XX (#% B2 4555 & 2 #h ki 45 59 B £%)

#./configure --enable-ipv6 --enable-threads --enable-rrl (L1—fi% user& )
#sudo -s

#make

#/usr/local/sbin/named —Version (IEIFEZBIND NN.NN.NN)(ERRZ)
#make install

#ls -al /usr/local/sbin/named

#/usr/local/sbin/named -Version (LEEEFFERBIND XX XX XX #rh 7))
#ps -ax|grep named

#kill -9 xxx

#/usr/local/sbin/named -c /etc/named.conf -u named

#ps -ax|grep named

#rndc status

#chown named /var/named

#systemctl restart named (B ERInamed)
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Y000 3% 52 kR X t & 56
HETE /etc/named.conf #IEN1—1T version “xxxxxxxx" ;EEZEDK

Security! ! ZHINXFAEEMEE named SLEEERTENRE molll 1 -

options {

directory "“/var/named";
(Hs)

version “xxxxx";

(Hs)
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201871719 2016@Center, National Central University.



T hiR 55 & 17 T ~

N
op
It
=

ST
o MAEHHBEPEERE
SHEETE
o HB BB R LY BRI B
ISR

o EAPL - AL NEE NEREN
o MRFRMHNSEEMWRZ(RAT OOSTEEUPHRAERP/OIKEZAEREN)

o |F3 FARISRERH(E BDAlE )

2018/1/19 2016@Center, National Central University. 8



i

HThR 9970 IR a7 (&

(EJEEFEN N
® CHLE @ KHE AR IR S A 18 A I

o HEMNE : WKEE NEUYEAFMRMAESE ; FE8E NEUARERE 0
AT E ANRSR) A kS 318 & A1 5 A

{52 FRIPAZPRIE M8 5 /0 KRR A o /0y
o EBTEMUMEMRPEARPLHEIN TEA,L HEE

EABTEHAS N NERR LE
o NI : BEMILHE - T - AR
o TIEREW  WABE

201871719 2016@Center, National Central University. 9



HThR 9970 IR a7 (&

o AERERERAMR - FTIREIEHEZECRRBIBILHEE)
& EAF/L -~ AP - 5E
® EENE : 21

o BFEHES
o THBIRHRERESHMMIRE~30XRHHH

i—~h -  BHAE2ERK !
o IRRAREL(17~24%) : 3EHOA IR
. }EEH%EQ(O 88#) : SEHAIEMR

® 5555 | B  oJEESIREHE
28I - HEAMBEEHE
o PIEHEERIESEZNE  ERFRIKBFRIFEAR UM E

e [Eil ;
o Jreduflll  MEMABRNTIBETEN (BASEHEN) - ATRBRE -

o MEBAINIENeduls - BEEAL . HEBAP OERAIPAIMEBEZEIL) - K APEREE
SRR RESERARRBEN -
2018/1/19 2016@Center, National Central University. 10



I7]

T hiR 55 & 17 T )

AIIE

LRI (4

o FAET T ZH—ZHBEFIMRRTE
o A HHREEH

201871719 2016@Center, National Central University.

11



A= AT Bk BB A
> BEURE  REABRMEL A RHEER
i
- %QEEJH%/Eﬁ FE/EE iiz%@cc ncu. edu. tw
> B8l 202 HE7E 2 EAPT 03-4227151457516
AREEZHE
FIEHR B KB ETT]
> EOKER BB S R (B A E 2 R R KRR 3R)

s L

&*I—‘H

it

201871719 2016@Center, National Central University. 12



Q\\

Y/
|
\

Gomputer Center, National Gentral University.

G

B 5 it BF T

. O&A




