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系統介紹

 Nfsen系統藉由nfcapd蒐集路由器產生 Netflow 資料, 進而分析網路流量的

OpenSource軟體。

 可查詢即時或指定區間的流量、封包、總量大小 (Flows, Packets and Bytes)

 可自訂查詢分析規則及設定預警通知。

 可加入其他分析套件(SurfMap、Nfsight、HostStats….)。
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 圖片來源 http://nfdump.sourceforge.net/
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系統操作(1)-主畫面
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系統操作(2)- Graphs 
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系統操作(3)- Details
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顯示8小時內的流
量統計

TCP、UDP、
ICMP

各協定流量
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系統操作(4)-新增 profile
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系統操作(5)-新增 channel

8



© 2017  Computer Center, National Central University.

系統操作(6)-顯示不同 profile
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系統操作(7)-設定預警通知
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設定條件
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NfSen應用(1)- IP流量排行
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可自訂條件查詢
流量排行榜
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NfSen應用(2)-協定流量排行
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依協定統計流
量
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NfSen應用(3)-查詢特定IP流量

13

指定特定IP
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 Filter = expr, expr and expr, expr or expr, not expr, ( expr ), not ( expr )

 expr can be one of the following filter primitives:

 protocol version

 inet or ipv4 for IPv4 and inet6 or ipv6 for Ipv6

 protocol

 proto TCP, UDP, ICMP, GRE, AH 

 IP address

 Port

Examples:

proto tcp and ( src ip 140.115.1.31 or dst ip 8.8.8.8)

proto tcp and ( net 140.115/16 and src port > 1024 and dst port 80 ) and bytes > 2048

NfSen應用(4)- Filter 語法
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NfSen應用(5)-限定網段及port查詢
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HostStats套件(1)-Overview

16

依協定顯示流量
統計
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HostStats套件(2)-Details
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列出該時段
每個IP流量
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HostStats套件(3)-History
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指定特定IP
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HostStats套件(4)- IP Map
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指定Subnet

流量大的IP

網段呈現亮點
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HostStats套件(5)- Detectors
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HostStats套件(6)-追查可疑IP
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指定特定IP
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安裝(1)-NfSen目錄結構

 圖片來源http://nfsen.sourceforge.net/
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安裝(2)-安裝nfdump及相關軟體

 # yum install httpd php

 # service httpd start

 # systemctl start httpd.service

 # yum install epel-release

 # yum install rrdtool-perl perl-Sys-Syslog perl-MailTools perl-Socket6 

libpcap-devel

 # yum install -y make rrdtool-devel flexbyacc

 # yum install gcc

 # cd /opt

 #wget http://downloads.sourceforge.net/project/nfdump/stable/nfdump-

1.6.11/nfdump-1.6.11.tar.gz

 # tar -zxvf nfdump-1.6.11.tar.gz 
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安裝(3)-安裝 NfSen

 # cd nfdump-1.6.11

 #./configure --enable-nfprofile --enable-nftrack --enable-sflow

 # make &&sudo make install

 # cd /opt

 # wget https://sourceforge.net/projects/nfsen/files/latest/download -O 

nfsen.tar.gz

 # tar zxf nfsen.tar.gz

 # cd nfsen-1.3.6p1

 # cp etc/nfsen-dist.conf etc/nfsen.conf
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安裝(4)-設定

 # vi etc/nfsen.conf

$BASEDIR = "/opt/nfsen";

$HTMLDIR = "/var/www/nfsen/";

$PREFIX  = '/usr/local/bin';

$USER    = 'netflow';

$WWWUSER  = "apache";

$WWWGROUP = "apache";

%sources = (

'upstream1'    => { 'port' => '9996', 'col' => '#0000ff', 'type' => 'netflow' }

);

 # useradd -r -g apache -s /sbin/nologin -d /opt/nfsen -M netflow

 #./install.pl etc/nfsen.conf

 # /opt/nfsen/bin/nfsen start
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安裝(5)-路由器設定

 設定如下: 

flow monitor-map Netflow-IPv4

record ipv4 peer-as 

exporter Netflow-01

cache entries 500000

cache timeout active 30

cache timeout inactive 15

!

flow exporter-map Netflow-01

version v9

options sampler-table timeout 60

template data timeout 60

template options timeout 60

!

transport udp 9996

source Loopback0

destination 10.11.1.1

!
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安裝(6)-檢視 tcpdump
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安裝(7)- HostStats套件

 #cd /opt

 #wget https://sourceforge.net/projects/hoststats/files/hoststats-1.1.5.tar.gz

 #tar zxvf hoststats-1.1.5.tar.gz

 #cd hoststats-1.1.5

 #./install-libnfdump.sh

 #mkdir -p /var/www/hoststats

 #yum install gcc-c++

 #./configure

 #make

 #make install

輸入安裝路徑 /var/www/hoststats/ 

輸入data 及 log 路徑

 #chown apache:apache -R /var/www/hoststats/

 #/var/www/hoststats/hoststats start
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Thank You!


