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The following outlines the minimum hardware requirements for pfSense 2.x. Note the minimum requirements are not suitable for all environments. You
may be able to get by with less than the minimum, but with less memory you may start swapping to disk, which will dramatically slow down your system.

General Requirements:

Minimum e (CPU-500 Mhz
¢ RAM - 256 MB

Recommended * CPU-1Ghz
* RAM-1GB

Requirements Specific to Individual Platforms:

Live CD/USB ¢« CD-ROM or USB drive
* USB flash drive to hold configuration file

Hard Drive ¢ (CD-ROM or USB for initial installation
* 1 GB hard drive

Embedded * 1 GB Compact Flash card
* Serial port for console

IS PR TR RS
CPU E5800
8GB RAM
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PFSense Captive portal 1

S_{" ., ! . !-ul ' » System » Interfaces » Firewall » Services » VPN » Status » Diagnostics » Gold » Help ﬁn pfs

Services: Captive portal: YUDA DEERad
RSPORPRRMIRY i 1 e 1 s | Ao o | Voncer  Fe e

Enable captive portal

Interfaces WAN
OPT1
Select the interface(s) to enable for captive portal.

I\"l_j"\("_"uf'_' concurrent per client IP address (0 = no limit)

connections N P Fror - . . - -
This setting limits the number of concurrent connections to the captive portal HTTP(S) server. This does not set how
many users can be logged in to the captive portal, but rather how many users can load the portal page or authenticate at
the same time! Possible setting allowed is: minimum 4 connections per client IP address, with a total maximum of 100
connections.

Idle timeout « i minutes
Clients will be disconnected after this amount of inactivity. They may log in again immediately, though. Leave this field
blank for no idle timeout.

Hard timeout « minutes

Clients will be disconnected after this amount of time, regardless of activity. They may log in again immediately, though.
Leave this field blank for no hard timeout (not recommended unless an idle timeout is set).




PFSense Captive portal 2
7' Enable per-user bandwidth restriction

Default download ™., Kbit/s

Default upload ", Kbit/s

If this option is set, the captive portal will restrict ezch user who logs in to the specified default bandwidth. RADIUS
czn override the default settings. Leave empty or set to 0 for no limit.

Authentication Mo Authenticztion

Local User Manager / Vouchers

Allow only users/groups with 'Captive portal login' privilege set

®* RADIUS Authentication

RADIUS Protocol PAP

CHAP_MDS
MSCHAPVL
['® mscHapv2 |

Primary Authentication Source
Primary RADIUS server
IP address .

Enter the IP address of the RADIUS server which users of the captive portal have to
authenticate against.

Leadve this field blank to use the default port (1812).
Shared secret "

Leave this field blank to not use 2 RADIUS shared secret (not recommended).
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PFSense Captive portal 4

i pADIUS B

ﬁzm @mm; WA
s raHE BE |
€ NPS (1) v Rk RADIUS FEHE

= [ RADIUS i {5 AR
= RADIUR B [T EErIE SRR
3 i#iw RADIUS {5]AR8SE |

= = E8|
| i ERER — BRI
| HrsER HPREHE T
| f#ERER |

&, AR R iR

8 RFEEE {irtik (0P =5 DNEHD:
ol ZhAERTE |
— TS
EETIR G A RIS ERA -

| =l

i A PR ?ﬁhz% o S EENE R H T  hiE %iﬁ

BET
= ewiE RADIUS B P » 454 Sk R A B R R RS -
| Sl

" FaEhin
S

R EH AT O

*
EhE: EITP..
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PFSense Captive portal 11
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gesiense Captive portal 12

» System » Interfaces  » Firewall » Services » VPN » Status » Diagnostics  » Gold

Services: Captive portal: YUDA

Captive portal(s) ' MAC T Allowed IP addresses T Allowed Hostnames T Vouchers T File Manager ‘

MAC : [3&EE] % E5s% MAC Address
Allowed IP addresses : [ H Vi e EazsIP

Allowed Hostnames : [H#Vim] e EzzgHostnames
Vouchers : EE 247

FileManager @ ZHLIEZE F{H

» Help



WVoucher Rolls

Voucher public key

Voucher private key

Character set

PFS se Captive portal 13

Services: Captive portal: Vouchers: YUDA Vouchers : SE 247

Captveportais) | WAC | Alowed 1 addrsse

CRE@auUd

¥ Enable Vouchers

Roll # Minutes/Ticket # of Tickets Comment

1 600 15 10HR @ X &
2 120 15 2hr @ X &
@

Crezte, generzte and activate Rolls with Vouchers that zllow access through the captive portal for the configured
time. Once a voucher is activated, its clock is started and runs uninterrupted until it expires. During that time, the
voucher can be re-used from the same or 2 different computer. If the voucher is used again from another computer,
the previous session is stopped.

e
Paste an RSA public key (64 Bit or smaller) in PEM format here. This key is used to decrypt vouchers. Generate new
keny.

————— BEGIN RSA FRIVATE KEY-----
————— END RSA FRIVATE KEY-----

A

Paste an RSA private key (64 Bit or smaller) in PEM format here. This key is only used to generzte encrypted
vouchers and doesn't need to be available if the vouchers have been generated offline. Generate new key.

2345678abcdefhijkmnprstuvwxyz

Tickets zre generated with the specified character set. Tt should contain printable characters (numbers, lower case
and upper case letters) that are hard to confuse with others. &void e.g. 0/0 and 1/1.
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PFSense Captive portal 15

» System » Interfaces  » Firewall » Services  » VPN » Status » Diagnostics

[ RO T

Status: Captive portal
hctive users

Captive Portal Zone

Captive Portal status

IP address Username Session start

17
17
17
17
17
17
17
17
17
17
17
17
17
17
17
17

5.131
6.175
5.165
4.30

5.168
5.170
6.127
5.235
5.146
£.106
6.113
4.124
4.119
4.34

6.118
5.130

!

nge619

la

120

liachang

420

8899

|
446@yuda.tyc.edu.tw
k

y

lee

05/05/2015 08:59:09
05/05/2015 09:00:32
05/05/2015 09:07:00
05/05/2015 09:09:29
05/05/2015 09:20:27
05/05/2015 09:53:27
05/05/2015 09:55:36
05/05/2015 10:07:32
05/05/2015 10:10:03
05/05/2015 10:16:54
05/05/2015 10:35:37
05/05/2015 10:49:09
05/05/2015 10:50:07
05/05/2015 10:53:09
05/05/2015 10:59:33
05/05/2015 11:05:22

l';-!ql
l;-!ql
u-!ql
u—gql
l';-!ql
l;-!ql




PFSense Captive portal 16

» System  » Interfaces  » Firewall *» Services *VPN  » Status  * Diagnostics

Status: RRD Graphs

YUDA

Note: Change of color and/or style may not take effect until the next refresh

Graphs: | Loggedin v |Style: | Inverse ¥ | Period: | Absolute Timespans ¥

pfsense.yuda.tyc.edu.tw - Captiveportal :: Yuda :: Loggedin - 9 hours - 1 minute average

120
100
80
60

40

Captive Portal Users

20

0 -
06: 00 07:00 08: 00 09: 00 10: 00 11: 00 12: 00 13: 00 14:00

B Total logged in users 117
May 0S5 14:43:28 2015
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» System » Interfaces » Firewall » Services » VPN » Status » Diagnostics

—

Diagnostics: Backup/restore 2
Backup/Restore

Click this button to download the system configuration in XML format.

Backup area: | ALL v

Do not backup package information.
Encrypt this configuration file. Captive Portal

Captive Portzl Vouchers
# Do not backup RRD data (NOTE: RRD Data can consume 4+ megabytes of config.xml space!) S Forwarder

DHCP Server

Download configuration Firewall Rules
Interfaces
MAT

. Package Manager
Restore configuration PPTP gSewer :

Open a configuration XML file and click the button below to restore drifiguration. RRD Data
Scheduled Tasks

Restore area: | ALL v Syslog
System
E=IEEE KEFEMEE Static routes
System tunzbles
Configuration file is encrypted. SNMP Server

Restore configuration

Note:
The firewall will reboot after restoring the configuration.



Status: Traffic Graph

Interface: ,Sortby: BwIn v, Filter: | Local

¥ Interfaces

b System

* Firewall » Services

v |, Display: | Host Name ~

VPN b Status

¥ Diagnostics

5/3/2015

In 12.44 Mbps  17745.45

Qut 432 Kbps

W

Switch to bytes/s

AutoScale (up)

Graph shows last 360 seconds
15 Mbps

LAN

10 Mbps

5 Mhbps

Host Name or IP Bandwidth In Bandwidth Out
b_122 2.19M Bits/sec 43.83k Bits/sec
DARREN_NB 80.43k Bits/sec 719.02k Bits/sec
21 48.75k Bits/sec 47.11k Bits/sec
STUOD_PAD 28.59k Bits/sec 636.80k Bits/sec
883 4,22k Bits/sec 18.28Kk Bits/sec
spring 0.00 Bits/sec 2.89k Bits/sec
C213 0.00 Bits/sec 2.58k Bits/sec

Mote: the Adobe SVG Viewer, Firefox 1.5 or later or other browser supporting SVG is required to view the graph.



PFSense Packet

Programmed by David Hinkle, Commissioned by DerbyTech wireless networking.

- Daily -- Weekly — Monthly -- Yearly -

Pick a Subnet:
- Top20 - 172.20.112.0 -

Top 20 IPs by Traffic - Daily

Ip and Name Total Total Sent Total Received FTP HTTP P2P TCP UDP ICMP

Total 5.9G 5.2G 703,84 0 661, 58 201.2K 717,24 5.2G 9.4
17 251 316 316 0 0 0 0 0 316 0
E 251 1.7G 1.7G 0 0 0 0 0 1.7G 0
E 130 177. 8 3.9 173 8 0 177,74 0 17774 58.2K 0
E 132 166. 24 161. 44 4.9 0 220.8K 0 226. 4K 166. O 0
17 241 153. 54 153. 54 0 0 0 0 0 153. 54 0
E B 115. 4H 7.0 108. 34 0 36. 04 0 37.6H 7.7 1.6K
E 137 5441 1.2 5314 0 54, 14 0 5441 11. 1K 0
E 114 53,61 2.5 S51.1H 0 53,54 0 53,61 65 . 6K 0
E 254 40,04 34014 5.9 0 15. 4 27.0K 397 355.6K 17.3K
E 20 34 9 5.6H 292 0 34,04 73.2K 34 40 498. 2K 336
E 162 33.5H 1.9 31.6M 0 33,38 0 3344 754K 0
E 157 25,84 2.4 2644 0 25,68 0 287 61.8K 16K
E 70 28.34 8.1 20,34 0 12. 08 30.3K 2600 2.4 11K
E A 2734 800. 2K 26. 54 0 27.34 0 2734 12. 5K 0
E 215 2244 8.7 13.74 0 22,34 0 2234 107. 6K 56
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