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= Whois & Quick Stats

PlugX AE#EXX 2FE|mSE (1/2)

v BB E#E 72 4EiL

Email [ sexndomain@gmail.cum]s associated with ~4 domains (ad
istrant Org G 3 3s50cisted with ~15,607 ofier domaing o INFR4EEB R~ |, SZ By Y ST
Registrant Org  Google Inc. is associated with ~15,607 other domain > 7] 7|§)—T— ,%D 701\%‘-!%7'_ , &Eﬂ@ﬁ?
Dates Created on 2014-06-05 - Expires on 2015-06-05 (ad Pl . vAVA EES e
ugX Trojan=E# - E3E[O)[E
IP Address 202.65.214.220 - 1 other site is hosted on this server [ g J

IP Location B3 - Hong Kong (sar) - Hong Kong - Diyixian.com Limited

—IPI1t202.65.214.220 &

\NAN2 :l: — Q S N
ASN Bl A59584 GENESIS-AP Diyixian.com Limited HK (registered Jul 27, 1999) ;zfl:v KE *D Eb 1—t E’%

Whois History & records have been archived since 2014-08-08 (o > ;E - _/If E E@ EZI P EE -H:H- E iﬁ‘z % é

Whaois Server whois.twnic.net.tw

= Website

Website Title None given.
Whois Record ( last updated on 2014-12-02)

Domain Mame: playdr2.tw
Registrant:
DNS Admin  Sexndomain@@gmail.com
+65.6506234008
+1.65@6188571

B R3EWhois Record &
1 BnazIPAGoogle’ad]
¢ Fi 8
v BBERKERIERAT
> 1E@ASOCKERI W EE ¥ 0 X
FEIER 7 HRVIPEE R
P21~ S IPAEE

166@ Amphitheatre Parkway Mountain View CA 94843 US

Kuala Lumpur, Kuala Lumpur

50
Administrative Contact:
DS Admin  Sexndomain@amailcom

+65.6586234808
+1.65@6188571
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Ob41a1bc 8d3b6e50c Td62b82b0bf5ad96d34292f4d4d4ad7d 1dde1ceb3ccbdbee

SHA256:

POETWLauncher.exe

137 55 ]

2014-12-02 18:38:59 UTC { 11 hours, 9 minutes ago )

File name:

[Det ection ratio:

Analysis date:

HKEY LOCAL MACHINE\Software\Microsoft\Windows NI\ Current Version\IMIM
HKEY_USERS\S-1-5-21-1547161642-507921405-839522115-1004\Software\MicrosoftWindews NT\CurrentVersion\AppCompatFlags\Layers
HKEY CURRENT_USER\SOFTVWARA\Microsoft\CTF

HKEY LOCAL MACHINE\Software\Microsoft\CTA SystemShared

HKEY CURRENT_USER\Software\Microsoft| Windows| CurrentVersion\Explorer\User Shell Folders

HKEY CURRENT_USER\Software\Microsoft| Windows|CurrentVersion\Explorer\Shell Folders

HKEY LOCAL MACHINE\Software\Microsoft\Windows|CurrentVersion\Folicies \Explorer

HKEY_CURRENT_USER\Software\Microsoft| Windows|CurrentVersion\Policies\Explorer

HKEY LOCAL MACHINE\SOFTWARE Microsoftl Windows\CurrentVersion\ShellCompatibilit\Applications\tmp L tmp

HKEY LOCAL MACHINE\SOFTVARE\Microsoff\Windows\Current Version| ShellCompatibilit/\ Objects\(20D04FE0- FAEA-1069-A208-080028303090)
HKEY CLASSES_ROONCLSID\20D04FEQ-3AFA-1069-A2D8-05002830309D InProcServer32

HKEY CURRENT_USER\Software\Microsoft| Windows|CurrentVersion\Explorer\MountPoints2\ CPC\ Volume

HKEY CURRENT_USER\Software\Microsoft| Windows| CurrentVersion\Explorer\MountPoints 2\ CPC\Volume\ (473 7950-e 30.2-1 Le0-8d73-806d61 72696171
HKEY CURRENT_USER\Software\Microsoft| Windows|CurrentVersion\Explorer\MountPoints2\CPC\Volume\475¢7952-e302-1 1e0-8d73- 806061 7269617
HKEY CURRENT_USER\Software\Microsoft| Windows| CurrentVersion\Explorer\MountPoints2\{475¢7952-e302- 11e0-8073-806061 726961
HKEY CURRENT_USER\Software\Microsoft| Windows| CurrentVersion\Explorer\MountPoints 2\ {475¢7950-e302- 11e0-8073-8060161 726961
HKEY CLASSES_ROOT\Directory

HKEY. CLASSES_ROOT Directory|CurVer

HKEY CLASSES_ ROOTDirectoryl

HKEY CURRENT_USER\Software\Microsoft| Windows\CurrentVersion\Explorer

HKEY CURRENT_USER\Software\Microsoft| Windows\CurrentVersion\Explarer|

HKEY CURRENT_ USER\Software\Microsoft| Windows\CurrentVersion\ Policies\System

HKEY_ CURRENT_USER\Software\Microsoft| Windows\CurrentVersion\Explorer\Advanced

HKEY CLASSES_ ROOTDirectory\\ShellEx\iconHanaller

HKEY_CLASSES_ROOT\Directon/\\Clsid

HKEY. CLASSES_ROON Folder

HKEY CLASSES_ROOT\Folder\Clsid

HKEY CURRENT_USER\Keyboard Layout| Taggle

HKEY CURRENT_USER\SOFTWAREMicrasoft\CTF\LangBarAddlin|

HKEY LOCAL MACHINE\SOFTWARE Microsoft| CTA\LangBarAddln|

HKEY_LOCAL MACHINE\System\CurrentControlSet\Control\ComputerName

ActiveComputerName

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentWersion\Svchost

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet|\Services\6tod

HKEY LOCAL MACHINE\S¥STEM\CurrentControlSet\Services\6to4\Parameters

HKEY LOCAL MACHINE\System\CurrentControlSet\Control\Wis\Locale

HKEY LOCAL MACHINE\System\CurrentControlSet| Control\Nis\L acale\Afternate Sorts

HKEY LOCAL MACHINE\System\CurrentControlSet| Control\Nis\Language Groups

HEEV 1OCAL MACHINE\System\WPA\Siarter

1 n
1 n
1 n
1 f
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