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Paloalto IPSF’ i

1 2014-05 =% 7z 4z & =¥ threshold
> % Cpu Load (Data-plane) > 70% , 3> 58 5% i@ ﬁig?J;]’L A
> Dns, ssh, MS_rdp (2012-12, 2013-03 3 # threshold)
» MySql, MsSql,Pop3 (2013-03-28)
J  2014-05 overload
» Cpu Load (Manage-plane) i 3 f#r3
» TANet Backbone ISIS routing < 3%k /=% &
> Zone protection, ACL re.g & % /n &
1 2014-05 overload
> Google 4p i P xb:8 RE K
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Paloalto IPS load

Service Usage Statistics

& PaloAlto 5060 IPS

PEEIE4S PaloAlto 5060 FiRFEHAE / BERFE (2014-11-06)
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Paloalto IPS load

[-cpu X (mgt) —cpu MK (data) —Session AR &HiE il
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IPS 2 i3} Fioér

d 5/16%¢ ] % PS5 # (paloaloto 5060) < 3|5 #, cpu & * F % "¢ = ¥
th e B A .
> bypass IPS & 15,22 IPS /A &4p B e /i & € cache L F i, 7 iiﬁiﬁi“f p B
cachef# 4 s w4 I ¥ .
O 5/29(% ¥ v )12:20~14:20 Paloalto5060 IPS { :x3k % is £ #7F &
» 4t » Zone Protection.
O 6/13(% ¥ 7 )12:00~14:30 Paloalto5060 IPS { #%3k # {4 £ #7+ 5.
» cisco 6509 % #avlan forwarding &7 &+ ¥
O 6/19(% #p = )12:00~14:30 Paloalto5060 IPS { %3k Z_{4 ?’fﬁ‘”fr PR,
> % f#i4 cisco 6509 % tavlan forwarding 8 48, £ 265097 F iz i 2 FF L
B £ 1 310G switch.
O 9/23~47+ § 4 &rigoogle,id F ¥ fxb2b ¥ B0, S AminE? £ =
FEREprEN LR ﬁs WK FF % #6509 cpu load /%ﬁ\iﬁ
‘hi AR R SR, LR L § B P e B IR A, R ELIRAR I W
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IPS3 # B (current)
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Cloud-based® i ;- &

4 F] % % FDNS (&)
» ehttp://hadoop5.tyc.edu.tw
>-TopN jn & 27 |, Top i & # {7
»-Top UDP # = (mysql DB)

¢ F % 4 FDNS (37)
» http://hadoop.tyc.edu.tw/Fdns/

» -Mongo DB Collections
» -SEARCH # 5
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[EEREHE MRTCHTE . (IPvE MRTCHTE . [ Links SERARES(EIA] . (RET B58) . (580 ¥ i@t f0m

INCLL{RIAR 3 HS T 21 TN T Tanh Rl
TopN FEEHHT |

TopN FHE
g Keyword: Q search
TopN FTEHHT ) . o s
o Oid IP ikt g (MB) b o [ 7 wbie i o WA HREE EhaEs FrirRE(Hour)
TopN 5T& (<6 )
: 140.138.144.170 1024825 149362 875463 a7 1427 20
UDP Flooding RS ' ' ' '
. 16 120.96.83.24 291000 125 290875 53 1497 16
UDP Flooding 78
Connection Flooding i 17 120.124.150.176 2603099 263765 5634 1488 53
UDP S¥ias 18 2201292472 244987 1034 243953 46 1484 15
UDP W 19 140.115.77.225 238341 0 238341 0 464
-
Udp & (1'6F) 20 120.125.11.230 227549 193661 33388 1297 290 17
Udp 578 (10473%)
22 2106002 212373 199419 12054 1217 171 20
Pscan 85
- - 23 120.124.84.102 208581 201203 7378 1316 78 20
Pscan EEEEHNT
Pscan BARE (1) 24 163.28.5.32 109115 4117 104008 51 1485 20
ey
Pscan BEME (105738) 25 63.28.5.26 65303 3838 61465 56 474 20
=
TopP g 26 163.30.55.100 154078 0 154078 0 571 5
. e
T S 27 163.28.5.27 154780 4755 150025 68 1456 20
TopP $#HE8 (<6F)
TopP tER (1054%) 28 16328.5.18 154770 3465 151305 53 1486 20
TopC HiEs 29 20.125.190.108 53149 533 51616 52 499 7
TopC IEEEEEHT 30 16328517 144475 3764 140711 57 1474 20
TopC iEER (6F)
’ 31 163.28.5.33 1436874 4108 139766 62 1463 20
TopC iEER (10773)
32 6328510 43814 3930 139884 58 1473 19
TCP BEHEEH
- 33 163.28.5.25 141303 3838 137465 62 1471 20
EEEA R
Pandora & (111.111.111.111) 34 163.28.5.34 137893 3631 134262 57 1473 20 '
Elnih e wEE
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TANet¥* ] % % ¥ ~ —Fdns

tyrc/tanet_tyrc
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_BEERES MRTGHER] [IPvE MRTGHE] [ Links iEE8rss{s Al AT 558 HEiR:

e T BN | {mAR S T 2] INCLL Tanh ETEHE A
TopP st EEHHT (105348)

TopN FH§
bl Keyword: QSearcn
TopM ETEHHT . . - -
TopN FE () IP firhk BAGTR(MB) | HNER A S o Ea WA SRERE i RERE WA SRE Eptitaa EiEEE
b2
" 163.30.80.253¢ 2778 84 5243 919 1442 58 1926337 1446433 11-05 10:10 e
UDP Flooding #S2EEE t
o 163.30.2045@ 362 1403 190 340 545 696 664382 2013495 11-05 10:10
UDP Flooding j#H& =
Connection Flooding 7S 16328534@6 79 2089 7840 2674 56 1468 1409838 2035401 11-05 10:10
UDP AL 16326.533@6 107 3280 20578 6333 56 1482 1908352 2212938 11-05 10:10
UDP 32T 16328532@6 96 5187 8694 2758 48 1480 1970315 3504723 11-05 10:10
.
Udpf"LE (1) 63.28527@8 79 3010 0412 3286 56 485 424072 202613 -0510:10
Udp FT8 (10534%)
6328510@6 92 352 7502 5678 64 479 43400 238034 -05 10:10
Pscan B&E
- - 63.25.3450@ 8955 65 4683 12876 493 56 5097934 2006944 05 10:10
Pscan B EHEHHT
Pscan BEE (16F) 163.25.165.16¢ 2283 106 0668 26015 1361 67 1677649 1563073 11-05 10:10
pien
Pscan B8R (10:53) 16226.131.1@ 0 3006 0 4 o079 45 0 67313754 -0510:10
=
TopP HE&E 140.138.144.17 288 8090 9230 16012 a9 1427 2803735 5669059 11-05 10:10
o =
TS 140135 66.45( 45 2506 179 252 46 832 982985 3011705 11-05 10:10
TopP &t EE (6
TopP #Hal (105338) 140.135.66.33¢ &7 165 72092 5625 49 a2 1769441 1791415 11-05 10:10
TopC MWizg 1401161451 0 83 0 3 1308 50 0 1637976 11-05 10:10
TopC iEfEaBHHT 14010966227 0 340 0 1 46 46 0 7322707 11-05 10:10
TopC iEfEER ()
12012611230 5647 651 63836 137281 1328 206 4249729 3202238 11-05 10:10
TopC iEEE (105138) ' ' '
12012511.20: 2110 142 26238 56331 1353 120 1558067 1184039 11-05 10:10
TCP FEim Tl
- 120.124 84 36¢ 6244 222 12055 26654 1306 67 4470695 3321447 11-05 10:10
oot -3 b =3 ! ' ' '
Pandora F& (111.111.111.111) 7412523116( 1255 59 53 28 766 46 1637294 1284191 11-05 10:00

BT RARSE R

©2014 Computer Center, National Central University.



Fl % 3¢ < —Fdns

GEERE MRTGHIR] . IPvE MRTGHIR . [ Links iBER s (8] . (BT 558 . {=RE

ST INCI | {FIHR THEASTE R TN Tonhl SE-EHEED
TopP EEHHT (10533)

TopN &
. Keyword: 163251311 QSearch
TopN SrBHHT . . . .
TopN ”‘:E () 1P fihik BAGE(MB) | SbBEE B GRS Bt R BaAHBRE BbHERE | @AMHEE [kt ECiREHRE
. 6325131.1@ O 2964 0 3 1210 46 0 64449728 11-05 10:20
UDP Flooding 2EE
I e 6325.131.1@ 0 3096 0 4 1079 45 0 67313754 11-05 10:10
Coding e
Connection Flooding 55 16325.131.1@ 0 548 0 72 46 0 33652216 -05 10:00
UDP ZEfas 16325131.1@ 0 4569 0 B 22 45 0 99342302 11-05 09:50
UDPFE T 16325.131.1@ 0 3009 0 3 1460 45 0 67380932 11-05 09:40
Er- 3
Udp i (]8%) 6325.131.1@ 0 2970 0 4 376 45 0 64579286 11-05 09:00
Udp Ftl (105738)
16325.131.1@ 0 3108 0 2 30 46 0 7584651 11-05 08:50
scan 5
py—— 16325131.1@ 0 552 0 947 46 0 33754741 11-05 08:40
Pscan BEREHHT
Pscan BEFE (16E) 16325.131.1@ 0 95 0 2 299 46 0 4255102 05 08:10
B 3
Pscan EFEE (1074#) 6325.131.1@ 0O 3818 0 6 1261 45 0 83007897 -05 07:50
=
TopP i fE & 16325.131.1@ 0 2693 0 4 019 282 0 2099721 11-05 07:40
TopP & 17
TDpPi}}Zi}#Jﬂﬁ' 6325.131.1@ O 2117 0 359 52 0 1837371 1105 07:30
opP #taR (1)
TopP $EE (10548) 16325131.1@ 0 38 0 2 206 46 0 8300202 11-05 05:40
TopC Mg 16325131.1@ 0 4041 0 11 194 93 0 43357039 11-05 05:10
TopC BB BHHT 16325131.1@ 0 4265 0 5 65 49 0 85618606 -05 05:00
TopC iEIEE ()
: pcﬁgg 05 6325.131.1@ 0 3848 0 5 99 46 0 83670507 -05 04:50
op )
6325131.1@ O 895 0 2 B8 46 0 41200737 11-05 04:40
TCP BEiEEn
T 6325.131.1@ 0 490 0 3 &0 45 0 10657303 11-05 04:10
Pandora 578 (111.111.111.111) 16325.131.1@ 0 649 0 3 320 96 0 6743434 11-05 03:40
ElRithRRE EERL
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2 ¥ packet;: £

ncu-ccl - Traffic - Vian3039

100 M
=
S 80 M
=
<@
= 60 M
-
=S 40 M
w
—
= 20 M
0 -
Sun 12:00 Sun 18: 00 Mon 00: 00 Mon 06: 00
From 2014/710/26 10:00:07 To 2014/10/27 10:00:07
BH Inbound Current: 66.39 M Average: 28.86 M Maximum: 103.64 M
Il Outbound Current: 4.75 M Average: 3.87 M Maximum: 66.97 M
ncu-ccl - Unicast Packets - Vvlian3039
-~
140 k
120 k
~
S8 100 k
S~
@ 20 k
2 60 k
E
8 a0 k
20 k
o] — A r.Y = »>
Sun 12:00 Sun 18:00 Mon 00: 00 Mon 06: 00
From 2014/710/26 10:00:07 To 2014/10/27 10:00:07
[ Unicast Packets In Current: 93.85 k Average: 40.12 k Maximum: 146 .57
B Unicast Packets Out Current: 552.34 Average: 438.33 Maximum: 5.63
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£ ¥ packet;r & (B} ip)

1 39ip - 4 (HTML) L e TN Y
| BEE ®EO #EV B\AQD #XQ IED HTA HREFHH Adobe PDF(P)
RN, G B YRS L= B IR AT R AR AR A

%

FiEE:  lif [Mfanfar@ncu.edu.tw] FHEEE: 20141020 GB=) T4 04:19
W EERC-BTE

Al

x5 39ip

| RS MRTGHES . IPv6 MRTGHRI . [ Links JEERUAE(ERN . (T B35 (SR ISP 4 . INCU (SR TIS1RTT %44 . INCU TooN 35

PortScan & ( per-105348)

TopN %8
ey =
TopN REHHT o
;ZzN el 1Pttt SR et BAERME) wunnR BAHaEE P

UDP Flooding FE ‘E 115.39.105@80 0 7260 0 " 0 936

B
=]

o 9.106@80 0 7142 0 1 0 936 10-29 15220
UDP Flooding & @
Connection Flooding JfiE: 140.115.38.107@80 12 7198 0 72 :k} 10-29 15:20
UDP 35S 14011 6 7279 0 1 210 934 0-29 15220
UDP REHHT 140.11 0 7276 0 0 936 0-29 15:20
Udp AR (1) 401 0 7234 0 0 a3 029 15:20
Udp i (105338)

140 0 707 0 0 936 0-201520
T 4011539.111@80 O 7072 0 0 936 0-2015:20
Pscan REFTBHHT
Pscan RERE (1) 14011530.112@80 0 7194 0 1 0 936 10-20 1520
e
Pscan REHE (10534) 140.115.39.113@80 0 7272 0 1 0 936
-
TopP 3 & & 14011530114@80 0 7308 0 11 0 936
TopP HEEHHT
0pP $EEHHT 1401 @0 0 6972 0 10 0 936 10201520
TopP siEE ()
TopP 11 (10534) 140.11 0 7105 0 0 3% 0-29 1520
TopC Fise 140.11 0 0 0 935
TopC JEESENHT 14041 0 0 0 936
TopC 3EEE (1) . =
: 140.11530.119@80 0 7238 0 1 0 936 10-2015:20
TopC 3EER (105348) = >
140.115.30.11@80 27 7286 0 1 1283 923 10201520
1401153012080 0 7235 0 1 0 36 10201520
Pandora #& (111.111.111.111) 14041530121@80 0 7385 0 1 0 936 10-2015:20
140.11539.122@80 O 7142 0 0 936 0-2015:20
un11R3a1%@E0 0 79 n n n a 020 150
bt ETE RN 2L

Cisco router : ip verify unicast source reachable-via rx
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Core switch :
Cisco 6509
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