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J 2. Apache Hadoop (Cloud Computing)
» Hadoop Maven Package
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1 PaloAlto 5060 IPS

» 2013-03 2k 2 47 & =¥ threshold
« % CpuLoad (Data-plane) > 70% , ﬁéigi.él&ﬁ%@ﬁl;k i
- Dns, ssh, MS_rdp (2012-12, 2013-03 3* #threshold)
- MySql, MsSql,Pop3 (2013-03-28)
» 2014-03 overload
« CpulLoad (Manage-plane) # 4§ #%
- TANet Backbone ISIS routing < $ /=7 &

- B IPS K R iE 4hgE, ACL redg R W R 2
»  #3 url content, spyware detection

» 2014-04 overload
e Google #p R b7 i
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&4 IPS 2 ERFEHLREEE nues

O e
— Y

Ips.zul (web interface)
Zk
Main_Ips.java Main_Ips-Png.java l
IpsDAO. java Eﬂf@
SINMP4] JFreechart
lib Ios.i Morphia lib
ps.java Mongo db
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e http://kscore.tyc.edu.tw/Kscore/searchBotnetMvc.zul

JAsoc F% ¥ % 542 p &1 §F
e http://kscore.tyc.edu.tw/Kscore/searchAsocMvc.zul

AR ¥REWR/EF
. http'//hadoop tyc.edu.tw/Fdns
e« Top UDP /i & (10-minute, hour, day)
e PortScan /i~ & (day, 10-minute)
e TOpN /it &, Top Connection (day)
e Kscore & i **, Pandora £ % jx &
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Botnet HEhiE

ExtPalo.java

Javax.mail.*

pdf file

ExtBotnet.java

com. itextpdf. *

e R

REwhof Server

| txt f1le
I Y
BotnetDB.java | BotnetWhois.java
java.net.*
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2. Cloud Computing

- Hadoop
» javac (compile)
» java jar (execution)
- Hadoop + Maven
» Input/output to text files

J Hadoop + MongoDB + Maven
» Input/output to mongoDB **

2014/5/12 ©2012 Computer Center, National Central University. 13



2. Cloud Computing (cont.)

(TErEED

O  provides a framework for large scale parallel processing

» distributed file system
» map-reduce programming paradigm.

] Open source project 4 )
J Written by Java Cloud applications

- Runs on N Y

» Linux, Mac OS/X, d A

» Windows, Solaris Map Reduce HBase HDFS

» Commodity hardware _ Y

4 I
Cluster of Machines

N\ )

14
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http://hadoop.apache.org/

2. Cloud Computing (cont.)

JHadoop installation

» Hadoop tutorial

e http://trac.nchc.org.tw/cloud/wiki/Hadoop_Lab1
» cd /opt

yum -y install openssh rsync
vim /etc/ssh/ssh_config
ssh-keygen -t rsa -f ~/.ssh/id_rsa -P "
cp ~/.ssh/id_rsa.pub ~/.ssh/authorized_keys

wget http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.gz
tar zxvf hadoop-1.2.1.tar.gz

mv hadoop-1.2.1 hadoop

/opt/hadoop/conf

o core-site.xml, hadoop-env.sh, mapred-site.xml

hadoop nhamenode -format
» Hadoop dfsadmin -safemode leave

» [opt/hadoop/bin
 start-all.sh, stop-all.sh

A\

YV V V V

A\

©2012 Computer Center, National Central University.
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» HDFS Architecture

Cluster Membership

Secondary
Name Node

Cluster Membershi

o

NameNode : Maps a file to a file-id and list of MapNodes

DataNode : Maps a block-id to a physical location on disk

SecondaryNameNode: Periodic merge of Transaction log
16

Y

Data Nodes
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2. Cloud Computing (cont.)

] Hadoop

» Mapreduce #% ;\
» Compile

» javac -classpath /opt/hadoop/hadoop-core-
1.0.1.jar:/opt/hadoop/hadoop-tools-1.0.1.jar -d flood_min
flood_min.java

e jar -cvf flood_min.jar -C flood_min/ .
» Execute
e hadoop jar flood_min.jar flood_min input_dir output_dir

2014/5/12 ©2012 Computer Center, National Central University.
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2. Cloud Computing (cont.)

 Hadoop + Maven
» Mapreduce ## ;\

» Compile

« mvn clean compile package
- target/project_name.war

» Execute

e run_job.sh
- org.apache.hadoop.util.Tool;
- org.apache.hadoop.util.ToolRunner;

2014/5/12 ©2012 Computer Center, National Central University.
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run_job.sh

Reducer.java

HDES

L —

QOutput Files Input files

©2012 Computer Center, National Central University.
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#!/bin/sh ru n_job_sh
source /etc/profile

mday="/bin/date.+%m%ad:

min=%$(date --date='10 minute ago' +%H%M)

export HADOOP_HOME="/opt/hadoop"
JARNAME="tyrc_hadoop-1.0.jar"

HERE="$( cd "$( dirname "${BASH_SOURCE[0]}" )" && pwd )"

declare -a job_args
job_args=("jar" "$SHERE/target/$JARNAME")

# INPUT SOURCE -

job_args=(${job_args[@]} "flood.flood_min")
job_args=(${job_args[@]} "flow_min")
job_args=(${job_args[@]} "output_flood")
$HADOOP_HOME/bin/hadoop "${job_args[@]}"

cd /home2/tyrc/Data/flood
hadoop fs —get output flood/part-r-00000 $mday$min

©2012 Computer Center, National Central University.
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2. Cloud Computing (cont.)

d Hadoop + MongoDB + Maven
» Install Hadoop

> Install Hadoop Mongo Connector
e lib
» Modify pom.xml

e <resource>
. <directory>S{basedir}/lib</directory>
e </resource>

» run_job.sh

2014/5/12 ©2012 Computer Center, National Central University.
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run_FloodDay.sh

FloodDayReducer.java

Hadoop_Mongo
Connector

fdns.flood_day fdns.flood_hour

2014/5/12 ©2012 Computer Center, National Central University. 22



pom.xm|

<plugins>

<plugin>
<groupld>com.googlecode.addjars-maven-plugin</groupld>
<artifactld>addjars-maven-plugin</artifactld>
<version>1.0.5</version>
<executions>
<execution>
<goals>
<goal>add-jars</goal>
</goals>
<configuration>
<resources>
<resource>
<directory>%${basedir}/lib</directory>
</resource>
</resources>
</configuration>
</execution>
</executions>
</plugin>
</plugins>
</build>

2014/5/12 ©2012 Computer Center, National Central University.
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run_mongo_job.sh

#!/bin/sh
cd /home2/tyrc/mongo_hadoop.

export HADOOP_HOME="/opt/hadoop"
INPUT_URI="mongodb://localhost:27017/fdns.flood_hour"

OUTPUT_URI="mongodb://I

ocalhost:27017/fdns.flood_day"

JARNAME="mongo_hadoop-1.0.jar"
HERE="$( cd "$( dirname "${BASH_SOURCEJ0]}" )" && pwd )"

declare -a job_args

job_args=("jar" "$HERE/target/SJARNAME")
job_args=(${job_args[@]} "tyrc.FloodDayXMLConfig")

job_args=(${job_args[@]} "-D

job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@1]} "-D"
job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@]} "-D"
job_args=(${job_args[@]} "-D" "

echo "${job_args[@]}" "$1"

" "mongo.job.verbose=true")
mongo.job.input.format=com.mongodb.hadoop.MongolnputFormat")
"mongo.input.uri=$INPUT_URI")

mongo.input.split_size=8")

mongo.job.mapper=tyrc.FloodDayMapper")
mongo.job.reducer=tyrc.FloodDayReducer")
mongo.job.output.key=org.apache.hadoop.io.Text")
mongo.job.output.value=com.mongodb.hadoop.io.BSONWritable")
mongo.job.mapper.output.key=org.apache.hadoop.io.Text")
mongo.job.mapper.output.value=org.apache.hadoop.io.Text")
"mongo.output.uri=$OUTPUT_URI")
mongo.job.output.format=com.mongodb.hadoop.MongoOutputFormat")

$HADOOP_HOME/bin/hadoop "${job_args[@]}" "$1"

2014/5/12
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3. Cloud-based £ % ;= & & B

 Cloud-based 2 # /it & 1 /B & 3%

2014/5/12

> #¢ [ % 4 FDNS (%)
e http://hadoopb5.tyc.edu.tw
- TopN /& # {7, Top 12 % £ 7 (file)
- Top UDP £t = (mysql DB)
- Kscore £ ¥ & 5 (mysql DB)
> #¢ [F] % % FDNS (37)
e http://hadoop.tyc.edu.tw

- Mongo DB Collections
- SEARCH # it

©2012 Computer Center, National Central University.
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EI UDP Flooding 58 x
L C | [} hadoopb.tyc.edu.tw/Tops/viewAllKscores.do % =
#EREs [ EsnEy [{#218% [ #8588 ([) MapReduceSeco.. X downlaod [2) Invoice - Sampleln.. [E) (Part 1) Configurin... (] Spring Hibemate [E] ] jazoon.comphistor.. {J TextFileto PGfile... @ gotoalberto/mong » [0 EthEE
AY
P AL
ASOC_Abuse 555 REE EERE HEFEE GEEREE  LEESEN  HETs
T — UDP Kscore
*FDONS 5EH
Enter [P Address
* FDNS EEEE - - -
* TopN ‘245 Id F#IP rate_in (MB)| rate_out pkz_in(B) pkz_out flow_in flow_out Kscore s E | |
2013-10-28
* TopN itk 72551 | 94.125.182.255 (1024 0 1379 37954 21 07:30:00.0
 rman e oE e 2013-10-28
*54 R 72445 | 94.125.182.255 |13431 0 1383 216583 16 05:50:00.0
R 72773 | 9311521072 [6dd 0 52 562474 14 A
4 HE 2013-10-28
72550 91.236.182.1 (9190 0 1382 222346 21 an.
* TopN Udp (&S5 07:30:00.0
* B85 UDP Flood Traffic (72766 | 89.43.746 (30 0 m 500493 8 ??-1036-1006%8
* BE50% UDP Flood Traffic -10-
— 72167 89.43746 |27 0 19 548980 9 ?8-1530-1000 %8
72768 8943746 |30 0 f 509893 10 e
72769 89.43746 28 0 " 566037 T ?3-1336-1006%8
72770 8943746 28 0 I 576577 12 fg_‘;&%ﬁa
72771 | 8943746 33 0 P 665774 13 il
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File Edit View History Bookmarks Tools Help
[E] http://163.25.255.31/Fdns/ x| 77 20140402, png (PNG Image, 1000 =... ~ | [F] TopN EZES

€ 9 @ 1632525531/Fdns/ o | | Kl- vahoo

[B) Most visited @ Getting Started

\4

Tyrc TopM B HEHT

Oid Hostip Sum (MB}) Sum_out Sum_dur (Hour)

TopN &I
TopN FREHkT
Top 3EEEE AT

" = 1 202.169.175.79 391696 388353
UDP imr2#iT

- 202.169.173.204 356278 352955
Pscan ZHEA

) - 202.169.175.80 353407 350617
Pscan EERERT
Pscan EEHE (104548) 202.169.173.207 351020 348469

- 202.169.173.205 346050 342996
UDP SR SEE

Udp 72 (105738)
Udp 7.2 (4) 202 169.175.77 338562 336232

202.169.173.210 342072 339201

. 202.169.175.81 335845 333284
UDP Flooding FEEE

] . 202.169.173.209 324979 322318
UDP Flooding EE#&

202.169.173.208 321074 318219

202.169.175.78 316795 314439
202.169.173.211 313393 310704
202.169.173 206 312774 310428
202.169.175.76 309776 3075745
140.115.17 45 273703 190 273513
163.28.5.32 176386 3410 172976
210.60.0.2 163829 155464 8365

163.28.5.17 138713 313 135600

163.28.56.34 133038 2763 130275

120 196 41 230 122768 41EE40 13268

B ASE EHEG
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€ @ lisatycedutw/mrig/

(&) Most Visited @ Getting Started

2014/5/12

Bits per Second
[T §
=2 2 2
g E =
T T oo
= = =

=
=
=

2. thE A

- e

~ Yahoo

600.0 1

450.0 M

300.0 M

150.0 M

Bits per Second

m

10 12 14 16 18 20 22 0 2

3=

430.0 H

Bits per Second
B ow
BOE &

s 5 7
o T T
= = =

Bits per Second
o
=
=
=

4z.0 M '%ﬂ‘l d
0.0 0.0 1 B - AAE A e
g 10 12 14 16 18 20 2 O 12 14 16 o220 2 4 & 8
o BEEAE 6.4 K
280,01 440,01
= =
z z
3 z10.0 0 3 330.0 M
L L
E] & |
g 140.0M £ 220.0 N J
L L
BoT0on B 10,0 1 Fiim
= = ”WM:-J
“ oeon = gon b =
4 12 14 Wz 0 2 4 6 8
IR hws- 8. FErE A
320,01 128.0 1
= =
f= f=4
3 40,0 M 3 sE.0n
Z Z
o 1)
& 160.0 1 G 640N
L I
Iy
a soon 2 320N ;
P @ T RicA b
0. 000
z 4 8 8
9. EEERHEE 10. EpEAE
f0.0 1 140.0 H
= =
z z
2 450N 2 105.0 M
L L
& &
S0 © 00N
o o A i
2 .00 2 mon ﬂ
® eon ® oom L
z 4 & 8
N Sifie 12.
£50.0 K
= =
£ B h |
2 500k 230 f
g Ly
& &
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S € . e
SAA Udp Flooding B &% &

l Fle Edit View History Bookmarks Tools Help:
[ http://163.25.255.31/Fdns/ +

€ 0 163.2525531/Fdns/

[8) Most Visited @ Getting Started

i /Y \\ = L "\

TANet k=44 TopN i =5 H
—e—— UDP ZEHT

TopN i &HE(T

Top EEHEHAT

UDP R EHET

Pscan 3R]

Pscan B EHET

Pscan EH g (1044)

Hostip Sum (MB) Sum_in Cnt_in Psz_out Sum_dur (Hour)
192.166.208.168 177453 177453 0 506 46 2
140.115.126.110 161350 0 161350 0 2

162212252 47 154238 154238 0

21290.148.51 149669 149669 0

1201244098 120381 0 120381

120.124.16.105 125480 0 125480

198.251.80.166 94059 0

162.212.252.23% 93630

198.251.80.221 53463

163.25.26.150 34036 95

80.80.160.8 17597 17597

96.45.82.133 17294 17294

12012594225 16993 5589 11409

140.135.13.130 15975 1106 14869

140.1359.120 15703 2861 12842
Bl AE SERL
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ater SN

'-""C'||' Yahoo ,0| ¥+ #
L7
HE TopN i REH
TANet £k [E] &2 OpN i =& A
. UDP Flooding {53 (Kscore)
Keyword: Q search
Hostip Sum_in(MB) Sum_out Cnt_in Cnt_out Psz_in Psz_out Created
140.115.126.110@ 0 18015 0 12 130 1052 04-21 08:20 r
. 140.115.126.110@ 0 14150 0 17 115 1052 04-21 08:10
120.124.16.105@1 0 5381 0 51 214 1052 04-21 07:50
120.124.40.98@17 0 7465 0 58 49 1052 04-21 07:50 £
. 140.115.126.110@ 0 12347 0 24 131 1052 04-21 07:50
120.124.40.98@17 0 6614 1 31 137 1052 04-21 07:40
140.115.126.110@ 0 17309 0 10 137 1052 04-21 07:40
. 120.124.40.98@17 0 5134 1 37 137 1052 04-21 07:30
140.115.126.110@ 0 29218 0 28 124 1052 04-21 07:30
| 120.124.40.98@17 0 6186 0 18 46 1052 04-21 07:20




A '@ TANetInternetH 28 - Mozilla Firefox

/

i TANet Internet B EEE

€ @ mrtq tanetedutw/tanet/intemet/ bt~ C K- vahoo P ¥
4 I

E]

Most Visited @ Getting Started

| TANet<=>Internetiit i @ & 2 | TANet<=>Internetl th 5@ Bl

TANet Internet@: &

TANet ESESHEEE IR
5.26 -
EoLac A LI
i, o / aMﬂlN
i 1.36 M"ﬂ‘\' o i L"'"‘ﬂj J -v"v
& 0.0 G :

2 4 6 &5 10 128 14 16 18 20 2 0 2 4 & § 10

TANet FSEISETH H#RIR(26)

168.0 M

126.0 M

Gd.0 M

42,0 M

Bits per Second

0.0 M
2 4 6 &5 10 128 14 16 18 20 2 0 2 4 & § 10

TANet - Internet(4& TWGate 5G)

e A I
R \
AR "y

1.4 G

Bits per Second

0.0 G
2 4 6 6 10 12 14 15 18 20 2 0 2 4 6 & 10

ASR-OK(Z:3295) £ TANet(IPv4)

9.26

6.96 =t

4.6 6 il

e, /
236 o i

Bits per Second

0.0 G
2 4 A B 10 12 14 16 18 20 2 0 2 4 A& & 10
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IS) File Edit View History Bookmarks Tools Help [T 0 Wy A . - - T

€ @ hadooptycedutw/Fdns/ e e M- vahoo AeB ¥ &

8 Most Visited @ Getting Started
[EEEr: MRTGHR] . [IPve MRTGER] . [ Links 5 4Fas500] . [BE THHE) . [HE
Tool &l )
UDP BT |
TopN B &
TopN j# &5k
PN i Oid Hostip Sum (MB) Sum_in Sum_out Cnt_in Cnt_out Psz_in Psz_out Sum_dur (Hour)
TopN & (/) "
a = 1 198.50.130.224 115780 15780 0 693 0 1052 46 2 =
Top EREEHT ’ :
2 120125114 3 40861 0 40861 0 167 0 1052 2
Pscan &3 =
i 3 198.50.130.227 30568 30568 0 17 0 1052 46 1
Pscan EFHEHT A
. 4 5115 g b 5
Pscan B%%2 (/u) 4 120.125.115 22 23639 0 23639 0 99 0 1052 1
Pscan BEE (105542) 5 TATAM 23307 23307 0 & 0 1052 7 1
| UDP %ﬁﬁ%ﬁ ] 9423197146 2779 21779 0 130 0 1052 46 1
) = 7 76 15 7 £ ;
UDP 7 176.31.226.8 20945 20710 235 32 218 1480 3 3
Udp 58 (/M) ; 16221863138 18130 18130 0 72 0 1052 73 1
Udp 72 (104538) : 9112116286 11018 1018 0 48 0 1052 73 1
UDP Flooding R E&E 10 163.25.20.477 7642 7311 3 §4752 88381 1162 % 6
UDP Flooding ;7 & il 21060.0.2 5412 3010 2402 79221 77813 419 337 7
| TCP ﬁﬁ;ﬁi[ﬁm 12 162.218.53.228 5101 5101 0 17 0 1052 73 1
I mﬁﬁéﬁﬁﬂ jﬁ% 13 120.124.84 34 4174 3358 816 37616 42996 556 203 8
N
Pandora & (111.111.111.111) 14 162.218.53.254 4036 4036 0 12 0 1052 73 1
15 37.187.199.115 3937 39371 0 21 0 1052 73 1
I 16 163.25.26.150 3443 0 3443 B 1 6 468 1
17 120.124.160.116 3337 2 3335 16 67 LE] 1493 2
I BRI AAE SE;

2014/5/12 ©2012 Computer Center, National Central University. 32



File Edit View History Bookmarks Tools Help

| @ http://hadoop....edu.tw/Fdns/ -\"'k+

'..-n - s

f= Eﬂ

L hadoop tyc.edutw/Fdns/

12 Most Visited @ Getting Started

SrHiEbhaE L bR MO Tanhl o= bR

TopN =R
TopN JEHHT
TopN 78 (/\6%)
Top EREEHT
Pscan 25

Pscan EEiEHT
Pscan EEiE (1)
Pscan EEiE (1058)
UDP iR EES

UDP 84T

Udp i Z (7NE5)

Udp & (1058)

UDP Flooding i E2%2
UDP Flooding jiE

TCP EEREHEHN

FEEARE
Pandora ;i & (111.111.111.111)

.

2014/5/12

gt 7 C M- vahoo P ¥ &4 =
[EEE MRTGEE] . IPvE MRTGE S [ Links Zigise s BETEE [ERIBRELE . [NCU FE
Tyrc UDP 7 2HHT (10548) |
Keyword: 120.125.114.3

Hostip sum_in{MB) sum_out cnt_in Cnt_out Psz_in Psz_out Created

120.125.114.3@17 0 3239 0 12 0 1052 05-07 04:10 i
120.125.114.3@17 0 4164 0 21 0 1082 05-07 04:00
120125.114.3@17 0 7956 0 43 0 1052 05-07 03:50
120.125.114.3@17 0 3149 0 11 0 1052 05-07 03:40
120125.114.3@17 0 2578 0 9 0 1052 05-07 03:30
120.125.114.3@17 0 4278 0 10 0 1052 05-07 03:20
120125.114.3@17 0 2179 0 9 0 1052 05-07 02:30
120.125.114.3@17 0 1304 0 5 0 1052 05-07 02:20
120125.114.3@17 0 3205 0 9 0 1052 05-07 01:40
120.125.114.3@17 0 3391 0 3 0 1052 05-06 23:30
120.125.114.3@17 0 3099 0 39 0 1052 03-06 2320
120.125.114.3@17 0 4604 0 3 0 1052 05-06 23:10
120.125.114.3@17 0 4597 0 27 0 1052 05-06 23:.00
120.125.114.3@17 0 6079 0 32 0 1052 05-06 22:50

S HUsaAE BED), _ _ o
4
33
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aler A

&Q File Edit View History Bookmarks Tools Help

| @ http://hadoop...edu.tw/Fdns/ \"'\'l'

o= Eﬂ

€ | @ hadoop tyc.edutw/Fdns)

2 Most Visited @ Getting Started

S HERAEE A R TS| Tanhl 255, L5000

TopN FEEH
TopN REFHT
TopN i & (/\E5)
‘ Top BEZEHT
Pscan EEEH

Pscan EE R EHT
Pscan £Z & (/\)

| Pscan 218 (10522)
UDP iR EER

UDP i EHET

Udp 2 (/M)

Udp & (1078)

UDP Flooding REE:E
UDP Flooding ;&

TCP REREEN

EEEH =
Pandora i  (111.111.111.111)

e —e

Tyre UDP =57 (10448)

Keyword: 120.125.115.22

Hostip

120125.115.22@17
120125.115.22@17
120125.115.22@17
120125.115.22@17
120.125.115.22@17
120125.112.22@17
120.125.115.22@17
120125.110.22@17
120125.110.22@17
120125.115.22@17
120125.115.22@17
120125.115.22@17
120.125.115.22@17
120125.115.22@17

120.125.115.22@17

sum_in(Mg}
0

0

Sum_out
2415
2124
4654
1502

212

4839
4796
3393
2493
3866

2613

cnt_in

0
BUsAAEEEPL

w“ﬁ a v'.':?:"-oc

PueB ¥

([BEER MRTGEE] [IPvE MRTGEE] . [ Links Bigirae(E)  [(BETEE| [ARTHRELE  NCU FFE

cnt_out

4

Psz_in

Psz_out
1052
1052
1052
1052
1052
1052
1052
1052
1052
1052
1052
1052
1052
1052

1052

Created

05-07 06:10

05-07 05:10

05-07 05:00

05-07 04:30

05-07 04:10

053-07 03:50

03-07 03:40

0507 03:20

053-07 02:30

0507 02:20

05-07 01:40

05-06 23:30

03-06 23:20

05-06 23:10

03-06 23:00

m

©2012 Computer Center, National Central University.
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File Edit View History Bookmarks Tools Help
BEREaT (HEEE) —> ...

| (' - @ mrtg tanetedu.tw/tanet/tanetbe/kmc himl

|2 Most Visited @ Getting Started

RIEF R & o (DR E ) ---> TR

Description: (FkEE&4E) > &[R4
Max Speed: 300 Mbps
AT E I 2014 4F £ 7 H B2 H]— 11:45

BH B (S /38 1)

252.0 M T
189.0 1 {inid
126.0 M 1
63.0 1 i

0.0 M

Bitsz per Second

4 6 6 10 12 14 16 168 20 22 0 2 4 6 & 10

K ¥ Hai
HE === E2. 2493 Mb/#h (83.1%)  75.3 Mb/Fb (25.1%)  188.2 Mb/Fb (62.7%)
BadE ==> [E88: 2175 Mb/Fh (72.5%)  51.0 Mb/Fb (17.0%)  30.0 Mb/Fh (10.0%)




Fdns 7 # (Pscan_min 1)

Main_Pscan_min.java

Pscan_mmDAQ. java

Pscan_min.java

Morphia

Text File

2014/5/12

Mongo Driver

pscan._min { j

©2012 Computer Center, National Central University.
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dstIP@dstPort

—— Protocol : tcp (6)
L]l o0Q
% OAY

www.ncu.edu.tw
140.115.17.37@80

srcIP@srcPort

Protocol: udp (17)
L]l o0Q
" es

2014/5/12

Z\EI:I C%%

©2012 Computer Center, National Central University.
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searchPscan_minMvc.zul —rd):b

Zk

SearchPscan minController

Pscan._minDAO.java

Morphia _
Pscan_min.java L
Mongo db ’ ‘ }

fdns.pscan_min

2014/5/12 ©2012 Computer Center, National Central University.



| Mozilla Firefox

Edit VWiew History Bookmarks Tools Help

B

http://hadoop.tyc edu.tw/Fdns/
€ | @ hadoopitycedutw/Fdns/ it v ¢ M- vahoo i3
Maost Visited @ Getting Started
==l T 4P T N Qz%.‘E'-§L:3EJ
TANet fkE =49 TopN Ji = &0
I
PortScan i#%58 ( per-105y45)
TopN i &5
- Keyword: Q Search
TopN /T
PN T Hostip Sum_in(MB) Sum_out Cnt_in Cnt_out Psz_in Psz_out Created
Top SEEESHAT A
. _ 120.124.84.36@443 540 48 12056 17321 171 122 04-22 15:00
UDP ji 24k o
— 120.124.84.36@80 2857 29 6114 10285 1401 80 04-22 15:00
Pscan S (I
120.125.11.202@443 794 202 16836 24421 1073 418 04-22 15:00
Pscan EE 2T
. 120.125.11.202@80 1807 56 12577 18376 1442 84 04-22 15:00
Pscan BEHE (10548)
T —— 120.125.11.230@443 1286 503 47130 67390 915 366 04-22 15:00
UDP SR = 5H
120.125.11.230@80 4527 120 33772 47080 1438 86 04-22 15:00
Udp 72 (1053)
. 120.125.120.115@25 3 3 10064 16762 81 50 04-22 15:00
Udp 5 & (/)
— 163.251555@443 102 18 3867 7555 172 118 04-22 15:00
UDP Flooding ji %A
_ 163.2534254@443 267 61 12619 25775 1048 189 04-22 15:00
UDP Flooding 258
163.25.34254@380 1405 48 7880 17372 1389 68 04-22 15:00
1632534 50@443 549 625 6323 14408 872 795 04-22 15:00
163253450@80 6466 110 5336 13451 1493 54 04-22 15:00
163.30.178.45@443 120 13 4280 5322 1160 146 04-22 15:00
Bl SE
2014/5/12 ©2012 Computer Center, National Central University. 39



JTarget UDP Flooding

» appServ flooding (per-10-minute)
- Output Packet Size ~= 1500 B/pkt
- Output flow count > 10000

» Bandwidth Flooding
- Qutput Udp Traffic > 5 GB

» Resource Flooding

- Output Packet Size < 80 B/pkt
- Output flow count > 100000

» Connection Flooding
- Qutput flow count > 100000

» Packet Flooding
- Output packet count > 1000000

©2012 Computer Center, National Central University.



Mongo/Morphia & :iE 3R] &
(10-minute Udp Traffic)

public static List<Udp_min> getAllKscore() throws
UnknownHostException {
/[ Datastore ds = getDatastore();
Query<Udp_min> q= ds.createQuery(Udp_min.class);
g.or(
g.and(
g.criteria("psz_out").greaterThan(1495),
g.criteria("cnt_out").greaterThan("10000)
),
g.and(
g.criteria("cnt_out").greaterThan(10000),
g.criteria("psz_in").lessThanOrEq(80),
g.criteria("psz_out").lessThanOrEq(80)
),
g.criteria("sum_out").greaterThan(5000),
g.criteria("cnt_out").greaterThan(100000)
);

return g.asList();

}

2014/5/12 ©2012 Computer Center, National Central University.
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png (PNG Image, 1000 x... » |[&] TopN E&£ES | +
“rv e | M- vahoo Pl ¥ #
—— - Al e =F. ™

TANet pkfzllEdy 55 i = Bl

yrc UDP Flooding ]

Keyword: 163.30.154 Q search
Hostip Sum_in{MB) Sum_out Cnt_in Cnt_out Psz_in Psz_out Created
163.30.196.253@17 0 6 0 126270 46 50 04-13 20:20 -
163.30.196.253@17 0 9 0 181984 176 50 04-13 20:30
120.125267@17 0O 8993 0 20 245 600 04-13 21:20
163.25.26.150@17 12 6159 5 10 46 468 04-13 01:40 -
140.115.30.31@17 0 3175 0 300064 125 1304 04-13 02:00
140.115.30.1@17 0 3987 0 303333 64 1299 04-13 02:10
163.25.26.150@17 12 6364 7 8 46 468 04-13 02:10 b
140.115.30.31@17 0 1579 0 142819 70 1303 04-13 02:20
163.25.26.150@17 4 5572 31 31 46 468 04-13 02:50
163.25.26.150@17 1 5075 28 50 46 468 04-13 05:30
140.115.170.248@17 0 5165 0 71 426 468 04-1312:10
120125267@17 0 6433 0 20 270 600 04-13 12:50
163.25131.1@17 0 20193 0 12 70 1028 04-1315:10

A0 NE 494 44T n el | n sy Fag |

ETatsls]

NA 473 4=-70




Il File Edit View History Bookmarks Tools Help
[#] http://163.25.255.31/Fdns/ x | ~ 20140402png (PNG Image, 1000 =... » | [ TopN BHES

<
C

€& 9 @ 1632525531 /Fdns/

|8 Most Visited @ Getting Started

c ' Yahoo

TopN FREEH
TopN i EHHT
Top EEEEHHT
UDP jiE8ET
Pscan EEEH

Pscan 2% i EHHT
Pscan 2% E (107748)

UDP iR E8E

Udp ;& (10774)
Udp i E (/&%)

UDP Flooding R E&E

UDP Flooding EEii S

2014/5/12

Tyrc UDP Flooding 481

Keyword: 163.30.154
Hostip
163.30.154.129@17
163.30.154.129@17
163.30.154.129@17
163.30.154.129@17
163.30.154.129@17
163.30.154.129@17
163.30.154.129@17

163.30.154.120@17

Q search
Sum_in(MB) sum_out
0 25
0 25

125
77
132
13
37

156

HEirtEAE EEFL

cnt_out
232940
501966
1151491
714677
1214887
122804
341436

1433489

Psz_out
108

50

108

108

108

108

108

108

©2012 Computer Center, National Central University.

Created

04-1317:50

04-13 18:20

04-1318:30

04-13 18:40

04-12 06:10

04-12 06:20

04-12 16:30

04-12 00:20

43




o= {7/ C'||' Yahoo

TANet k=49 TopN i 2EH -

e *j [u{n] “\% Op JILEE ./ \Jﬁﬁﬁggﬁmmeﬁﬂmmmmﬁﬂ .

-

UDP Flooding {&] (Kscore)

- Keyword: Q Search
Hostip Sum_in(MB) Sum_out cnt_in Cnt_out Psz in Psz_out Created
120.125.85.166@17 0 1804 0 71219 0 1393 05-01 04:50 i

- 120.125.85.166@17 0 4685 0 81128 0 1376 05-01 04:40
120.125.85.166@17 0 3268 0 80847 0 1382 05-01 04:30 L
120.125.85.166@17 0 3255 0 76053 0 1381 05-01 04:10

- 120.125.85.166@17 0 2472 0 70559 0 1385 05-01 04:00
120.125.85.166@17 0 3354 0 79880 0 1381 05-01 03:50
120.125.85.166@17 0 205 0 49251 0 1500 05-01 03:40

- 1401158220817 0 4446 0 103938 0 1317 05-01 01:30
1401158220917 0 2327 0 111485 0 1325 05-01 01:20

. 1401158220017 0 2326 0 104407 0 1324 05-01 01:10
1401158220817 0 4434 0 98618 0 1317 05-01 01:00

) 1401158220017 0 2095 0 89948 0 1322 05-01 00:50

— | | 1401158220@17 0 3309 0 90727 0 1319 05-01 00:40
1401158220017 0 4405 0 76696 0 1316 05-01 00:30 |ﬂ-




90

80 -

701

HKEE4R PaloAlto 5060 ZiREAR / RERE (2014-05-01)

REBERE A5, SesstionfEfE Allg

s or Degree
Ln
=

00:00  02:00 0400 0600 0800 1000  12:00 1400 1600  18:00  20:00 2200  00:00
Time
—cpu {EAE (mgt) —cpu fEFIE (data) —Session fFAE EE KB
45
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5. Pandora® ¥ i~ &

JKMPlayer % %
» + unmask “Pandora tv” :% 78

» Malwarebytes starts blocking 111.111.111.111
about every 60 seconds.

Jhook up with something called Pandora

» The player has added a directory,

« Pandora TV
« KMPlayerservice.exe

JUninstall “Pandora tv”

2014/5/12 ©2012 Computer Center, National Central University.
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”"w'-'CH' Vahao p| 4 &

{64 TOPN Jii 550 swamarwnsasm ressammzzen

Q search
A= (VE) L i BAREER Ll BAHERE BiLHERE SRR
0 42252 0 678 0 50 04-2910:00 -
0 44328 0 707 0 50 04-2910:00
0 42844 0 696 0 50 04-2910:00
0 42536 0 69 0 50 04-2910:00
0 85240 0 1410 0 50 04-2910:00 ;
0 49228 0 867 0 49 04-2910:00
0 127964 0 2310 0 49 04-2910:00
0 232848 0 441 0 48 04-2910:00 i
0 41664 0 638 0 48 04-2910:00
0 30744 0 631 0 48 04-2910:00
0 54436 0 780 0 50 04-2910:00
0 44408 0 659 0 52 04-2910:00 47




AR FlER (F & <5 5)
e Resource #=3f
- IPS/Router/Firewall Overload
- BW, Connections,
e P A < & crack = % 4 % accounts
% 32 B A
RN
» b 2Rz # (25 tw. Domian)
o TrEF4F e Blocking, p & B ¥ Notification (Auto.)

2014/5/12 ©2012 Computer Center, National Central University.
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File Edit View Hlstory Bookmarks Tools Help

‘.hﬁp//lmkstyrc.nmedutw/!utonal x
€ @ 140.115253/tyrc html

" Network Weathermap x

¢ | M- vahoo

Most Visited @ Getting Started

Traffic Load

B 1-10%
B 10-25%
|| I 25-40%
P 4e-55%
55-70%
70-85%

B 55-100%

T =

57,110 |42, 040 | [53.50m |[7.230]  [116.56]135.33m . [140.58n |

:
il

—~— T —~ T
Ce509 —Toom} [c7513
(47525085431 . S ;\\
/ BN N

mmmym@.msgn\\
rie.on] m’ \ T 'a.x\mn

» 7
o i NG

367,351

tyc-km-matsu

M @ m seednet sparg giga

2014/5/12

m
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OTANET & 48 # %

2014/5/12

» TANET ! B)ag g ***
 IPS/Router/Firewall Resource 4=3F
o *hINAZF s HFre (£ tw. Domian)
AR RRE/EiEY
e Mongo DB cluster
- Shard_tyrc, shard_moe, .....
e Data Mining
- TrpFdFre Blocking, p # B E Notification (Auto.)

©2012 Computer Center, National Central University.
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i
#
R

2014/5/12

TANEt E‘% mﬁEﬁ'%*ﬁ. August, 2012

Frries EEGIES T ER & PR e 2 Fdt ™

o ERE 4 Gigabit Ethernet
Backbone

u}
B
#

il
4l
v

Internet

o
I
E

it

Gigabit Ethernet *~ 6
Gigabit Ethernet * 4
Gigabit Ethernet ™~ 2

©2012 Computer Center, National Central University.
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JA1.

JA2.

JA3.

2014/5/12

Preparation

» Hadoop installation, Mongo installation
e Maven installation,Tomcat installtion
 Integrate Spring, zk

NetFlow i % % 4%
e srclP, dstIP, srcPort, dstPort, protocol
e Flow_count, Packet count

FDNS Traffic Aggregation

 Port scan, Udp flooding
e TopN Traffic List
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Al. Preparation

e Xen Server (6.1 version)
— On PC
— On Blade server

e XenCenter

* hew VM
* export VM
* import VM

* Virtual machine
— CentOS 64-bits ( 6.3 version)



Al. Preparation (cont.)

— JDK installation
 cd /opt
 Download jdk-7u51-linux-x64.tar.gz

— http://www.oracle.com/technetwork/java/javase/downloads/
jdk7-downloads-1880260.html

* tar zxvf jdk-7u51-linux-x64.tar.gz

* vi fetc/profile or /etc/bashrc
— $JAVA_HOME
— $PATH
— SCLASSPATH
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Al. Preparation (cont.)

[etc/profile

HADOOP_HOME=/opt/hadoop
TOMCAT_HOME=/opt/apache-tomcat-7.0.50
MAVEN_HOME=/opt/apache-maven-3.1.1

JAVA_HOME-=/opt/jdk1.7.0_51
CLASSPATH=/opt/jdk1.7.0_51/lib:/opt/jdk1.7.0_51/jre/lib:/opt/apache-tomcat-7.0.50/lib:/opt/zk:/opt/hadoop/lib:.
PATH=SPATH:/usr/sbin:/opt/jdk1.7.0_51/bin:/opt/apache-maven-3.1.1/bin:/opt/apache-tomcat-7.0.50/bin:/opt/hadoop/bin:.

export PATH USER LOGNAME JAVA_HOME TOMCAT_HOME ANT_HOME LOG4)_HOME HADOOP_HOME CLASSPATH
export TMOUT DISPLAY MAVEN_HOME

export LANG=zh_ TW.UTF-8

export LC_CTYPE=zh TW.UTF-8



Al. Preparation (cont.)

Hadoop installation

— Hadoop tutorial

* http://trac.nchc.org.tw/cloud/wiki/Hadoop_ Lab1l
— cd /opt

— yum -y install openssh rsync
vim /etc/ssh/ssh_config
ssh-keygen -t rsa -f ~/.ssh/id_rsa -P "“
cp ~/.ssh/id_rsa.pub ~/.ssh/authorized_keys

— wget http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.gz
— tar zxvf hadoop-1.2.1.tar.gz
— mv hadoop-1.2.1 hadoop
— [opt/hadoop/conf
e core-site.xml, hadoop-env.sh, mapred-site.xml|
— hadoop namenode —format
* Hadoop dfsadmin —safemode leave
— [opt/hadoop/bin

 start-all.sh, stop-all.sh
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Al. Preparation (cont.)

CrlErEbED

- provides a framework for large scale parallel processing
— distributed file system
— map-reduce programming paradigm.

* Open source project 4 )
 Written by Java Cloud applications

* Runson 9 )

— Linux, Mac OS/X, 4 A

— Windows, Solaris Map Reduce HBase HDFS

— Commodity hardware S )

s N
Cluster of Machines

\ J



http://hadoop.apache.org/

HDFS Architecture

Cluster Membership
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|1

Cluster Membership

NameNode : Maps a file to a file-id and list of MapNodes
DataNode : Maps a block-id to a physical location on disk

SecondaryNameNode: Periodic merge of Transaction log
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Al. Preparation (cont.)

. #/opt/hadoop/bln/start all.sh

starting namenode, logging to /opt/hadoop/logs/hadoop-yang-namenode-centos-2-31.out

— 140.115.2.31: starting datanode, logging to /opt/hadoop/logs/hadoop-root-datanode-centos-
2-31.out

— 140.115.2.31: starting secondarynamenode, logging to /opt/hadoop/logs/hadoop-root-
secondarynamenode-centos-2-31.out

— starting jobtracker, logging to /opt/hadoop/logs/hadoop-yang-jobtracker-centos-2-31.out

— 140.115.2.31: starting tasktracker, logging to /opt/hadoop/logs/hadoop-root-tasktracker-
centos-2-31.out

e #j jps
28844 DataNode
— 28974 SecondaryNameNode
— 27588 NameNode
— 29193 TaskTracker
— 29272 Jps
— 27936 JobTracker
24521 Bootstrap

. #/opt/hadoop/bln/stop all.sh



Al. Preparation (cont.)

e MapReduce

— Software framework introduced by Google
— Support distributed computing on large data sets on clusters of computers.

— computing certain kinds of distributable problems using a large number of
computers (nodes), collectively referred to as a cluster.

 Examples

— Large data processing
e Search, Indexing, Sorting

— Data mining and machine learning in large data set
— Huge access logs analysis in large portals



Al. Preparation (cont.)

MapReduce framework consists of
— master JobTracker
— slave TaskTracker per cluster node.

JobTracker is responsible for

— scheduling the jobs' component tasks on the slaves
— monitoring them and re-executing the fal

TaskTrackers execute the tasks
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Al. Preparation (cont.)

« MapReaduce Programming Model

— User define two functions
— map (K1, V1) =2 list(K2, V2)

* takes an input pair
e produces a set of intermediate key/value

— reduce (K2, list(V2)) = list(K3, V3)
* accepts an intermediate key and a set of values

* merges together these values to form a possibly smaller
set of values



input

dog
cow

bee
cCow

v

Al. Preparation (cont.)

output

map shuffle/sorting reduce
C N O O a O a O
< 0,dog> <dog, 1>
< 4,cow > | <cow, 1> <dog,(1)> | <dog,1>
< 8, bee> g <cow,(1,1 )> | <cow, 2>
<12, cow > <cow, 1>
L 2N ) L ) L )

v

dog,1
cow,2




Execution flow of a MapReduce

Map Task |

klwv klwv k2:

Partitioning Function

R

Sort and Group
kd v, vy

56 ¢

Reduce Task |

Map Task 2
k3w kd kd v kS

Partitioning Function
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________ |
Map Task 3 I

|

|

|

|

|

|

kv klwv k3w |
Partitioning Function -:

Sort and Group
klwvvvyv | k3va
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Reduce Task 2




Al.

hadoop fs —
— HLinuxtE ]

Preparation (cont.)

S
FIsEAALL

hadoop fs —put src_name dst_name
— HEFE ZE sre FEEHDFS B 44 & dst_name

hadoop fs —g
— {EHDFS_F A

et src_name dst_name

TR

[l

hadoop jar XX.jar <input_file> <out_dir>

— ¥ fThadoop

(mRC:



Al. Preparation (cont.)

import java.io.lOException;

import java.util.*;

import org.apache.hadoop.fs.Path;
import org.apache.hadoop.conf.*;
import org.apache.hadoop.io.*;
import org.apache.hadoop.mapred.*;
import org.apache.hadoop.util.*;

public class WordCount
{

public static class Map extends MapReduceBase implements Mapper<LongWritable, Text, Text,
IntWritable>{ ... }

public static class Reduce extends MapReduceBase implements Reducer<Text, IntWritable, Text,
IntWritable>{ ... }

public static void main(String[] args) throws Exception { ... }



Al. Preparation (cont.)

public static void main(String[] args) throws Exception

{
JobConf conf = new JobConf(WordCount.class);
conf.setlobName("wordcount");
conf.setOutputKeyClass(Text.class);
conf.setOutputValueClass(IntWritable.class);
conf.setMapperClass(Map.class);
conf.setCombinerClass(Reduce.class);
conf.setReducerClass(Reduce.class);

conf.setlnputFormat(TextInputFormat.class);
conf.setOutputFormat(TextOutputFormat.class);

FileInputFormat.setlnputPaths(conf, new Path(args[0]));
FileOutputFormat.setOutputPath(conf, new Path(args[1]));

JobClient.runJob(conf);



private final static IntWritable one = new IntWritable(1);
private Text word = new Text();

public void map(LongWritable key, Text value, OutputCollector<Text, IntWritable> output,
Reporter reporter) throws IOException

{
/1 753 kY input” HREEEL—1T
String line = value.toString();
//tokenize
StringTokenizer tokenizer = new StringTokenizer(line);
while (tokenizer.hasMoreTokens())

{
/{2 tokent % —{Eword

word.set(tokenizer.nextToken());

/[ Eword B E (15 182 tHER KB i <key, value>HyRI=

output.collect(word, one);
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Al. Preparation (cont.)

public void reduce(Text key, Iterator<IintWritable> values, OutputCollector<Text,
IntWritable> output, Reporter reporter) throws IOException

int sum = 0;
while (values.hasNext())

{
/1 RemapperZ¢jlHreducer@2RHvalue 4

sum += values.next().get();

!
// Bt <key, value>Hy4E R

output.collect(key, new IntWritable(sum));
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import java.io.lOException;
import java.util.*;
import org.apache.hadoop.fs.Path;
import org.apache.hadoop.conf.*;
import org.apache.hadoop.io.*;
import org.apache.hadoop.mapred.*;
import org.apache.hadoop.util.*;
public class WordCount {
public static class Map extends MapReduceBase implements Mapper<LongWritable, Text, Text, IntWritable> {
private final static IntWritable one = new IntWritable(1);
private Text word = new Text();
public void map(LongWritable key, Text value, OutputCollector<Text, IntWritable> output, Reporter reporter) throws IOException {
String line = value.toString();
StringTokenizer tokenizer = new StringTokenizer(line);
while (tokenizer.hasMoreTokens()) {
word.set(tokenizer.nextToken());
output.collect(word, one);
}
}
}
public static class Reduce extends MapReduceBase implements Reducer<Text, IntWritable, Text, IntWritable> {
public void reduce(Text key, Iterator<IntWritable> values, OutputCollector<Text, IntWritable> output, Reporter reporter) throws I0Exception {
int sum =0;
while (values.hasNext()) {
sum += values.next().get();
}
output.collect(key, new IntWritable(sum));
}
}
public static void main(String[] args) throws Exception {
JobConf conf = new JobConf(WordCount.class);
conf.setlobName("wordcount");
conf.setOutputKeyClass(Text.class);
conf.setOutputValueClass(IntWritable.class);
conf.setMapperClass(Map.class);
conf.setCombinerClass(Reduce.class);
conf.setReducerClass(Reduce.class);
conf.setinputFormat(TextInputFormat.class);
conf.setOutputFormat(TextOutputFormat.class);
FilelnputFormat.setinputPaths(conf, new Path(args[0]));
FileOutputFormat.setOutputPath(conf, new Path(args[1]));
JobClient.runJob(conf);

}



Al. Preparation (cont.)

## make.sh

#!1/bin/sh
cd /homel/wordcount

mkdir bin
javac -classpath /opt/hadoop/hadoop-core-1.2.1.jar -d bin WordCount.java
jar -cvf wce.jar -C bin/.



Al. Preparation (cont.)

H## run.sh

#!/bin/sh

cd /homel/wordcount
rm -fr output/*

hadoop dfs -rmr output

hadoop dfs -mkdir input
hadoop fs -put file* input

hadoop jar wc.jar WordCount input output
hadoop fs -get output/* output
cat output/*



Al. Preparation (cont.)

# cat output/part-00000

2014-02-05 1
Happy 4

again 4
hadoop 1

ncu 1

new 4

test 5

yang 1

year 4

2275 wordcount {45 5



Al. Preparation (cont.)

° mongo db installation

— vi /etc/yum.repos.d/mongodb.repo
e [10gen]
* name=10gen Repository
* baseurl=http://downloads-distro.mongodb.org/repo/redhat/os/x86 64

* gpgcheck=0
* enabled=1

— yum install mongo-10gen mongo-10gen-server
— service mongod start
— service mongod stop
— chkconfig mongod on



Al. Preparation (cont.)

* Mongo shell command

— show dbs

— usencu
* db.foo.find()
e db.foo.save({a: 1})
» db.foo.save({b: 4})
* db.foo.save({c: 3})

e db.foo.find()
— {"_id": Objectld("52e76ff01f71cd57cbd192da"), "a" : 1}

e db.foo.update({a: 1}, {a: 5})

e db.foo.find()
— {"_id" : Objectld("52e76ff01f71cd57cbd192da"), "a" : 5 }

* db.foo.remove({a: 5})
e db.foo.find()
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http://dns500.ncu.edu.tw/Dnssec/
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Al. Preparation (cont.)

Mongo shell command

— use todo
* db.dropDatabase()

— show collections
* db.dnssec.remove (), db.dnssec.drop()

— db.dnssec.find()
e db.dnssec.find({dnsdate:"2013-12-10-21"})
* db.top500.find({"secip":{Sgte: "140.115.211"}})

— db.top500.remove()
* db.top500.remove({"secip":{Sgte: "140.115.211"}})
* db.dnssec.remove({"dnsdate":{Sgte: "2013-12-25-20"}})

— db.top500.ensurelndex({"queryday":1})



Al. Preparation (cont.)

* mongoDB Backup (f#§15)

— #mo

ngodump --db todo

Is -1 ~yang/Mongo*/dump/todo

-rw-r--r--. 1 root root 163374798 2014-01-23 18:48 dnssec.bson
-rw-r--r--. 1 root root 93 2014-01-23 18:48 dnssec.metadata.json

-rw-r--r--. 1 root root 776661 2014-01-23 18:48 dormip.bson
-rw-r--r--. 1 root root 93 2014-01-23 18:48 dormip.metadata.json
-rw-r--r--. 1 root root 29452693 2014-01-23 18:48 ipinfo.bson
-rw-r--r--. 1 root root 93 2014-01-23 18:48 ipinfo.metadata.json
-rw-r--r--. 1 root root 607 2014-01-23 18:48 system.indexes.bson

* mongoDB Restore (iZ]H)

— #mo

— #mo

ngorestore --collection thank --db todo dump/todo/task.bson

ngorestore --collection dormip --db todo Mongo_DB/dump/todo/dormip.bson
connected to: 127.0.0.1

Wed Feb 5 17:53:52.846 Mongo_DB/dump/todo/dormip.bson

Wed Feb 5 17:53:52.846 going into namespace [todo.dormip]

5529 objects found

Wed Feb 5 17:53:52.957 Creating index: { key: { _id: 1 }, ns: "todo.dormip", name: "_id_" }



Al. Preparation (cont.)

* Tomcat installation

— Download Apache Tomcat
* cd /opt

* wget http://apache.mesi.com.ar/tomcat/tomcat-7/v7.0.50/bin/apache-tomcat-7.0.50.tar.gz

— Tar zxvf apache-tomcat-7.0.50.tar.gz

* Is -l apache-tomcat-7.0.50
— drwxr-xr-x. 2 root root 4096 2013-12-18 09:43 bin
— drwxr-xr-x. 2 root root 4096 2013-10-18 18:21 conf
— drwxr-xr-x. 2 root root 4096 2013-12-18 09:43 lib
— drwxr-xr-x. 2 root root 4096 2013-10-18 18:10 logs
— drwxr-xr-x. 2 root root 4096 2013-12-18 09:43 temp
— drwxr-xr-x. 7 root root 4096 2013-10-18 18:19 webapps
— drwxr-xr-x. 2 root root 4096 2013-10-18 18:10 work

» /opt/apache-tomcat-7.0.50/bin/startup.sh
» /opt/apache-tomcat-7.0.50/bin/shutdown.sh
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Al. Preparation (cont.)

°* maven installation

— Download Apache Maven 3.1.1
e cd /opt

wget ftp://mirror.reverse.net/pub/apache/maven/maven-3/3.1.1/binaries/apache-maven-3.1.1-bin.tar.gz

— tar zxvf apache-maven-3.1.1-bin.tar.gz

— Is —| apache-maven-3.1.1/bin
* -rw-r--r--. 1 root root 228 2013-09-17 23:24 m2.conf
* -rwxr-xr-x. 1 root root 5806 2013-09-17 23:24 mvn
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Al. Preparation (cont.)

— Maven command

— mvn clean

— mvn compile
— mvn package
— mvn test

mvn archetype:generate -Dgroupld=ncu.app -Dartifactld=ncu_app -
DarchetypeArtifactld=maven-archetype-quickstart

* Is-Incu_app
* -rw-r--r--. 1 root root 634 2014-01-28 14:51 pom.xml
e drwxr-xr-x. 4 root root 4096 2014-01-28 14:51 src

— Is—l ncu_app/src/main/java/ncu/app
—  -rw-r--r--. 1 root root 170 2014-01-28 14:51 App.java



Al. Preparation (cont.)

— more ncu_app/src/main/java/ncu/app/App.java
* package ncu.app;
— public class App {
— public static void main( String[] args ) {
— System.out.printin( "Hello World!" );

-}
-}

* mvn clean compile package
— Is -l target

»

»

»

»

»

e Execution

drwxr-xr-x. 3 root root 4096 2014-01-28 15:02 classes

drwxr-xr-x. 2 root root 4096 2014-01-28 15:02 maven-archiver

-rw-r--r--. 1 root root 2041 2014-01-28 15:02 ncu_app-1.0-SNAPSHOT.jar
drwxr-xr-x. 2 root root 4096 2014-01-28 15:02 surefire-reports
drwxr-xr-x. 3 root root 4096 2014-01-28 15:02 test-classes

— java -cp target/ncu_app-1.0-SNAPSHOT.jar ncu.app.App

»

Hello World!

— mvn exec:java -Dexec.mainClass="ncu.app.App"

»

Hello World!



A2. Netflow data

> NetFlow data

e 5-tuple record
- srclP dstlIP prot sPort dPort oct pkt

- 96.244.49.242 140.135.230.123 6 3618 445 64 1
96.244.49.242 140.135.59.95 6 3619 445 64 1
96.244.49.242 140.135.148.61 6 3772 445 64 1
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yday=$(date --date="1 day ago' +%m%d%H)
min=$(date --date='16 minute ago' +%H%M)
min="expr $min / 10°
min="expr $min \* 10°
len=${#min}
if [$len -t 4]
then min=0$min
fi

cd /homel/Flood/rawdata

ftp -v -n lisa.tyc.edu.tw << END
user yang test_passwod
prompt off
cd /homel/rawdata
mget $mday$min
exit

END

/opt/hadoop/bin/hadoop fs -put $mday$min .
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A3. FDNS Traffic Aggregation
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Fig. 1. SMTP Mooding mmodel

» PortScan # /i
e Index key

- srclP@dstPort
140.115.11.11@22
140.115.11.11@25
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mailto:140.115.11.11@22

Class map

public static class Mapl extends MapReduceBase implements Mapper<LongWritable, Text, Text, Text>

{
public void map(LongWritable id, Text input, OutputCollector<Text, Text> output, Reporter reporter)
throws IOException

{

StringTokenizer tokenizer = new StringTokenizer(input.toString());
int cc = 0;

String temp[] = new String[7];

for (cc = 0; tokenizer.hasMoreTokens(); cc++)

{

temp[cc] = tokenizer.nextToken("");

}

if (temp[O].matches("[0-9. ]+") && !'temp[3].equals("'53") && !temp[4].equals("53"))

{
output.collect( new Text(temp[0] +"@" + temp[2]), new Text("0:" + temp[5] + ":0:1:0:" + temp[6]) );

output.collect( new Text(temp[1] +"@" + temp[2]), new Text(temp[5] + ":0:1:0:" + temp[6] + ":0") );

}
}
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Jlass reduce

public static class Reducel extends MapReduceBase implements Reducer<Text, Text, Text, Text>
{
public void reduce(Text k1, Iterator<Text> v1, OutputCollector<Text, Text> output, Reporter
reporter) throws IOException {

Long sum_in =0L; sum_out = 0L;

Long pkt_in = OL; pkt_out = OL,

Integer cnt_in = 0; cnt_out = O;

while (v1.hasNext()) {
String[] token = v1.next().toString().split(":");
sum_in += Long.parseLong(token[0]);
sum_out += Long.parseLong(token[1]);
cnt_in += Integer.parselnt(token[2]);
cnt_out += Integer.parselnt(token[3]);
pkt_in += Long.parseLong(token[4]);
pkt_out += Long.parseLong(token[5]);

}

if ((sum_in >=10000 || sum_out>=10000) && (cnt_in + cnt_out) >5 ) {
output.collect( k1, new Text( Long.toString(sum_in) + ":" + Long.toString(sum_out) +":"
+ Integer.toString(cnt_in) + ;" + Long.toString(cnt_out) + ":"
+ Long.toString(pkt_in) + ":" + Long.toString(pkt_out)) );
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Flood_min.sh

mday="/bin/date '+%m%d"
yday=%(date --date="1 day ago' +%om%.d)
min=$(date --date='20 minute ago' +%H%M)

/opt/hadoop/bin/hadoop fs -rmr flood _min
/opt/hadoop/bin/hadoop jar /home/Flood/flood _min.jar flood min

$mday$min flood _min

cd /home/Flood/result
rm /home/Flood/result/$mday$min
sleep 2

Jopt/hadoop/bin/hadoop fs -get flood min/part-00000
/home/Flood/result/$Smday$min

91

©2012 Computer Center, National Central University.



A3. FDNS Traffic Aggregation (cont.)

Ja. Map
I RO
> ﬁi%] 4!
J b. Reduce
» 4e i osrc_ipz flow, byte, packet #&
B
1 Execution

» flood_min.java
» Execution shell script
- Flood_min.sh
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Result data (per 10-minutes for topN)

140.11x.xX.110@6 1212220:135902:93:92:1420:946
140.11x.xX.115@6 238590:16639:13:5:219:69
140.11x.XX.132@6 71076901:211/573:186:191:51519:37743
140.11x.XX.136@6 107746:367424:86:43:867:418
140.11x.xX.137@6 20404:46492:63:96:413:764
140.11x.xX.150@6 12454:0:4:0:127:0
140.11x.xX.154@6 95425:3510:13:8:221:26
140.11x.XX.161@6 178337:5415:63:11:1931:53
140.11x.XX.166@6 1608698:40227:13:11:1133:594
140.11X.XX.16@6 92836:46:26:1:1136:1
140.11x.xx.170@17 1262:18994:3:8:19:321
140.11x.xX.170@6 39745:1189:7:8:404:21
140.11x.xx.191@17 51227:56918:622:737:643:755
140.11x.XX.195@6 76663:46:20:1:787:1
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Result data (per 10-minutes for portscan )

140.11x.xx.227@80 300782:223288:115:207:367:2138
140.11x.xx.56@443 376723:73189:24:55:298:291
140.11x.xx.56@80 4870479:168291:273:462:3617:1381
140.11x.xxX.64@80 4195419:13832:12:3:2839:274
140.11x.xX.69@443 150323:100472:2:25:123:459
140.11x.xX.75@16884 0:42462:0:194:0:563
140.11x.xX.75@443 2516001:164203:46:32:2143:923
140.11x.xX.75@6881 635:200603:8:836:8:2582
140.11x.xX.75@80 3138670:119936:13:36:2174:1327
140.11x.xxX.78@80 1475858:237246:53:69:1295:1020
140.11x.xxX.89@80 25242266:1576:52:5:17082:18
140.11x.xxX.8@80 471063:99851:12:20:473:488
140.11x.xx.100@443 2524:690:7:5:32:15
140.11x.xx.100@80 156667:82260:5:45:132:403
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