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1. PaloAlto 5060 IPS 

 PaloAlto 5060 IPS  

 2012-12  啟用 IPS 

 監看 IPS 資源應用比率  

• CPU load   (mgt processor, data processor) 

• Sessions 

• Temperature 

 2013-03  設定超量攻擊 threshold 

• 當 Cpu > 70% , 影響網路傳輸狀況 

– Dns, ssh, MS_rdp (2012-12, 2013-03 調整threshold) 

– MySql, MsSql,Pop3 (2013-03-28) 
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1. PaloAlto 5060 IPS 管理(cont.) 

單日 Botnet自動通報 (2013-04) 

• http://links.tyrc.ncu.edu.tw/Links/viewAllBotnets.do 

• http://kscore.tyc.edu.tw/Kscore 

– http://kscore.tyc.edu.tw/Kscore/searchBotnetMvc.zul 

 

單日網路應用量分布資訊(2013-04) 

• http://links.tyrc.ncu.edu.tw/viewAllTopApps.do 

• http://kscore.tyc.edu.tw/Kscore 

– http://links.tyrc.ncu.edu.tw/Thank_Pie/palo.zul 
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2. Links 連線狀況監測 

連線學校連線品質 

連線介面紀錄 

網管通訊紀錄 

偵測資料依據 (10-minutes) 

• ping Router IP  

• retrieve www page 

監看連線狀況 

連線中斷紀錄 

連線中斷自動通告* 

連線 狀況月報表/ 計分月報表 
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3. 資安事件自動轉通告 

Asoc 資安事件自動轉通告與管理系統 

  包含 Asoc資安通報種類 

• AISAC-20607 

• NTUSOC-EWA-201210-0015 

• ASOC-EWA-201210-0610 

• NTHU-EWA-201210-0086 

桃園區網 ASOC ABUSE轉通報系統 

http://ncusvr.ncu.edu.tw 

http://ncusvr.ncu.edu.tw/Contact_Tiles 

http://kscore.tyc.edu.tw/Kscore/searchAsocMvc.zul 

 

 

 

 

 

 

 

 

2013/10/31 20 

http://ncusvr.ncu.edu.tw/
http://ncusvr.ncu.edu.tw/Contact_Tiles
http://ncusvr.ncu.edu.tw/Contact_Tiles
http://ncusvr.ncu.edu.tw/Contact_Tiles
http://kscore.tyc.edu.tw/Kscore/searchAsocMvc.zul


© 2012  Computer Center, National Central University. 2013/10/31 21 



© 2012  Computer Center, National Central University. 2013/10/31 22 



© 2012  Computer Center, National Central University. 2013/10/31 23 



© 2012  Computer Center, National Central University. 2013/10/31 24 



© 2012  Computer Center, National Central University. 

3. 資安事件自動轉通告(cont.) 

區網中心的應變措施 

Botnet 自動通告 (2013-04-16) 

AppServ套件的phpmyadmin含漏洞(2013-05) 

– http://cert.tanet.edu.tw/prog/shownews.php?id=671  

Udp Flooding Traffic Detection (2013-06) 

• IP spoofing問題  (Unicast Reverse Path Forwarding) 

– ip verify unicast source reachable-via rx 

圖形化 PaloAlto 5060指標參數監看介面(2013-09) 

請協助 處理 140.xxx.yy.zz 主機遭感染(2013-10) 
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4. Cloud-based之異常流量偵測 

 Cloud-based異常流量偵測系統 

桃園區網TopN 流量排行 

• http://hadoop5.tyc.edu.tw/Tops 

• TopN 流量/連結 排行 

• TopN Flooding排行 

• 連線學校 網路量排行 

• 國中小/高中職/大學 網路量 分布 

中央大學 TopN 流量排行 

http://140.115.2.23/Tops  

• 中央大學 Top UDP 流量排行 

• 中央大學 TopN Flooding排行 
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Id 主機 IP 
sum_in 

(MB) 
sum_out rate_in (MB) rate_out  pkz_in(B) pkz_out 

Duration (10-
minutes) 

flow_in flow_out 紀錄時間 

12120 140.115.126.180  0 34 0 34 0 58 1 1 577852 2013-05-22 
08:00:00.0  

12109 140.115.126.180  0 36 0 36 0 58 1 1 610785 2013-05-22 
07:50:00.0  

12033 140.115.126.180  0 50 0 50 0 59 1 0 838475 2013-05-22 
06:30:00.0  

12019 140.115.126.180  0 101 0 101 0 113 1 1 888568 2013-05-22 
06:20:00.0  

12006 140.115.126.180  0 1316 0 1316 0 1051 1 0 1250280 2013-05-22 
06:10:00.0  

11986 140.115.126.180  0 35 0 35 0 59 1 1 583344 2013-05-22 
05:50:00.0  

11962 140.115.126.180  0 62 0 62 0 59 1 1 1033436 2013-05-22 
05:30:00.0  

11948 140.115.126.180  0 107 0 107 0 59 1 2 1797380 2013-05-22 
05:20:00.0  

11937 140.115.126.180  0 78 0 78 0 59 1 1 1312964 2013-05-22 
05:10:00.0  

11907 140.115.126.180  0 102 0 102 0 59 1 3 1712362 2013-05-22 
04:50:00.0  

11894 140.115.126.180  0 130 0 130 0 59 1 0 2162525 2013-05-22 
04:40:00.0  

11879 140.115.126.180  0 181 0 181 0 75 1 3 2369188 2013-05-22 
04:30:00.0  

4. Cloud-based之異常流量偵測 (cont.) 
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Id 主機 IP 
sum_i
n (MB) 

sum_out 
rate_in 

(MB) 
rate_out pkz_in(B) pkz_out 

Duration 

(10-
minutes) 

flow_in flow_out 紀錄時間 

47

72 
140.115.65.235 0 12127 0 6063 0 1348 2 0 380364 

2013-05-21 
06:00:00.0 

47

51 
140.115.65.235 0 11243 0 3747 0 1349 3 0 412958 

2013-05-21 
05:00:00.0 

47

35 
140.115.65.235 0 24190 0 4838 0 1351 5 0 1098029 

2013-05-21 
04:00:00.0 

47

12 
140.115.65.235 0 25393 0 5078 0 1350 5 0 1019859 

2013-05-21 
03:00:00.0 

46

83 
140.115.65.235 0 23846 0 4769 0 1349 5 0 881038 

2013-05-21 
02:00:00.0 

46

48 
140.115.65.235 0 15231 0 3046 0 1292 5 0 1013157 

2013-05-21 
01:00:00.0 

45

66 
140.115.65.235 0 15266 0 3053 0 1325 5 0 402953 

2013-05-20 
22:00:00.0 

45

30 
140.115.65.235 0 6180 0 2060 0 1289 3 0 302215 

2013-05-20 
21:00:00.0 

40

37 
140.115.65.235 0 9141 0 4570 0 1320 2 0 77897 

2013-05-20 
06:00:00.0 

40

03 
140.115.65.235 0 18274 0 3654 0 1321 5 0 223395 

2013-05-20 
05:00:00.0 

39

65 
140.115.65.235 0 66 0 33 0 49 2 0 1331874 

2013-05-20 
04:00:00.0 

39

18 
140.115.65.235 0 56 0 28 0 49 2 0 1129277 

2013-05-20 
03:00:00.0 

38

87 
140.115.65.235 0 13896 0 3474 0 1334 4 0 878366 

2013-05-20 
02:00:00.0 

4. Cloud-based之異常流量偵測 (cont.) 
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Id 主機 IP 
sum_in 

(MB) 
sum_out 

rate_in 
(MB) 

rate_out pkz_in(B) pkz_out 
Duration 

(10-
minutes) 

flow_in flow_out 紀錄時間 

846 140.115.161.32 0 213 0 53 0 45 4 12 4547014 
2013-05-20 
16:00:00.0 

847 140.115.8.45 0 139 0 34 1289 45 4 0 2985596 
2013-05-20 
16:00:00.0 

845 140.115.66.203 0 127 0 31 1177 101 4 1 1228376 
2013-05-20 
16:00:00.0 

842 140.115.49.6 173 126 43 31 130 148 4 359910 346309 
2013-05-20 
16:00:00.0 

849 60.208.78.233 0 124 0 31 78 72 4 0 480157 
2013-05-20 
16:00:00.0 

839 140.115.30.225 1307 42 653 21 1430 112 2 1055 2836 
2013-05-20 
16:00:00.0 

837 140.115.186.11 0 67 0 16 0 45 4 862 1449162 
2013-05-20 
16:00:00.0 

833 140.115.155.208 3021 7 755 1 1027 45 4 299138 3349 
2013-05-20 
16:00:00.0 

834 140.115.155.54 11 0 11 0 45 739 1 212521 0 
2013-05-20 
16:00:00.0 

850 89.137.189.9 575 0 143 0 52 1481 4 10707968 0 
2013-05-20 
16:00:00.0 

4. Cloud-based之異常流量偵測 (cont.) 
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ncu_2013_10_12 (Sat.) 

cycu_2013_10_12 

mcu_2013_10_12 

Moe-internet_2013_10_12 

Moe-internet_2013_10 
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 Target UDP Flooding  

 篩選規則 (per 10-minute) 
 rule_1 : bw_flooding 

if (volume > 3 GB) 

 rule_2 : portscan / DDoS attack  
if ((pkz_out < 60 && pkz_in < 60) && (cnt_out > 80000  || cnt_in > 80000) ) 

 

 rule_3 : udp_flooding 
if (pkz_out >= 1000 && cnt_out > 1000000 ) 

 rule_4 : php_vulnerable 
if (pkz_out >= 1495 && cnt_out > 10000 )  

 rule_5 : packet_flooding 
if (pkt_out >= 20000000 )  // 20M packets per 10-min 

 rule_6 : flow_flooding 
if (flow_out >= 5000000 )  // 5M connections per 10-min 

 

4. Cloud-based之異常流量偵測 (cont.) 
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Target UDP Flooding (cont.)  
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 Anomalies Notification 

 grade labeling  

 Traffic detail 

 Automatically Blocking 

 Black hole routing  

 Shell script 

 Routing attack source traffic 
to null0 
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5. 規劃工作項 

 

 

 

桃園區網服務台 
http://140.115.2.26/SvcDesk 

研習課程維護  

網管意見箱* 

相關活動公告* 

 MongoDB 相關應用 

網管經驗分享, log 蒐集/查詢 
 

 ZK + MongoDB 相關應用 

網路設備資源應用狀態監看 
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Thank You! 


