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1 5/22 F|Tanet¥ iz F.packet loss B &

TANET_NCU_C6K#pmg 192.83.196.111 repeat 1000

Tvpe escape sequence to abort.
Sendmg 1000, 100-byte ICMP Echos to 192.83.196.111, timeout 1s ? seconds:

Success rate 15 93 percent (338/363), round-trip minfave/max = 1/4/12 ms TANET NCU _CHK#

J Paloaltob060 Applications and Threats & #<rg
4R AL, R - R A
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16/247:2BT & * 425 e7Sessionp B $-#c > ¢
i = Session table#tsE & » 1l g R B
¥

A'7/2 1 FxéApplications and Threats # #c#g
released} k

J17/4 Paloaltob060 § xTApplications and Threats
g
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Threat/Content

Severity Threat/Content Name j(n] T
1 ZeroAccess.Gen Command and Control Traffic 132...  spyware 37.6 K [
2 MAIL: User Login Brute-force Attempt 400... | vulnerability 8.2 K [Om
3 Sipvicious.sundayddr User-Agent Traffic 132 . spyware 23K 0O
4 Win32.Conficker.C p2p 125 | spyware 1.5K 1
5 Microsoft SQL Server Stack Overflow Vulnerabilicy 300... | vulnerability 855 1
6 Sipvicious.Gen User-Agent Traffic 132... | spyware 703 1
7 SSL Renegotiation Denial of Service Brute-force 400... | vulnerabilicy o608 I
8 Morto RDP Reguest Traffic 132... | spyware 458 1
g Morto DMS Request Traffic 131 . spyware 243 1
10 MEGIUN Suspicious user-agent strings 100... | spyware 206 1
11 MEDTUM | Suspicious User-Agent Traffic 100... spyware 143 1
12 WMED UM Microsoft Internet Explorer HTTPS Proxy Information Disclosure 312... | vulnerabilicy g8 1
Vulnerabilioy
13 WMED UM DMS ANY Queries Brute-force DOS Attack 400... | vulnerability 8o 1
14 IMDDOS.Gen Command And Control Traffic 131... | spyware 85 1
15 FTP: login Brute-force attempt 400__.  vulnerability gz 1
16 Bot: Mariposa Command and Control 126... | spyware ao
17 Microsoft Windows win.ini access attempt 308... | vulnerabilicy 60 1
18 Pushdo.Gen Denial of Service Traffic 133... | spyware 52 1
19 HIGH MS-RDP Brute-force Attempt 400... | vulnerabilicy 51 1
20 MEDIUN Malware/Win32.emogen.ckl 228... | virus 48 1
21 MEDIUN Trojan/Win322.renos.glft 219 | wirus 46 1
22 EDTUN Trojan-Downloader/Win32.agent.dhxmu 226 | virus 30 1
23 MEDTUN Msanti User-Agent Traffic 100... spyware 32 1
24 HIGH Vorm.Brontok.C 125... | spyware 30 1
25 MEDUN HTTP SQL Injection Attempt 305... | vulnerabilicy 30 1
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Anti-Spyware Profile ®E

Name  tyrc-ant-spy
Description
m Exceptions ]
3 L
Ena... | Id ‘ Threat Name Rule ‘ Category | Severity Action E:E:EEFE - ‘

— and Control criical Lpgrcukl:é%"}_ -
13118 Morto DMS Request Traffic net-worm critical [bslnnﬂﬁ_cigjﬂl [ | B

110305.Cen Copend e

2SS Sampoen omer el R8s,
13272 Sipyicious.Gen User-Agent spyware lows E;gﬂ‘;c'gl L] y

13274 Morto RDP Request Traffic net-worm  low [béﬂuﬂﬁggrgm [ ]
13301 Egﬁl}igg ._Itéreal?:ﬁgenial of botnet critical (hglnuﬂ?_cigrﬁﬂj [ e
__| show all signatures ' Ipagel 1lof1l | % Displaying 1 - 8/ 8 threats (Selected 8)

©2013 Computer Center, National Central University. 14



Vulnerability Protection Profile ®

Mame DMSANYQueriesDOS_Attack-reset
Description
m Exceptions ]
B | G0
Ena.. Id Threat Name Rule = ‘ CVE Vendor ID Host ‘ Category Severity Action E:;:SEE
30190 SLMail POP3 Server PASS Command CVE-2003- server  code- high drop-al- (] -
Parsing Buffer Overflow Vulnerability 0264 execution packets
40001 FTP: login Brute-force attempt server brute-force high drop-all- -
packets u
40007 @ MAIL: User Login Brute-force server  brute-force high I(Jslgflilcclg . [
Attempt A
e 2l MysQL Authentication Brute- server | bruteforce | high gguc £ L]
force Attempt -
40010 7 Microsoft SQL Server User server  brute-force high dguc Earll5 []
Authentication Brute-force P -
Aftempt
40015 & SSH User Authentication Brute- server  brute-force high block-ip 180} [ ] =
force Attempt (source,180)
40016 2 sip INVITE Method Request server brute-force high IJIncI(_-ip 1) (]
Flood Attempt (source,60)
=l Al MS-RDP Brute-force Attempt server | brute-force high ggoc EEJIS L]
40031 B HTTP Unauthorzad Bruteforce server  brute-force high reset-both []
thad
40033 4 DNS ANY Queries Brute-force server  brute-force medium l(Jslnoﬁl-lc_clg 30) L] | 5
DOS Attack P b
|| Show all signatures | Pageofl | | @ Displaying 1 - 11/ 11 threats (Selected 11)
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[Pv6 HAproxy

J HAProxy

» The Reliable, High Performance TCP/HTTP Load
Balancerhttp://haproxy. lwt. eu/

> 1% HAProxy #- IPv6 =g sig 1| [Pv4 only#
server _t
R
» [Pv4d only Z& B T &7 DNS server & Jp £ 3 [Pvb
> % JE 3 - e 248 dual-stack % =

©2013 Computer Center, National Central University. 16


http://haproxy.1wt.eu/

IPv4 / IPv6 Dual- Stack IPv4 Only

A

6 5
: < HAP WEB
Client R roxy R
3 (tyrc) 4 (tyc)

001:288:3000:227:192:192:227:45| | 192.192.227.45

163.25.251.100

192.192.227.4

2
DNS
(tyc)

wealO0 IN  AAAA 2001:288:3000:227:163:25:251:100
wealO0 IN A 163.25.251.100

17
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 CentOS # #&haproxy® # - Z #7132 ¢

» CentOS/RHEL 5 , 32 bit:

rpm -Uvh http://dl. fedoraproject. org/pub/epel/5/1386/epel-release-
5—4. noarch. rpm

» CentOS/RHEL 5 , 64 bit:

rpm -Uvh http://dl. fedoraproject. org/pub/epel/5/x86_64/epel-
release-5-4. noarch. rpm

» CentOS/RHEL 6 , 32 bit:

rpm -Uvh http://dl. fedoraproject. org/pub/epel/6/1386/epel-release-
6-8. noarch. rpm

» CentOS/RHEL 6 , 64 bit:

rpm —-Uvh http://dl. fedoraproject. org/pub/epel/6/x86 _64/epel-
release-6-8. noarch. rpm

©2013 Computer Center, National Central University. 18



[Pv6 HAproxy

Jdx*73# [Pvb IP address

101 # %

> ip -6 address add 2001:288:3000:227:192:192:227:244/64 dev eth0

FPERETFEEME > TR T B~ /ete/re. local
VU R ASPE R B T

©2013 Computer Center, National Central University.
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d

[Pv6 HAproxy

yum¥ % HAProxy

yum 1nstall haproxy

2% Z_ haproxy. cfg

vl /etc/haproxy/haproxy. cfg

& #http proxy# se > 3 4c 2T 47 (M weal00. tyc. edu. twz &)
listen weal00. tyc. edu. tw 2001:288:3000:227:163:25:251:100:80
mode http

option forwardfor

server weal(00. tyc. edu. tw 163. 25. 251. 100:80

¥ B HAProxy

/etc/1n1t. d/haproxy restart

©2013 Computer Center, National Central University.
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