2013/10/31

P LB o PR
2013-10-31




1 1. PaloAlto 5060 IPS

2. Links i &3 % ;= {8 /B
» Fail Linkif £ *

13. Cloud-based & % ;i & 4 /p]
» TopN 7~ &, Top UDP/ £
> FDNS® % in &

» Kscore
d 4. AsocF X % 2 p il £
5. K kAP

©2012 Computer Center, National Central University.



1. PaloAlto 5060 IPS

1 PaloAlto 5060 IPS
> 2012-12 Ex* IPS

> EFIPS TR S
e CPUload (mgt processor, data processor)

e Sessions
e Temperature

» 2013-03 2k =47 & =¥ threshold

e % Cpu>70%, ﬁéfg‘.épsﬁ{a@ﬁ];k e
- Dns, ssh, MS_rdp (2012-12, 2013-03 # % threshold)
- MySql, MsSql,Pop3 (2013-03-28)
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el BARIEN
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cpu {EHAZE (mgt) —cpu {FA3E (data)  Session {FHEAZR

—cpu {FE A3 (mgt) —cpu {F A3 (data) — Session {FRAZE
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1. PaloAlto 5060 IPS ¢ 2 (cont.)

> 3 p Botnetp #+if 3F (2013-04)
e http://links.tyrc.ncu.edu.tw/Links/viewAllBotnhets.do

e http://kscore.tyc.edu.tw/Kscore
- http://kscore.tyc.edu.tw/Kscore/searchBotnetMvc.zul

> H PRt A4 F 7 (2013-04)
e http://links.tyrc.ncu.edu.tw/viewAllTopApps.do

e http://kscore.tyc.edu.tw/Kscore
- http://links.tyrc.ncu.edu.tw/Thank_Pie/palo.zul
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Senice Usage Statistics

ERRREREMEE
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EFEE RERE

IPS &

B 7 Botnet 52852859
R S
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RN | SR
Rwhois IP FHlE:
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Service Usage Statistics
ERE R AR
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2B Es PkEEE 0
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W& Cisco 6509 Router

PEEE4® Router 6509 CPU %X / BERE (2013-10-25)

REBIERE ANES, CPU EMAX Ads

EiBEE R RE
IPS &}
100
B> Botnet {TiRETH 90 | }
R S "
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o

Asoc B mEEAES

Asoc BHHELINEENR
AsocBHHBLINE

RN | EEER

Rwhois IP &2 20
SEERAY SN 10
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kS EEREEARGE
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HERR a8 e
PAFE {EIR TR

00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00

Time

11:00 12:00 13:00 14:00 15:00 16:00 17:00

—cpu EAE (1 #) —cpu FRAE (1 &)

mE (1) HE(2)

EitARBEEPL

{0 Text Fileto IPG file ..

o7
1§

» [ EnEs

2013/10/31

©2012 Computer Center, National Central University.



C' [ kscore.tyc.edu.tw/Kscore/Demo.zul
i ERER n EE0En @ HETER [ #ECFEE ® Map Reduce Seco... N downlaod B Invoice - Sample In... B (Part 1) Configurin...

=B PhEEHE T

7 Spring Hibemate ] jazoon.com/histor...

{0} Text Fileto IPG file .

»

0O =theEs

PR IRI

Cisco 6509 Router
PaloAlto 5060 IPS
EFEE RERE

IPS f &

B Bolnet 03758

FRERAT

Asoc EHEEEAES

Asoc BiHEEATIFES
Asoc BiHREILE

RN | EEER

Rwhois IP EZ5e
SEERAY SRR

AEREEE

HEER B EREEARE
BRI KSCORE 0§30
hxE BEREEAHGE

(ElEr e

BRI {afE T 18
o (a0 T AT

2013/10/31

HERH Botnet iBEE0E
Keyword:
Botnet_{ZFF Botnet IP
4 140.115.20.48
4 140.115.43.92
4 140.115.231.108
4 120.124.62.204
4 1401152309
4 140.115.53.122
4 14011521957
4 140.135.31.2
4 140.115.66.145
4 140.135.26.155
4 140.138.225.90

Botnet 3 Rl

vsys1 Repeatedly visited (54) the same
malicious URL \secure-content-delivery.comh

vsys1 Repeatedly visited (24) the same
malicious URL \secure-content-delivery.comi

vsys1 Repeatedly visited (64) the same
malicious URL
‘‘api.idown.orgfapifupdate_server.phpl

vsys1 Repeatedly visited (30) the same
malicious URL
‘senver.mobogenie.comlclient'pbidrive/devicel

vsys1 Repeatedly visited (32) the same
malicious URL
‘zerver. mobogenie.com/client/pbidrive/devicel

vsys1 Repeatedly visited (30) the same
malicious URL
‘server.mobogenie.comlclient/pbidrive/devicel

vsys1 Repeatedly visited (28) the same
malicious URL \api luckyleap.neth

vsys1 Repeatedly visited (20) the same
malicious URL \apiluckyleap.neth

vsys1 Repeatedly visited (22) the same
malicious URL \api webconnect.coirs\

vsys1 Repeatedly visited (33) the same
malicious URL \secure-content-delivery.comh

vsys1 Repeatedly visited (32) the same
malicious URL

‘s searchtn krinesfintrn nroc nhnl

EiphrS EEPL

Botnet #3% % Eamil

hsuhm@ce.ncu.edu.tw wangcy@cc.ncu.edut

gracelin@ncu.edu.tw hhtsai@cc.ncu.edu.tw

centerd@cc.ncu.edu.tw

tychiu@mail vnu.edu.tw,cysung@mail vnu.edu

centerd@cc.ncu.edu.tw

jjhuang@ce.ncu.edu tw wjwang@csie.ncu.edu

centerd@cc.ncu.edu.tw

yeh@cycu.edu.tw,wenhan@cycu.edu.tw,anpin

opcwl@ncu.edutw tlyeh@cc.ncu edu.tw howa

yeh@cycu.edu tw, wenhan@cycu.edu tw,anpin

joejoe@saturn.yzu.edutw c7ht@saturn.yzu.ed
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i EREE n EERERL @ ZLTER | #2578 ® Map Reduce Seco... X downlacd B Invoice - Sample In... B (Part 1) Configurin... (] Spring Hiberate mjazoon.com/histor... @ Text File to JPGfile ... » [ EthEH

=22 ot phE @S L
2B R4 g B E 0
&H Asoc AbusefgiB ez
e AR Keyword:
Cisco 6509 Router Asoc_ID IP School AbuseType Date
PaloAlta 5060 IPS AISAC-28522 192.192.250.155 B R Eiplused 2013-10-23 11:16:31 s
BERE BERE AISAC-28283 140.135.198.35 PEALEED ] #5175 2013-10-21 0856:54
IPS {53120} AISAC-28251 2106002 EEE e HREMBot) 2013-10-21 08:26:22
ASOC-EWA-201310-0645  140.135.25.98 ) i ; 2013-10-17 16:02:10
# 2 Bolnet EHEN PEREES e
R R A AISAC-28124 192.83.181.124 Erie A HEEHR 2013-10-16 22-26:26
AISAC-23110 192.192.250.94 [l SRR e e 2013-10-16 17:36:05
Asoc EmEHE
AEREHAEH AISAC-27968 140.115.71.237 PRALER 45T 2013-10-1514.27:08
Asoc BHHREIEEN AISAC-27966 140.115.152.210 o g ETINOE 2013-10-15 14:26:58 =
iR
SR AISAC-27875 140.1155.32 PARSHMEES E2plpcE 2013-10-12 22.36:32
FIELRL | e AISAC-27855 140.115.65.65 o R Ebave 2013-10-11 11:56:30
- EBT 1 (- -
P — AISAC-27789 140.115.185.82 R #H5 TR 2013-10-08 15:26:05
RSB SRR AISAC-27641 210.60.0.2 ElpE e MRE(Bot) 2013-10-03 14:56:32
— AISAC-27470 140.135.24.101 PR Epinae 2013-09-28 13:46:17
REREES )
AISAC-27339 120.124.129.31 BETRIE A $151 T 2013-09-25 08:36:27
HEER ARARRARE AISAC-27294 140.13550.72 pERE WRER B 2013-09-24 13.53:05
? & KSCORE &0iRE};
HERA CREa AISAC-26791 140.135.56.124 A $151 T 2013-09-09 17:48:01
g BESE AR
AISAC-26599 140.138.31.199 TEAE WRER B 2013-09-05 10:27.26
kS RERE AISAC-26458 140.115.65.65 oh e $151 T 2013-09-03 09:28:42
HEE (1 182 ’U“‘UTQUfOC‘E'”"‘QWUS‘ 12012474210 HRERHERE TS 2013-08-30 11:40.55
o (RIAR R
AISAC-PR2AT 140 11549 1 chh-h e b TR N13-N8-27 1RRT-13
EuhRES2 BEERL
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@ kscore. tyc.edu.tw/Kscore %

€« C' [} kscoretyc.edu.tw/Kscore/Demo.zul w =
i EEes [ Esofs [F #5158 () £52882 (D) MapReduceSeco.. X downlaod [ Invaice - SampleIn... (3 (Part1) Configurin.. (] Spring Hibernate jazoon.comyhistor... ) TextFile to JPG file ... » [ EnEs
Py T & A
2
BE s PhEELE L -
HEEEEE UDP Flooding £0372530
s e Kepword:
Cisco 6509 Router (3] Rate_in (MB) Rate_out Pkz_in {B) Pkz_out Flow_in Flow_out EEkh [F1s) ]
PaloAlto 3060 IPS 98.126.161.92 51 241 89 487 72818 81370 4 2013-10-2504:30:00 *
@ 3
BRE BEER 93.126.161.92 90 371 90 439 127292 125051 4 2013-10-25 04:20:00
IPS SR 93.126.161.91 27 10 123 287 57482 14195 12 2013-10-26 04:00:00 | |
) 98.126.161.91 18 0 49 0 85847 0 3 2013-10-25 05:00:00
B 7 Botnet 4235850
RS 93.126.161.91 15 0 49 0 72116 0 3 2013-10-25 04:50:00
_ 93.126.161.91 17 0 48 0 83692 0 4 2013-10-25 04:40:00
Asoc B EEEAH
HEEEH TS 98.126.161.91 15 0 48 0 77147 0 4 2013-10-25 04:10:00
AsocBIHES TN 98.126.161.91 27 10 123 287 57482 14195 4 2013-10-25 04:00:00
SRAEE
e 98.126.161 01 17 0 49 0 80008 0 5 2013-10-26 06:00:00
AR | S, 98.126.161.91 17 0 48 0 84725 0 § 2013-10-25 05:50:00
. 93.126.161.91 17 0 50 0 77820 0 E 2013-10-25 05:40:00
Rwhois IP ¥l
EE ERE 98.126.161.91 16 0 50 0 75720 0 6 2013-10-25 05:30:00
— 93.126.161.91 18 0 50 0 84967 0 7 2013-10-25 05:20:00
REREER
93.126.161.91 17 0 49 0 78046 0 7 2013-10-25 05:10:00
SRR, o
HERR AZTRIRARG 98.126.161.91 18 0 49 0 85847 0 8 2013-10-25 05:00:00
HEES KSCORE fIiE
93.126.161.91 16 0 49 0 74063 0 2 2013-10-25 07:00:00
FAAE EERRRAGS
93.126.161.91 15 0 48 0 73113 0 2 2013-10-25 08:50:00
AR RE 98.126.161.91 17 0 49 0 82524 0 3 2013-10-25 06:40:00
HERE [ s 93.126.161.91 17 0 49 0 82615 0 4 2013-10-25 08:30:00
b 93.126.161.91 16 0 50 0 76250 0 4 2013-10-25 06:20:00
Bzt g2 |EP

2013/10/31 ©2012 Computer Center, National Central University. 12



yan g/)ava, o %EE@'oenteﬂ@oqncu.edu.microsoﬁOutlcck' T R | E ’u
'_-HH 90 4 9= HEESTL ZREEENS 57 14013581608 bommet B2 - B4 (BT o8 % ) =&l
= |IE 5 shCE SaEEAL . |=F
Sy EEEY s i) BEREEYE 7 101358 Br-Ermm . T =aE
- x Py -@ % " 13 EE WS- AERaiEn HEED T:Flé@' olgld9ue+s SEET ) ERLEENS £ 1401358160 Botnet 32 - & (BT =
A R Eg s em s o : Lf;-nl a4 Eam e ¥ ':Etﬂ =y = o
. 2798 8% =, o kT ‘ - 2 Y ER =
& Y| o 28 * % @ emss.  Bexmses | o ar x A Qs [ nEES W muEH-  (yETmszn HESD a’l’:Peﬁ Q
B EZ S| B BE  n| PREEER gE | BT . IR 4 TVRC | = Ronetiote | B3 - $eEuz B
&7,‘;3&;3"*' i | EE 23EE 23 i«d_ v =% - #H o — kS EETHAl
=g centrd@eoncnednty SRS 2013/4/16 (B2) T+ of = - A EfE ¥ SEE- T THRER L
U= yeh@oyewedunte; fl@cyenedu te; snping@cyon edu.tw; center2 @ee nevednw; center25@ee nev edu.tw; center] 1 @ec nen.edu tw; center? @cenon.edw by Tk EE " L] = S THEEEE
=B Fig: apingh@gnalcon SEES: 2013/4/17 (B2) £5 0053
IE  HESEPL ZRHEENE 5714013581608 Botnet B2 || we= o et
ElE:  veh@cyonedu tw; Hl@cyon edu bw; anping@eyeu edu. bw; center25 @ non edu bw; center] 1 e now ed . tw; center? @ nonedu by

140.135.8.160 HHE g
BRI FEEE Botnet FRRZEH , JRS
(1) FdgttERE R 1ps (SRR

W ERER RRFEEY

(2) Botnet FZsY IP:140.135.8.160

(3) #Ef{{EdE : vsys1 Repeatedly visited (19) the same malicious URL "lyuchta.org/" .
(4) “ERFEEREE (15) .4

(5) AT FEEHE Botnet FICZ TR AR !

FtAE TR BEE
03-4227151#57506
Email: center25@cc.ncu.edu.tw

center2@cc.ncu.edutw

T 0747 2013416

A e ]

@ #EES & Fwe WERED HRIMEISHE B 140.135 95 1068 Botnet 5L

Fms | O MBS AFSEENE At 140135981968 Bomet B2 TEMB UGS o
TP = —
e T Sl

BEE /22 | "L Worldwide designtemplate” | 8 TR | £ |

& B e (&) T

2013/10/31

I8 ReHEEETL ERHEENS 54 14013581608 Botnet Fit

AREFE P HENERES TERNEEE TSRS

HEARERERL BET

e 2013/4/16 T4 04:32, center2@ce.ncu.edutw FEF:

>140.135.8.160 BHE Mg
(1) fEfEthERLE RO s EHEE

2) Botnet Efx7 IP:140.135.8.160

(4) FIER{ERBIERE (15) @4

hRAE BERL EEE
03-4227151#57506
Email: center25@cc.ncu.edu.tw

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>

anpingCh@gmail.com

[=] =&

NlREI A FEHEE Botnet B T, LIAS

Ve

(5) TSR SR Sotnet AT W !

©2012 Computer Center, National Central University.

P EREE RRRERYE

(3) EIBRFf#EE : vsys1 Repeatedly visited (19) the same malicious URL "lyuchta.org/" .

G FEEE o Re: ShEWRA G FRR BT Btk 14013598196 Botnet B
S Re: YEIWR P HRRREAG Hk 1401352885 Botmet Eit
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o | |l

25 53 eET ol
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2. Links g &k w

(N

O 405 feid 85

2013/10/31

PR n R
I R

> 18R AL & % (10-minutes)
e ping Router IP
e retrieve www page

> E R spkR
> Uk sk
AR Y BT ded A

Pt - AL I A RSV AL -3
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e o v N
I 2| & e HEES - center7@cc.ncuedutw - Microsoft Outlook

. » ?ﬁ.----‘——-h e - - -

S & @El‘:zp;{:lmllﬂ27,-'Li\w|c5;".-\e.'..iHIntE"'a:es.:: e Qc\‘@ggﬁﬁg I} (5 Fscebook | ‘
x Googe @BEEAS-EENE - M= s | E5aEn
B -2 & Z8Q> 2245 IEQ @ A W
A
PE 4G 0y
ASOC Abuse if%  EERE EEESHE FEFET EfToN#S daToNie ASEEEN EEEETA
Enter School Name | | ‘ e ‘ iR ‘
N S Id SR A P wwwiE A RAE URL ff#&

_Lmks RRRERIRES 15 RS 203.72.244.236 www.ncu.edu.tw reachable OK Bt Hbx
16 TEAE 203.71.2.237 www.yzu.edu.tw reachable OK B Mk
17 HEASE 203.71.2.61 www.cycu.edu.tw reachable OK B ks
21 SRS 203.71.2.209 www.vnu.edu.tw reachable 0K B Hlx
o 2 EITHEAE 203.71.2.49 www.uch.edu.tw reachable OK Bl ik
LR 2 e 203712129 W Knu.edu b reachable oK Bl HE
" EER AR (10-minutes) 24 HERE 203.71.2.242 www.meu.edu.tw un_reachable OK B ik
* sl 25 | sMESEEETL 192.83.196.180 www.km.edu.tw reachable OK Bt Hix
ST 26 BERIER 203.71.2.157 www.tiit. edu.tw reachable oK B flz
o 28 BT ABETER 203.71.25 www.ccit.ndu.edu.tw un_reachable OK B Ak
BN AR 20 Eiea 2037124 . nclu edu.tw reachable oK B 1
A 32 AL 203.71.2.84 www.cpu.edu tw reachable 0K Bl Hlx
B 3B | EILEEEERTL 192.83.196.179 www.matsu.edu.tw reachable OK B Hbx
34 HEER 203.71.2.69 www.hsc.edu.tw reachable OK B Bz
35 EEFNEN 203.71.2.82 www.aaroc.edu.tw reachable OK Bt Ak
36 AEFSE 203.71.2.73 www.thsh tyc.edu tw reachable OK B s
37 REER L 192.192.227 14 163.28.49.4 reachable OK B 0k
B | EEEE L 192.83.196.181 www.tyc.edu.tw reachable OK B HibE
39 BE A E(HE) 203.71.2.225 www.ntsu.edu.tw reachable oK B Ak
40 e 203.71.2.41 WWW.Iner.gov.tw reachable OK By
41 BEFS 203.71.2.66 www.fths tyc.edu.tw reachable OK B ks

42 AR+ 203.71.2.198 www.nlhs tyc.edu.tw reachable OK B Hbx v

| &8 - [EEmes 5% U ® q saga - -

-

P a g, LT05
@ ¥ Mo 2013/4/17

©2012 Computer Center, National Central University. 15



BEE H"‘n_ X |

—

Yss - ﬁﬁ%|§$aﬁ»

PhEEA L

ASOC Abuse % ~ EEERS EEESRT EEHEE EHIoNEE dalopNEE HEEEEE EEEEES

Links i ik AR E H ﬁé’a'ﬁ‘“‘% Jr

* Links FAIHE

Enter Router [P Address
Id | e P Day_status Egﬁﬁﬂ

L e T D B EErT TETETE BETERY SEPEy . B Eerrs M-nen- 2----- 13--nn- Y- 5-nnn- 16-mnnn 7-nn-- || R 19----- 0----- Hoee- 22--
- Hid - _' N T
* g ik (10-minutes 2013-04-
. 15441 203.71.2.173 AR H R R R R R R R R R R R R H R R R R R R H R B R R R R R R R R R R R R R R R A R AR R R AR AR R R R R R AR R R R R AR E R AR R ER AR R AR AR R E ] 16
~iEi8 17:35:10.0)
> i 1 2013-04-
15442 203.71.2.66 SRR A A A A A A R A e 16
17:35:10.0
2013-04-
LA A A A A A A A A A 16
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* B85 UDP Flood Traffic (72766 | 89.43.746 (30 0 m 500493 8 ??-1036-1006%8
* 2% UDP Flood Traffic 10-
__E'; N 72787 80.43746 27 0 19 548980 9 fg_1530,1000 %8
72768 8943746 |30 0 f 509893 10 e
72769 89.43746 28 0 " 566037 T ?3-1336-1006%8
72770 8943746 28 0 I 576577 12 fg_‘;&%ﬁa
72771 | 8943746 33 0 P 665774 13 il
2013-10-28
72772 89.43.746 |35 0 49 699709 14 ~
hadoop3.tyc.edu.tw/Tops/viewAllKscores.do ‘_I 90_0 : 0_0 '_0_ .8
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'R uoPFlooding 521 x |} -— —

ll € - € [ hadoops.tyc.edu.tw/Tops/viewAllKscares.do Qs =
¥ Eges [Jesuse Was1ex B > 0 ) e
72512 | 163.30.68.10 [0 1262 0 1366 0 15054 14 32143010%208
72513 | 163306810 0 2992 0 1367 0 44483 14 32;1336;10%%8 .
72514 | 163.30.68.10 [0 o78 0 1320 0 34948 14 32123010%208
72500 | 163304516 0 3968 0 1385 0 43867 14 32;1336;10%%8
72510 | 163.30.45.16 [0 1985 0 1385 0 22838 14 32123010%208
72433 | 163.3045.16 [0 2028 0 1385 0 15364 o 32153010%208
72595 | 163.30.40.224 0 1910 0 1371 0 7487 9 32?336;10%%8
72596 | 163.30.40.224 [0 263 0 1497 0 16105 10 33123010%208
72507 | 163.30.40.224 |0 3789 0 1386 0 48052 13 32;1336;10%%8
72508 | 163.30.40224 0 2011 0 1385 0 21888 13 32123010%208 i
‘ 433028290 0 099 0 1385 0 15340 9 iy
72734 | 163.30.201.135 [0 570 0 1317 0 55693 i f[111g3g1g%208
72735 | 163.30.201.135 [0 1043 0 1321 0 68834 ' fg;1536;10%%8
72736 | 163.30.201.135 |0 1738 0 = 0 656679 17 fg?fd?g%e
72660 | 163.30.201.135 [0 1101 0 1322 0 17692 : 33143010%208
72661 | 163.30.201.135 [0 1150 0 1341 0 1557 18 33;1336;10%%8
72662 | 163.30.201.135 [0 127 0 132 0 65642 : 33123010%208
72592 | 163.30.201.135 [0 557 0 1324 0 39205 : 33;1036;10%%8 ]

2013/10/31 ©2012 Computer Center, National Central University. 27



[#] UDP Flooding 2

x

o gEEs [JEstEr FaEsTEs

& C | [J hadoop5.tyc.edu.tw/Tops/viewAllKscores.do

55882 ([) MapReduce Seco.. X downlacd [) Invoice - Sampleln... () (Part2) Configurin.. [ Spiing Hibemate  [E] ] jazoon.comyhistor..  {) TextFileto IPG file .. (@ gotoalberto/mong.

72580 | 140.138.1526 |0 1912 0 1371 0 8871 9 33133010%%8
72430 | 140.138.1526 [0 2016 0 1377 0 15143 9 32153010%208
72578 | 140.138.152.1 [0 2940 0 1370 0 11430 9 33133010%208
72579 | 140.138.152.1 [0 2498 0 1379 2 23615 9 Sg;‘ﬁ;fo%%a
72429 | 140.138.146.167 [0 2412 0 1377 0 18859 9 2905-1539_-1909_298
72326 | 140.135.32.189 [1652 30 1283 u 1566 682 7 3%36;10%%8
72327 | 140.135.32.189 214 12 1217 68 1040 479 7 3?1136-1;%%8
72491 | 140.135.10.82 [0 4151 0 1372 0 24694 12 32;1336;10%%8
72492 | 140.135.10.82 [0 2044 0 1367 0 5863 12 32;1236;10%%8
72428 | 140.135.10.82 |0 2137 0 1375 0 17381 9 52153010%208
72574 | 140.115.156.73 [0 3584 0 1193 0 399374 8 ey

2013-10-28

72651 | 140.115.156.73 |0 3584 0 1193 0 399374 8 09:00:00.0
72575 | 140.115.156.73 |0 3721 0 1109 0 664901 9 33153010%%8
72576 | 140.115.156.73 |0 1851 0 1285 0 98861 9 32143010%%8
72577 | 140.115.156.73 |0 516 0 1351 0 4135 9 33133010%%8
72485 | 140.115.156.73 |0 3361 0 1029 0 839962 7 32153010%208
72486 | 140.115.156.73 |0 3814 0 1042 0 908869 8 32143010%208

— : 2013-10-28

©2012 Computer Center, National Central University.




HKEE4 PaloAlto 5060 ZiR#EHRR / RESRHE (2013-10-28)

AGBIERE A5, SesstionfERZE Als

.f‘\

||

|

™ /‘W
£ 3 /\/ r
30 Vv
25|
15 W
10

00:00  01:00 0200  03:00 0400 0500 0600  07:00 0800  09:00  10:00  11:00  12:00

Time

—~cpu fEfI% (mgt) —cpu fERX (data) —Session EAX Fif ik

2013/10/31 29
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551
50+
45+
40
ﬁl‘:-
304
® 251
20
15+

10

HEE4R PaloAlto 5060 FFEERE / AERE (2013-10-27)

RUBERE RS, SesstionfEAE ARG

|

Nb S ’mh"f'u

i

00:00 0200 0400  06:00 0800  10:00 12:00 14-00 16:00  18:00

Time

2000  22:00  00:00

—cpu fEF® (mgt) —cpu ER= (data) —Session FHE Bl Kl

2013/10/31 ©2012 Computer Center, National Central University.
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=188 32 140115496 14011541 199 mEE2

A Q) A mes &3 TYRC NS e _ A EED
i =) : Cp EIEERR g MOneNote o e ¥ gex

=z : o = B REE
HE 25EE BT momg. s | B2 - 5 oxgeEy

il EE RELSRE EE] 25 PIREEE

S Susn Yang <center? @ce.ncv.edu bus F#HE: 2013/10/6 (BH) L5 10:28
Uy rchadw @ce nevedute'; spehen@ce neueduo.te'; vichang@dop nenedu.tw'’; 982006011 @ce newedotw'; 101226031 @ce nev.edo. b’
SlZ:  centerf@ec neu.edu.tw; center25 @ce.nev.edu.tw; Tai Toan-Funn'; v FEHE' (center] | @cc newedu.tw)

IE:  EE5 EE 140115496 14011541199 T EEEEES

D H RS

140.115.49.6 140.115.41.199 % BSAT{EIE4745

1. {EEFEF BHPacket size 7> (< 60 Byte /pkt) BYEE
2. BETEE B HYsocket connections (> 70000 connection /10-minute)

FIEMA AR HED EE

Thanks!

UDP Kscore

EHHIER

Enter IF Address

EENER

ExX: Bl I?;:E;)n rate_out | pkz_in(B) | pkz_out flow_in flow_out Kscore SOSRERY

140115496 53 2633 IR0

201 3-10:05
23100000
201 3-10-05
2300000
2013-10:05
2250000
201 3-10:05
22AD00
201 3-10-05
22300000
201 3-10-05
2000

R IR el s 2
Susan Yﬂﬂg |r' "‘|||f "‘|||r' "‘|||f "‘|||f "‘|||f "‘|||f - |f "‘|||f -"I
"

- & HEEE O REHERArSTE TF 1221 20131027 -
— = 21 BE- sEHLEN ST 140 115 158 73 140 115 157 147048 B 7R wl FLE 01327 MINNA -

2013/10/31 ©2012 Computer Center, National Central University. 31

140115496 55 7 Fo509

140115496 53 7 76889

140115496 5 73300

140115496 56 8 74789

140115496 5¢ 7 76236




A2 TS A B RN i (HT M
o @
_ (23 FDNS &3 TYRC N3 88 - » WO Yv FE=E aH: gasz 1;
i fl | EE 25EE =% v = % EERRRE _@%En A Onetiote r==-;=-4—=—? Iﬂ g | S gz DEENC o
&E&'z%l"zp . i =ab B2 ‘gﬁe i v g wE = = 3 @ =T AR AL “, vr,v_ = % SrEEEE -_:u s ER- #H T L
Bl B EE] RESR ] #=E EE i PEEEER E=ES
== Zong-¥iChen <065403002@ce nen edu. i S#HE: 2013/10/28 @—) 5 10:07
e Susn Yang'; B
s cuhuang@ncn edu tw; sumg@ce new edu tw; center25@ce new edutw; o FEHE ' centerf@ec new edu tr; 'Tad Tuan-Runn'
IE: RE:EiEE) £ 14011515673 140115152 142 BETEFE
i BSFaHE &
rFY
140.115.156.73, 140115152 142752 BER R
1. 8 20y #EEE (> 1000000 /10-minute)
140.115.156.73 140115152 142 T ETE Al pEiERlid. 551Ga0 Bl
Thanks! 3
Y - -
+F4l UDP Flooding Traffic
Enter IP Address
Id| 48 IP ‘sum_in (MB) sum_out| rate in (MB) | rate out pkz_in(B) pkz_out Du"r:::;)regﬂ- flow_in| flow_out | IC§EEFRE
71806 14011515673 [0 4165 o 1277 0 3560 1 2013-10-26 06:10:00.0
71789 140.115.156.73 [0 3358 o 1284 0 5227 1 2013-10-26 06:00:00.0
71807 14011515673 [0 3358 o 1384 0 5227 2 2013-10-26 06:00:00.0
71790 14011515673 [0 5054 o 1281 0 6465 2 2013-10-26 05:50:00.0
7171 14011515673 [0 1870 o 1378 0 23209 2 2013-10-26 05:40:00.0
71792 14011515673 [0 2534 o 1266 0 174746 2 2013-10-26 05:20:00.0
71772 14011515673 [0 3645 o 1375 0 2510 1 2013-10-26 04:50:00.0
71773 14011515673 [0 1863 o 1390 0 22224 1 2013-10-26 04:40:00.0
71774 14011515673 [0 2921 i 1077 0 614179 1 2013-10-26 04:30:00.0
71775 14011515673 [0 7583 o 1212 0 284059 2 2013-10-26 04:20:00.0
71776 14011515673 [0 2773 o 1184 0 368786 2 2013-10-26 04:10:00.0
71777 140.115.156.73 [0 1338 o 1440 0 6494 2 2013-10-26 04:00:00.0
71758 14011515673 [0 7808 o 1376 0 7451 1 2013-10-26 03:40:00.0
71759 14011515673 [0 306 o 1487 0 2513 1 2013-10-26 03:30:00.0
71822 140115152142 0 315 o 56 4 102612 1 2013-10-26 08:00:00.0 -
Zong-Yi Chen | ” ” || ” | ” | "ol
 BEER L& RE: SHHREN 5E3E 140.115.156.73 F1EEHE RN TR 05:23 20131017 v |4
JE—— (3 BT #kETR SRt i SRt (S AIFE S 140 115 158 130 Roteat B FLE MAA TSN o B

©2012 Computer Center, National Central University.




4. Cloud-basedz_ & % ;x & B

 Cloud-based® % /it & 1P| % 3¢

> ¥ ] % e TopN & £t §5
o http://hadoopb5.tyc.edu.tw/Tops
e TOpN /i & /ig & {7
e TopN Flooding#t i~
« MBI R T
FERVE RS YRR 35 5. J
> ¢ 2 % 5§ TopN i g £ (7
http://140.115.2.23/Tops
e ¥ & <8 TopUDP /r & # f7
e ¥ & < & TopN Flooding# {=

2013/10/31 ©2012 Computer Center, National Central University.
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http://hadoop5.tyc.edu.tw/Tops
http://140.115.2.23/Tops

f[’ Flood EEES
GaeC

[ hadoops.tyc.edu.tw/Tops/viewAllFdns.do
@ Emes [ =soEr @ Es18k

[ #555EE ({) MapReduce Seco.. ) downlaod [Z) Invoice - Sample In..

ASOC Abuse #E# %

B (Part 1) Configurin..

[ Spring Hibemate m m jazoon.com/histor...

PR e e 0 - Ly

8 BT

PEHET REHEREE IEER

) TextFile to JPG file __

5 HEFS

@ gotoalberto/maong » [0 EhSE

FDNS &8 i 8M

Year (4-digit): 2013-| Month: 10 -| Day: 14 -| Submit:

=R (2013-10-14)

PRl @ 2

d P ELE B BE FERE (MB) PkiSie
I |192.83.181.136@25 8052413 4288800 [4663613 W721 86
=l brie=t D [140.135.112.22@25 5035581 2290030 12745351 791 81
 EUER ELFE
e 4 PI226177.72@19 3243834 2233435 1010399 [3060
=1 5 [108.17031115@19 3025677 [2242283 983394 1Sl 046
* B TE R B A 6 [120.125.11230@80 3061391 1391692 11669699 189484 1025
* TopN Udp S EHET 7 [16330.198.58@80 2730393 [19086 2651307 |I847 110
+ & 5 UDP Flood Traffic 8 010.60.02@443 2407437 [1272921 [1134516 [38039 750
N 9 010.60.02@80 2359805 [1256680 (1103215 70683 1113
* B2 UDP Flood Traffic 10 [16330.82222@80 2011169 [801016 1210153 [1016 103
* 2247 UDP Flood Traffic 11 [70.185.249.253@19 1937417 [1431581 505836 [1995 1002
* UDP Traffic 2527 12 [163.25.34.254@80 1906163 [136450 1169713 [120281 893
' 13 PI0.7144.7@80 1754708 601810 [1152898 [1248 142
14 [84.173.58.64@19 1687475 [1181745 505730 [1629 953
15 |163.25.34.254@443 1624897 636957 987940 [19010 607
16 [71.20491.107@19 1369521 39215 410306 [1314 051
17 [140.135.112.22@80 1320220 543706 776516 P6937 807
18 [173.2.104.147@19 1125819 [159304 66515 [1047 919
68.39.141.59@19 1090946 [789478 301468 [1073
72.208222.61@19 1087461 [787350 300111 1071 i
2013/10/31 ©2012 Computer Center, National Central University. 34



m

lIFcnt.do %l =
(@) Map Reduce Seco.. X downlaod ) Invoice - SampleTn... [) (Part1) Configurin.. [ Spring Hibernate [E] W] jazoon.com/histor..  {J) TextFile to JPG file ... (@) gotoalberto/mang. » [0 E2HEE
=T N
PRE@EAE .0
ASOC Abuse ¥ BEE ERRE EREFEEL REEYEN @ELs
Year (4-digit): 2013|-| Month: 10|-| Day: 28|-| Submit: | Display
FDNS i85
A2 TopN Connection (2013-10-28)
d P EENE B Ed JETE (MB) PkiSize
1 120.124.18.19 10379145 2 10379143 6944 465
2 7491.112.214 6083863 6083863 (0 13559 378
3 140.115.156.73 5296233 {0 5296233 33837 1140
i 210.60.0.2 A757787 2441127 2316660 212397 479
_ ‘ 5 163.30.201.135 3249987 (95 3249892 16342 1175
* HRRERT ST 6 163.25.34.254 1765878  [743657 (1022221 |58048 843
* TopN Udp FEH:AT 7 31.13.68.16 1662176  |1155732 506444 21506 559
* B3 0 UDP Flood Traffic 3 120.124.84.213 1622759 3957 1618802 6226 1092
\ e . 9 37.187.53.64 1519537 |1519537 {0 13858 1210
- 55 UDP Flood Traffic 10 [120.125.11230 1345785 639509 [106276 56217 852
* 2240 UDP Flood Traffic o0
s UDP Traffic 58 12 16328516 1074556 [531285 43271 39358 954
- 13 163.28.5.27 1070249 492087 [578162 65984 973
14 163.28.5.17 1028231 [S16118 [512113 64493 976
15 119.160.254.215 087491  U60898 526593 20183 313
16 119.160.254.197 963934  U50291 513643 20155 817
hadcapS.tyc.edu.w/TopsjviewAllTopN.do 203.72.116.27 905740  M07799 497941  [11372 705 -
2013/10/31 35
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Y @ropNudpEEEE X

lle-c

[ hadoop5.tyc.edu.tw/Tops/viewAllUdpN.do

 ERES n EEpEn E BETER [ £ E l@l Map Reduce Seco. (X downlacd Blnvoice-SampleIn .

G [Part 1) Configurin.

PR b e &
ASOC Abusei## HBEEKE EHiRRE

[ Spring Hibernate  [E] ] jazoon.com/histor.

() Text File to JPG file ..

PEgET EEZSBE FEELEN @ETL

® gotoalberto/meng...

FDNS EF g &l

“FI%»HEEﬁEEI

*BEEIRES
HRER RS
TopN Udp 37

B D Fiood Traffic
EI% UDP Flood Traffic
=241 UDP Flood Traffic
* UDP Traffic 1581

£

s

nEHHT

S

s

hadoopS.tyc.edu.tw/Tops/viewAllUdpN.do

Year (4-digit): 2013~ Month: 10 -| Day: 28 -| Submit:
152 TopN Traffic (2013-10-28)

id [P HostName E i A B& FlowCnt PktSize
(MB) !
5]
1 210.60.0.2@17 210.60.0.2 47016 447572258 U65814 |176 66
2 [140.115.156.73@17 widm?73.csie.neu.edu.tw 33837 0 338375296233 1140 |12
3 203.64.11.36@17 203.64.11.36 33457 252698187 (15440 715 |15
4 210.64.136.148@17 210.64.136.148 28029 1232 12779749225 |172 62
5 1120.124.10.115@17 120-124-10-115.IP.vouedutw 20216 1320 1889671280 560 66
6 112.120.86.169@17 n11212086169.netvigator.com 19023 |18713310 [12818 [1114 5
7 |163.25.122.249@17 163.25.122.249 17675 |14 |176612147 1453 51
8 |140.115.152.135@17  |140.115.152.135 16811 [176 (1663538450 1044 50
9 |163.30.201.135@17 163.30.201.135 16338 |0 163383249823 1175 |14
10[120.124.128.5@17 yuhualee.csie.uch.edu.tw 15432 |12 |15420,1582 1464 42
1194.125.182.255@17 ircu.atw.hu 14456 |144560 (254537 |1382 2
121163.30.197.163@17 163.30.197.163 14410 |12586/1823 ¥6274 (758 [13
1337.187.53.64@17 cloud-1-fr64.castmess.it 13858 |138580 1519537 1210 |10
74.91.112.214@17 74.91.112.214 13559 135590 6083863 878 9
195.60.214.23@17 195.60.214.23 12037 (120370 105331 1378 2
171120.125.94. 225@17 1p 120 125 94-225 mcu. edutw 11030 [9167 1862 233394 1628 66

iﬁi?i TW 31 ©2012 Computer Center Natlonal Central Unlver5|ty



4. Cloud-basedz_ 2 ¥ /= £ i /f] (cont.)

R T ) e e e e e T

m 140.115.126.180 577852 o covoe
140.115.126.180 0 36 0 36 0 58 1 1 610785  20130>22
m 140.115.126.180 0 50 0 50 0 59 1 0 838475  ;Nx0>:
m 140.115.126.180 0 101 0 101 0 113 1 1 888568  otrona
m 140.115.126.180 0 1316 0 1316 0 1051 1 0 1250280 20130522
140.115.126.180 0 35 0 35 0 59 1 1 583344  JYx0>22
140.115.126.180 0 62 0 62 0 59 1 1 1033436 20130522
140.115.126.180 0 107 0 107 0 59 1 2 1797380 200522
140.115.126.180 0 78 0 78 0 59 1 1 1312964 20130222
140.115.126.180 0 102 0 102 0 59 1 3 1712362 2915052
140.115.126.180 0 130 0 130 0 59 1 0 2162525 01x0en
140.115.126.180 0 181 0 181 0 75 1 3 2369188 20130222

2013/10/31 ©2012 Computer Center, National Central University. 37



4. Cloud-basedz_ 2 ¥ /= £ i /f] (cont.)

rate.in Duration
i IP sum_out (MB) rate_out | pkz_in(B) (10- flow_in flow_out F
minutes

140.115.65.2350 12127 6063 1348 380364 oot
140.115.65.2350 11243 0 3747 0 1349 3 0 412958 2013052
140.115.65.2350 24190 0 4838 0 1351 5 0 1098029 o> 0521
‘1‘; 140.115.65.2350 25393 0 5078 0 1350 5 0 1019859  201>-0521
140.115.65.2350 23846 0 4769 0 1349 5 0 gs103g 291302
140.115.65.2350 15231 0 3046 0 1292 5 0 1013157 20130521
140.115.65.2350 15266 O 3053 0 1325 5 0 402953 29130520
140.115.65.2350 6180 0 2060 0 1289 3 0 302215 20130520
140.115.65.2350 9141 0 4570 0 1320 2 0 77897 20130520
140.115.65.2350 18274 0 3654 0 1321 5 0 223395 20130520
23 140.115.65.2350 66 0 33 0 49 2 0 1331874 20130520
‘:’g 140.115.65.2350 56 0 28 0 49 2 0 1129277 20130520
gg 140.115.65.2350 13896 0 3474 0 1334 4 0 878366 o012

2013/10/31 ©2012 Computer Center, National Central University. 38



-1 140.115.161.32 0

274 140.115.8.45 O

[J

-1 140.115.66.203 0

J

272 140.115.49.6 173

[J

2 60.208.78.233 0

[

L 140.115.30.225 1307

o

7/ 140.115.186.11 0

140.115.155.208 3021

ki 140.115.155.54 11

89.137.189.9 575

[*)
w
w

2013/10/31

@)

loud-basedz_ £ ¥ /s £ i /7] (cont.)

sum_out

213

139

127

126

124

42

67

©2012 Computer Center, National Central University.

H
0 53 0

0 34 1289
0 31 1177
43 31 130
0 31 78
653 21 1430
0 16 0
755 1 1027
11 0 45
143 0 52

45

45

101

148

72

112

45

45

739

1481

Duration
(10-
minutes)

flow_in

359910

0

1055

862

299138

212521

10707968

flow_out

4547014

2985596

1228376

346309

480157

2836

1449162

3349

2013-05-20
16:00:00.0

2013-05-20
16:00:00.0

2013-05-20
16:00:00.0

2013-05-20
16:00:00.0

2013-05-20
16:00:00.0

2013-05-20
16:00:00.0

2013-05-20
16:00:00.0

2013-05-20
16:00:00.0

2013-05-20
16:00:00.0

2013-05-20
16:00:00.0

39



€ - C' | [ hadoop5.tyc.edu.tw/Tops/viewAllKscores.do |
i ERER g @ HETER [ #EHIEE Map Reduce Seco... M downlaod g Invoice - Sample In... g (Part 1) Configurin... [ Spring Hibernate jazoon.cam/histor... u Text File to JPG file ... » [ EfhEE

T EHE Google Chrome EEEEIE ?

Ak B A

rate_in (B)| _rate_out |

* UDP Traffic $551

2013/10/31 ©2012 Computer Center, National Central University.



[#] UDP Flooding 581

€& - C | [} hadoopb.tyc.edu.tw/Tops/viewAllKscores.do
zEeEn [ #=18% [4 £E52FE= ([) Map Reduce Seco.. X downlaod [ Invoice - SampleIn... [£) (Part1) Configurin.. (3 Spring Hibernate jazoon.com/histor...  {J) TextFile to JPG file ...

¥ &% Google Chrome EEZERE ? D
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&« - C _I} hadoop5.tyc.edu.tw/Tops/viewAllKscores.do |
H zEmEn @ E=TIE% [ #5858 @ MapReduceSeco.. X downlaod [E) Invoice - Sampleln.. [E) (Part 1) Configurin.. [ Spring Hibernate jazoon.comhistor.. )} Text File to JPG file .. » | O] EfiES

¥ &5 Google Chrome EEEEIE ? D
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Bitz per Second

g 10 12 14 16 18 20 22 0

2 4 &

g 10 12 14 16

Eits per Second

god.0 1

600.0 1 1

400,01

200,01

cycu 2013 10 12

Bit=s per Second

Moe-internet_ 2013 10 12

G
8 10 12 14 18 18 20 2 0 2 4 6 8 10 12 14 18

g 10 12 14 16 18 20 22 0

2 4 8

g 10 12 14 16

Eits per Second

40,0 11

300.0 1 1
200,01 -4
200,01 4=

0.0 1 H

mcu_2013 10 12

Eits per Second

Moe-internet_2013 10

4.8 6

Fri %t Swm Mon Twe  Ued  Thu  Fri Sat

od hooooéboosa| Boodhoodso

P 5555 u‘li-”

§ 10 12 14 16 18 20 22 0 Z 4 &

..........

g 10 12 14 16
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4. Cloud-based:z_ 2 ¥ /= & i B (cont.)

1 Target UDP Flooding

O & F 3P| (per 10-minute)

» rule_1 : bw_flooding
if (volume > 3 GB)

» rule_2 : portscan / DDoS attack
if ((pkz_out < 60 && pkz_in < 60) && (cnt_out > 80000 || cnt_in > 80000) )

» rule_3 : udp_flooding
if (pkz_out >= 1000 && cnt_out > 1000000 )

» rule_4 : php_vulnerable
if (pkz_out >= 1495 && cnt_out > 10000 )

» rule_5 : packet_flooding
if (pkt_out >= 20000000 ) // 20M packets per 10-min

» rule_6 : flow_flooding
if (flow_out >= 5000000 ) // 5M connections per 10-min
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Target UDP Flooding (cont.)

» Anomalies Notification

» grade labeling
» Traffic detail

» Automatically Blocking

2013/10/31

» Black hole routing
» Shell script

» Routing attack source traffic
to null(
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Gomputer Center, National Gentral University.

Thank You!
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