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T_E A

J In-line mode

dIp# e
» Trust: tkm-ip group , other-ip group
» Untrust
- Policy:
> P2predy
> security ¥ #1:
e Antivirus

e anti-spyware

e Vulnerability:dns Brute-force DOS Attack, ssh Brute-force
Attempt ...
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€ & C | &hiyps//192192.227.33/4dashboard:vsysl

paloalto

NETWORKS.

| Dashboard ACC Monitor Policies Objects Network Device

Lavout: FYSTERSNED
General Information = System Resources

PA-5060
192.192.227.33
255.255.255.0
102.192.227.14

Last updated: 14:40:26

Widgets

=
-

Top Applications

Device Name

P Address
Netmask

Default Gateway
IPvG Address

IPv6 Default Gateway
MAC Address

Model

Serial #

Software version
GlobalProtect Client
Application version

1357 911

13151719 2123

2 4 6 81012 14161820 2224
Management CPU  37%

||
)

00:90:0b:22:03:1a
PA-5060
0008C100986
4.1.8-h3

0.0.0

363-1723
363-1723
976-1357

4061

Idle For
00:00:00s

Admin
center2s

Client
Web

Session Start
03/25 13:58:16

From
140.115.11.190

Threat version Locks

No locks found

Antivirus version
URL Fittering version

GlobalProtact datafie

wersion &

File Name

Mon Mar 25 14:40:23 2013
97 days, 23:08:33

Time
mpas-fe.exe

yahoo_tw_ie9_win7_x86.exe
yahoo_tw_ieS_win7_xB86.exe

Uptime

Config Logs S 25.0.1364.172_chrome_instaler.exe

No data avaiable. G-express-
cht_a36085839753791a3fh980974f15¢c3
2e6573a077 . exe

ACC Risk Factor = 25.0.1364.172_chrome_installer.exe

1 2 3 . 5 25.0.1364.172_chrome_installer.axe

Last 60 minutes I [ M- 3 2 25.0.1364.172_chrome_installer.exe
T o e =

A 25.0.1364.172_chrome_installer.exe

25.0.1364.172_chrome_installer.exe

center25 |

)

Name

Microsoft PE File

windows Executable (EXE)
Microsoft PE File

Microsoft PE File

Microsoft PE File

Windows Executable (EXE)
Microsoft PE File
Microsoft PE File
Microsoft PE File
Microsoft PE File

& [E Save

Time

03/25 14:40:25
03/25 14:40:25
03/25 14:40:25
03/25 14:40:24
03/25 14:40:23

03/25 14:40:23
03/25 14:40:23
03/25 14:40:23
03/25 14:40:23
03/25 14:40:23

©2013 Computer Center, National Central University.
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P
ot

paloé-!'\-gmcq ACC Monitor Policies

LU Last Hour

Objects Network Device

b Sort By BFEETRI TDP

EBRER

Risk Application Sessions Bytes
1 dns 3.0M o 28G [
2 web-browsing 1M = 1836 Om
3 insufficient-data 760.1K O 187.7M 1
4| = google-update 651.7K O 149G
3 ssl 4434K 0O 936 @
6 facebook-base 3723K 0 1196 =
7 = v 201.6K 0 1.0G 1
8 ping 743K 1 51.8M 1
9 irc-hase 208.6K [ 71.9M 1
10 ms-rdp 150.9K I 356 0
11 non-syn-tcp 1254K 1 116 1
@ 87.3K 1 4084 K 1
<%bﬂ1mrenf_ 733K 1 222.0M 1
14 unknown-tcp 705K [ 3026 o
15 smtp 704K 1 1201 M 1
16 qvod 648K 1 3724M 1
17 | B plurk 56.8K 1 173.6M 10
18 web-crawler 405K [ 20G [
19 funshion 363K 1 712.6M 1
20 naver-ine 351K I 5202M 1
21 ntp 0K 1 5854 K 1
22 ssh 205K [ 63.5M 1
23 mysql 203K I 271M 1
24 time 187K [ 30.0K 1
25 xunlei 181K I 617.3M 1

©2013 Computer Center, National Central University.



M palozlio

ACC Monitor Policies

Objects Network Device - & B save

biuorren!@ ® 5B [3@[% ey &=
~
Destination Host Name Destination User Bytes Sessions
L 14 2@ | ' 900.6M [ 34K ol
208 14 208 & 1677M 0 2069k O3
30 14( 30 & 5292M 3 1145k @
99 | 14 99 2404M O 627K O
0 | 140 o 1289M 0 54.0K 0
b 16 s 1145M 0 46.5K 0
225 22 n.ncu.edu.tw ¢ 623M | 385K 0
Shi SIE.NCU.edu.tw & 2366M @ 27K 0
00 off ncu.edu.tw & 27.2M | 23.0K 1
B b b-18.mcu.edu.tw @ 19M 1 109K |1 -
BS  ee .ee.ncu.edu.tw @ 386M 1 107K 1
12 16 @ 113M 0 104K |
13 108 12 108 @ 84M 1| 9.6K 1 7|
14 18 |11 CSIE.NCU.edu.tw & 34.8M 1 87K 1
15 140 09 14 09 @ 3019M @ 81K |
16 140.1 190 | 19 n.ncu.edu.tw @ 155M | 7.9k |
17 140.1 50 50 | ncu.edu.tw @ 125M | 76K 1
1 5 14 5 @ 233M O 69K |
93 es]] .ncu.edu.tw @ S520M 1 63K |
03 | 14 03 @ 1232M 0 62K 1
85 ppl fo.ncu.edu.tw o 209M 1 56K 1
14( w 48M 1 40K 1
6l 61 neu.edu.tw o 39M 1 40K 1
151 | 15 ncu.edu.tw & 52M 1 36K 1
0 p- -80.meu.edu.tw @ 509.5K 1 35K 1
v
L 1 |=——=i] —_—

©2013 Computer Center, National Central University.
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paloalto S : :
NETWORKS | Dashboard ACC Monitor Policies | Objects | Network Device & Commit & B Save
Layout: n Widgets Last updated: 12:00:10 n S (DHelp
rs
Threat Logs o System Resources (7] Top Applications T
Name Severity Time
ZeroAccess.Gen Command and Control Traffic  critical 04/12 12:00:10 g 7o 1519
Morto RDP Request Traffic lowr 04/12 12:00:10 insufficient-data
DNS ANY Queries Brute-force DOS Attack medium 04/12 12:00:10 2 46 81012 14161820 2224
DNS ANY Queries Brute-force DOS Attack medium 04/12 12:00:10 Manzgement CPU  23% [
Morto RDP Regquest Traffic lowr 04/12 12:00:10 T
DNS ANY Queries Brute-force DOS Attack medium 04/12 12:00:10 < Seeson Count 1351415 >
Morto RDP Request Traffic lowr 04/12 12:00:10
ZeroAccess.Gen Command and Control Traffic  critical 04/12 12:00:10
DNS ANY Queries Brute-force DOS Attack medium 04/12 12:00:10
DNS ANY Queries Bruta-force DOS Attack medium 04/1212:00:10 | admin From client  Session Start 1dle For
center2s 140.115.11.190 Web 04/12 11:06:40 00:00:00s =
ACC Risk Factor 5
1 2 3 4 5 General Information
Last 60 minutes Y [
S 3 u 2 Device Name  PA-5060
P Address  192.192.227.33 Data Logs
Netmask  255.255.255.0
Col L o] File N N T
nfig Logs SH Default Gateway  102.102.227.14 e llame ame fme
No data avaizble. e 27.0.1453.47 _chrome_installer.exe Microsoft PE File 04/12 12:00:08
T_BaiduPlyer20130410.exe Windows Executable 04/12 12:00:08
1Pv6 Default Gateway (EXE)
MAC Address  00:90:0b:22:03:1a3 T_BaiduPlyer20130410.exe Microsoft PE File 04/12 12:00:08
Model  PA-3060 GooglelUpdateSetup.exe Windows Executable 04/12 12:00:08
EXE
Seral # 0008C100986 ¢ i )
) GooglelUpdateSetup.exe Microsoft PE File 0412 12:00:08 [
Soflnarelenionit TE 13 rmpas-fe.exe Windows Executable 04/12 12:00:08
GlobaProtect Client  0.0.0 (EXE)
Application version  366-1738 rmpas-fe.exe Microsoft PE File 04/12 12:00:08
Threat version  366-1738 26.0.1410.64_26.0.1410.43_chrome_u  Windows Executable 04/12 12:00:08
B ) pdater.exe (EXE)
ETBTEERD EEHERY 26.0.1410.64_26.0.1410.43_chrome_u Microsoft PE Fle 04/12 12:00:08
URL Fittering version 4074 pdater.exe
GlobalProtect datafie 0 T_BaiduPlayer20130410.exe Windows Executable 04/12 12:00:07
version (EXE) b

©2013 Computer Center, National Central University.




ns ddossiit &

Policies Network

Dashboard ACC

HName Database Time Frame Rows Sort: By Group By Scheduled

§ Custom Report

e st

7 Threat/Content Name
DNS ANY Queries Brute-force DOS Attack
S5H User Authentication Brute-force Attempt
Microsoft SQL Server User Authentication Brute-force Attempt

Export to POF [l Export to c5v M Export to XML

©2013 Computer Center, National Central University. 8



#B paloalio T o I

Policies Objects Network Device

141 2013/04109 02:40pm - 2013/04/09 03: | ¥ ELUE: ] session| ¥ ML 25 |+

LT TR PN 5SH User Authentication Brute-force Attempt [X]

Name:

jinH
Description:
Severity:

SSH User Authentication Brute-force Attempt

40015

This event indicates a brute force attack through multiple login attempts to an S5H server.
HIGH

Top Attackers

Aftacker IP Aftacker Hostname Attacker Sessions
11957 78.52 195.¢ 52 @ 21 K o
2| 218 2 il ) 218.; 129 & 308 @
3 651 384 wicke _  icharcoal.com & 341

Victim IP Victim Hostname Victim Sessions
1| 183. 21.244 cne2e du.tw @ 340 3
2|163. 18.80 163 0 & w07 =
3 163, 435 163.2 5 78 @3
4/163. 21.82 163.2 n@ 244 @
2| 163. 3.14 163.2 N 243 @
6/163. 5117 ul7-2 L63.un-announce.tyc.edu.tw & 136 O
7|163. 2146 cncat u.tw @ 126 O
8 163. 3.3 proxy du.tw & w0z 0
9 163. 55.170 163.2 170 & 96 @
10 163. 55.185 163.2 185 @& 94 0
11| 163. 21.11 cnell u.tw & 87 0
12| 163. 53.1 twnt yc.edu.tw & 55
13| 120. 36.177 webd edu.tw & 15 1
14120, 72149 12041 149.1P.vnu.edu.tw & 141

©2013 Computer Center, National Central University.
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paloalto

NETWORKS Metwork Device & commit § (B Save

Dashboard

U] 2013/04/09 02:46pm - 2013/04/08 03 | = US4 Session | W 10

Monitor FPolicies Objects

-

LT e L el DMS ANY Queries Brute-force DOS Attack [ E;L Eh F‘-‘S -
SHULI U SUU e s, .

Severity: [T

Top Attackers
Attacker IP Attacker Hostname Attacker Sessions
1 8s5. .137 tango rdyou.net & 374.9K =&
2|17 2.216 bas2-i 2925233368 dsl.bel.ca & 233.6K &
3|17 77 5010t scc6d.ve.shawcable.net & 203.5K =
4| 8o, 11 falcon ledicated.com & 169.9K O g
5 92. 1.44 cpc5- - 1557 K @
custs8 ale.virginmedia.com &
18« 9.65 184-2 static.hostnoc.net & 146.1 K @
7|12 3.38 S‘E—l -38.Inse2.cha.bigpond.net.au 842K O
8| o1. 6.66 66.58 data.pl & 8l.6K O
9 17t El static. 6.clients.your-server.de & 70.2K 0
10 o8. 7.68 ip98-1. . _ .. _3.ph.ph.cox.net & 49.7 K 0 b

Victim IP Victim Hostname Mictim Sessions
1 163.7° ° ".250 163. 250 @ 137.2 K @
2 | 163, a 163. 16 1347 K @
3| 163 A0 163. 10 G 1176 K @
4| 163, a2 163. LG 1141 K @
5| 163 i0 x.pm du.tw G 1124 K @
6| 163. i 163. oG 1131 K @
7| 163 a 163. 1 1104 K @
8| 163 i § host -edu.tw G 110.0 K @
9 163 130 163. 130 @ 109.1 K @
10 | 140, 3.121 140. 121 @@ 785K O

©2013 Computer Center, National Central University.
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ptZ dns ddos (e

Puolicies

Dashboard ACC

MName Database Time Frame Rows Sort By Group By Scheduled

Custom Report

[ apor s

Threat/Content Name

DNS ANY Queries Brute-force DOS Attack 723.7 K [
Microsoft SQL Server User Authentication Brute-force Attempt 419 1
S5H User Authentication Brute-force Attempt 4 1

Export to POF l Export to csv [l Export to XML

[Hadd (=)Delete [JClone

©2013 Computer Center, National Central University. 11



Dashboard

Name

Guaranteed

Name Egress
(Mbps)
B3 ethemet1/24
=3 reguiar-traffic

253 defaul-group  0.001
Echss 1 0.001
=l ciass 2 0.001
E chass 3 0.001
= class 4 0.001
Echss 5 0.001
Ecass 6 0.001
Echss 7 0.001
Echss 8 0.001

El tunnektraffic
CIbypass-traffic 0

Egress
(Mbps)

10000
10000

10000
10000
10000
10000
10000
10000

Maximum

Guarantead Egress (Mbps) Maximum Egrass (Mbps)  Profile Enabled

ENN Il | Applications | Source Users munummmm QoS Rules

Runtime
Bandwidth
(Mops) [ class 2
24641
24641 000
217
855.84 =00
g 800
16061
0 z

A
’ 3
0 P
0

i
57.03 2

z

o

]

&,

[+)Add (-)Delete

©2013 Computer Center, National Central University.
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sessionsi¢ * § & =

Sessions for Paloalto5060

System: NCU Paloalto5060

brrimslEEERT 2013 )9 H 17 H, EHI=, 13:50.
In e TH "PaloAlte 5060' » TIEFEIERI(UPTIME): 329 days, 21:59,.

‘2H B3R ¢ 5yiE £

4.4 M

3.3 n

2.2 M

1.1 M

Sessiong used

0.0 M
6 § 10 12 14 16 418 20 2 o 2 4 &6 8§ 10 12

Bt 1800.0%ks Y 12403 ke EBT 1608.1%ks
& Sessions Utilization: 18029 ks 3E1Y) Sessions Utilization: 12493 ks HE] Sessions Utilization: 1608.1 ks

B3H B3k 30 5r3E F19)

4.4 M

3.3 H

Z.2 M

1.1n

Sessions used

.0 M
Tue Wed Thu Fri Sat Sun Man Tue Wed

= 1816.0ks SEfY 12732 ks BAr 13220ks
& Sessions Utilization: 1816.0 ks 334 Sessions Utilization: 1273 2 ks HE] Sessions Utilization: 1522 0 ks

| »

11

BH B3 @ JMEF EH)

3.3 M 4o

2.2 M

Sessions used

1.1 H

o.on

Week 11 Week 12 Week 13 Week 14

©2013 Computer Center, National Central University.
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P paloalto

HETWORKS.

B Logs
El Traffic
B Threat
URL Fitering
Data Fittering
B 41p Match
Configuration
System
Alarms
£ Packet Capture
B@App Scope
Summary
[¥4 Change Monftor
@ Threat Monitor
ﬁThreat Map
Network Monitor
& Traffic Map
&) session Browser
& Botnet
=8 PDF Reports
ﬁManage PDF Summary
8 User Activity Report
Fireport Groups
B Ermail Scheduler
@)Manage Custom Reports
[l Reports

Monitor traffic

Dashboard

Monitor

Palicies

Objects

Network

Device

& Commit & B Saw

[P < O

7112345678910 [ [] Resolve hostname

©2013 Computer Center, National Central University.

oy P ®® 6
Receive Time | Type ;::2 ToZone  Source Source User Destination ;—g = Application Action | Rule Bytes

B 04/12 11:46:36  deny V-untrust | V-trust 202, 74 163. 244 4672 emule deny  inbound-deny 69
B 04/12 11:46:36| deny V-trust V-untrust | 140. 139 8.2 58175 | bittorrent deny  outbound-deny 314
@ 04/12 11:46:36 | deny V-untrust | V-trust 119, 132 163. 244 4672 | emule deny  inbound-deny 69
B 04/12 11:46:36 | deny V-trust W-unfrust | 140. 7.162 37.1 41 49001 | bittorrent deny  outbound-deny 140
B 04/12 11:46:36 deny V-untrust | V-trust 218, 51 163. 244 4672 emule deny  inbound-deny 69
@ 04/12 11:46:36 | deny V-untrust | V-trust 115, 0.160 163. 2.44 | 4672 | emule deny | inbound-deny 69
B 04/12 11:46:36  deny V-trust V-unfrust | 140. 2.98 218. 138 6261 | emule deny  outbound-deny 60
@ 04/12 11:46:36 | deny V-trust V-untrust | 140. 2.08 88.1 1.45 | 22201 | emule deny | outbound-deny 60
B 04/12 11:46:36  deny V-trust V-untrust = 140. 75 5.13 186 | 6881 | bittorrent deny  outbound-deny 98
B 04/12 11:46:36| deny V-trust V-untrust | 140. 2.98 223, 72.136| 5157 | emule deny  outbound-deny 60
@ 04/12 11:46:36 | deny V-trust V-untrust | 140. 2.98 222, 38.40 | 25748  emule deny  outbound-deny 60
B 04/12 11:46:36 | deny V-trust W-unfrust | 140. 2.98 117. 1.91 | 38080 emule deny  outbound-deny 60
I @) 04/12 11:46:36 | deny V-trust V-untrust | 140. 209 201. 30.230 | 51582  bittorrent deny  outhound-deny 339
B 04/12 11:46:36 | deny V-trust W-untrust | 140. 7.162 24.2 227 | 37578 | bittorrent deny | outbound-deny 140
B 0412 11:46:36 | deny V-trust V-untrust | 140. 49 2.9 11867 | bittorrent deny  outbound-deny 62
@ 04/12 11:46:36 | deny V-trust V-untrust | 140. 4.216 01.2 186 | 6899 | bittorrent deny | outbound-deny 104
B 04/12 11:46:36  deny V-trust V-untrust = 140. 166 79.1 3.132 | 19044 bitorrent deny  outbound-deny 140
B 04/12 11:46:36| deny Veuntrust | V-trust 175. 4.115 163. 244 | 4672 | emule deny  inbound-deny 69
@ 04/12 11:46:36 | deny V-untrust | V-trust 14.1 .56 163. 244 4672  emule deny  inbound-deny 69
B 04/12 11:46:36 | deny V-trust V-unfrust | 140. 5.230 62.1 1.230 | 6881 | bittorrent deny  outbound-deny 317
@ 04/12 11:46:36 | deny V-untrust | V-trust 58.1 7 163. 244 4672 | emule deny  inbound-deny 69
B 04/12 11:46:36 | deny V-trust W-untrust | 140. 108 60.2 146 | 27650 | bittorrent deny | outbound-deny 140
B 0412 11:46:36 | deny V-trust V-untrust | 140. 5.236 79.1 00 25717 | bittorrent deny  outbound-deny 248
@ 04/12 11:46:36 | deny V-untrust | V-trust 58.5 4 163. 2.44 | 4672 | emule deny | inbound-deny 69
B 04/12 11:46:36  deny V-trust W-untrust | 140. 62 83.6 08 19535 | bittorrent deny  outbound-deny 148
[ 04/12 11:46:36 denv \-trust V-untrust 140 4,216 78.1 84 41841 | bittorrent denv__ outhound-deny 104
KKl

Dspla'yinglo;sl-st)l' perpage|
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paloalto

NETWORKS.

E Logs
E?’ Traffic
B3 Threat
@ URL Filtering
Data Filtering
B H1p Match
Configuration
System
Alarms
£ Packet Capture
E@App Scope
Summary
[¥ Change Monftor
W Threat Monitor
ﬁThreat Map
Network Monitor
@ Traffic Map
&0 session Browser
& Botnet
= POF Reports
ﬁManage PDF Summary
&5 User Activity Report
RBireport Groups
&) Email Scheduler
I@Manage Custom Reports
[l Reports

Monitor Threat

Dashboard

Monitor

Palicies

Objects

Network

Device

& commit & B Sav

[T © OF

©2013 Computer Center, National Central University.

4| DX E
From ) To ) .
Receive Time | Type Hame Zons To Zone | Attacker Attacker Name  Victim Part Application Action Severity
B 04/12 11:49:48 spyware Sipvicious.sundayddr V-untrust | V-trust 115. 34 12007 TL17 5060 | sip alert low
User-Agent Traffic
@) 04/12 11:49:48 | spyware I_]]orftro RDP Request V-untrust | V-trust 123. 120 140.: 0.103 | 3389 | t.120 alert low
raffic
B 04/12 11:49:48 spyware Win32.Conficker.C p2p V-untrust | V-trust 109. 30 140.: $4.51 | 10636 unknown-udp dro -z;_\l- critical
packets
@ 04/12 11:49:48 | vulnerability DNS ANY Queries Brute- | V-unfrust | V-trust 50.3 4 163.. 3.130 | 53 dns drop-al- medium
force DOS Attack packets
@ 04/12 11:49:48  spyware I_]]orftro RDP Request V-untrust | V-trust 125. 18 120.: 15 3380 | ti20 alert low
raffic
@ 04/12 11:49:48 | spyware ZeroAccess.Gen V-trust V-untrust | 140. 50 64.1; 1.169 | 53456 | unknown-udp drop-al- critical
Command and Control packets
Traffic
B 04/12 11:49:48 spyware ZeroAccess.Gen V-untrust | V-trust 180. 254 140.: 2.44 61982 unknown-udp drop-al- critical
Command and Control packets
Traffic
@) 04/12 11:49:48 | spyware I_]]orftro RDP Request V-untrust | V-trust 69.1 5 140.: 40.113| 3389 | t.120 alert low
raffic
@) 04/12 11:49:48 spyware I_]]orftro RDP Request V-trust V-untrust | 120. 31 103.¢ 35 3380 | ti20 alert low
raffic
h
@) 04/12 11:49:48 | spyware I_]]orftro RDP Request V-untrust | V-trust 190. 29 192.¢ 1.43 3380 | ti20 alert low
raffic
B 04/12 11:49:48 spyware Pushdo.Gen Denial of W-trust V-untrust | 140. 50 199.¢ 578 80 web-browsing  alert critical
Service Traffic
B 04/12 11:49:48 | spyware ZeroAccess.Gen V-untrust | V-trust 68.1 27 140.: 12.15 | 60003 | unknown-udp drop-al- critical
Command and Control packets
Traffic
@) 04/12 11:49:48 spyware I_]]orftro RDP Request V-untrust | V-trust 209. 200 192.¢ 1.29 3380 | ti20 alert low
raffic
B 04/12 11:49:48 | spyware ZeroAccess.Gen W-trust V-untrust | 140. 50 98.1¢ 61 53738 | unknown-udp drop-al- critical
Command and Control packets
Traffic
@) 04/12 11:49:48 spyware I'FDFI{'I—;D RDP Request V-untrust | V-trust 213. 252 140.: 79.154 | 3389 t.120 alert low
raffic
B 0412 11:49:48 | vulnerability DNS ANY Queries Brute- | V-unfrust | V-trust 76.9 1 163.; 3.10 |53 dns drop-al- medium
force DOS Attack packets
@) 04/12 11:49:48 spyware I_]]orftro RDP Request V-untrust | V-trust 83.2 33 140.: 76.136| 3389  t.120 alert low
raffic
B 04/12 11:49:48 | spyware ZeroAccess.Gen W-trust V-untrust | 140. 50 58.7. 47 60488 | unknown-udp drop-al- critical
Command and Control packets
Traffic
04/12 11:49:48 spyware ZeroAccess.Gen V-trust V-untrust | 140. 50 75.10 3.223 | 63109 unknown-udp drop-al- critical
S50 P
0 < 112345678910 | D |[] Resolve hostname Dsptayinglogsl—i!l)\' per pagel

15



paloalto

NETWORKS

BLogs
El Traffic
B Threat
URL Filtering
Data Filtering
B H1p Match
E) Configuration
B system
& Alarms
£ Packet Capture
=& app Scope
ummary
[Fas Change Monitor
.@ Threat Monitor
@ Threat Map
Network Monitor
. & Traffic Map
4§ Session Browser
& Botnat
= POF Reports
mManage PDF Summary
Q5 User Activity Report
'E]Repurt Groups
B Fmail Scheduler
'@Manage Custom Reports
[l Reports

Monitor Policies

Top 5 Gainers (last 60 minutes vs yesterday)

]
H
L 1.7K% 10K
U g ek I kg
¢ 1.02K% t ek 8
n  630% | 4K @
v 340% KU
5 0% L— 0o 4
L - & R &
H # & &
a Pl &o‘:’\

00 S

Percentage Grovth Sessions |

1,700,000M
1,360,000M I i
L]
Il
|

Top 5 Bandwidth Consuming Apps (last 24 hours)
1,020,000M

iy
680,000M H

340,000M |5 HIm[H 1
0

Bytes

FELSS LS F LSS P
PRI RN N

unknovm-tep web-brovaing

syoutube-base  mssl  wfacebook-

base u other

Objects Network Device

Top 5 Losers (last 60 minutes vs yesterday)

H
2 o 0 .
¢ -20% f I e f
-40% e
5 -60% 24 T
t -20% -2 &
§ -100% N -40
[ & & & 3 Q
U & & o Ly
& « _‘,0" N &
cé G‘»
&
&

| Percentage Growth Sessions |

Top 5 Bandwidth Consuming App categories (last 24
hours)

1,700,000M
1,360,000M
g 1,020,000M
Z  680,000M
340,000M |=
0
PSS LSS S
LN NG I NN R
unknown  smedia = ganeral-
internet  mnetworking  ® business-

u other

systems

Top 5 Bandwidth Consuming Source (last 60 mins)

9.600M
7.200M %
4,800M %
2,400M
- # 4
z,ﬁﬂ’ 27 & &
[ s s
,\} P R R
o & p o .
d o v 5 ]
1() '\.& ,\’(n ,\’h

Top 5 Threats (last 24 hours)

£
5
a
o
3 o E— -
£
F LEL PP PSP PP PSP
LSRRIl i O Ol i

& commit & [ Save

DNS ANY Queries Brute-force DOS Attack A
Sipvicious.Gen User-Agent Traffic
u Morto RDP Reguest Traffic uSIP I
Register Message Brute-force Attack
» ZeroAccess.Gen Command and Control

A4
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% Threat summary

paloalto

NETWORKS Dashboard Moniter Policies Objects Network Device & commit & B Save

3B Logs i Top 10+ [7|Threats « | Fif o .

& Trafic
B Threat
URL Fitering
Data Filtaring
B HIp Match
% Configuration
% System
& Alarms
£ Packet Capture
306 app scape
Summary
[F& Change Monitor
.@ Threat Monitor
@ Threat Map
Network Monitor
&Traf’ﬂc Map
‘})Sessiun Browser
¥ Botnet
=5 POF Reports ‘
280K

——
| ]
-
i manage POF Summary I b ! | i
9@ User Activity Report:
I%Reporf: Groups
g Ermail Scheduler
[ Manage Custom Reports
[l Reports
140K 1 | | | . . E— .
|

£ ) ) £ £ ] )
& Qb-.b” & Q,\-.@ o @-.@ g @-9" & & & _}-.@ =

Jook————— Show al threat types

560K

420K

Threat Count

‘o,
‘o,

DNS ANY Queries Brute-force DOS Attack Morte RDP Request Traffic = Sipvicious.Gen User-Agent Traffic = 5IP Register Message Brute-force Attack » Zerohccess.Gen Command and Contral Traffic
» IMDDOS.Gen Command And Control Traffic m Conficker DNS Reguest m MAIL: User Login Brute-force Attempt ® Morto DNS Request Traffic u Sipvicious.sundayddr User-Agent Traffic mother

Last 6 hours | Last 12 hours Last 24 hours Last 7 days Last 30 days
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Application Reports [ [ rafic Reports e Revors TR O e e

- . (0] Botnet ] URL Categories
il Applications i Security Rules B Threats W URL Users
[m Application Categories il Sources W Attackers Il URL User Behavior
] Technology Categories bl Source Countries | Attacker Countries W Weh Sites
] Destinations [ Victims

[ HTTP Applications [l Blocked Categories

: L ] Destination Countries [ Victim Countries
[l Denied Applications il Connections il Viruses [ Blocked Users |
il Source Zones [l Spyware il Blocked User Behavior

Il YVulnerabilitias ] Blocked Sites

i Destination Zones [ Spyware Infected Hosts

Il Ingress Interfaces

Il Egress Interfaces

Wl Denied Sources

] Denied Destinations

] Unknown TCP Sessions
ml Unknown UDP Sessions
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paloalto

NETWORKS

E|L0g5
|Ez.lTran"ﬁc
E¥ Threat
URL Fitering
Data Fittering
B HIp Match
Configuration
System
B Alarms
£ Packet Capture
E!@App Scope
Summar',r
[®a Change Monitor
@Threat Monitar
@ Threat Map
(&8 Network Monitor
&, Traffic Map
"-3) Session Browser
&¥ Botnet
= [ PDF Reports
%Manage PDF Summary
Sa User Activity Report
%Report Groups
B Email Scheduler
’lTé'BManage Custom Reports
[l Reports

Dashboard ACC

Application Name

Objects Network

Device

Sessions

1 dns
2 | insufficient-data
3| twu
4 | web-browsing
5  non-syn-tcp
6 | ping
7 | unknown-tcp
8 | facebook-base
9 =gl
10 | funshion
11  unknown-udp
12 | web-crawler
13 icmp
14 | mssql-db
15 ms-rdp
16 | smtp
17  gvod
18 | plurk
19 ppstream
20 garena
21 | ntp
22  360-safeguard-update
23 sip
24 | snmp-base
25  facebook-chat
26 | time
27 | stun
28 | flash
29  gnutela
30 | pando

2724 G
17041 G [
492G 1
406G 1
7096.7 G o
538.7G 0
478.1G O
51716 0
305.7G 1
22216 1
541.9M 1
276 1
1747 G 1
1336 1
538.76G 0
5.0G 1
59.0G 1
836.3M 1
1.5G6 1
786 1
2207 M 1
242.8M 1
3876 1
542.0K 1
506 1
316.0G 0
346 1
331.9M 1

Export to PDF @ Export to CS\V | Export to XML

79.3 M
39.9M
393 M
17.6 M
15.1M
13.3 M
12.2 M
9.9 M
8.6 M
6.0 M
3.2M
3.2M
3.0M
3.0M
29M
25 M
14M
13M
13M
1.2M
1.0M
903.5K
659.3 K
606.5 K
5513 K
488.0 K
462.6 K
455.6 K
401.9 K
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& Commit ¢ B Save

Custom Reports
Application Reports
[l Applications
[l Application Categories
[l Technology Categories
[ HTTP Applications

[l Denied Applications

2 3 4 5 6
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iF % -Topapp

— =]

'HEHEEEREST x \L_
<« C' [ 140.115.2.27/Links/viewAll TopApps.do

Y
Pk & & o0
ASOC Abwscifl  EAINEH EdSTmME gEpgs  Dooeon SRISNE pe ey smeEes
Year (4-digit): | 2013 [~ | Month: | 04 [¥] Day: | 23 [~ Submit:
Links 38 5K 9 {00 B 5
==y hY > = g =
Pk B W 4 o0 48RS B 700 EEH(20130423) ]
SEPE A A Bytes Eilh Session il
. cns 8329 GB 16020 M|
. e . [web-browsing 2 78 TB 80.17 M|
T ABERAAE (10 minutes) Creaie 65.02 GB 64.12 M|
il sl A b 42494 GB 60.52 M|
- sl 105 TH 3025 M
facebook-base 1.12 TB| 26.39 M|
lnon-syn-tcp 145 82 GB 2191 M|
lping 401 GB 16.74 M| |
smtp 4471 GB 12.82 M|
lfnshion 62731 GB 11.49 M|
unkcnown-tep §.01 TB| 10.79 M|
Imssql-db 577 GB 771 M
hmnknown-udp 30322 GB 675 M
web-crawler 209 99 GB 443 M]
qvod 65194 GB 377 M
ficmp 582 48 MB 320 M
[ppstream 86.98 GB| 255 M
ms-rdp 103.05 GB 221 M
lpherk 922 GB 177 M
sip 186.92 MB 158 M|
360-safeguard-update 7.21 GB 1.49 M
coogle-update 362 41 GB| 1.44 M
Intp 1.79 GB 138 M|
lpando 725 GB 130 M| L
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paloalto

NETWORHKS.

E|L0g5
Eﬁ:‘;Trafﬁc
E# Threat
B URL Fittering
Data Fittering
B Hp Match
Configuration
System
& Alarms
£ Packet Capture
E!@App Scope
Summar',r
B4 Change Monitor
@Threat Monitor
@ Threat Map
(B8 Network Monitor
& Traffic Map
"-3)Se55i0n Browser
&¥ Botnet
=# PDF Reports
%Manage PDF Summary
Qa User Activity Report
%Report Groups
B Email Scheduler
’lTé'BManage Custom Reports
[l Reports

% -Hostim & £t 17

Dashboard

ACC

Source address

Monitor

Source Host Name

Policies

Network

Objects

Source User

Device

Lo R B o 0 L T B S

[
Moo= o

13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

140.
140.
140.
60.17
163.
1Lz rid
120.
140.
140.
163.
140.
1Lz rid

120.
140.
140.
140.
140.
140.
163.
210.
120.
120.
140.
140.
210.
120.
192.
163.

3.128
31
1
.66

27.4
03.2
2
92.11
Tls
160
49.3

8.5
2.169
9.32
.109
104
9.42
8.151
250
90.3
1.202
9.230
00.2
.252
04.4
1.24
1.1

mpon
sunl.
dnsl.
60.17
2001
nocs.
nso2.
dns2.
dns1-
163.2
140.1

nsl.k
addr.i

120-1
140.1
140.1
dorm:
tauru
1s540
163.2
wish2
dns3.
wianz
140.1
mail.b
210.2
120.1
192.1
dns.k

1cu.edu.tw &
du.tw G
adu.tw &

66 G

3200::1 &
Ju.tw &
du.tw &
adu.tw &
necu.edu.tw G
h15 &

160 &
:l.l.t'.'J.249.192.192.in-

3-5.IP.vnu.edu.tw &
1,169 &

132
yzu.edu.tw
edu.tw
adu.tw

1.151
sh.tyc.edu.tw
u.tw

edu.tw

1230
u.edu.tw

252

4.4

.24

Ltw

657.5 M
64.5 M
416.1 M
166
454.4 M
2974 M
28M
209.9 M
15.0M
1949 M
2276 M
97.6 M

1.7 M
146
1.2 G
300.4 M
1704 M
5.6 M
5145 M
495.4 M
36.4 M
9.5G
640.5 M
417.9 M
45.8 M
83.8 M
399 M
62.7 M

Export to PDF @ Export to CSV @ Export to XML

=== == —g---------

24 M
21 M
1.6M
1.4 M
13 M
1.2 M
1.2 M
11M
1.0M
925.0 K

921.7 K
9126 K
8188 K
681.6 K
643.1 K
610.0 K
609.6 K
586.9 K
488.6 K
466.9 K
4434 K
ALK
417.5K
4005 K
388.7 K
3853 K
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[l Security Rules
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il Source Countries

[l Destinations

il Destination Countries
il Connections
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iF # Botnet ip

EEF) HKEE #R0V) XD =EFFC) FEER ITEM ERA) REW) F=EEH) *
e
botnet B
PA-5060 : Thursday, April 11, 2013
_
4 56.238 vsys1 Repeatedly visited (813) the same malicious URL "mine2.btcguild.com™
4 140 2.169 vsys1 Repeatedly visited (77580) the same malicious URL "dolgnik.net™ . O Repeatedly visited (37) the s:
4 140, 3.47 vsys1 Repeatedly visited (5) the same malicious URL "www.updatesync.info/get/?product=0ptimizerPro&f
4 120, 34.20 vsys1 Repeatedly visited (5) the same malicious URL “www.updatesync.info/get/ ?product=0ptimizerPro&f
4 163.: 129 vsys1 Repeatedly visited (25) the same malicious URL “lyuchta.org/™ . OO0 Repeatedly visited (97) the same
4 140, 16.190 vsys1 Repeatedly visited (5) the same malicious URL "www.updatesync.info/get/?product=0ptimizerPro1&
4 140, 15.23 vsys1 Repeatedly visited (7) the same malicious URL “www.9918edu.com/favicon.ico”
4 140, 160 vsys1 Repeatedly visited (8) the same malicious URL “lyuchta.org™ . O Repeatedly visited (35) the same |
4 140, 3.126 vsys1 Repeatedly visited (5) the same malicious URL “js.2008xxx.com/fjs/gq168.js" . [0 Repeatedly visited
4 140, 4.3 vsys1 Repeatedly visited (5) the same malicious URL “www.updatesync.info/get/?product=WxDFast&pubii
4 140, 3.43 vsys1 Repeatedly visited (5) the same malicious URL "www.updatesync.info/get/?product=0ptimizerPro1&
3 120 17.26 vsys1 Repeatedly (13) downloads executables from the same unknown URL up.bddyy.com/T_BaiduPlayei
=] 140, 12,145 vsys1 Repeatedly (5) downloads executables from the same unknown URL up.bddyy.com/T_BaiduPlayerz
3 140 55.158 vsys1 Repeatedly (7) downloads executables from the same unknown URL up.bddyy.com/T_BaiduPlayerz
=] 140, 17.68 vsys1 Repeatedly (5) downloads executables from the same unknown URL up.bddyy.com/T_BaiduPlayerz
3 140 ).133 vsys1 Repeatedly (10) downloads executables from the same unknown URL up.bddyy.com/T_BaiduPlayei
3 120. 1.167 vsys1 Repeatedly (6) downloads executables from the same unknown URL up.bddyy.com/T_BaiduPlayerz
2 120, 12.102 vsys1 Repeatedly visited (59) the same URL “220.181.141.104/msvquery”
2 140, .51 vsys1 Repeatedly visited (7) the same dynamic DNS URL "ssl14.ovh.net™
2 120 16.41 vsys1 Repeatedly visited (7) the same URL "50.22.154.176/caketw/gateway/™
2 140 18.53 vsys1 Repeatedly visited (5) the same recently created domain URL "ahgesportsclub.com/™
2 120 34117 vsys1 Repeatedly visited (10) the same URL "119.147.146.110/query2"
2 140, 1.64 vsys1 Repeate-dly visited (122) the same URL "61.160.228.1/p2p/TGxgoESATGwWdOK2y-L 1x4CWVJgS-m- pr
21.80 x 11.00 3503 < | n | b
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3F 4 Botnet ip

[ C | [ 140.115.2.27/Links/viewAllBotnets.do

= 7z J =
ASOC Abuse B3 EiEERS DESEEE EoEgs ];»l—l—umg Top '—:‘:—'E‘—LME Top BEEEEE RiEES T
= =
Year (4-digit): | 2013[* | Month: | 04 [+ Day: | 23[+] Submit =
Links 3&5HE 5 (BB %
=T N\ = A
BKEIELE 0, Botnet Z21(20130423)
M = =
* SUEERSE (10-mimtes) E TEP  HE AR
* ST 8 E
i 4 120.124 25|vsys1 Repeatedly visited (6) the same malicious URL "tavis tw/ezfiles/0/1000/style/95/image
288 shdarrow gif"
‘4 11663'307108 vsysl Repeatedly visited (36) the same malicious URL "lyuchta org/"
‘4 11633'30'108 vsvs] Repeatedly visited (30) the same malicious URL "lvuchta org”
140.115.15 .. - . ..‘
4 6.238 vsvs] Repeatedly visited (15) the same malicious URL "mint bitminter com’
140.115.21 . - " m
4 0.101 vsys] Repeatedly visited (5 the same malicions URL "mvts.com/
‘4 153'30'38' vsysl Repeatedly visited (127) the same malicions URL "lvuchta org/"
‘4 1863'30'197 vsysl Repeatedly visited (58) the same malicious URL "lyuchta org/"
4 120.124 10| vsys1 Repeatedly visited (6) the same malicious URL "r1 reportbox] info/ *report_wversion=5
4243 &"
140.115.5. .. - _ -
4 ol vsvs] Repeatedly visited (14) the same malicious URL "kiev-usa biz/" .
‘4 1.‘,63'30'134 vsvs] Repeatedly visited (200) the same malicions URL "lvuchta org”
5 ||163.30.235|vsys] Repeatedly visited (11) the same URL "103.246.36.212/1/R/Q856W-4CJRR/BLUD
- 163 0001/0/GET/http/www.668bjw.com/80/biaoge 1 ixt"
4 2
‘? 140.138.21 wevs] Reneatedi visitad (270 the same=TTRT "31 13 75 17"
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iF % 1 user ip trafficiti*

lee vseranpicetion

ler 140115

Time Perind L6 b

% user-actvity-reportpf - Adobe AcrobatPro” T —_—— ‘@g
EER £EQ ®EV) XED) EEQ R IRM EEN REW) FEH) v
Time P
ERETRES 140.115. .
Thursday, April 11, 2013 04:36:10 - 10:36:09
ERERRIR 2
HNEREE 3
E’ ;!EWE 4
EEANTEEEER 5
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paloalto

MNETWORKS

Dashboard ACC Monitor Policies Objects Network Device

1 Last Hour

M sort By [EriesHlRd Tor EARd ©

1 2 5

|| omimmmiee

P P WP P

e ] B
Top Applications
Risk. Application Sessions Bytes

1 youtube-base 54K 1 261G [
2 web-browsing 8l0.0K O3 180G
3 ms-rdp 318.9K O 178G @
4 unknown-tcp 387K 1 164G O
5 ssl 4623 K 0O 142G @
6 facebook-base 261.1K O 94Gc O
7 = google-update 58.0K 1 93G O
8 ms-update 53K 1 5.56G
] adobe-update 884 1 5.5G
10 avira-antivir-update 323 1 336 0
11 web-crawler 757K 1 316 1
12 http-video 17K 1 236G 1
13 dns 43 M o 226G 1
14 kaspersky 6.8K [ 20G 1
15 flash 59K 1 136 1
16 | =0 fvu 675.6 K O 116 1
17 smitp 438.6K 0O 10023 M 1
18 ppstream 161K [ 640.6 M 1
19 qvod 541K 1 603.3M |
20 apple-appstore 206 1 557.6M 1
21 funshion 439K 1 555.3M 1
22 ftp 754 1 543.2M [
23 apt-get 148 1 5304 M 1
24 xunlei 59K 1 4194 M 1
25 insufficient-data 608.0K O 357.9M 1

& B save

»

m
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paloalto

MNETWORKS

Application Command Center

Dashboard

1L Last Hour

ACC

Monitor Policies Objects Network

¥ ELiEl Session | ¥ TﬂP

Device

RBRES
Severity Threat/Content Name o w[r}:at,-‘(:ontent Count
1 MEDION DMS AMY Queries Brute-force DOS Attack 40033 vulnerability 656.1 K
2 IMDDOS.Gen Command And Control Traffic 13195 spyware S6.1K O
3 Morto RDP Reguest Traffic 13274 spyware 453K O
4 ZeroAccess.Gen Command and Control Traffic 13235 spyware 201K O
5 Conficker DNS Regquest 20000 spyware 141K 1
6 Morto DNS Reguest Traffic 13118 spyware 70K 1
7 Pushdo.Gen Denial of Service Traffic 13301 spyware 29K 1
3 Sipvicious.sundayddr User-Agent Traffic 13273 spyware 26K 1
g Win32.Conficker.C p2p 12544 spyware 21K 1
10 Microsoft SQL Server Stack Overflow Vulnerability 30009 vulnerability 959 1
11 MAIL: User Login Brute-force Attempt 40007 vulnerability 801 1
1l MEDIUN Suspicious User-Agent Traffic 10002 spyware 789 1
13 MEDIIN Suspicious user-agent strings 10004 spyware 206 1
14 MEDION Generic User-Agent Traffic 10015 spyware 187 1
15 Bot: Mariposa Command and Control 12652 spyware 153 1
16 Sinkhole.Gen Command and Control Traffic 13265 spyware 127 1
17 MEDIUN Virus/Win32.WGeneric.gfdf 2356922 virus 85 1
18 HIGH. FTP: login Brute-force attempt 40001 vulnerability 62 1
19 MEDION Msanti User-Agent Traffic 10028 spyware 50 1
20 MEDIUN Virus/Win32.WGeneric.ffun 2697954 virus 47 1
21 LOW Sipvicious.Gen User-Agent Traffic 13272 spyware 44 1
22 MEDIUN Microsoft Internet Explorer HTTPS Proxy Information 31232 vulnerability 37 1
Disclosure Vulnerability
23 HIGH. SSL Renegotiation Denial of Service Brute-force 40026 vulnerability 331
24 MEDION Brontok User-Agent Traffic 10052 spyware 31 1
25 MEDIUM 30133 vulnerability 26 1

Microsoft ASP.NET Path Validation Security Bypass
Vulnerability

©2013 Computer Center, National Central University.
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Description

Dashboard

MName

Anti-Spyware Profile

i iE 3 Exceptions

Location

MName  tyrc-ant-spy

itor Folicies

Count

Rule Mame

Threat Mame

Sewverity

8|

Ena. d
12544
12652
13118
13195
13235

‘ Threat Mame
Win32.Conficker.C p2p
Bot: Mariposa Command and
Control
Morto DMS Request Traffic
IMDDOS.Gen Cornmand And

Control Traffic

ZeropAccess,Gen Command
and Control Traffic

‘ Rule ‘ Category
simple-critical | adware
simple-critical spyware

net-worm
simple-critical botnet

botnet

| )

critical
critical
critical
critical

critical

‘ )

default (drop-
alkpackets)

default (drop-
all-packets)

drop-all-
packets

Packet
Capture =

L]
L]
L]

ggﬁﬁlt (reset- []

drop-al-
packets

[

[} Showr all signatures

“ |pagel 1lof1l -~ | ¥ Displaying 1 -5/ 5 threats (Selected 5)

[F)add [=)Delete [IClone

©2013 Computer Center, National Central University.
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paloalto

NETWORKS,

Dashboard ACC Monitor Policies Objects Network Device

88 Security -4 | ‘ )
S NAT Source Destination
A os
@'Pulicv Based Forwarding Name Tag Zone Address User Zone Addrass Application Sarvice Class Schedule
5 Decryption PP5-100M none R V-trust any any B V-untrust any ppstream any 1 08-18
Application Override thm-p none ) V-trust 89 163.25.120.... |any @ V-untrust | any any any 2 817
& Captive Portal
[ Dos protection L
&y 163.25.132...
8 163.25.20.0/...
Ry 163.25.24.0/...
@ 163.30.0.0/16
—_——
4 5 ®
Name | Address

Mada Mirie. AL

©2013 Computer Center, National Central University.
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MName
F' T ethemet1/24
=53 regular-traffic
=3 defautt-group
Elckss 1
=l class 2
Elckss 3
Bl chss 4
= class 5
Elckss 6
Eldass 7
Elckss 8
E tunnel-traffic
[ bypass-traffic

Dashboard

Name

Guaranteed

Egress
(Mbps)

0.0
0.001
0.001
0.001
0.001
0.0
0.001
0.001
0.001

ACC

Maximum

Egress
(Mbps)

10000
10000

10000
10000
10000
10000
10000
10000

Monitor Policies Objects

Guaranteed Egress (Mbps) Maximum Egress (Mbps)  Profile Enzbled

Runtime 1500 G Applications | Source Users | Destination Users | Security Rules | Q05 Rules

Bandwidth

(Mbps) Name | Sessions | Bytes |
google-talk-base 10 12526 &

28486 windows-push-notifications 2 226 1

28486 yahoo-voice 1 57

0.61 telnet 7 352§

931.91 google-plus-base 1 304

0 unknown-tcp 1 184

1916.08 ssl 10 27188

0 naver-ine 1 83 A
msn-base 3 12147

L google-maps 1 79

L teredo 15 4606

0 unknown-udp 1 344
tvu 1 524

43.51 ping 233 627
teamviewer-base 6 10462 |
facebook-chat 1 404
grmail-base 3 496628
ipv6 8 19
web-browsing 4 1138
facebook-base 10 8340
dropbox 1 79 i
farahnnlk_cnrialnbinin 1 5024
9 < | page| 1loF1| b Displaying 1 - 30 of 30
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