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1. PaloAlto 5060 IPS

1 PaloAlto 5060 IPS
> 2012-12 kx* IPS
> 2013-01 £ 5 IPS

e CPUload (mgt processor, data processor)
e« Session numbers

» 2013-03 2k 247 & = # threshold
e % Cpu>70%, %‘,fg?é}iéﬁ%@ﬁ%]ﬁ% A
- Dns, ssh, MS_rdp (2012-12, 2013-03 # #threshold)
- MySql, MsSql,Pop3 (2013-03-28#734 )
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1. PaloAlto 5060 IPS ¢ 2 (cont.)

> H p Botnetp # i 3F (2013-04)

A) Receive/Extract PAloAlto Botnet pdf report
B) Convert pdf to plain-text file
C) Extract Botnet/TopApp record to DB
D) Extract Botnet/TopApp record to html file
E) Spring framework Monitoring Links

> 5 p Botnet i | 54 (2013-04)
o http://links.tyrc.ncu.edu.tw/Links/viewAllBotnhets.do
> Hop gt £ A+ F31(2013-04)
. http.//lmks.tyrc.ncu.edu.tw/v1ewAllTopApps.do
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http://links.tyrc.ncu.edu.tw/viewAllTopApps.do
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Links FEIR ARG
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* BT
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* SEAEHTAE (10-minutes)
UERTHET o Optiizabrol Byt 4ageo Wi w01
- ) s 140.132.65.146 o/get/ product=OptimizerProl &pubid=344geo=TWRister_date=
ST 09/10&sn=197T&instid=504d5dad21dab0.89088692&sid={13FC7011-CA
21-D39D-E564-CE1C17D0816C } &version=3"
vsys] Repeatedly visited (5) the same malicious URL "updatesync.info/ge
t/2report_version=3&data=NP6yuS+zqnSAGCDWYSmv4w/ZhzMMe6D
VoL TKuVtVZSzX32TRKmM;jINHOf TKbkm75G8oxUH64N+PQZryPd
f3rDwBX+vYedx04v+OB9t64aXRBIpQh3y YaKyyt3cmivijujs s TX fuxb+
! 011521679 |B7I2QNQUFYCUVIQISUKK TinMAhxSEBMSQLSIIEUaqeaDV/Us8Ow
R Y YDOvpIsu3iGIoQhuxta9A S41gHiOUBY3 Y AjTVS0hdxPuD22Slqy Yiiza
nHscH7Ez+CUgZ5nsQDoxMIkIEIR cLpA34zle3kBlloeyu3 1 9TWDmKS1
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(3) #Ef{{EdE : vsys1 Repeatedly visited (19) the same malicious URL "lyuchta.org/" .
(4) “ERFEEREE (15) .4

(5) AT FEEHE Botnet FICZ TR AR !

FtAE TR BEE
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& & [ htip://140.115.2.27 /Links fviewAlITopApps.do T EE T e () Facebook e
x Google » ME2. ghE EsEE» =N
-8 08 @Ep 2260 150- @ J N
A
o M o ) .
ASOC Ao B8 RS ESmeps gEpgs BETONA ERTONS popuisy prgmsrs
£ £
Year (4-digit): Month: Day: Submit:
C a— e s =
Links 4R AR S
S 40 AR ) 8 &R
0 i PRE & A8 .0 AREIEM 038 EaR(20130416)
* iR
—] YEENE FEEREE Bytes Zfl Session &)
B dns 87.40 GB 162.25M
g S ‘ tvu 519.72 GB 62.37M
FEEIREE (10-minutes : :
] ) insufficient-data 66.45 GB 61.11 M
¥ R ssl L1 T8 2.3 M
*{EE R facebook-base 1.39 TH 23.63M
Y E non-syn-tep 648.25 GB 19.58M
o unknown-tcp 726 TB 1731 M
B Ding 409 GB 1694 M
B R funshion 613.59 GB 11.42M
+ BTy = unknown-udp 364.09 GB 7.94M
web-crawler 267.42 GB| 5.86 M
smtp 33.73 GB 5.08M
qvod 647.18 GB 351 M
icmp 532.02 MB 293 M
360-safeguard-update 11.67 GB 1.98M
plurk 9.61 GB 1.94 M
ms-rdp 90.97 GB 1.94M
sip 327.99 MB 1.93M
google-update 441.34 GB| 1.61 M
nfp 276.40 MB 1.32M
flash 718.19 GB 1.18M
google-analytics 20.13 GB 1.02M
0 ==l| facebook.-chat 57.43 GB 969.40 K
naver-line 17.61 GB 965.14 1
: i
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2. Links i# &k m §

SETE RSP ER
>R G K
I R

> 3R F R gy (10-minutes)
e ping Router IP
e retrieve www page

> E R sskR

P
>R Brp Bl &

FAAR RN AR A e Y R4
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I 2| & e HEES - center7@cc.ncuedutw - Microsoft Outlook

. » ?ﬁ.----‘——-h e - - -

S & @El‘:zp;{:lmllﬂ27,-'Li\w|c5;".-\e.'..iHIntE"'a:es.:: e Qc\‘@ggﬁﬁg I} (5 Fscebook | ‘
x Googe @BEEAS-EENE - M= s | E5aEn
B -2 & Z8Q> 2245 IEQ @ A W
A
PE 4G 0y
ASOC Abuse if%  EERE EEESHE FEFET EfToN#S daToNie ASEEEN EEEETA
Enter School Name | | ‘ e ‘ iR ‘
N S Id SR A P wwwiE A RAE URL ff#&

_Lmks RRRERIRES 15 RS 203.72.244.236 www.ncu.edu.tw reachable OK Bt Hbx
16 TEAE 203.71.2.237 www.yzu.edu.tw reachable OK B Mk
17 HEASE 203.71.2.61 www.cycu.edu.tw reachable OK B ks
21 SRS 203.71.2.209 www.vnu.edu.tw reachable 0K B Hlx
o 2 EITHEAE 203.71.2.49 www.uch.edu.tw reachable OK Bl ik
LR 2 e 203712129 W Knu.edu b reachable oK Bl HE
" EER AR (10-minutes) 24 HERE 203.71.2.242 www.meu.edu.tw un_reachable OK B ik
* sl 25 | sMESEEETL 192.83.196.180 www.km.edu.tw reachable OK Bt Hix
ST 26 BERIER 203.71.2.157 www.tiit. edu.tw reachable oK B flz
o 28 BT ABETER 203.71.25 www.ccit.ndu.edu.tw un_reachable OK B Ak
BN AR 20 Eiea 2037124 . nclu edu.tw reachable oK B 1
A 32 AL 203.71.2.84 www.cpu.edu tw reachable 0K Bl Hlx
B 3B | EILEEEERTL 192.83.196.179 www.matsu.edu.tw reachable OK B Hbx
34 HEER 203.71.2.69 www.hsc.edu.tw reachable OK B Bz
35 EEFNEN 203.71.2.82 www.aaroc.edu.tw reachable OK Bt Ak
36 AEFSE 203.71.2.73 www.thsh tyc.edu tw reachable OK B s
37 REER L 192.192.227 14 163.28.49.4 reachable OK B 0k
B | EEEE L 192.83.196.181 www.tyc.edu.tw reachable OK B HibE
39 BE A E(HE) 203.71.2.225 www.ntsu.edu.tw reachable oK B Ak
40 e 203.71.2.41 WWW.Iner.gov.tw reachable OK By
41 BEFS 203.71.2.66 www.fths tyc.edu.tw reachable OK B ks

42 AR+ 203.71.2.198 www.nlhs tyc.edu.tw reachable OK B Hbx v

| &8 - [EEmes 5% U ® q saga - -
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ASOC Abuse 3%  EEEHE EEEERE HAEHFEFE EHToNfGE HhTopNiHE ASEEEH REFETS
Enter Contact Name ‘ ‘ Search New Contact
B, F e B,
Links satraiaspes || 19 ;&%ﬁ HE g Email W Cell SHoE

TIRERA BB ETE |  Edt

* Links (=84 E 228 | Hul (BRI | A% | muchun@csie.ncu.edu.tw 4227151~57500 4252561 ’ j‘(%m%;; Delet
e ) o=

* Y g a8, = = E
SN 229 qﬂ%éiﬁﬁ TH#E | centert1@cc.ncu.edu.tw 4227151~57514 4252561 %E@%jgggé%é{imqj D%te
* 3 ™ B n "
GRS 230 Wﬁﬁ 82 | centerb@concuedutw | 4227151~57501 4252561 @E@%ﬁ%g&;ﬁﬁiﬁﬁ# D%te
"B IR%E (10-minutes) 4 I .
FAAEER | ey N ThERH320)Ff AT | Edit
BT 231 o5 BER | center7@ce.ncu.edutw 4227151~57505 4252561 E300 Delete
® 3 4 i AR 0 "
TR 232 *%Z;i@% E#% | center25@ccncueduty | 4227151~57506 4252561 ffﬁE@%mgéBﬁﬁﬁﬁitF =4
e SR TR T
. . NN =z E=3 ] HEN i _n
iy 233 i FE/NE | center!5@cc.ncu.edu.tw 4227151~57527 4252561 £53008 Delete
B PRAZER | o HHER(20) L | Edit
- . 234 o B yeh@cycu.edu.tw 2652910 2652999 B ph- 2008 Delete
FEAZER | b ; HHER(20)RiERE | Edit
235 s HER tjl@cycu.edu.tw 2652910 2652999 I~ B e L2008 Delete

TEANEER et " HHER(320)RiERPy | Edit
236 EiEfE EER | joejoe@saturn.yzu.edu tw 4638800~2969 4638236 R R 1355 Delete

TEAZER | ey " HHER(320) Py | Edit
237 I BEZE | cTht@satum.yzu.edu.tw 4638800~2961 4638236 R 1358 Delete

RIREEAR| e ; TREIRH333)RILAFR | Edit
238 TEH BEE| cwen@mail.cpu.edu.tw 3282142 3282321#4481 Lesei Delete

=y ; m :

239 EFii%k% E2% | ihhuana@mail cou edu tw 3282142 3282321#4481 @E@%@i‘?}?ﬂmw .

[EEEERENS

U
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o e @ﬂ@ http://140.115.2.27 Links fviewAllNotify.do pP-Be H @ spEses ‘ I (5) Fecebook ‘

sl _mon> € TR !
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x Google M EER EEREEE
B0 -0 &~ £850- 2260 IE0-@-J 0
N
=T N
BRI ERAE )
ASOC Abuse iE# REERS  EEEEnE  ESTEE BEEToNEE HETopNEE  GEEFEEH REESTS
Enter Router IP Address | | ‘ = ‘
— T— Id BREE A IP EFET 2 o e |
Links sE&RAR(EHIER RS 2
. R 200 ZEEEERYHL 203.71.2.37 252 2013-04-15 10:32:26.0
* Links {SHEE 199 EERT 203.71.2.80 252 2013-04-12 08:51:07.0
* g e 198 EIRSFREERL 192.83.196.179 253 2013-04-10 17:41:41.0
AT 196 ZREEERIFL 203.71.2.37 25:3 2013-04-10 08:31:08.0
o 197 FEERH 203.71.2.173 253 2013-04-10 06:01:20.0
DESETR | 195 SEEEERT 20371237 045 2013-04-09 235117.0
" sELR A (10-minutes 194 EFREEERIHL, 203.711.2.37 253 2013-04-08 09:01:11.0
"B 192 EREEERFL 203.71.2.37 0:4:5 2013-04-07 23:52:20.0
ne " 193 BITREAE 203.71.2.49 252 2013-04-07 16:01:19.0
DEG R =
s 190 EREEERFL 203.71.2.37 0:5:5 2013-04-06 23:51:29.0
SRILAARE 189 TEET 20371267 252 20130406 16:31:19.0
HiEE 191 RERESR 203.71.2.77 252 2013-04-06 11:51:47.0
g Ffih i 188 HER 203.71.2.173 1:4:2 2013-04-05 05:11:10.0
N = 187 HEERE 203.71.2.173 1:4:2 2013-04-04 08:21:20.0
186 FERHE 203.71.2.173 1:4:2 2013-04-03 14:41:08.0
182 LR 203.71.2.200 252 2013-04-03 07:22:23.0
183 BEt 203.71.2.75 252 2013-04-03 07:22:23.0
184 HEA 2 203.71.2.129 253 2013-04-03 06:11:35.0
185 HEAR 203.71.2.242 253 2013-04-03 06:11:35.0
181 HEERH 203.71.2.173 1:5:2 2013-04-02 20:21:07.0
180 EEEEERIHL 203.71.2.37 253 2013-04-02 08:51:09.0
179 FHREEERIHL 203.71.2.37 0:4:5 2013-04-01 23:51:48.0 v
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ASOC AbuseBf  EEEN: BMsshE  FRONS BAToNgE bAToNEE AEESEN EEEsTs
Links A% BRI & ,@éﬁ ':Ij %ﬁ@
* Links /5 H[4E _
e Enter School Name | Fidaust ‘
Mé EiEE el 4 ~ St ~
i Id L7 a i P Bl ] EHERIEE SRR
LERH 3 — 3712001 | D103 1050~ (RN EREEE G| 201038 | BA B
ey = e 11:20 am WHEREETER 18:11:14.0 &
* 3RS (10-minutes) IR IR
R . " 0371079 | 201303-22F) 1300~ | % » REBRIARE 5L 20130322 | 5 M
AT IS e 14:30 pm R - EERERRE 17:51:08.0 s
e pr—— R
o et 03-13(=) 08.00 - 10:30| 2B &/ TEER, B ke 20130319 | B M
: g
R ERE 10 | 2FEERL | 192.83.196.180 AM A, e ot
B o 03-17(5) 08:20 am - | RELEZSELER, 5 2013-03-19 =
T R, .83.196. T bl
5 et 1| ETEER | 192.83.196.179 2320 pm CBivk R e 140360 -
-~ e 2012-12-201330 PM ~ | ogmme . 31 20121226 | B
j 9 g 203.71.2.195 T EEEE . HEEE e W
(1) 2012-12-13 22:00 PM
S ~ 20124213 2330 PM | s sae gy | 20121219 | 53 fl
8 | PEERF | 28M24 o) onrp1p14 2330 M FEETRERERIE) | 43490 k&
~ 2012-12-16 15:30 PM
e 2012-11-02 11:40 AM ~ e 2012-1206 | EX
BLy £, 2
5 BRI AR 203.71.2.209 13:00 PM IPS EiLtkEEs e it
— e 2012-12-04 21:10 PM ~ |router Sifsrei mgigsles|  2012-12-05 s ]
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ASOC Abuse % ~ EEERS EEESRT EEHEE EHIoNEE dalopNEE HEEEEE EEEEES

Links i ik AR E H ﬁé’a'ﬁ‘“‘% Jr

* Links FAIHE

Enter Router [P Address
Id | e P Day_status Egﬁﬁﬂ

L e T D B EErT TETETE BETERY SEPEy . B Eerrs M-nen- 2----- 13--nn- Y- 5-nnn- 16-mnnn 7-nn-- || R 19----- 0----- Hoee- 22--
- Hid - _' N T
* g ik (10-minutes 2013-04-
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