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e filter.d/
{ B (e - O TOERSHANBEN
ELER
> U1 ' sendmail T{mﬁ i 3 ﬁtables Bﬂjﬁmﬂi/ﬁ fArdk | -

* jail. (conf | local) y
FZPREETE jail > HIEEFE filter B action HY¥ FERE % -
RKIE T
e 4= 2= apache ~ sshd ~ vsftpd ~ postfix i?p » T
AR CH T BE By Syslog ~ Common Log Format = o
* action.d/ g
ﬁﬁﬂi @ﬂ’l? A2 (action Effﬂtaﬁ%%@ﬁ%ﬁ HYEEA
EI/FJG‘ZFH %hms B AR domain Bl Bk ' HEIEAIEZ AR IP

jail.conf
filter.d/ action.d/

'S ~N ) ™
apache-badbots.conf | | complain.conf
named-refused.conf hostsdeny.conf
sshd_conf iptables_conf

schd-ddos_conf sendmail-whois_.conf
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Jail.cont

ERO WEE WA REW RO B

bantime

findtime

maxretry = 6
asl-iptables]

enabled
ifilter
backend
actien
logpath

frue

545 ]

polling
iptables[name |, port=smtp, protocol=tcp]
fvar/log/maill
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Apr 19 08:22:49 mail
n[223.248.23ﬁ 6]

VApr 19 08:22:49 mail postfix/smtpd
Apr 19 08:1‘131 mal pustil"fsmtpd
Apr 19 08:22:5]1 mail postfix/smtpd
Apr 19 08:22:5]1 mai pﬁstil"'amtpd
QP 0822 maT TOSTITA ramLyu
Apr G 08:22:52 mail postfix/smtpd
LOGIN authentication failed: authe
Apr 19 08:22:52 mail postfix/smtpd
LOGIN authentication failed: authe
Apr 19 08:22:52 mail pustil"fsmtpd
LOGIN authbntlbatlun failed: authe

L CEYO . YN B ) PSR 1.1 12 N
aid 1 1 Yo Ll lAaroull prud

lost connection after

oo

disconnect from unknown[222.248.:
connect from unknnwn[322.24g.udu
onnect from unLnuwn[HZ..248.ZSU
connect itum unknown[222.248.2 H
O T T T oI UK oW T 9o 4798
warning: unknown[222.248
ion failure
warning: unknown[222.24%
ion failure
warning: unknown[222.
on failure
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unknown[222.248.230.6]
after AUTH from unknow

; § SR mail postfix/smtpd[]:
Apr 19 ::ks' : postfix/smtpd[1:
n[“\.Vf’.HJH 6]

Apr 19 08:22:53 mail postfix/smtpd[
Apr 19 08:2 ~~53 mail postfix/smtpd[]:
In[222.248 .23

Apr 19 08: VA' 3 mail postfix/smtpd[12888]: disconnect from unknown[222.248.230.6
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/var/log /maillog:
warning: unknown[222.248.230.6]: SASL LOGIN authentication failed:

authentication failure

E[lll’

TS

S

/etc/fail2ban/filter.d /sasl.conf :
warning: *\[<HOST>\]: SASL LOGIN authentication failed



Filter.d /sasl.conf

ERO) WEE WA REW TR0 B

[Definition]

SASL LOGIN authentication failed

1Znoret




ERO WEE WRD RS REO HBE
iptables.conf Row 31 (ol 1

Opticn: actionban

Notes.: command executed when banning an IP. Take care that the
command 15 executed with Fai1l2Ban user rights.

<ip> [P address

<failures> number of failures

<time> unix timestamp of the ban time

Values: CMD

#
#
#
# Tags
#
#
#

tionban = 1ptables -1 failZ2ban-<name> 1 -s <ip> -] DROP

~a
)

f Option: acticnunban
f Notes.: command executed when unbanning an IP. Take care that the
: command 1s executed with Fai1l2Ban user rights.
ags: <1p> [P address
<failures> number of failures
<time> unix timestamp of the ban time
Values: CMD

| e T T T T T
.

‘actioﬂunban = 1ptables -D fail2ban-<name> -s <ip> -] DROP

[Tnit]
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85 fail

2ban.

actions:

WARNING [sasl-iptables] Unban 110.2I

EMH:M 19 01:50:59,466 fail2ban.actions: WARNING [sasl-iptables] Ban 60.22.246.

| léD]l;Od-lg 02:00:41,838 failZ2ban.actions: WARNING [dovecot-pop3imap] Ban 210.
?Qii?04-19 02:11:11,557 fail2ban.actions: WARNING [sasl-iptables] Ban 222.246.85
&011 04-19 02:50:59,725 failZban.actions: WARNING [sasl-iptables] Unban 60.22.246
éﬂll 04-19 02:53:50,274 fail2ban.actions: WARNING [longban] Unban 117.44.56. ISD
bggllgi—IQ 03:00:42,110 fail2ban.actions: WARNING [dovecot-pop3imap] Unban 210.77
.ééii-Di-lg 03:11:11,811 fail2ban.actions: WARNING [sasl-iptables] Unban 222.246.
IEQ%T104-19 03:38:28,909 fail2ban.actions: WARNING [sasl-iptables] Ban 60.22.235.
%511-04—19 04:38:29,173 failZban.actions: WARNING [sasl-iptables] Unban 60.22.23
‘ja?f—Dd—IQ 08:22:54,095 failZban.actions: WARNING [sasl-iptables] Ban 222.248.230

2011-04-19
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oo

fail

2ban.

actions:

WARNING [leongban] Unban 119.142.

1
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/ 8:01:0] freshclam|[ : ClamAV update process

started at Tue Apr

: main.cvd 15 up to date (version: , S185§:

: daily.cld 15 up to date (versien:
I

ordes)
J: bytecode.cld is up to
v edwin)

I8 ail ]: do_auth . auth

08 ] [serv1ce smtp] realm=] [mech shadow] [reason=Unknown]
1% mail saslauthd[ ]: do_auth . auth

serv1ce smtp] [r alm=] [mech=shadow] [reason=Unknown ]
aslauthd| ]: do_auth . auth

[r alm=] [mech=shadow] [reason=Unknown]
saslauthd| ]: do_auth . auth
serv1ce smtp] [ 1m=] [mech:shadow] [ reason=Unknown ]
[

177 1
m

™
Ui

]: do_auth . auth
[mech:shadow] [ reason=Unknown ]
2 ma 1thd[ |: do_auth . auth
08 ] [serv1ce=smt ] [mech:shadow] [reason:Unknown]
8:57:05 mai ]: Received signal: e
a ]: ClamAV update ptu e55

d

6] [
d [serv1ce smtp
6] [
d] [

serv1ce smtp]

]
]
]
]
8

date (version: )
failure: [user=aful2
failure: [user=ts633
failure: [user=ingri
failure: [user=ts633
failure: [user=ingri

failure: [user=aful2

[
[
[
[
[
[

up
started at Tue Apr

4000, 1 Q0%
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‘ rpmpkes .3
rpmpkes . 4

roct@mai | :

roct@mai | 0 v 1 etc/fail2ban/jail
root@mail m / b&ﬂflall
root@mai | s status
bash: fail?

UUthﬂll

: Humberlef jail: 4

r"Il\\l—'r ﬁf _nhanidiman
Y PR © bl esdetions T s |

CUthﬂll log |# tai1liban-client status sa él—lptabl T
atus for the jail: aaal—lptablus

f:h_1r\fnl'\,.‘ ]r‘nwn’lwrzﬂ '53'31_1}'\1"1"\]—'"

L~ Comidima b — e e iimalien

f 1[\,1
|- File list: fvar/log/maillog
| - Currently failed: 1
"- Total failed: G021
action
| - Currently banned:
| "= IP list:
"- Total banned:
[root@mall log ]# |
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100-04-24 144 100-03-29 5217
100-04-23 124 100-03-28 2707
100-04-22 226 100-03-27 2907
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