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23 | User: LU | Domai

Network Security Manager
Threat Analyzer

All Alerts

I All Alerts

) Detail ' Group By |Admin Domain

Time =

T

Attack Name

Result

Category ‘

0419 15:24:24
0419152424
04119 15:24:23
04119 15:24:21
0419 15:24:21
0419 15:24:21
0419152420
04119 15:24:20
04/1915:24:19
04/1915:24:19
04/1915:24:19
04/19 15:24:19
04119152417
04119 15:24:17
0419 15:24:17
04/19 15:24:16
0419152415
04/1915:24:15
04119152415
04119 15:24:14
04/1915:24:09
04/19 15:24:09
04/19 15:24.09
04119 15:24:.08
04/19 15:24.07

L
M
M
L]
M
L]
]
M
L]
M
M
L]
M
L
L]
M
L]
L
M
L]
M
M
L
M
]

HTTP: Response UTF16/32 Encoding
UDFP: Host Sweep

TCP: ACK Port Scan

HTTP: Thitpd Stack Overflow

UDP: Host Sweep

UDP: Host Sweep

TCP: ACK Port Scan

UDFP: Host Sweep

TCP: Full-Connect Host Sweep
HTTP: Qzone User Login Detected

DINS: Microsoft Windows Internet Connection Sharing ...
DINS: Microsoft Windows Internet Connection Sharing ...

TCP: ACK Port Scan

SCAMN: SYM FIN Based Probes

TCP: ACK Port Scan

SMTP: Mail Relay Attempt

TCP: SYN Host Sweep

BOT: IRC SCAN Activity

TCP: 8YN Host Sweep

TCP: ACK Port Scan

TCP: Full-Connect Host Sweep
UDP: Port Scan

HTTP: Response UTF16/32 Encoding
TCP: ACK Port Scan
ICMP:Destination Unreachable DOS

0
0

Maybe Successful
Suspicious
Suspicious

Maybe Successful
Suspicious
Suspicious
Suspicious
Suspicious
Suspicious
Suspicious

Maybe Successful

Maybe Successful
Suspicious
Suspicious
Suspicious

Maybe Successful
Suspicious

Blocked
Suspicious
Suspicious
Suspicious
Suspicious

Maybe Successful
Suspicious

Maybe Successful

Maybe Successful

Exploit
Reconnaissance
Reconnaissance

Exploit
Reconnaissance
Reconnaissance
Reconnaissance
Reconnaissance
Reconnaissance

Policy Violation

Exploit

Exploit
Reconnaissance

Exploit
Reconnaissance

Palicy Violation
Reconnaissance
Malware
Reconnaissance
Reconnaissance
Reconnaissance
Reconnaissance

Exploit
Reconnaissance

Exploit

Exploit

0419 15:24:07 [JINETBIOS-5S: Microsoft Server Service Remote Code E... 0
04/1915:24:05 M HTTP: Windows Media ASK PlayList Vulnerability 4531 Maybe Successful Exploit |

0419 15:24:056 'M TCP: ACK Host Sweep 80 Suspicious Reconnaissance =
Total Rows 20605

Search Alert Save as CSVY Save as PDF Save View Saved Views Quarantine

@ Critical S Active
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» ArcSight Connector x1 (HP DL360 G7 / Windows 2008)

> 1U, 1MIOVEZ &, 1GE 1 & & * R§

> #% #Syslog ~ SNMP -~ ODBC ~ Log File® = ;A 2 & ¥ % % 4%
EXER % 30
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» ArcSight Logger L3200 x1
> 2U, 110VEEZ &, 1GE /i & ¢ + R
F R RBRETT ERRA S0
> RWITBREGZFRH6B I 1 Ris¥ sk
~___ Storage =
Router Switch ISA Firewall IPS AnitVirus Sectily RSA Databases Snort
Gateway
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