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ứ   4,915,500

Ṏ ᵗ  3,655,500

ᴞ   1,260,000

ᴩ
Ɏᴟ11ѣɏ

92.57%



6

108- 110 ṿӣ כ

(Ϛ)ӐМї ӭȲ֝ Ӑ ⁄ц
ᴩ ᵗ Ȳ108~110ד ứ ȳ ᵗ ᴩ ᶁ 98%
ѿϱȴ

(ϡ)108ד⇔ ֫ϢṶ 51,863а ȲṶ֪ϢṶ ԝ
ᴷ ⇔ד ѻ ȳ ’ ⇔Ȳц ӣ ԉᵗ (

)П Ἤ Пכ ȴ

(Ϯ)ᴞ109ד⇔ Ȳ ӣ3֤ ԉᵗ ᶁṼ ԝ ӣ╝Б ϢṶ
ȴ

6

⇔ד ( ứ )
ᴩ

ᵗ 
ᴩ

ד108 98.91% 98.52%

ד109 99.99% 99.99%

ד110 100% 100%
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ԉ Ϣ ԉ

7

Ϣ (1ᴯ)ᾼԉ

Ӕ , 

∂ Ṇ , DNS цWWW server

Ἢц ( ϩȳῈ ȳ ⇔ȳ Ṯ
)

ᶾ שׁ , ӻ Ṷ ȴ



8

ԉ ׄϢ ԉ

8

ׄϢ (1ᴯ)ᾼԉ

ׄ ц , ׄṶԈ

☼ IP ц

ẦᵗISO27001 ׄ , ’ Ṇ

, ц

שׁׄ , ӻ Ṷ ȴ
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Ϣ ԉ

9

Ϣ (1ᴯ)ᾼԉ

֥ Ṏ ׄ╜ Ȳứ ḂṮѭ ד

ứ

Ầᵗ ἤṮѭ ⇔ќ Ṏ Ȳѿц ӣ

Ṷừ

Җ Мї Ὲ׀ ȳ ȳ

ѻ Ӕ ᵂ, ṳ

∂ Җ Мї ứ

ṳứ Ḇ

Ầᵗ ᴯ ὢ ד Ȳ ӻ

Ṷ
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▐

11

ᴯ: 3 Ӏ ȳ14ἬЄ ȳ
18Ἤ М ȳ8 Ẕ҃ ᴯ
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ᴞ Ṇ ֥ᴞᴩ LINE Notify

Ῐ∂ ᴞ Ṇ Ȳ ȳ Ἢ ⇔

ȳ ц ᴻὢ ᾼὢ Ȳᵓӣᴞ о ᶧ ȴ

Ῐᴞᴩ LINE Notify Ȳה ᴩLINEv ᴞ ӱ

Ȳцנ ṳӴᵛ ȴ

12

https://zabbix.tyc.edu.tw/

https://zabbix.tyc.edu.tw/
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Cacti Ṇ ☼

13

https://cacti.tyrc.edu.tw/tyrc.html



М ☼

14

https://cacti.tyrc.edu.tw/high-school.html

http://cacti.tyrc.edu.tw/high-school.html


М DNS ֣ ϱ М(1)

Ὶ ד110 ⱢϠ сDNSᾼׄԓȲ Ӏ Мї֥ᵂȲѻ
Ầᵗ ӀṂӴ М DNSᴻ ὢ ֣ϱ Мȴ

Ὶ כ3ѣ28ѡᶙד111 ∟ẒἬ М DNS֣ ϱ МȲ֯9 ѣвᶙ
ԓכ 14ἬṂӴ М ֣ϱ Мᵂ ȴ

15



М DNS ֣ ϱ М( 2)

16

ᶧ DNS Мᶙכѡ

1 Є М thsh 110/07/30

2 гế М lhvs 110/08/10

3 М chvs 110/08/16

4 М fxsh 110/08/17

5 ᾙӂ М cpshs 110/08/19

6 ӎ М fdhs 110/08/30

7 ӘӂЏ ypvs 110/08/31

ᶧ DNS Мᶙכѡ

8 М hshs 110/08/31

9 М cyvs 110/08/31

10 ᴟ М tzsavs 110/08/31

11 Є М dxhs 110/10/13

12 רּ 111/1/ 14

13 Ѡ Џ fsvs 111/3/28

14 ғЏכ ckvs 111/3/28

Ὶ DNS֣ ϱ М

V ю М ∂ DNSṆ Ӑȴכ

VᶙכDNSSEC цRPZ ứȲ ҒϠDNSὢ ׄԓἤȴ

V כ ’ Ȳ ю14Ἤ Ԛ16ү DNS ᴻ ὢ ᾼ ȴ



ẦᵗЄ DNS bindᾪӐḆ (1)

Ὶ Ϛ ẦᵗᵂᾎȲ ẁᵂ Ṇ ᾪӐȲ ẁὙ

ᾼbind с ╓҆Ḕ ȲẦᵗ step by step ᶙכс ȴ

17



ẦᵗЄ DNS bindᾪӐḆ (2)

Ὶ ϡ ẦᵗᵂᾎȲֽὨЛ bind с ȲἨ ї Ӕ֯ϱ ᾼ

DNSὢ ȲӦ Мї Ầᵗ ׄ ПbindᾪӐȴ

V111/10/26 ẦᵗМ Є bindḆ ȴ

V111/10/28 Ầᵗ ЄbindḆדּ ȴ

V111/11/03 Ầᵗ ⁮Є bindḆ ( FreeBSDᾪӐᴔ Ȳ

щ ᾎᶙכḆ bindȲ 11ѣἉ ẁ Ȳ 12ѣҠᶙׄכ )

18
Мї ẦᵗḆ bind
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ᴯ DNS Ḇ ⇔

19

ᴯ ᴯ БḆ ᴟ ᾪӐ ᾪӐ
ѩ

Ӏ Мї 3 3 100%

Є 14 12 85%

М 18 ԓ ֣ϱ М 100%

Ὶ Ầᵗ ⁮Є bindḆ Ȳᵀ FreeBSDᾪӐᴔ Ȳ

11/3 щ ᾎᶙכḆ bindȲ 11ѣἉ ẁ Ȳ

12ѣἉ›Ҡᶙׄכ ȴ

Ὶ Є Ữӑс ᴟBIND9.16Ȳ ֪Ɫ үҖ

ц DNS▐ ȲЛѠ―Ӧ Мї ẦᵗȲᵀ

֯12ѣМע› ᴩḆ ȲדἉ›Ҡ ᶙכἬצ ᴯbind 

ᾪӐ100% Ḇ ȴ



Ầᵗ Ӏ Мї ᴩ сᵂ

Ῐ ֥ Ṏ ɦ111ד⇔ ( TANet) в ( Ӏ)

ӣὢ ɧ Ἢ ȳ (∂ )ȴ

Ῐ111/0 6/ 01 Ầᵗ Ӏ Мї сᴟ40GȲ10/13

сᴟ60Gȴ

Ῐ111/08/30 Ầᵗ ᴂ Мї сᴟ2Gȴ

Ῐ111/08/30 Ầᵗ   Мї сᴟ2Gȴ

20



ϤIPv6(1)

Ὶ Ầᵗ4Ἤד109 ϤIPv6Ȳ110דẦᵗ4Ἤ ᶙכIPv6ȴ

Ὶ ᵀ1114צדἬ Мᶙכ ứ∟Ȳ⁯ ᾎᶙכIPv6 ȴ1116דѣ

17ѡ Ɫ Ầᵗ ḟ IPv6 ứ Ȳ֯ ₫

Ὑѻԉ ϯȲ├ М ‒ ȳ Мїᵦ

ᴼѻԉȲ еҨԓϩẦᵗȴ

21



ϤIPv6(2)

Ὶ ∟▲ҏ ֪: ֢ М ȲМ ‒ E- LAN ▐

Ȳ֯CHTMSER PBBцB- VPLSȲẔМB- VPLSМᾼ

MRP(MAC Registration Protocol) ứЛᶙ Ȳ IPv6 ὢ

Ӕ ᵂȴ

22



ϤIPv6(3)

Ὶ Ầᵗ4Ἤד109 ϤIPv6Ȳ110דẦᵗ4Ἤ ᶙכIPv6ȴ

Ὶ Ầᵗᾙӂד111 Мȳ МȳЄ Мȳ ӎМ ȳЄ Мȳ

М 6Ἤ М ϤIPv6ȴ

Ὶ ∟5ἬỮӑ ϤIPv6

1. ӘӂЏ ȳכғЏ ԉᴔ Ȳӑ ᷄ẞ Ӧ

Ȳ ᾎ ϤȲ Ӧ МїẦᵗ Ϥconsole port

reset ∟ԛ ᴩ Ϥ IPv6 ȴ

2. Ѡ Мȳ Мȳᴟ М3Ἤ М Ӧ Лќ

IPv6 Ȳ ᾎ Ϥ IPv6 ȴ

23
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ϤIPv6(4)

24

ᴯ ᴯ ᶙכIPv6
ᴯ

ӑᶙכIPv6
ᴯ

ᶙכIPv6
ѩ

Ӏ Мї 3 3 100%

Є 14 14 100%

М 18 13 5 (ᵶ3Ἤ М Ӧ
ᾎќ v6)

72%

35 30 5 85%
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ᾼ

Ῐ Мї Ϥ ZabbixṆ Ȳ ц Ȳѿ

’ ц Ἢ ԓד ԅᾼӔ ᵂȴ

ῘЭדẦᵗ ᾼ ц 41Ԉȴ

Ῐѿ111/4/12ⱢẂȲ Ӏ Мїч╣ ȲӴᵛ ҳѠ

ϱ ( Ṏ Ҩȳדּ ȳ Ӏ ȳ )Ԛ֝ ᷄

ҏҠ П ȴ

25

ҳѠ ϱ



26

ᴴᾼᶾ

Ῐ ╥ ᾼ ֥ᵂ ᴴȲ҃ ᾼ

(ᶾ )╥ Мїᾼ⸗

ȴ

ῘЭד ⇔ צ ᶵᾼ ᴴԚ֝

▲ Ẕ҃ ᾼ Ȳѿ111/10/20ⱢẂȲ

ӘӂЏ ч╣ ᾎ ҵ ȴ

Ῐ ▲ ҅ ᴻὢ Ӕ Ȳᵀ

ᾎtrace ẞ в Ȳ ֪Ҡ ֯ὑ

Ṯѭ ứȴ

Ῐ ϱӴᵛ Ḗ Fortigate ᾼ

ᴴȲ їᾼгế М ԉᴔ Әӂ

Џ ᴔ ȳ ϮѠ ϱ ▲

᷄ Ȳ 2Њ ᷄ҏṮѭ ứᾼ

Ȳ Ӕ∟Ȳ ᵓ ҵ ϱ ȴ

26

Мїȳгế МȳӘӂЏ
ϮѠ ϱ ẦᵗӘӂЏ
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∂Ӵ Ϣ

Ῐ∂ portal Ṇ Ȳ∂ӴἬצ ד Ϣ

ȲṳṼ ᾎ Ὑ ȴ

ῘכӴ LINE ȲҠᵛ ד Ϣ ȴ

27
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∂ ṓ FAQ

Ῐѿṿӣ῏ⱢМї ẁḆх ᾼЮ ὢ Ȳ∂Ӵ ȳ ׄ

ᶾ ȳ Ṏ ȳDNSс FAQȲẁ ▲ ȲҠ

ẁ ᴔ Ԓᴞᴩ Ȳṳ ע Ϣ ֫

ᾼЏᵂ ȴ

28

https://www.tyrc.edu.tw/

https://www.tyrc.edu.tw/


Ἢ ϩȳῈ ȳ ⇔

Ῐ═ Ἢ ∂ ( ϩȳῈ ), ═ṏֻ ᵂ

Ῐẓ450KVA ц500KVA Ԛ2 ȴ

Ῐ UPSȲה 200K- AȲ200K- BȲṳẓ й ϡ П

Ῐ10 x3+1ү ₤ᵐ Ὲ Ṇ

Ῐ / ⇔ , ∂ Ἢ ⇔/ ⇔ כ

29
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ɉ Ἢ

Ὶ еᵫȲ ṳѿEmail ȳLINEеᵫᴟ֢ ᴯ

Ὶ ἪЏᵂѡ

30

https://www.tyrc.edu.tw/
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ỗ (1)

Ẃ ỗ ḕҙדң ϚװȲṳ ☼ẞ֢ Ȳ

ẞ ӻ☼Пӭᾼȴ

Ẃ ꜟ5ѣ4ѡ֪ד111 Ȳ װ69 ḂⱢ ϱ Ȳ

ᴯҏ 89%ȴ

V ׄΩ ц ᵫ

V ṅἬȳМשׁ Мца Є ᴔ иṹ

31
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ỗ (2)

Ẃ 10ѣ6ѡὑМד111 Є ң װ70 Ȳ ц

ṳᴩȲ ᴯҏ 91%( Ϣ + ϱϢ )ȴ

V ׄΩ ц ᵫ

V Ϯự ҏ Ϣ

V ҳự ҏ Ϣ Ἰ

V Мᴔ иṹ

32
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ҳự ҏ Ϣ Ἰ

Ῐ 2022/10/6 ҳự ҏ Ϣ ἸȲ Ϣֽϯ

V    Ṏ Мї  

V Ӏ М Ḉ⁬  

V а Є נּ ᶾᴸ

V    Ṏ Мї ѵ  

33
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LINE

Ῐ ᾼᵛ

Ῐ ◖Ἠ ḃ ᾼᵛ иṹ

Ῐ ᾼ иṹӂү Фד

▲᷄

34



ὢ ⇔ ▲

35

ǒ Ẫ : 40Ἤ



Ғ Ӏ Мї֥ᵂ

Ὶ ד111~110 Ӏ Мї֥ᵂȲẦᵗ14ἬṂӴ М DNSᴻ ὢ ֣
ϱ МȲ כ сDNSׄ ԓἤц юϢϩ ӐȲṳ֝כ ᶙכDNSSEC
цRPZ ứȴ

Ὶ 4ѣ14ѡד111 Ӏ Мї♅ ֮ Ԍȳ ֮ ȴ

Ὶ 12ѣ8ѡד111 ᴂ Мї֥ᵂȲ Ẕ Ḗ ᴩњ᷂њᾼ ᵂ
Ȳ ׄԓ Ṇ Ϥȳ Ἢ ṥ ȴ

36



GGC 111/9/30 Ӕהϱ

Ὶ GGC 2xDell R740xd + Cisco 5001 ᶙכ ׄ ц▐ Ȳ
ṳὑ9/30Ӕהϱ ẁὢ Ȳ GGC node ὑ10/7ϯ Ѧὢ ȴ

37



38

ϤEduroam ⇔

Ὶ Ầᵗד111 Ӣ דּ ȳ ᴩּדЄȳ Ӵ ṎЄ Ȳᶙ

eduroamכ ∂ ȴ

Ὶ 3ѣ22ѡד111 Мї ԒӢ eduroam

∂ ȴ

Ὶ 10ѣ6ѡṳὑד111 Ω Ȳӭ› ќ TANetRoaming

П Ȳ ц Ȳᶙכ ᴟeduroam

ȴ

38
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ϤEduroam ⇔

39

ᴯ ᴯ Б Ϥ
Eduroam

צ
TANetRoaming

Ẓ῏Ꞌ

Ӏ Мї 3 3

Є 14 8 4 2

М 18 3 1 14

35 14 5 16





ׄṥ ὢ

Ὶ ᴩ ׄṥ ὢ ֝ЧП

41

Ầᵗ ׄṮ ϩ

Ầᵗ ▐ ц ♄

ẁ ׄḂ ∂

ẁ ẞ ὢ

ISO27001 CHFI CND CCNA CEH CISSP CCSK

3 2 1 1 1 1 2



ׄṥ ᴩ

42

ὢ ѿ ᴩцẞ ὢ ṳᴩȲ
ẞ ὢ ȲѿϚѡвҠᶙכПὢ

Ɫ ⁄ȴ

Ṽ Ө ҏ ᶧц ≡ ⇔Ȳ
ᶙכṥ ὢ

111/6 ỞȲḕủ ắϚἬ
Ө ׄṥ ὢ



43

111/07/14 ᴟ М ׄṥ ὢ

43

װ ӭ

1 ᴻὢ ѻ Ừ www.fxsh.tyc.edu.tw
i.fxsh.tyc.edu.tw̘ igt.fxsh.tyc.edu.tw̘
fxshap.fxsh.tyc.edu.tw̘ Ṇ ȳ Ṇ

2 ᾬ ֙ῶ ȳṶ ȳ  қ

3 Ṯѭ ȳ
▐

Server Farm ӣ ◕Ȳв ṿӣ῏ МϷ
ạ׀ậᴻὢ ᾼ ứὢ ȲЛ ᾿ SSHἨ
ᴻὢ ȴ
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ẁᾼ ׄ (1)

Ὶ Мїḕד ẁ2װɎϱҙדцϯҙדɏ ׄ ὢ

‚ (Web)ṿӣHCLAPP Scan

‚ (IP) ṿӣTenable Nessus Professional Ɫ Џẓȴ

Ὶ ứ Ө ᴯ╥ᵡ Ὠ ӔȲ Ӕ∟ ԛװ ᴩ ѿ ’

╥ᵡБ ȴ

Ὶ Ầᵗ8Ἤ Ө 472 ѻ Ȳ 54 ȴ

4444

Ө ᶮ

Ӏ М 1 3 2022/03/15

МҶ Є 3 4 2022/03/15

Ӵ ṎЄ 53 2 2022/03/15

⁮Ṹᶾ 5 6 2022/03/15

а Є 27 3 2022/03/15

М Є 31 12 2022/03/15



ẁᾼ ׄ (2)

45

Ө ᶮ

Ӏ М 3 2 2022/09/15

МҶ Є 4 5 2022/09/15

ᶾЄדּ 3 1 2022/09/15

Ӵ ṎЄ 256 5 2022/09/15

МҶЄ 53 0 2022/09/15

М Є 33 11 2022/09/15

472 54 Бԓ



ẁᾼ ׄ (3)

Ẅ Ṇ ᾓ

ỏ Ṇ ЏẓȸNessusProfessional

46

ѡ Ṇ Ṇ М Ṇ ᵅ Ṇ
ӑ Ṇ

111/3/15 123 18 28 2 72

111/9/15 295 29 20 0 246

111/10/24

( Ὠ)
291 17 32 0 242

23%

58%

19%

Ṇ М ᶮ

Б

ắ

ắ ᾼIP
ꞋⱢМ Ȳѹ
ЛẓӴᵛ ȴ



ẁᾼ ׄ ( 4)

Ẅ ᾓ

ỏ ЏẓȸHCL AppScan

47

ѡ М ᵅ
ӑ

111/3/15 22 7 10 5 0

111/9/15 21 15 4 2 0

111/10/24

( Ὠ)
21 9 4 3 5

70%
4%

26%

М ᶮ

Б

ắ

ắ ᾼ
ꞋⱢМ Ȳѹ
ЛẓӴᵛ ȴ



ׄṶԈ

48

ȸ2022/1/1- 2022/09/30 Мї

1. 1 ȳ2 ׄṶԈ

(1) ӂᶁ ȸ Њ 0.06

(2) ӂᶁ ȸ Њ 0

(3) ṶԈ ӂᶁ ȸ Њ 0.99

(4) ᶙכ ȸ
ᴍи
ѩ

100%

(5) ṶԈᶙכ ȸ
ᴍи
ѩ

100%

2. 3 ȳ4 ׄṶԈ

3. ׄṶԈ ӂᶁ ȸ Њ 0.5

ד ᶙ ⇔ȸ
ᴍи
ѩ

74.07%

ҟ100%דȲᵀЭד ỞҒ ׄ Ȳ
и ȲБԓ ᶙ ȴ



ד ׄṶԈ ӂᶁ

49

⇔ד 107 108 109 110 111

ӂᶁ 2.04 0.829 0.87 0.96 0.5

ṶԈ ӂᶁ 3.98 0.961 1.05 0.85 0.99

ӂᶁ 3.95 0.96 0.05 0.06 0.06



ׄὢ ɉTop☼

5050



ׄὢ ɉ ☼ ᵫ

5151
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ׄὢ - ISMS ׄ

Ὶ Мї(МҶЄ Мї)ᴞ2010דậ ISO27001 ∟

ȲḕדᶁṼ ứ ắ ▲ѿ’═ צ ἤȷ20223דѣ ISO 

27001:2017 ȴ

Ὶ ẁ Мї ׄԓᶾ ד Пὢ

Ὶ ϯ Ԛ18צ ׄ ϮѠ ȴ

ῚӐМїԚ23צ ISO 27001:2013 LAȳ2 CISSPȳ4 CEHȳ3

CHFI ᴩ╜ ׄԓ еᵫП ׄ ȷ3 ׄ

ȴ

52



53

ׄὢ - ’

ῚМҶЄ ὑ106ד Ԓ ᾪ Ṏ Ṇ ׄԓ Ϣ

ȲכⱢ в ᷅ Ṏ Ṇ Ϣ

ПϚȴ

Ὶ═ ắɦ Ṏ ׄ Мїɧ Ȳѿ ═Ӑ Ϣ

ạ⇔Пצ ἤȲὑ1094דѣ Ȳ1112דѣ

ϡװ ▲ ȴ

Ὶ Мї ẁП֢ ὢ ц ῶ ȲꞋṼ Ṏ Ṇ

ׄԓ Ϣ ᴩȴ

53



ׄṆ ▐

5454
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ׄὢ - Ϥ–Ṯ Ṇ

Ῐ Cisco Fire Power IPS inline ᵂȲẦᵗ ᵅЛ ᾼ☼

ȳ ḃ ṶԈП ӢȲѿ ὡ ṿӣ ȴ

55



  / ᴂ MiniSOC ӂү

56



57

ד111 П Ṏ

5757

ѻ Ϣ ֤

03ѣ22ѡד111
ԒӢ

ὧ Є Мї
eduroam ∂

05ѣ04ѡד111
ᶕᴔ

М Є
ITЏᵂ ϩᾼ

06ѣ15ѡד111
Ӗᴔ

М Ӗ ⅔ҔиέẦ Ṷ 
ׄ ϱ ɦ ׄԓ ɧ

08ѣ26ѡד111
ϡЎᶾӔ
ӴМҶЄ І Мї

ׄẔ −

09ѣ07ѡד111
Ϛ ᴩ 
ׄ ῖԌצ еҨ Ϣ

ᴩ 

Ṯᾙ ҵ♪ ╓
і

09ѣ21ѡד111
ḝ
ӴכғЄ ׄԓׁשṅ М

ї(TWISC)
ׄṮ ц ׄᾎ֪

10ѣ13ѡד111
╟ᴪ ᴔ

Ӵừ Є

ѻ vulnhub
ῴ



ֵаᾼ Ṏ

Ὶѿ108ד111~דⱢẂ

31 Ȳ Ӏ Мї ᴴȳ

Мїȳ Ṏ ȳּדᶾ

ӴПМїȳכ ׄẦ ȳӖ ԍ ȴ

Ὶ Ṏ ПֵаоȲ ѿḆֵЛ֝Ṕ

⇔ẃ ׄԓȳ цẔ҃ ȴ

58

үҖ

үҖ ϡ

ừ

⅜

ᴎ

Җ ׄԓ МїASOC

֚ МїTACERT

TANet Мї

ׄԓׁשṅ МїTWISC

╜ᾙЄ
ᴂЄ
М Є
МЍЄ

М

6

115

6

3

108 ~111 ( 31 )



ֵ ᾼ Ṏ ѻ

Ὶѿ108ד111~דⱢẂ

ѻ ѿ ׄ ᵂ workshopⱢѻȲắꜟ

∟ȲḂⱢ ϱ иӁ ׄȳ ȳṆ

Ȳṳ ѻ ЄᴟAIȳIoTȴ

Ὶ ֵ П ѻ Ȳṳ֪ ᴴᾼ

ḖȲ ẁḆֵ ֣ᾼ ȲẂֽῴ Python 

AI ⇔ ᾼ Ϛ ȳᴞ∂֝Ḕ Ṇ

ȳGoogle+Arduino+AppinventorȳITЏᵂ ϩ

ᾼ ȴ

59

Workshop Ϛ - ᴷ

Workshop ϡ - ⅔Ҕиέ

Workshop Ϯ - ᵂ

Workshop ҳ - ѻ ה Ṇ ∂

Workshop Х - ∂ ׄḃṮ ӂү- ẞ ᵂ

ῴ Python AI ⇔ ᾼ Ϛ

њ ⅔Ҕиέ

ᾬ ׄḃṮᶾ

ⅎḃṮὑIOT еԚ ╟

ITЏᵂ ϩᾼ

ӣԓ ̅ᴞ∂֝Ḕ Ṇ

Google+Arduino+Line+ Appinventor Ѿ
ᵃ ᾼᵍ Џẓ

11

10

6

3
1

108~111 ( 31 )

workshop ̡

̡IoT IT



Ṏ ᴯо

60

МїMoodle ϱ Ṇ

1ȳ ᴯ : https :// eustoma.cc.ncu.edu.tw/ Ҍ Ѡ ṿӣȴ(ҫ ẁ

▲ỗ Ϥ )

3ȳӭ›Ҡѿ ᾼ Ṏ Мї ϤȲӭ›Ԛ7צ Ҡѿ ϱ

ц ẁϱ ѱᾼ Ȳ ϱ▐∟ ᾼ Ṏ ȴ

https://eustoma.cc.ncu.edu.tw/


61

Moodle ϱ Ṇ

Ὶ ӭ›Ԛ7צ  ẁ ѱҠѿ ϱ Ȳ в ẁ ȳ

V ɦ ITЏᵂ ϩᾼ ɧ

V ɦ eduroam ∂ ɧ

V ɦ Ṯᾙ ҵ♪ ╓і ɧ

V ɦ ׄṮ ц ׄᾎ֪ ɧ

V ɦῴ Python AI ⇔ ᾼ Ϛ ɧ

V ɦ Windows ц Linux ѻ ▐ ׄԓṮ ɧ

V ɦ ᾎ ᶺᾼ … ẂΩ иέɧ

6161



Ϛ - eduroam ∂

Ὶ1113דѣ22ѡ (ϡ)

Ὶeduroam ∂

Ὶ ȸ ԒӢ/

ὧ Є Мї

Ὶϱ Ϣ ȸ49Ϣ(ꜟ Ȳ ϱ )

Ὶ Є

1.ҒϤ ∂

2.▐ ᴻὢ

3. ứ ạ

4. ứв ▐ ế Ṇ

5. ứ

62



ϡ - ITЏᵂ ϩᾼ

Ὶ11105דѣ04ѡ (Ϯ)

ῚITЏᵂ ϩᾼ

Ὶ ȸ ᶕᴔ /М Є

Ὶϱ Ϣ ȸ42Ϣ( ϱ )

Ὶ Є

1. ї ϩ

2. ᾼϢӢ ϩ

3. ȳ

4. ӣї ᴩⱢ ֪

5. ᾼ

6.ϝᴶиέᾎ

7. Q&A

63



Ϯ - ׄ ϱ ɦ ׄԓ ɧ

Ὶ11106דѣ15ѡ (Ϯ)

Ὶ ׄ ϱ ɦ ׄԓ ɧ

Ὶ ȸ Ӗᴔ /

М Ӗ ⅔ҔиέẦ Ṷ 

Ὶϱ Ϣ ȸ102Ϣ( ϱ )

Ὶ Є

1 а ׄԓ Ӑ Ἐ

2 а І ԈῂӻЏ Ṯ

3 а Ғ Ṯ

4 а Ṯ Ԍ

5 а ȳ ’

6 а ứ ậ׀ ⁄

7 а Ϣ ׄԓἤ ứ

64



ҳ - ׄẔ −

Ὶ11108דѣ26ѡ (Х) 

Ὶ ׄẔ −

Ὶ ȸ ϡЎᶾӔ/

ӴМҶЄ І Мї

Ὶϱ Ϣ ȸ150Ϣ

Ὶ Є

1. Ю

2. Public IP ȳ Private IP ȳ NAT

3. эЛϤᾼῂӻЏ

4. ◖ ה

5. Ԍ321

6. IOT Ṯ

65



Х - Ṯᾙ ҵ♪ ╓і

Ὶ11109דѣ07ѡ (Ϯ) 

Ὶ Ṯᾙ ҵ♪ ╓і

Ὶ ȸ Ϛ ᴩ /

ׄ ῖԌצ еҨ Ϣ ᴩ 

Ὶϱ Ϣ ȸ125Ϣ( ϱ )

Ὶ Є

1.ԓ ׄ№ ḃ ṶԈиέ

2. Ɫѻכ ᾼ№

3.ֽᴶ∂Ӵ ᴯ ἤ

66



г - ׄṮ ц ׄᾎ֪

Ὶ11109דѣ21ѡ (Ϯ) 

Ὶ ׄṮ ц ׄᾎ֪

Ὶ ȸ ḝ /

ӴכғЄ ׄԓׁשṅ Мї

Ὶϱ Ϣ ȸ116Ϣ( ϱ )

Ὶ Є

1. ׄḃ

2. ׄԓ ᾎ Юц֪

3. ׄṮ ᾃ Ṷ

4. ∂

67



ϝ -ѻ vulnhub ῴ

Ὶ11110דѣ13ѡ (ҳ) 

Ὶѻ vulnhub ῴ

Ὶ ȸ╟ᴪ ᴔ /

Ӵừ Є

Ὶϱ Ϣ ȸ27Ϣ

Ὶ Є

(1) vulnhub ӂүЮ

(2) ЏẓṿӣцЮ

(3) Ԉ ֪

(4) ѻ ֪

(5) Q&A

68



‹Ἁד Ṏ

Ὶ ϥ ȸ11ѣ30ѡ ׄϤ–ṶԈᾼ ▲

Ὶ ȸ ╨  /

צᶾῖԌדּ еҨ

Ὶ Є ȸ Ṕ⇔ Ϥ–ṶԈ ṓ or ┬ Ӑᾼ ׄϤ–ṶԈᾼ

▲ ȴ

1. ṶԈ ẞᾼᵺ

2. ḃ ῏ᵓӣᾼ

3. ѻ ҏ ᾼЊ Ḕ

4. Ṷ›ȳṶМ Ṷ∟

5. APT ẂиṹɎKMPSCAȳOperation DRBControlɏ

6. ḃ ᾼ

7. ӣṶԈ ▲ЏẓЮ

8. ṓ ḃ Ẃиṹ

9. ẃ Ӣᾼ

69



Є ṶԈП

Ẃ Ӑד⇔ Мї Є ( ц ׄ)ṶԈȴ

70





ᴥὢ

֮ Ԍ
ὢ

ᴞ оLINE
ӂү

HTTPS
҅ ὢ

שׁ
֥

Ṏ CDN
ỗ ∂

(  ȳ ᴂ)

Ṏ
Җ

Мї



֮ Ԍὢ (1)

Ὶ ֮ Ԍ╥ ׄԓ ᾼ ЏᵂПϚȲѿ ḳ ∟ȲҠѿ
═ ᴩȲ ᴖ ᴩ ֮ Ԍ Ἢ ӣὗ ȴ

Ὶῧ ( Ӵὧ Є ) ( ӴМҶЄ )ὑ1119דѣ19ѡ
֥ᵂ ᶱ Ȳ Ѡӂ Ф ṿӣ Ѡ Ὲ׀ Ɫ ֮ Ԍȴ

Ὶ Ầᵗ Ѡ ᵍ֪ ◖ȳ֮ ȳѭḳ Л ҵȲ
כ ҷȴ



֮ Ԍὢ (2)

ῚⱢ ’ П ἤȲ Ѡ ϯ ᴯ֢ᴞṶԒҒ ѿ
’ П ἤȴ

Ὶ ֮ ԌῈ ⇔

V М : 1TB ( ӑẃ сᴟ2TB)

VЄ : 2TB

V Ӏ Ṏ Мї: 4TB

NAS

֮ Ԍ

ῧ
NAS

֮ Ԍ



֮ Ԍὢ (3)

Ὶ ᴯ֣ МїӨ ֮ Ԍ ȲҠ
╥ᵡ Ԍ ԛἏῧ Ԍȴ

Ὶ Ϛװᶙ Ԍ∟Ȳ ∟ ᴩ ԌȲҠ
ע

Ὶ ḕϮѡ ԌϚװȲ’ ᾪӐ :5

Ὶ цῧ Ѡῴ Ԓ ẁ20TῈ

100



֮ Ԍὢ (4)

76

ᶧ ӭ Ὑ

1 Ṇ ғ ֮ ԌȲ ẁ Ө ṿӣȴ

2 ֮ ᴯ 100еṭѿϱ

3 Ṯ IPSȳ ї Ӧ ACLȳṮѭ

4 ἪISMS ạ⇔ ϮѠ

5 ֮ ԌѠה ᶙ Ԍ Ԍȳ ԌХ҅

6 ’ ϩȳῈ ȳ  ȳ ȳ Ṯ ֥ISMS

ứ

7 ӭ› ֮ Ԍ 1GȲ11ѣἉᵛ сᴟ

10G



֮ Ԍ∂ ⇔

Ὶӭ›БẦᵗ6Ἤ М ȳ2ἬЄ ȳ1Ἤ Ӏ Мїᶙכ ֮ Ԍ
ᴟ МїȲṳѿᴞ Ԍẞ100еṭҵᾼῧ Мїȴ

77

ᶧ ֮ ԌӨ ᶙכѡ

1 М 111/08

2 гế М 111/08

3 ᾙӂ М 111/10

4  ἆЄ 111/10

5 Є М 111/10

6 М 111/10

7 М 111/10

8 ᴂ 111/10

9 Єדּ 111/10



ᴞ оLINE ӂү(1)



ᴞ оLINE ӂү(2)

79

Ϛ ◕
ᾭ цЮ ᾭ

ц☼ ȲѿLINEv ᵫ

ϡ ◕
ᵛ LINE
ׄṶԈ ц ׄ

ȴ



ᴞ оLINE ӂү(3)

1. ASR9010ї Ӧ ᾼ Ю ☼

2. ᾼ ҵWAN IP ᾭ

3. ᾼ ὢ ╥ᵡӔ

80



ᴞ оLINE ӂү(4)

81

ᾭ ц
Ю ᾭ ц ⇔Ȳѿ

LINEv ᵫ

ẞLINEן ᵫ
Ȳ
ҵ╥ᵡӔ ?



ᴞ оLINE ӂү(5)

82

ᶧ ҒϤLINE ӂү ᶙכѡ

1 М 111/03

2 Җּד Џ 111/03

3 ӘӂЏ 111/03

4 Ӣ 111/04

5    Мї 111/05

6 Ӏ Мї 111/05

7 гế М 111/05

8 Єדּ 111/10



HTTPS ҅ ὢ (1)

83
TANET2021

Ὶ Ṏ 6ѣ29ѡד110 ( TANet)ᶾ Њ װ96 ḟ Ȳ֢
Ϥ HTTPSȴ

Ὶ Мїᵓӣ NGINXᾼч֣҅ ἤȲ ∟כ ᴻὢ ᾼ
SSL ҅ Ȳ110~111ד ᶙ8כἬ ȲԚ16 ϤHTTPSȴ



HTTPS ҅ ὢ ( 2)

Ὶ 26% ᾼ Л Ḇ ứц ה Ȳ ᵓ ϤHTTPSȴ

Ὶ 74% ᾼ Ϸ ֯ ẦᵗϯԚ֝ Ȳ Ḃ ứц
ѿה ϤHTTPSȲᶙכ ϤHTTPSȴ

Ὶ ҅ ṿӣTLSv1.2ȲTLSv1.3ȲѿцHSTS (HTTP Strict Transport 
Security) ȲẦᵗ ậ A+ ׄԓἤ ȴ

84



HTTPS ҅ ὢ ( 3)

85

ᶧ HTTPS ҅

ᶙכѡ

1 Є М thsh 110/08/11

2 М fxsh 110/08/19

3 ӘӂЏ ypvs 110/08/30

4 М cyvs 110/09/01

5 ғЏכ ckvs 110/09/24

6 ӎ М fdhs 110/10/05

7 Є М dxhs 110/10/14

8 Ṏ М yuda 111/01/24



שׁ ֥ (1)

שׁ ֤ ѝ ӭ

TANET2021ׁש SSL ҅ ᴻὢ П∂Ӵ Ϥ-ѿ МїⱢẂ

TANET2020ׁש ᴞ Ṇ ֥LINE ᵛ ῀-ѿ Мї

ⱢẂ

ṾϢ ѝ

TANET2019ׁש Open Source Security Onion Ṇ П Ϥ ӣ-ѿ

МїⱢẂ

TANET2018ׁש Open Source SIEMṆ П Ϥ ӣ -ѿ Мї

ⱢẂ

Ṿᵂ ѝ

TANET2017ׁש ѿ и☼ ἤ Ϥ– Ṯ Ṇ -ѿ

МїⱢẂ

TANET2016ׁש ᴞ о Spark ☼ Ṇ

TANET2015ׁש ֥ Spark Hadoopὑ ӂү ᴩ ☼

Ẅ ѿц ׄᾼ֢ ḖȲ ѿ Ɫ Ȳṳ
֥ᴞᴩ ᾼ ֢כѿᶙה ԉ Ȳṳ ṷ ᷾ ᴟTANETׁש ȴ



שׁ ֥ (2)

Ὶ ד2020 Мї Ϥ ZabbixṆ Ȳ
ȳ Ἢ ⇔Ȳѿ ’ ц Ἢ ԓד ԅᾼӔ ᵂȴ

Ὶ Мїṳᴞᴩ LINE Notify Ȳᵛה LINE Notify
Ȳ Ϣ Ἢ ц ὢ ╥ᵡӔ ᵂȴ

87

TANET2020



שׁ ֥ (3)

Ὶ ד2018 Мї Ϥ
OSSIMṆ Ȳᵛ ᴩⱢṳѹ

HIDSȳNIDSцIPS Ṇ ṶԈן ȳ
циέȴ

Ὶ ӦSIEMṆ ᾼ о ῶὰȳ
ӱ ȳ ῶ ғ Ȳ ẁ ᾼ ׄ
ṶԈȲ᷄ҏ Мᾼ№ ȴ

88

TANET2018
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שׁ ֥ (4)

Ὶ ᴞᴩד2015 Spark ☼ Ṇ ȲṆ ӦSpark
ᵛ ᾼ ȲҠѿ҉иᵓӣ Spark in - memory computing ἤȲ֯
Є ᾼNetFlow DataМᶶ ᷄ҏ ᴩⱢᾼѻ ȴ

Ὶ Hadoop ⁄ Є ᵂװ᷅ ȲѿḕЊ ᴩЄ иέᵂ
ȴ

8989

TANET2015



Ṏ CDNỗ ∂

Ὶ Ṏ 7ѣ8ѡד111 (ҳ)ֿ 1112702634A ẗỗ

ɦ ɎTANetɏв ∂ - 2 ɧ∂

ȴ

¸ ȸᴟ11112דѣ31ѡȲӇ Ἃᴟ1123דѣ31ѡ

¸∂ ᴯȸ   ц ᴂ Ṏ Мї

Ὶ    ц ᴂ иᵑ∂ ȸ

¸ Ɫᴻὢ 4 үȳWAF2 үȳ 48 ӻ 2үȴ

¸ EdgeȳWAFⱢ Ҡӣἤ Ȳ ᵍ ҷ П ᶮ Ӣȴ

¸ ▐ Ṏ 1 Б∂ П CDN ὢ ֥ȴ



Ṏ CDNỗ ∂ - ֥▐


