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System information

Parameter Value Details Zabbix agent 1

Zabbix server is running Yes  localhost 10051 SNMP 3

Number of hosts 180  34/0/146 JMX 0

(enabled/dizabladitemplates)

MNumber of items (enabled/disabled/not 6966 6527/73 /366

supported)

Number of triggers (enabled/disabled 3107 2883 /314[25/ Average  Waming
[problem/ok]) 2848]

Number of users (onling) 17 1

ASRS010 100G 0/1/0/0

tyre_high_school_wan

e
pdl Global view st | [ B B
All dashboards { Global view £ Zoom out 516 hours (D
Available Mot available Unknown  Total

www.tyrc.edu.tw

; & I3y 48 BE POy

fp

40 Gbps 2 Gbps
-
ortal.tyrc.edu... rc_dns tyrc_ssl_prox
20 Gbps 1 Gbps p ¥ ty - yre_ssLp Y
0.1s 0.01s 0.3s
et ——
0 bps . . . 0 bps [ mte——tesasn——
1026 09:41 10-26 11:30 10-26 13:19 1026 15:09 10-26 09:58 10-26 11:45 1026 13:31 10-26 15:17 0 2022-10-26 09s
= ASRO010 Interface HundredGig... ASRI010: Interface TenGigED/&/. .. 10-26 0%:44 10-26 14:59 = tyrc_dns: ICMP response time 10-26 09:44 10-26 14:59
Problems Google wWww.tyrc.edu.tw
e _ o N - .
_ 0 haialoa Ld
2022-09-20 07:00:31 = 1m 6d 8h No 2022-10-26 0
| Google: ICMP response time 10-26 09:55 10-26 13:21

https://zabbix.tyc.edu.tw/
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asr - Traffic - HundredGigEG/1/0/0.1-bakebone

=
S 156
o
a
[ 106
=
2 506
1
a
18:00 20:00 22:00 OO0:00 02:00 O4:00 ©6:00 @B:00 10:00 12:00 14:00 16:00
W Inbound Current: 6.04 G Average: 5.67 G Maximum: 18.87 G
. " " B Outbound Average: 5.67 G Minimum: G5@8.13 M Current: 2.04 G
Lreated: Oct 17 2022 16:40:11 Average: 1.58 G Maximum: 18,87 G Maximum: 4.31 6 Total In: 61.01 TE
B Outbound: Current: 2.04 G Average: 1.58 G Minimum: 459.33 M
Max imum : 4.31 G Total Out: 16.72 TB
Daily (5 Minute Average)
asr - Traffic - HundredGigE0/1/0/0.1-bakebone
=
2
5
a
a
E
=
B
1
2
2. 04
11 12 13 14 15 16 17
B Inbound Current: 7.12 G Average: 4.72 G Maximum: 16.36 G
‘F_"‘L B Outbound Average: 4.72 6 Minimum: o.o@ Current: 2.24 G
Average: 1.31 G Maximum: 16.36 G Maximum: 4,19 G Total In: 356.77 TB
aSPgOlo B Outbound: Current: 2.24 © Average: 1.31 G Minimum: o0.08
Maximum: 4.19 G Total Out: 99.17 TB
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SBITHNEE  BEERFESRERSE - DNSBind p0FRERMT ¢

1L.http//www.isc.org/downloads/ T &8 (1 bind-9.16.33 kiEEH)

2ftpEdnsE#

3. tar -xvf bind-9.16.33.tar.gz
cd bind-9.16.33
Jconfigure (kl—RRuser§)
make
sudo -s
make install

ps -ef|grep named

kill -9 o0c

fusr/local/sbin/named -c /etc/named.conf -u named
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1. FE125E(Llbind-9.16.33 RRZS 7455l https://isc org/download/
2. fipEdnsEH -

3.tar -xvf bind-9.16.33.tar.gz

Jeonfigure (Ml—fuser54)

make °

sudo -s

make install

ps -efgrep named

kill -9 xxx

(ust/local/sbin/named -c /ete/named.conf -u named
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GGC 111/9/30 /&n o

1 GGC 2xDell R740xd + Cisco 5001 y, 2 T Y
uuv 9/30&n W Y GGCnoda 10/7t A |

Performance History OVERVIEW < Prefix Details
Filter: GGC: tanet-tpe3 -= all clients. CDN traffic only. T Filter: GGC: tanet-tpe3 -> all clients. Time: 2022/11/03, 12:20 - 12:30. CDN traffic only.
Goodput (Mbps) ~ Days: 3 ~ Prefix Traffic <} Goodput
Orange line denotes overview time. Click timeline to change time. 163.30.0.0/16 1.10 Gbps 83.31 Mbps
W 2001:288:3000:/36 671.34 Mbps 100.00 Mbps
i; \\H‘\Mw W 4 E 163.28.53.0/26 340.68 Mbps 100.00 Mbps
§ é 120.124.0.0/16 230.06 Mbps 88.17 Mbps
g‘ . E 120.125.0.0/16 196.43 Mbps 63.41 Mbps
© T 0 140.138.0.0/16 163.70 Mbps 60.91 Mbps
140.132.0.0/16 85.70 Mbps 100.00 Mbps
Traffic (Gbps) 2.68
MW Goodput (Mbps), 75th S%ile 100 163.25.0.0/18 76.57 Mbps 77.38 Mbps
B Goodput (Mbps), 50th %ile 84.63
Goodput {Mbps), 25th %ile 39.26 210.240.212.0/23 53.30 Mbps 73.57 Mbps
163.25.120.0/21 50.16 Mbps 100.00 Mbps
Goodput (Mbps)
140.135.0.0/16 48.48 Mbps 71.46 Mbps
eSS sttt S sttt NI i 203.72.100.0/22 44,39 Mbps 100.00 Mbps
Retransmit Rate (%) 163.25.128.0/17 42 85 Mbps 83.92 Mbps
Aot M pvcsbsmsmerfiocrmnse | Hhonrsmnthetre ALy i 210.70.28.0/24 23.42 Mbps 9.58 Mbps
Application RTT (ms) 203.68.75.0/24 20.98 Mbps 82.82 Mbps
! T rf ' 210.59.40.0/23 17.20 Mbps 100.00 Mbps
203.71.118.0/23 12.30 Mbps 100.00 Mbps
+ CSV 203.68.250.0/24 2.64 Mbps 61.59 Mbps
210.59.70.0/24 8.62 Mbps 33.33 Mbps
203.71.236.0/24 5.57 Mbps 100.00 Mbps
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Top 200 Byte Top 200 Session

2022/10/13 00:00 ~ 2022/10/13 23:59 2022/10/13 00:00 ~ 2022/10/13 23:59
1,4.46% 2,0.01%
/’ 2,3.66% — 4,0.01%

T~ 3,3.04% h 7,0.03%
4,2.84%

/jé*‘: 5.2.30%

RE00
B I T T

140,115, 145,143 TSRAR 00 2.95K / BA7.36M SSR50M /406G | g B?&l[;];’ 1B137.96G
203.7L101.1 pr 0/ 76.57K / B87.36M W9IM /GG GER.59G./ 18137.966
a2 163.30.53.1 HETR 0/0 8.82K / B87.36M w7066 | g ]
163.30.203.2 HETR 0o 65.84K / B87.36M LG MEG | 5?&;’}' 1B137. 940

2001: 288: 3001: 50: dacS: d593: adb: 3475 ChERAE /o 6.51K / B87.36M aaMiese || “ﬁfg’ 18137966

LR B wEAR 0/o 6.66K / BA7.36M 1967 /40656 | ziﬁ;ﬁ’ EEREE

a2 200.69.250.6 HERT /0 271.80K / 887.36M WM/ GG | | Zi[_";g;' 18137.96G
208,68.229.200 HETE 00 544 / BB7.36M IBLBOM /065G || 21‘_"333792’ 18137966
120.125.200.64 Home 0o 11.73K / B87.36M T /e || ng‘;' AB137,956%
2001: 268: 3014: 2: : 200 FETE 0ro 344/ 887.36M 12IMI066 || Zf';sz;’ 1B137.96G
" 140,138.83.253 FEAR 0re 64.84K / B87.36M LS 065G || 1;'?;;;’ 1B137.96G
H 163.30,116,64 HEE 0ro 30.57K / B87.36M IBM /065G | 1?)1.’;;3‘;:'6’ 18137.96G
B 2001: 285: 3200: 8: 268: 200: 2258: bbfG HETR 0/0 5.81K/ 687.36M I/ 0EG | 136000 Lolomae
14 192.152.227.52 tyre_swr 0o 10.47K / B87.36M LML || 1;?&,552;' RELEEC
15 2001: 288: 3200: 8: 268: 200 B139: 120c HEmE /o 2.77K 1 B87.36M BSM/MEG || 15%5;;:;’ 18137966
L 210.70.28.96 REET 0/0 614.74K / B87.36M to0.28 140656 || LAns) Tt
7 163.30.105.6 HETR /0 3.49M / B87.36M WM/ 0G| | . [ 1mn.98a
il 163,%5.24.20 ETEERD 00 5.97K / BB7.36M BIM0EG || %355229:' PR
9 168.25.121.206 EPIREFD 0o 6.34K / B87.36M MM/ H0EG || Sif;;' 18137.96G
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Flow ATD BN 5 HE

2022/10/14 14:58 ~ 2022/10/14 15:58 (time unit. Smins)

0 )
14:55 15:00 15:05 15:10 15:15 15:20 15:25 15:30 15:35 15:40 15:45 15:50
ATD @ Burst Session @ Long Time Session
PRE: =5 v @ 3D Giobe
RREE < BREIP S EREEN: Z2EEPS BEAEN: B2 EfPort+ Sessions | Packet$ Byte + AR < HERN - ax
TCP SYN Host Scan 45.93.16.71 us TCP 5038 273.78K 276.64K 14.59M 2022/10/14 14:59 2022/10/14 15:56 s
TCP SYN Host Scan 165.232.190.166 IN TCP 2009 71.54K 71.54K 3.77TM 2022/10/14 15:00 2022/10/14 15:56 Y
TCP SYN Host Scan 146.19.191.117 DE TCP 23 124.3K 124.3K 6.55M 2022/10/14 15:26 2022/10/14 15:56 [
TCP SYN Host Scan 143.110.178.114 IN TCP 2005 160.59K 160.59K 8.47TM 2022/10/14 14:59 2022/10/14 15:56 |
TCP SYN Host Scan 150.158.91.148 CN TCP 6379 172.17K 172.17K 12.44M 2022/10/14 15:17 2022/10/14 15:56 e
TCP SYN Host Scan 165.22.215.149 IN TCP 2019 178.29K 178.29K 9.4M 2022/10/14 14:59 2022/10/14 15:56 oy
TCP SYN Host Scan 134.209.156.22 IN TCP 2004 161.69K 161.69K 8.53M 2022/10/14 14:59 2022/10/14 15:56 [
TCP SYN Host Scan 198.199.95.208 us TCP 9000 83.36K 83.36K 4.4M 2022/10/14 15:53 2022/10/14 15:56 e
Host Scan 146.88.240.4 us UDP 5060 269.53K 269.53K 47.64M 2022/10/14 15:46 2022/10/14 15:56 |
TCP SYN Host Scan 192.241.193.130 us TCP 4848 103.69K 103.8K 5.48M 2022/10/14 15:51 2022/10/14 15:56 |
TCP SYN Host Scan 173.247.227.70 us TCP 23 23.14K 23.14K 1.22M 2022/10/14 15:28 2022/10/14 15:56 |
TCP SYN Host Scan 154.89.5.68 HK TCP 9999 124.63K 124.63K 7.06M 2022/10/14 15:03 2022/10/14 15:56 e
TCP SYN Host Scan 165.22.215.169 IN TCP 2024 177.14K 177.14K 9.34M 2022/10/14 14:59 2022/10/14 15:56 |
TCP SYN Host Scan 165.232.177.129 IN TCP 2010 54 17K 54.17K 2.86M 2022/10/14 15:27 2022/10/14 15:56 s
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TANet-HC TANet-TP
ASR9912 ASR9912

N-Reporter

Bundle
Ethernet

NCU-ASR9O010 [plegvdl network
e Ports
(L2 AR 75)

Bundle Gigamon

Ethernet HC2
NCU-ASR9010 [ERuS#IY network

(L3 IB%) -

Tool Ports

SourceFire
IPS

Static

NCU-ASRO010E4BEL 43 7 S840 fE
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7/

Cisco Fire Power IPS inline
y b Ul NYW

[S)IAUTT Analysis Policies Devices Objects | AMP Intelligence

Dashboards » Reporting Summary v

Summary Dashboard

Provides a summary of activity on the appliance

LA Intrusion Events Status =

MNetwork x Geolocation x QoS ®x +

N

System Help v center20 v

1

Report Designer

Show the Last 1]

Top Attackers All Intrusion Events
74

Source IP w Count
ol 220.203.8.126 16 5
O 1985.219.212.151 12 5
o= 64.225.71.127 11
o™ 157.230.244.66 11 47
oll 141.94,110.90 7 3 }
Ol 45.204.87.129 6 2_ ” l \L ‘ l l
[+ I 49.247.197.182 5] ] il l |. hh-
O  86.107.200.152 6 1' 'l \ I'll H I W\ ] [
O 125.17.153.207 6 o H ] Ii( AL 11T 1T
ol*l | 147.185.254.17 5 200 2200 2220 2230 2260 2280

Last updated less than a minute ago

Last updated less than a minute ago 4

Top Targets

Destination IP
163.25.1

Last 1 hour Total
v Count

+4 4

H
(=]
€«
(95}
(=]
(%))

ST . O WU T WV W UMWITN] 365

Ol 120.124, 3 1 )

Ol 140.135. 3 2 No Data
OB 140.138. 3 0

Ol 120.124, 2 3 )

OB 120.124, 2 4

Ol 120.124, 2 0

oM ¥l 120.124. : AU T T W TW W 255

(@ Add Widgets

Total Events by Application Protocol

Application vy Total Events

+2 4[] 55H 660
1§ HITR 54
+1 ¢ RDP 10|
+1 4[] Telnet g

Last updated less than a minute ago

Impact 1 Events by Application Protocol
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o LINE axy (2)
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S o LINE a %y (3)

1. ASR90107 O A FOY ¢

L3
~
- €7
2. A 1, WAN IPQ
L L
= ”n
3. A w X A
1Y
ZABBIX hsc_view
All dashboards / hsc_view £ Zoom out I
ASR9010 TE0/5/1/2.199 TYRC
> Monitoring - 300 Mbps Created: Jun 12 2020 13:48
Dashboard 250 Mbps HEEH (PRAER)
Problems 200 Mbps
B RS HETEEPL
f— 150 Mbps
Overview 100 Mbps
1y
50 Mbps A A
Latest data ke _/ Li_/\_,_J L\J’\ﬁ%
0 bps

Scree 11-01 12:08 101 13:07 101 14:07 11-01 15:06 11-01 16:06 11-0117:05
Maps = ASRO010: Interface TenGigED/5/1/2.199(58 4F T4 6265 7...

sy hsc_wan_163.25.34.251

Services 0.01s

Inventory v 0.01s

001s

M Reports

9, Configuration

[ Administration

11-0112:27 11-0113:25 11-0114:22 1-01 15:20 1-01 16:18 1-01 17:16
= hsc_wan_163.25.34.251: ICMP response time

hsc_web_163.25.34.17

2s 1

15s
1s

05 Teaffic Load
1-01 11:36 1-0112:33 11-01 13:30 11-01 1427 11-01 1524 1-0116:21 M-01 1717

= hsc_web_163.25.34.17. Response fime for step "hitp_service" of scenario "htip_service”.
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@ LINE Notify ~ #F258(—)
[TYRC_Notify]

[TYRC-5596235] RIS &2
i#: Unavailable by ICMP

ping
I#E: fxsh_wan

RESEAZHERS: 06:15:37 on
2022.04.25

Problem duration: 1m

[TYRC_Notify]
[TYRC-5506237] S44R55E:
High ICMP ping loss

F#%: fxsh_wan

AERE: Loss: 66.67 Uh

EERY: 06:15:37 on
2022.04.25

Sewverity: Warning

HEERLRENIARS

w

e85 (7)

®

B248(—)

LINE Notify

[tyrc_notify] [NEW]-EEHEHE
ETER-(BEEREAE
120.124.34.112)BEE=S
R (HMEET:NISAC-
EWA-202210-23898)
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26%A n ~B A ¢y n Y ° 4YHTTPS

T 74%A T b At 1 Q° YIB ¢ L
nNW YHTTPBY > 9HTTHS

| ' v m TLSvL.2y TLSv1.3Y W u HSTS (HTTP Strict Transport
Security) Y A't ) a A+ 7n !

Home Projects Qualys Free Trial Contac
Qualys. ssi Labs

You are here: Home > Projects = SSL Server Test = www.ypvs.tyc.edu.tw

SSL Report: www.ypvs.tyc.edu.tw (140.115.2.166)

Assessed on: Fri, 08 Oct 2021 02:41:55 UTC | Hide | Clear cache Scan Another

Summary

Overall Rating

Certificate

Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

This site works only in browsers with SNI support.

| This server supports TLS 1.3 |

i HTTP Strict Transport Security (HSTS) with long duratin deploye on ths server. MORE INFO » |
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1 20181 7 M1 e
OSSIM YV Pt U oy Syslog
HIDY N|D$I| IPS N UflJl y
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L JdL

Bonrds Analysis | Alerts  Reports
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1 20151 =P Spark N YN OSpak .

Vi A YKW:n2 i Sparkin-memorycomputing 1Y

€ A NetFlow DataM# = p PLAO |

| Hadoop / €E " IW YWeH PE Nué¢ w
L

_[EESF MRTGEE] _ [IPv6 MRTGH;

RIC(F 2R = e aE & )

UDF Flooding &3 (Kscore)

Keyword:

TopN FEEHT _ — . _ _ -
: N“I’st - Hostip BARME) St BAEEN i BASEAN  BENSAN  BANSE R £HEmE
OpN it AN
- — 140.138.83.253@1 23 2503 175 770 201 1133 115392 2207872 10-20 10:00
UDP Flooding 7iE %S
142.251.42.238@1 3176 1113 6251 7306 112 714 2854976 1559104 10-20 10:00
UDP Flooding &
142251 43 14@17 595 1839 7080 7450 544 930 1093504 1977408 10-20 10:00
e ——
UDP 4= 142.251.43.16@17 T8 8099 40 51 ES 1369 901824 5016160 10-20 10:00
UDP 52 142.251.431@17 60 3690 2168 3156 12 1306 538304 2824256 10-20 10:00
Udp FE (/i)
163.25123.26@17 9 1030 58 42 116 1367 30576 753408 10-20 10:00

Udp 52 (10448)

163.25.27.65@17 0 1296 16 34 119 1119 1216 1158144 10-20 10:00
Pscan 2%

_ 163.2851.12@17 315 39331 6360 7406 20 1354 3906820 29027840 10-20 10:00

Pscan EEFEEET
Pscan 22EE () 1632851 13@17 294 37950 6340 7369 79 1358 3703488 27940608 10-20 10:00
Pscan RFEE (103:8) 163.28.51.14@17 302 35095 5749 6640 79 1363 3820160 25730240 10-20 10:00
16330106 91@17 714 1263 1071 942 1049 1190 681472 1061568 10-20 10:00
172.217.160.110@ 260 1012 4578 5546 426 864 610944 1170560 10-20 10:00
172.217.160.65@1 20 1535 488 594 &1 1342 256704 1143360 10-20 10:00

TopP HEE (1058)

TANET2015
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