Pk &[5 48 5 /Gy
106FEEFALH|T

Z& 17 PRAE
ndmgél[td 106/1 1/

DDGD["F"

4=t AN
BRI

l.UJ'JI

1C 'JDDD




AN

1. RGP OHEE

> M THDEE IR

> Bl Z R IRIEERERE

> HER B EMERAIRIREEA

> IR A B IR KRR B
2. FEFTEMRARIERIHEEH
3. AR E RS B AR TS
ARFEHFENER RN E G
5.107FEFaaTHEF ZEM LIF(ERAG B D) 25w 08

b.4m e R

B X




sl

1 .tk &l 4 P 0 A 22

1148 P IVEEIRIE
--BHEPILAT]

--JEREG

--BIREEE

--HEEIH

- - 388 4% o [afy 25581

--mrtg MEEE




Pk R 4 4

—EEHOAT]

Jieand

= BiwEe B TE
> %E-EEAE\ . 3 A email: cld@csie.ncu.edu.tw

>FFAE : 4 A\ %3%:03-4227151 ext. 57500

HEFI/__]A e oy S . EEF‘uﬂ:E.%.‘E:&:’FEE
~ B =3 %Q}E_l nﬁ%ﬁﬂﬂ . email: center25@cc.ncu.edu.tw

BE35:03-4227151 ext. 57511,57555,57566

> /n|_,| AE 2 A ;E/\ﬂgﬂ 2 BIE ° voip: 97820055,97820066
s N HE kS
>EBZ A8 1A FBERE : 2% -

email: center20@cc.ncu.edu.tw
HEH:03-4227151 ext, 57511,57555,575645
voip: 97820055,97820066

e aE— 1|
email: center28@cc.ncu.edu.tw
G 03-4227151 ext, 57511,57555,57565
voip: 97820055,97820066

o R =
email: center15@cc.ncu.edu.tw
HEH:03-4227151 ext, 57511,57555,575645
voip: 97820055,97320066

s fREERE
email: center38@cc.ncu.edu.tw
B\E:03-4227151 ext. 57511,57555,57566
voip: 97820055,97820066




e
7N
MG

BB B — A

> JEARE A 521E
>ETHRBE DO 3(E
> RKEER: 14Fh
>S P 27k
>H A EEI: 81E

4G TANET

ASR9010 @

- -
= _AbhEREE
r _,l &I server

- PIKE10G, Cisco N7k)
——— M KE(1G, Extreme 48i)
- TFXZ(C, Juniper)
—_——— B REZYIG, Cisco 3550)
— PEM TG, Cisco 6509)
HAEFHERBY10G, Cisco 6509)
—— M IIEBR(1G, Cisco 4908)
BFRHEKB(IG, Cisco 7609)
—p EWIZAT(100M, Cisco 3745)
gz KE4(100M, Extreme)
— BB X216, Cisco 6509)
BEH RE4(100M, Cisco 2621)
——p SEEDI00M, Cisco 3550)
==y HEEIS(100M, XyLan 4024C)
—— TIEAD(S0M, Cisco 3550)
J&TH LRA(100M, Cisco 3550)
4 FAP(100M, Cisco 3550)
BRI KEY(1G, Cisco 2691)
SN 5 PESOM, Cisco 2500)
HEREB T.(100M, Cisco 2500)
EIEAD(S0M, Cisco 4500)
SN j5mEP(100M, Intel $210)
D (S0M, Cisco 1760)
REEhEHS0M, Cisco 1700)
SN R (S0M, Cisco 3600)
SN prE IS RQ00M, Cisco 2600)

HEEITHEH(12G, Cisco 6504) gy
£PIBER(1G, Cisco 6509) gy
LT BER(1G, Cisco 6509) gy
HINE T(2G, Juniper)

Seed Net(1G, Cisco 3750)
HZE(100M, Cisco 3600)
FIHE(1G, Cisco 3550)

1§ (300M, Cisco 7200)

HEI(1G, Cisco 3600)

—
=,
—
—
=,

HEEPEYE 1, Cisco 1600)
KEEP00M, IBM 2210) ey
AEEET(100M, Diink) iy
Rl A h(S50M, Cisco 2600/ gy
chi R#H(100M, Cisco 35507 gy
FRAD(S0M, Cisco 3640 ey
KF L#(100M, Cisco 600" iiggy
LW (200M, Cisco 172]) gy
FEEFEP(S0M, Cisco676) gy
PHEEATRI(100M, Cisco 2500) gy
BRBHAD(S0M, Cisco) gy
BESEERT(50M, Intel 9300)
EREEPE(100M, Cisco 2500)
AP (SIM, IBM 2210) ey

5




I

‘I'I'l

EdEE--EHSET

<
=
i

T

EEZEERVEBH¥FLEAR—R BRI EREURS - Z2EE

L ZBN(SESAEERE—X ~ 12/0788HE _R), MR EHL R
EEREN D EALR BB EIELE -

>FEEE -~ BAARE s PREZARE - I LE - PIEXRY « B1TAK

NEEEEEEE T TSN
= 06 EER TN R TR\ Sy [ CHEE. (B B R A SIS F & E | (106/09/07)

= SOINEERECEH(106/05/04)
= SO EFHITHR(10511/10)

A (
EEREfT = STREE$5(105/0421)
N [EE T . . = BB EFECER(104M11/05)
= R Efﬁ.ﬁ:ﬂﬁﬁgmaﬂ address{abuse, security, postmaster) » G5 EERET$E(104/05/07)
u E-mail address;HE = SAERALIE(10311/1 5omeeting-1060504
N oo B = 53z i
o R ERERRE @ :ifﬁgaﬁ(ma 050 SOEHETEE(106/05/04)
o B R G R FEES = Nat BlockBRE 52 THE— xis = SR EFETHH102/10/3 gy py; 201705004 09:00-1 50
s 042 SRR : WA S
= HEEIEA (P (it e i 1 AR s e
N - _ = SO EEREER(101102 3 . e 2
= ERELTIT = D1 SR EER (Y SRR I MENS 140,
= y  @mEK s 1050501 pic.zip
B AR R E R [ [petesisP = ssmEmsegsoov0e "SR5
= P S, (R B Ry in
ETEPLE | PRAEE ST e BERET | ioramopionon  oumecun
EFIEBREPLE | PRABELRE S Pt o & EREHE . ax(eE e * DG RS
e . - = fE32:1060504001 pdf R - B =)
ELREPLE  |FRIESFE S ERT LR 2 AR T P hasds g | iNet @ = 9TE LA G R . Eg 1060504002 Edf:ziiggz;—igiii isﬁi
chE A8 g HHEE o Seedietd®  « gEBHE = 5122 1060504003 pdf (SP A BBHP-ERERE S22 $H5)
g g - 1 ESRERSE
TERE S e ch &t fnﬁ%ﬁﬁ & + 1060504004 pof (G HBAEE IRHT)
=) B o 7 e & = {83 1080504006 pof (ERSHIE HE B L BHHT)
FEEAR = e |- = 5% 1005040008 oo (PBIER I WRHRSELE S35 30)
i ; Pt o o o B * IS - AR A - B ST BRI - H R S
)E ﬁgiﬁ R B R s ;‘zﬁﬁ & = 3 TS | R EEANTE RSO - B R RS - SR -
AEFHEAE @ SRR @ e
TRHT S & FHEEDE SE &
[EEEE R Hih L& EELE
EHEAED EEEh @ So-netdd
RERHE R Bttt ch
EfTRES RS &
[Elpin2 e g EiEEtF




I 13
3

Q#%kE, £F9,BHEME InternetIEEELR
ISR IE P ELE

> BENHRE, FEE 24, SR
>IPS B REMREE -
> Route rﬁ;}?\ }Tgﬂq%% ) AR RTBE, Sesstion{tfE FT#E
> MEREEE =

> BREADHEE

loAlto 5060 I

& [=48 PaloAlto 5060 FiRFEAZE / iBEEE (2017-10-30)

b A S

135
150 i | |
" E |
:-‘: _"'N‘M'\_\ | | o N 3 r4
“an 1 L ' d n
1.5 AN '""'i;.—\___h A/ / : . r -r’_(_hr
s ¥ LT, I i A—FT1 } |
L

SE00 B30 Q300 :} 400 Bd:30 0580 0530 5500 S5:30 O0T40 OF 30 Sd-ph 0830 0060 O3

Time

—cpu {EHZE (mgt) —cpu fERIZER (data) —Session {FHFE Sl — R




= R A4 E—i e e T

Pk 4T RS TE R 5 A1 B R R
RIS S5 L )

Tyrc Network App. Dist. (20171029) Tyrc Network App. Dist.(201710)

Unknown

Ur#:&v(«n Traffic
Web
e s Browser
Network Voif,
Volp— Mail,
SuTe Mai Yam.
@ Vieb Browser 415 @ SHIPMal01 & Vo 24 - Network13 @ Vieh Browser 366 @ Video Sream 09 & Mal 01 © VoPZ
@ Unknown Traffic 234 @ Network 4.3 Unknown Traffic 20
Tyrc Network App. Dist.(20171023 ~
20171029)
—InBE (BUHR) —ImBE (fRH-HD)
© Vieh Browser 408 @ Mai01 & Vo2 - Network 2
o Unknown Traffic 22
asr - CPU Usage a,
t 1 Q
20 _‘.._'.-_'.'_'_ ._' "‘.'_ T, 'L“
( . A S ~ @
g v | O F,
c G g e
2 10 ; ; ; ok O B | I | N v
a Mn_n_mmm_-mmw WMMHMWM&MMMM J‘\'_Qm‘%f '".’.
Sun 18:00 © Mon DO:00 "~ Mon DB:DOD © Mon 12:00
From 2017/18/29 14:02:46 To 2017/168/30 14:02:46
B RSPE CPU Usage Current: 2,00 Average: 2,24 Minimum: 2.00 Maximum: 7.86
W RSP1 CPU Usage Current: 2.98 Average: 1.48 Minimum: 1.00 Maximum: 2.98
0 Boardd CPU Usage Current: 2.00 Average: 2.00 Minimum: 2.00 Maximum 2.98
O Boardl CPU Usage Current: 2.00 Average: 2.05 Minimum: 2.00 Maximum: 2.98
B Board2 CPU Usage Current: nan Average: nan Minimum: nan Maximum: nan
0 Board4 CPU Usage Current: nan Average: nan Minimum: nan Maximum: nan
O Board5 CPU Usage Current: 22.98 Average: 15.47 Minimum: 1@.00 Maximum: 25.93




kEEHEE—KEEE

I:I:H/ /l_..\
D%FIWE@

= —— - - - . Ny | S
[ EE-TYRC
“ C | ® www.tyrc.edu.tw/index.php | D.
~ S

IPV6
B &R ARE
BEERTE

BfEE

BotnetBahiEE NEHRA
UDP Flooding {881%%:
PaloApp
ik

TOP-N
BENERE
HERIEE

e
EEALAEE
BEUEREY
WIFeHRE

HZERkE FDNS
SourceForge
—HRBRRE

HRMRF

BUFRARTS
FEERF RS

BRI P L TYRCWIk
BRALZIPSEEEmngs | EMPUERRARREHRN STRRMAERRE -

HubEIRIER -

RIEEPRAEHIT Web 2.0 #9%

e

PAY--3
i mm N
[Tl 8524111/16 00:00 ~ 06:00 T AE(ZAL
KM EEAB ELEFRROKM &Y
o, RE-BRAEEMRITE SR :
WU B BTHMAROKETEEIESYS EeRinEE
Dot 3o DAR—SRHEIE—s - METT Ry Wnmess N
T e - B BRI E5-10548 >
THACKEEN T2 RSN - TS
TANCABRSIRTS -
o, | BEEE DRARE] WA
s ERERR FASEVPANBERZE HERBANARS
L420.40 | BIRTAES M (ANABPE BIRAI TACERT. | TACERT-ANA20
ANA-2017101808105858)
Anm BEAN B0 A7 el S WA By

(] ﬁ%:"’sﬁﬁ -TYRC X

IPV6

IEEE=EARE

BERRH

B b ZIPSERIERRRE
EREE

BotnetBENEERE DR

UDP Flooding {&81%:4:

PaloApp

EREERE R
i liepe-

TOP-N
BEREEE
HEREE
AEE
EiEHEEE
EEUEREE
WZahR
HHFRE FDNS
SourceForge
—hRARFS
BEERH
RURRARTS

RS RS BT

C | ® www.tyrc.edu.tw/index.php/#

RS

BEIfEHsE

» R R IRAEE
» SEShPERACSR

I\\




4
1

Y4

|
i

ok o e 35

AR(E R Em e

>FELRITH
> FE AR TPl 40 Bk

ld | B8 HEE Email EHERTERE Fax/Mibil VolP [ Eigdmit
haxE | WEGEIRR(320)P 4 | Edit
1 E= o RI3Z % |cld@csie.ncu.edu.tw 4227151~57500 i 5 30088 Delete
%g;ﬁ;\‘% FFFLE center20@ecc. ncu.edu tw 4227151~57507 92857505 fé?g’zg@%ﬁ;ﬁ %ele
% ; 3] \
%gﬁ% 12258 |center25@cc.ncu.edu.tw 4227151~57506 92857506 %?igﬁ%ﬁ;ﬁ %ate ﬁE@@é‘EEPIU
EP%K% RIMEE center! S@cc.ncu.edu.tw 4227151~57527 92857510 #EEE’%@ZO)T% Edit
EEL [ ARE3005E | Delste ASOC_Abuse 8 EEpEs EEESHT EENEE BB ToNGE mhToNEE AEESE  EERETL
7 ;gﬁ% BEILE [center24@cc.ncu.edu tw 4227151~57504 97820024 fg?i“g@%ﬁfﬁ %e‘e
- 2 Enter Router IP Address 2
ggﬁi B center2@cc.ncu.edu.tw 4227151~57508 97520002 %Eig@%ﬁfﬁ %ete @Tgﬁﬂ
AR R 20 E | £ Links Egafiiizs | Loyt i P AR e o Start Tme |  End_Time
S gemps conter38@ec neu edu tw 14227151-57516 92857516 Ri(320) Edit e (10-minute)
e Pk @ FFch A R53003% | Delate =
B 5)55% 4979 FEAL TANET2 203712163 0174103 104 </font <ffort>
10 ‘Si}gf’f 53 [siejy @mail ltvs tye.edu tw 4792829-202 Nty TN  Links {2RIEE 4980 HEAE TWAREN2 21795176 [2017-1103  [104 <ffont <lfont>
- I S S v 4 HERE TANET-2 6712163 (0174102 68 <ont> <otz
12 [REIED  EEUA jau@pymhs tyc sdu tw 3672706-723 OO Bt - 478 FEAE TWAREN2 JMT95176 (-0 |28 o> <o
— mEBCI TR | . 4975 HEAE TANET2 23712163 0171101 [2e8 <ffont <lfont>
13 [ B s acdressesss@yanoo.comtw 4603022 UG 0 e I FEAE TWAREN? M55 Il [ o o
TR [wE - 1iEiitTE (10minutes) g7 R TANET2 ABTI2I6E 2071031 [288 <ont> <ot
 EeER = ® PHELEEAD U | nn R 4974 A TWAREN2 21795076 0171031 |288 <font> <font>
FhHES A aaroc@aaroc edu tw o e B 75088 Delete E T AT a on oni
;;Xm HE i e 4969 HEAL TANET2 3712163 0171030 |88 <font> <lfont=
- L 5 £, -
15 [liHE RSB E gchen@mail knu.edu tw 3412500~1921 b o B R %E‘e ST sl quﬁﬁ_-,‘__T_\f\/ARENZ 211795118 11030 288 <font> ot
it =

10



IPV6

IEEEFEARE

BEXARTE

Bz L ZIPSEIRIERARRES
BHEE

BotnetB&naE REIDRGR

UDP Flooding {E8I%%:

PaloApp

B R R Rt

R

TOP-N

BEREREA

{8EME

FEE

HHERLER

EEUERTY

WIZEIRET

HHZERE FDNS

SourceForge

—REARTE

BERARTE

MRTG B Outbound Average: 84.55 M Minimum: 14.94 M Current: 562.38 M

Maximum: 204.94 M Average: 216.79 M Maximum: 867.33 M Total In: 913,13 GE

TaNet Weathermap & B Outbound: Current: 5B8Z.38 M Average: 218.79 M Minimum: 19.92 M
HE®RSE Weathermap &@ Maximum: 867.33 M Total Out: 2.34 TE

vy v v v v v v owvewwvow

vy v v v v v

=) T 4 44 3 Ny —N -7 ==
=] oo fie] AE 22 --MNT JILEE mn =W
n M — £ n
’jﬁ_.l_.-—‘_! ™ T e - g
[ MeEG = HRe % asr - Traffic - GigabitEthernet0/5/8/1-cycu
& C | ® www.tyrc.edu.tw/index.php/MRTG .
00 M
=
H
2 Goom
3 400 M
2 amam

Sun 18:00 Mon 00: 00 Mon QG: Q00 Mon 12:00
From 2017/10/29 14:16:22 To 2017/10/30 14:16:22

B Inbound Current: 183.12 M Average: 84.55 M Maximum: 204.94 M

BRESSAERMRTGREB(FFEES) &
HEEAPEES Aggregate FEREWNE (RtFHZ8H) &

TANET Hi%.%?’,ﬁﬁ @ Created: Oct 30 2017 14:15:09
TANET B8ER\PLHE &
TANET B&EBAPLRE &
TWAREN mrtg &
tiERREIMESRINE &

HEEmE &

PR P

EIHA S

HEERA ISP BIFEENE S
HE®ES gigamon & &

NCU Weathermap &

SRS/ BUHE packets MRTG &

SEEREH/ B ipve MRTGE 122510 105 2on |9 4on | 1174 [19. 70 | 1534 4%0-6[s.9 277 .o6n pan

Traffic Load

11



pl

B E—mrtg = (K IPv4)

[TANET B SBET L MRIGHE I“T—L\'ET ﬁ:ﬁﬁ—.‘&ﬁq’*u \IRTGMLEl
ISP [&i3 538 MRTGHT

PRE R RS MRTGHiE

1 kg 2 -
20000 W r r r r r 1 1 - 8800 n
d1s00.0 m 1 8 sso.0m -
X &
Emoo.o n !m.o ]
2 W00 H n 200 H
i & i o Al ol
0.0 0 0.0 H 3
6 B 40 42 14 16 4B 20 22 0 2 4 & 8 10 12 14 6 B 40 12 14 46 4B 20 22 0 2 4 & 8 10 12 14
ILERE 4. BICaEiiERT
5600 0 21
k- f iy B
g aoon 1 8
X &
Ezao.o n g
5 100 H L}
& yon = brs - .
’ 6 B 40 42 14 16 4B 20 22 0 2 4 & 8 10 12 14 6 B 40 12 14 46 4B 20 22 0 2 4 & 8 10 12 14
6 B 40 42 14 16 1B 20 22 0 2 4 1 6 B 40 12 14 46 4B 20 22 0 2 4 & 8 10 12 14
T ReT L
0.0 N
ko :
g 0.0 R 1
M
Eazo.o n
4 160.0 K
2 pon . . ; . . . d
' 6 B 10 42 14 16 2B 20 22 0 2 4 & 8 10 12 214 [ 12 14 16 18 20 22 0 2 4 & 8 10 12 14
9.3E EA 10 FER A
80N 2800 M
- ] -
8 &3.0m 1 8 200 1
o &
E 4z.0 0 !mo.un B
4 21.0M # WoH
o &

10 12 14 16 18 20 22 0 2

6 B 10 12 14 16 18 X 2 0 2 4 & B 10 12 14

i
b
E
1
B =
t




=
crY
3
[&0l
Tl“+m+1
3

—~

g ME(S P IPv4)

A http://140.115.2.53/high-school.html

‘ ’l !I‘@ http://cacti tyrc.edutw/high-school html D~ & cactityrc.edutw oy

PREE ISR s E F&ETIE]

L HhEET [FE] 2. e [FE| 3. s [FE] 4. HiEeH [FE]
5. PR [FE] 6. Hedfsey [FE] 8. [HH = [FE]

- S (=]

9. AETES [FE 10. Ff 11. i [FEI(D) (2) 12, BT
13 iFsFEs [FE] 14. 38 82 T [FE] 15 PhERYEESS [FE] 16, 2= T/ [FE]
17. %2 [200M] 18. FllEEHRES [FE] 19 550 HH[FE] 20. iR [FE]
21 i __ __ [FE] il f@ 5] @ﬁi [FE] 1. Elidr o 2 i ik o 2 FREFSEEE - 34YV000164 #FFHEE - 100M/100M
25. F-3Erhkd [FE] i AT 5 4ome iE 24 B35 15 HESAESEESIESE &
29 Uplink [GE] 4,000~

3,000 -

2,000 -

1,000 -

0 1

12:12 14:.00 100 18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 1400
10-29 10-29 10-29 10-29 10-29 10-29 10-30 10-30 10-30 10-30 10-30 10-30 10-30 10-30

TAT B 3,435.23 Kbps (3.26%) [ 348.98 Kbps (0.34%) =i 102,400 Kbps
T el 1,920.61 Kbps {1.88%) Ty 760.88 Kbps (0.74%) #38 : 102,400 Kbps



http://140.115.2.53/high-school.html

pl

M EE A 4E—IPv6 mrtg i S

0.115.2.26/tut O ~ & || [&] IPv6 MRTG Traffic Monito...

hEBREPL FEFEF

ASOCEZEH Bl TyrcEEEH TR MisEEEH SFEE KmiEHEH Struts
* CIDRIPEE HEEREFEN IPV6 2
« [E#E IPv6 MRTG GGC

E:E IPv4 MRTG

32d.0 M

« [E# Rwhois IP =
[=]
+ HelloWorld & 2940 [
« [Ptolon g 162.0 1
o
+ TStamp to Date 9 8l.on
= Content page N @ T H
’ 6 8 10 12 44 16 48 20 22 o 2 4 &6 8§ 10 12 14
PRAE
200.0 M
=
=
8 15001
&
%‘f,’_ 100.0 M
4 50.0M :
@ 0.0 H e I i
6 & 10 12 14 18
HEAR
320.0 M
=
s
2 240,01
&
g 16001 ; :
T Pl
no80.0n o

£ & 10 12 14 16 18 20 22 0 2 4 & & 10 12 14

EERERS
52.0 M

J9.0H

260 M

13.0H

Bits per Second




1.28MZRIRIRER
-- ISMS KB &ERE
-- BEZEHER

-- =Sl

-- £P8/3 ;T Mini Soc

- ERGRRTE

- =r

]

A =EEMBIR

15



B LR FE-ISMSE R

AthEEAT N(PRAS)EEENFES
[SO270015858,< F3/22= 2SO 270014 Ak
i = W MR EEREELIRTRE B A I
> REAKRBENKIM RS E S8R E &I R

AR 2 AR5

A MNEERAFIEENBESE =T e

AARRIEBF22{ELAE R, LECISSP,2{ECEH

AREMSEAFREREBRRE

16



ELZRFE-EERERE

> MABRAEBLTEBEASRNEE RS

B ﬂFﬁﬂLiﬂ%%)E%ﬁ% RITRBBIRGE -

ABANEHBRAEREREAEREIERE
BB R Z— -

> BRIERAEB22@— R EUETEsSEO - I
25 72— - _4REMUZEABS 10012 A E

MEEZM (PIMS) -

17



Wt
i
Eﬂﬂi
)Illln

dnl

|
3
i1

BIR

EZE

IS EL ;0 2.97 /MBS -

EETIREES : 037 M -
= RIBTIGRH  3.34 /1S -

18



€= (&ia) ® 140.115.2.38/nfsen/nfsen.php

Home | | Graphs | | Details HAIerts “ Stats H Pluginsl live Bookmark URL Profile: |live v

Profile: live

ICP UDP ICMP other Profileinfo:
Type: live
Max: unlimited

Exp: never
m u m Start: Jun 06 2017 - 13:51 CST

End: Oct302017-10:25 CST
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E . Packets
o
5 3.0k
a
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: O —
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‘ o : : : “
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Select | Single Timeslot v | Display: [1day v || << || < || L][2][=])|2> ]2 Log Scale © Line Graph
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____

tep:  udp:  icmp: other: all: tep: udp: icmp: other: all: tep: udp: icmp:  other:

I ¥ upstreaml 22k/s 1.6k/s 4913 /s 23.4/s 0.7/s 697.3k/s 457.7k/s 236.5k/s 2.1k/s 945.5/s 4.2 Gb/s 2.8 Gb/s 1.4 Gb/s 1.4 Mb/s 6.7 Mb/s
all: tep:  udp:  icmp: other: all: tep: udp: icmp: other: all: tep: udp: icmp:  other:

TOTAL 22kis 1.6k/s 491.3/s 234/s 0.7/s 6973 kis 457.7kis 236.5k/s 2.1k/s 945.5/s 4.2 Gb/s 2.8 Gb/s 1.4 Gb/s 1.4 Mb/s 6.7 Mb/s

| Al | None |  Display: *’ Sum ® Rate
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2017/11/2 08:45 - 2017/11/2 08:30 (tima unit: Smins)

2:00 5:00 18:00 21:00 3. Nov 03:00 06:00

— pps out
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» Top N 3% CREHFE » top200-home

IEEER EZERLEER 6/FR v «BE 30X O RiERH I
B aeh
| ] Bif @EiE HELE HEERED = HESFREE BE THEHIER
= X
| ] (74 top200-home BEF= 2017-11-02 00:00:00 2017-11-02 23:59:59 A - 8-
— X
|| 1] top200-home BE= 2017-11-01 00:00:00 2017-11-01 23:59:39 yo) [ = .9.
= X
(7l top200-home BEx 2017-10-31 00:00:00 2017-10-31 23:59:59 A [ = .?.
= X
L7 top200-home BEx 2017-10-30 00:00:00 2017-10-30 23:59:59 2 — 8.
H=
(7] top200-home BEE 2017-10-29 00:00:00 2017-10-29 23:58:58
_ Top 200 Byte
111 top200-home EE 2017-10-28 00:00:00 2017-10-28 23:59:59 2017/11/2 00:00 - 2017/11/2 23:38
i | top200-home BES 2017-10-27 00:00:00 2017-10-27 23:59:59 101.5%
Y other, 28.7%
[} top200-home HE= 2017-10-26 00:00:00 2017-10-26 23:59:59 B.3.4%
7] top200-home BEx 2017-10-25 00:00:00 2017-10-25 23:59:59
[} top200-home HEx 2017-10-24 00:00:00 2017-10-24 23:58:59 4, 5.0%
i | top200-home BE= 2017-10-23 00:00:00 2017-10-23 22:58:59 1 6.3
| top200-home EEE 2017-10-22 00:00:00 2017-10-28 23:59:59 J B
IR
i top200-home HEx 2017-10-22 00:00:00 2017-10-22 23:39:58
i top200-home BEx 2017-10-21 00:00:00 2017-10-21 23:59:59
i top200-home HEx 2017-10-20 00:00:00 2017-10-2023:59:58
HE5EE]: 200
et A tont m===0 - NG ZHERIP RREEET Hit Count Sessions Packets
140.138.144.170 - 0 1378M 180G
140.115.17.45 ey ] 0 158M 095G
E 163.30.108.159 HEME 0 2.79M 520.69M
163.28.5112 GGC 4] 384.79K 352.54M
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5 sz v} sSEnE v SESmE (38)
. EEES - E2EREHER 1R v O BE Rkl a EuEs]
iy EHEEER  —e YT p— v
> mETEs © ALEEFEPESNIPEEE
o BB SHET =
? Flow ATD Bleds8sin frshse
Bl 2017/11/02 09:20 ~ 2017/11/02 10:20 (time unit: Tmins)

7.5

5
2.5

0920 09:25 09:30 05:35 09-40 09:45 09:50 0555 10:00 10-05 10:10 10:15 10:20
HOME NON-HOME
w17
2EEE LEEIP ZEEIP BE EfPort  Session Packets Bytes BRtAESH - EFREH
= E Burst Session on Destination 163.30171 21.23K 2017/11/03 10:10:00 2017/1 10:10:00
M E1
=== == Byrst Session on Source 163.30.164.229 141K 2017/11/03 10:06:00 2017/11/03 10:06:00
S ED =
== &= Byrst Session on Source 163.30.131.131 29.16K 2017/11/03 10:06:00 2017/11,/03 10:06:00
M BB
&= === Burst Session on Source 163.30.122.202 744K 2017/11/03 10:05:00 2017/11/03 10:05:00
M B3 .
=== == Dyrst Session on Destination 163.30.17.1 252K 2017/11/03 10:03:00 2017/11/03 10:03:00
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IEEIE A —IPVv6 EE

“mﬂ

A EFHEZREEZIPVE dns

P & 4 routing OK dns OK
Bl P RAE routing OK dns OK
HERE routing OK dns OK
RITRIER AR routing OK dns OK
BAERE AR routing OK dns OK
EElEapNE routing OK dns OK
EEFH AR routing OK dns OK
PRERAS routing OK dns OK
= o routing OK dns OK
Bl P IE S AR B SRR AR routing OK dns OK
PEE 4 routing OK dns OK

P E A5 HA R/ routing OK dns OK
T %A routing OK dns OK
P RRAE routing OK dns OK
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> Citrix Xen Server **
> Hyper-V, VMWare, KVM

Q2™ N,

> Xenserver Xenserver % == 1H#

« XenserverXenserverjT#aXenserversT 44/ XenserversT#3
/ ZXenserveriT#8/ &4/ XenserveriT#8/ Zi/ =12
Xenserverﬁ,i”/ét gt/ &3 -XenCenter

o http://www.tyrc.edu.tw/index.php/%E6%AA%94%E6
%A1%88:102081501.pdf

>Hyper-V

o http://www.tyrc.edu.tw/index.php/%E6%AA%94%E6
%A1%88:103071701.pdf
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http://www.tyrc.edu.tw/index.php/%E6%AA%94%E6%A1%88:102081501.pdf
http://www.tyrc.edu.tw/index.php/%E6%AA%94%E6%A1%88:102081501.pdf
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http://www.tyrc.edu.tw/index.php/%E6%AA%94%E6%A1%88:102081501.pdf
http://www.tyrc.edu.tw/index.php/%E6%AA%94%E6%A1%88:102081501.pdf
http://www.tyrc.edu.tw/index.php/%E6%AA%94%E6%A1%88:103071701.pdf

DEEIHUJ l—l/—/—
>Hadoop ERWES
> EFHE B

« Cloud-based EF =184
« Cloud-based UDP flooding 158l

QM &

>Cloud computing framework

>http://www.tyrc.edu.tw/index.php/%E6%AA%9
4%E6%A1%88:103060602.pdf
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JHadoop Fdns

>TopN Traffic, TopN connection

« PortScan/ Spam/ Password Crack
« TopN Traffic, TopN connection

« UDP Flooding HBEXWE(EH)

« Notification (B&ES)

>EZRERENEEIE

o [EHIPSEIRERERMEEETE
« B:UDP Flooding ¥ E I E 1HEIEIE
« BEMHE AE/ElEIEARN

AR ENERIRIRESEA —EinESE
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BN 488 E | B FH—SourceForge

Q321 SourceForge Mirror B #%
NCU CC SourceForge Mirror Server System Status

Web Log Webalizer Analysis Report
Usage sunnary for sourceforgel.cc.ncu,edu,tu fizun-d Sibes
pul

| il
Al m,w._________lllll il

Traffic Analysis for NICO — NAS Storagekourceforgel cencuedutw

1763140

1645224149058

Q¢ 2 4 6 B 10 12 14 16 18 20 2 ¢ 2 4 6

Traffic Analysis for NIC1 — ncu.dl.sourceforge net/sourceforge2.ccncu.edu.tw
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& 120,00 f it

-

LY £t 10 RSN
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1065F11H18H
10:50~11:50

FHA

#-Security Onion [EFEA :

AFREAER(PRARBBE D)
B/NE EREIE
(FRAB EEHL

1065F11H18H
13:00~14:00

ERA
ERBA

B SRR SE A (b RABEE D)
R
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|
=111,

=

d REEREMAEEDPONEFRERBRELZERIRIEERF
> Palo 5060 IPS log(Splunk)72 4 ,p2pi@ B BN ER R R LR EE
TRt Z B 14

> Netflow sensor #ENE R ER R EA S B AIME
784 DIREHEBRERYER

L’}?f

L R IESH

m

& C O | A RZZ | hitps//140.115.17.93:8000/zh-TW/app/search/search?q=search%20index%3Dpaloalto&earliest=-4h&latest=now&sid=15 1234.89952 w8 & S e = H
o = SEs v
Q3 }gf—? BERv | BB
R
26 (B4 (17-10-30 E4706614053:34.0008) Z 17-10-30 _E4-1087405334.0008) LfE~ (= A28 | ¢ =S

FE(20) | gmtER | BRW

O RBK ] sE1H8E
1 ] 1 1 1 1 1 I 1 1 | II 1 ] 1 1 1l i I 1
[-5-vh g SEH20E~ 2 T—%»
i | B =it
» 17-10- Oct 30 10:22:36 192.192.227.33 Oct 30 10:22:36 1,2017/10/30 10:22:36,0008C100610, THREAT, vulnerability,1,2017/10/30
EREE 30 E 10:22:31,120.124.20.4,145.239.68.13,0.0.0.0,0.0.0.0,V-outgoing, ,,ssh,vsys1,V-trust,V-untrust,ethernet1/22,ethernet1/21, splunk-log-profile,2017/10/30
a host 1 4108t 10:22:36,2708018,1,44510,22,0,0,0x0, tcp,block-ip, SSH User Authentication Brute Force Attempt(40015),any, high,client-to-server,18564006267,0x0,Taiwan ROC,United
225 Kingdom,0,
a source 31120
ost=192.192.227.33 : source = udp:5060 etype = paloalto_5000
a sourcetype 1 4
» 17-10- Oct 30 10:17:49 192.192.227.33 Oct 30 10:17:49 1,2017/10/30 10:17:49,0008C100610, THREAT,vulnerability,1,2017/10/30
|02 v 30 + 10:17:44,210.59.42.252,91.228.167.26,0.0.0.0,0.0.0.0,V-outgoing, , ,eset-remote-admin,vsys1,V-trust,V-untrust,ethernet1/24,ethernet1/23, splunk-log-profile,2017/10/30
a Atack_Type 1 1084 10:17:49,3455163,1,55358,80,0,0,0x0, tcp,block-ip,"" ,HTTP Unauthorized Brute Force Attack(40031),any,high,client-to-server,18564006075,0x0,Taiwan ROC,Slovakia,0,
# date_hour 5 3115;\10 host = 192.192.227.33 irce = udp:5060 = paloalto_5000
#f date_mday 1 f“)

# date_minute

» 17-10- Oct 30 10:17:49 192.192.227.33 Oct 30 10:17:49 1,2017/10/30 10:17:49,0008C100610, THREAT,vulnerability,1,2017/10/30

a date_month 30 10:17:43,210.59.42.252,91.228.167.26,0.0.0.0,0.0.0.0,V-outgoing, , ,eset-remote-admin,vsys1,V-trust,V-untrust,ethernet1/24,ethernet1/23, splunk-log-profile,2017/10/30

B 108t 10:17:48,2019943,2,55355,80,0,0,0x0, tcp,block-ip, "" HTTP Unauthorized Brute Force Attack(40031),any,high,client-to-server,18564006072,0x0,Taiwan ROC,Slovakia,0,
175 host=192.192.227.33 | source =udp:5060 | sourcetype = paloal

p wd u p: e = paloalto_5000

a date_wday 43210

{# date_year 1 )

a date_zone 1 » 17-10- Oct 30 10:14:28 192.192.227.33 Oct 30 10:14:28 1,2017/10/30 10:14:28,0008C100610, THREAT, vulnerability,1,2017/10/30

a index 1 30k 10:14:22,140.115.87.131,140.112.172.11,0.0.0.0,0.0.0.0,V-outgoing, , ,ssh,vsys1,V-trust,V-untrust,ethernet1/22,ethernet1/21,splunk-log-profile,2017/10/30

4108 10:14:27,1628639,1,59278,22,0,0,0x0,tcp,block-ip,"",SSH User Authentication Brute Force Attempt(40015),any, high,client-to-server,18564005932,0x0,Taiwan ROC,Taiwan
145 ROC.0,

# linecount
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F3/22Z2 2SO 27001 i i 8 E W AR E EREELURITRE IR BT

0 FEBDESKERETHEILRE 2%  BERSELZHERE

J ESTACERTHTEZMHEEBRLZEBHEEFE  URNERERELS
TFREERE

=EREst 0 2017/1/1-2017/10/20 HERESETD
1.1 28EXE4EE
LEETaEs B | (REEE - B5E0)/ E4EER 297
REZEEFAEE EE (EEERE - BEED)/ E4E5Ey 0.37
BIE4EEFOREE B (EEFT - ShEl)/ SF5Ey 3.34
HEERAE - S| BEARREEISSmGE 9659% || BN PR RS B T PR T SR S R F R
(B)=4=mE - Tot| BEREEEREE TSRS 98989 [ESZHRAE 00:33:56 00:00:00 00:33:56 631
: == B A A R 00:32:20 00:00:00 00:32:20 345
(21]?ﬁ;$3;§#55ﬁ - ppe— = = FLor A 16:22:05 00:21:14 16:43:19 279
e N EEET-REEE EEAE 00:34:20 00:00:00 00:34:20 106
QEEEETHRFH - B BEEE - EEEE = fr LR (ERE) 10:10:03 00:00:00 10:10:03 60
BIESEEFAEH = BEEE- =S = tEE AR 00:14:26 00:00:00 00:14:26 27
QEERRE EEES ERREREEJEAHGEE = [ e s 03:50:41 03:29:43 07:20:23 21
GIE4RRE: 4tk | BEARmEREEErE4RE = s 00:47:10 00:00:00 00:47:10 18
SERENERERTHES - e 028 ||r;t@1§m\j§§ﬁi&qm 10:49:07 00:00:00 10:49:07 11
ErEEEES TS JRRES e s - - — ] TS E SR R A 01:33:05 00:00:00 01:33:05 10
%;;ggﬁ;T‘ﬁéi;gﬁgg?ﬁﬁ%% T4tt| EAESEERy/ETERR S048% | m A SEERA THlkEE03:33:33 18:59:33 22:33:00 10
e 00:48:17 00:00:00 00:48:17 8
[Ewr 25:10:49 00:00:00 25:10:49 8
e e e 01:08:45 00:00:00 01.08:45 7
EEERER 18:16:43 00:00:00 18:16:43 6
[t AT G TR e 00:28:25 00:00:00 00:28:25 6
ot A it 00:08:44 28:38:00 28:46:53 4
[t A S e 00:33:14 00:00:00 00:33:14 3
E e 00:21:38 00:00:00 00:21:38 3
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2= U AR 755

A DMUARIREEHERE - IRHERERHEERE
> Citrix Xen Server (§18€  IR¥EME ~ B - BERHAE ..)

e EBERfARzEmARR [ BELFENBFIREMEGA R,
Flooding 28 REEH
o Asoc EHEBEE/EHNE, Botneti@EE /S8 H ..

« DNS server, Proxy Server,

hY
BREELE 0
ASOC_Abuse %5 EEREs  EEEsks  @EEEE 0 EETopNER on ooNER ARESEE  EEEETs Year (4-digit): | 2017[=| Month: [ 11[= ] EHETH:
B i |4y (PR ASEEh O R REERISEL R
inks 3 55 EnlgaE
Links SEE9R55 Eriloail L P HNCU—CC—ISMS—D—026 H By, ’:ﬁﬁ' H B "1_1
= Enter Router IP Address 28 . .
miﬂii ET F Ty P & FRERME: ServiceCheck-106-11
LR AvE 203.72.244.23% NTAT7 2017-11-06 19:28:04.0 “ ”
L EEa 203712235 717 2017-11-06 19.28.04.0 2017 £ 11H
e § 203.71.2.209 7117 2017-11-06 19.28.04.0
2 B9 HREE (10-minutes) 503712 49 AT 50171106 1925040 feEEH 125 4|5 |8 |78 ]o| o] 11| 12]13] 14| 15] 6] 17 18] 192021 29130 [31
LS ORRR e 203.71.2.129 N7 2017-11-06 19:26:04.0 1. (#5185H) E 5 ASR9010 Router clelelelele-1-0-0- - 0- 0- - - - 0- 0= [- 0-0-0-[-0-0- - I- - |- |- |-
- jmig BRI 203.71.2241 (AL 2017-11-06 19:28:04.0 " . -
e 203712 157 717 2017-1106 1928040 2. () ERDNS £ (TY0) S K e e o o o o O L
203.71.2.4 N7:117 2017-11-06 19:26:04.0 3. (EFIEAH) E A WWW Server Gllalalalala|-1-0-1- 1- 1= - I- 0= 0= 0= 0= 0= 0= = 0= 0= 0= 1= 0= 4= 1- 1- - -
203712384 717 2017-11-06 19.28.04.0 - -
20371269 7117 2017-11-06 19.28.04.0 4 (RRDEREEFRRBIRRREvavs) |G |GG GGG (- |- |- |- - |- - |- - (-1~ (-0~ 0-0-0-0- -- - 1- |- 0- |- |-
20371266 717 2017-11-06 13:25:04.0 5. ) B Prosy slelelelclel - C - P E C F F E F F E F E E E FEF FE
203.71.2.198 (AL 2017-11-06 19.28.04.0 - -
203.71.267 TATA17 2017-11-06 19:25:04.0 6 (EIRER) BRHH DNS #2(rs340) R el o 0 K S S o G G G G G S G B
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