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2.2.1 BER
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(i) BePs LELHPEAT F P

W5 aEp g http://www. tyrc. edu. tw/index. php/ & i3k
A

e P BTk B http://www. tyrc. edu. tw/index. php/:# *} ¢
W% 4%

(ii) L2835 MRTG /R & % TopN # # iR E 332 * & 45

TR MRTG 2 & faesb® TopN i@ * @ st e Ry A A5 40 PRI RER
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5 ek
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http://lisa.tyc.edu.tw/~mrtg/index_isp.html
http://lisa.tyc.edu.tw/~mrtg/index_isp.html

B 2. pe 2 1 & BPR kA TR (http://tyc. ncu. edu. tw/TyrcServer)

e@\ bisp/ftycncusdutw/chktsble D - & || B Server Checktistof e x| |

Year (4-digit): Month: B aTE: ‘ | Submit: [ Display

(RIS AR P Sk
SCHEERAR NCU-CC-ISMS-D-026 SR —f 754 11

E0EFENE: ServiceCheck-106-12

2017 £ 12 H BéE

HEEE 1(2(3|4|5(6|7 |8 |o|10|11|12|13|14|15|16 |17 [18 |19 (20 (21 |22 |23 |24 (25|26 |27 |28 |29 (30 (31
1. B DNS #4 (TYRC) G|G|G|G|G|G|G|G|G|G |G |- |- |- [~ [- |- |- |- |- |- |- |- |- |- |- |- |- |- |- |-
2. B DNS #3 (rs340) Gglg|lg|e|Gg|g|G|G|G|G |G |- |- |- [- |- |- |- |- |- |- [- |- |- |- |- |- |- [-|- |-
3. B Proxy G|G|G|G|G|G|G|G|G|G |G |- |- |- [~ [- |- |- |- |- |- |- |- |- |- |- |- |- |- |- |-
4. B ES MRIC) Glg|lG|le|G|G|G|G|G|G |G |- [- |- [- |- |- |- |- - |- [-|-[- |- |- |- |- |- |- |-
5. B DNS 42 (sunl) glelglelele|lala|la|a |G |- [- |- [- [- [ [- |- |- |- |- |- |- |- |- |- |- |- |- |-
6. BEHE SR FHEwas) (G (G (G |G |G G |G |G |G |G (G |- |- |- |- |- |- |- = |- |- |- == |- |- - |- |- |- |-
7. B WWW Server G|6|G|6|G|G|G|G|G|G (G |- |- |- |- |- |- |- |- |- |- |- |- |- |- |- |- |- |- |- |-
8. Eifiproxyl clg|glelg|ale|g|a|G (G |- |- |- |- |- |- |- [-[-[- |- |- |- |- |- |- |- |- |- |-
9. B3 DNS #1 (TYC) G|6|G|6|G|G|G|G|G|G (G |- |- |- |- |- |- |- |- |- |- |- |- |- |- |- |- |- |- |- |-

G IE#. NG FIEHE. - RREER ).
** B AR H EEHEEEFER G logifAIiEE.
B ** BESREN RN SRR DiskE g
** (RIS R NS S A A IR E MR — I R B RS,
B {ER 80%: HET R NG (Not Good). BT i 80%: HE &, G (Good)

FEER:

2.2.2 IPv6 ¥z}
AT IREY e V6B B A PR R RARFTE HTRE
Pk <& (ncuedu tw) BFEROIPVE R EEBEE SRR (L2). HF > APL £
wiki bz ¥ > k4% [Pvb routing /DHCP PR#% > [Pv6 DNS server (sunl. ncu. edu. tw >
nocd. tyc. edu. tw) K T PREH (T 5 B [Pvb Ao B e #o b s 28 [Pvb
mrtg % (http://140.115. 2. 26/tutorial/ipv6Mrtg. action > M@ 3).

A ROAERFRA A EH pvb creE B B * | @} P82 ipvb routing’ ipvb DNS» ipv6
www server £ % % trouble-shooting 3" ikAz > pREF 2@ ME R /48K [Pv6 i
PRAS,

400 PH TR 222 [PVE PIRE

¥ F % 3 [Pv6 =it Tatoal Range: 2001:288:3000::/39
PEEA 2001:288:3000::/48 |routing OK |http://www.tyrc.edu.tw (dual stack)  |dns OK
http://www.ncu.edu.tw (dual stack)

EINVAS SRV 2001:288:3001::/48 [routing OK hitp- /A cc.nou.edu.tw (dual stack) dns OK
BRI E=IEHRS B OREE (BRIE) 2001:288:3002::/48

R ACER 2001:288:3003::/48 |routing OK

TLREREE 2001:288:3004::/48 |routing OK

2 AN 2001:288:3005::/48 'routing OK bbs(bbs.csie.mcu.edu.tw) dns OK
fRATRHORER 2001:288:3006::/48 [routing OK dns OK
ERERHROER 2001:288:3007::/48 |routing OK |http://ipv6.cc.vnu.edu.tw (pure ipv6) |dns OK
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http://www.tyrc.edu.tw/
http://www.ncu.edu.tw/
http://www.cc.ncu.edu.tw/
http://ipv6.cc.vnu.edu.tw/

‘Eﬁ%ﬁ% ‘2001:288:3008::/48 ‘routing oK Ihttp://protect.knu.edu.tw ‘dns oK
R AT R 2001:288:3009::/48 |routing OK

rpoiEg R 2001:288:300A::/48 |routing OK |http://www.cpu.edu.tw/ dns OK
B AR 2001:288:300B::/48 routing OK |http://www.ndu.edu.tw/ dns OK
TR 2001:288:300C::/48 |

‘@ﬁ%ﬁ%ﬁ ‘2001:288:300E::/48 ‘routing OK Ihttp://www.aaroc.edu.tw/ ‘dns OK
EE BB 2001:288:300F::/48 | |

RILKEE SR 2001:288:3010::/48 | | |

AR EERA i 2001:288:3011::/48 | | |

| 7 P S 4 2001:288:3012::/48 | | |
BB SR TS 2001:288:3013::/48 | | |
AV et 2001:288:3014::/48 |routing OK | dns OK
AVAER A R 2001:288:3015::/48 |routing ok | |
CNVA= AT CeL 2001:288:3016::/48 | | |

R EEERTREMESER 2001:288:3017::/48 | | |

B T A 4 2001:288:3018::/48 | | |
kB 2001:288:3019::/48 |routing OK | \

BT 4 2001:288:301A::/48 | | |
‘ﬁﬁﬂfﬁ%?&%ﬁﬂ%ﬂéﬁ%ﬁ ‘2001:288:3018::/48 ‘routing OK Ihttp://ipv6.clvsc.tvc.edu.tw ‘dns OK
(TR A R S R [2001:288:301C::/48 | | |

R ACEER LB 2001:288:301D::/48 | | |

(BT i i 2001:288:301E::/48 | | |

R HEE R 2001:288:301F::/48 | | |

LT B 4 2 2001:288:3020::/48 | | |
RIS R 2001:288:3021::/48 | | |
LTI e R 2001:288:3022::/48 | | |

Eilvaz ST Eel 2001:288:3023::/48 | | |
LTI R LRSS, [2001:288:3024::/48 | | |

ENVE TR 2001:288:3025::/48 | | |

B SRR TS 2001:288:3026::/48 | | |
Eilvave =i Eel 2001:288:3027::/48 | | |
RIS LS 2001:288:3028::/48 | | |

RO ESR P 2001:288:3029::/48 | | |
KZBERR SR 2001:288:302A::/48 routing OK http://www.iner.qov.tw dns OK
B AR T 2001:288:302B::/48 |routing OK |http://wwy.ccit.ndu.edu.tw/ dns OK
JtEHEE 2001:288:3100::/48 |routing OK | dns OK
H“JISFE%% ‘2001:288:3200::/48 ‘routing OK Ihttp://www.tvc.edu.tw ‘dns OK
WE%T%EH/J\ ‘2001:288:3360::/48 ‘routing OK Ihttp://www.vmps.tvc.edu.tw/ ‘dns OK
TR 2001:288:3600::/48 |routing OK |http://www.matsu.edu.tw/ dns OK
PG4 2001:288:3400::/48 |routing OK |http://www.km.edu.tw/ dns OK

B 3 +¢F % 4 [Pv6 MRTG %=k
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http://protect.knu.edu.tw/
http://www.cpu.edu.tw/
http://www.ndu.edu.tw/
http://www.aaroc.edu.tw/
http://ipv6.clvsc.tyc.edu.tw/
http://www.iner.gov.tw/
http://www.ccit.ndu.edu.tw/
http://www.tyc.edu.tw/
http://www.ymps.tyc.edu.tw/
http://www.matsu.edu.tw/
http://www.km.edu.tw/
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2.2.3 VolP SIP server ¢u ¥

FeF R 2y SIP server » ¥ ¢ @i Ky

4

RE F-E e o SIPE S % #.

F 4 PeF T peir 2 VolP RB TG

(=)

BRER fe ¥ 2. VolP 5ir%
TER s g |92820000 - 92820999
vt F 92831000 - 92831999
v RF 92832000 - 92832999
FeFECAT S e | 92833000 - 92833999
T 92834000 - 92834999
;B 92835000 - 92835999
B g 92836000 - 92836999
PHER 92838000 - 92838999
RN 97820000 - 97829999
LT 97830000 - 97835000
FOF F Y o 92857500 - 92857549

— o
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PRt B F LA & TP Abuse 2% 0 BHTAEE T B4 Abuse i Bl
% k%, 54 abuse@neu. edu. twmail file cha s P~ > @ FH G 2 /5% > LiE-
T4 L H G abuse A% p #ikdp H [Paddress i 4% rwhoisd server 43 T I
MR G EEFEHEDERR

225 E¥RBURZpRELL N

PO O O R e & B router o Netflow #iE k& 1% flooding # % flipl& i
% s % (Flooding Detection and Notification System:> FDNS) > et # 3@ X R i & ¥ 4ER
¥ #hPortScan 33 B4Ff ~ # 1% % £ Spam 0% £ okt T D emall W AvgeE 2 r 2 ik BAT
s Pk E EF 2 nd AR L 453 spammer $73% A 24 2 0 H 3 v gF 6 DDoS s ha

12

2 0FIRREFURZELL PR IS
Abuse p #+3€ #F % 5t http://140.115. 2. 51/Fdns/
Spam £ # @p % p & | http:// 140.115.2.51/Fdns/
4
PortScan £ # W pl% |http:// 140.115.2.51/Fdns/
SSH B % W2 p & |http:// 140.115.2.51/Fdns/
2

2.2.6 RERTARNBIER

HEFFFRRRE Y 535848 (IP)2 T ik BI(Neb)ipl -

i * APPScan # LANguard # 5 &1 £ > §1% p - 55844 1 & > % %5 Web & * 4258 ¢
2EOBNEY CARDTERF - - R EFEORIZER - T & KT N TANet EHFUE
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HoFRF AL BFHFR FRHEFEREGY T 202 TE 2 B5E E-nail
FIRBTHFm o @ H RHE b FRAMERTHEYGE > BB TR
Pfell > T AR o S TANet R BEKE o e F T R B ¥ 42
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2.3 PEF AR 5

FIEERIFH - R T /TR AL R/RERIFHIPRFY T g a2 0K
BAR P D I E FRAR AL B S I R kT FRRT wﬂgﬁ’%é

guE 2o HPUk 07 B e AR -

Tt R o E EISEYEL BRI/ S 2P E 0 THREATKH o i A8
PG FRAE R RRGE S TEMAE F 2 RN NRREFY (oip s 7
B BeRLE Do ReR o HIDI R Z RRJRIE A Sz ),

Ak S kiR e RERE AT f A3 RE 7 & AT A 4o Span Mail ~
B R ERE PR TREE B R RRTL T NERS  ERRREREE
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2.4 RIFTIRIS
2.4.1 Open Source SIEM % 3tz ¥ » g2 g *

FFE P B HE ~ Open Source SIEM (Security Information and Event
Management) & st > TFPFE il (7 5 > 7 44405 4%~ &1 p) % 4t Host-Based Intrusion
Detection System (HIDS) ~ % g ~ i i B % %t Network Intrusion Detection System (NIDS)
2 » ixl7 # )k %t Intrusion Prevention System (IPS) # i 3t¥ 24z ~ g2 o470 ¥
FEd SIEM ksteil L it kA ~ ¥R L A EH 0 REMRHTLEE > Fp 7R
WERREEIEA R DI f7 o
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Bl Analysis Alerts Reports
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ol 28 A 5! X
DASHBOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGURATION

TICKETS

]
EXECUTIVE TICKETS SECURITY TAXONOMY VULNERABILITIES rd O X
TOP 10 PROMISCUOUS HOSTS =7 SECURITY EVENTS: TOP 5 ALARMS & ? SECURITY EVENTS: TOP SEVENTS & ?
- 19 116214
==
-
| 79
=
I
 coverwemee——"
[

) . . B l . . .
270 405 539 0 0
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WEFK

o

::::::

188.1

]

o

10 13 e 22Am  24Awm 25Am 20Aln 2TAlR 28An 20Au

W 5 Open Source SIEM F% = % 4 4%

2.4.2 Z = Spark 2 ¥ in & 8% 3

# i s Spark ZFHE ORI R ¥ R4t e o s RYFE 2 Hadoop HiER 2. FDNS i 5t o
oA I AIRTPRFR: & % gtk 3L R port scan ~ spam ~ packet flooding ¥ B ¥ :#&%:’xf
I %%&i’%‘“i PP EHELCF > FLHETT /))a"l?ﬁ»“  424F » 14 Spark 7 . # jaJ

e v 42 R Hadoop 7 H-# F4p § « e 3 L % 37— & K 2 TANet M@t 4 chides &
§m£%*ﬁm&ipﬁ B L SATRBBFEE A FReiirEd
¢ 2. TR/A¥/7cE Ep-IPvd / IPv6 4+¢ ~Packet Content ~2 % 2% » FE 2=

JRIZ-3-8 A TR PRIF > &7 2 PR3 ~ SDN (Software Defined Networking )-SDN R =%/
B e B

Worker n

Spark Cluster

OpenNebula Cloud

| | .

Vinualizaﬁonl Storage l Network I
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m 6. 555 L'%’, Spark —E '#’ ';m T ‘;‘ /F‘ ,‘ l‘fu ’f#-]%]

SELSHY MRTCHR [1Pv6 MRTGHR [ Links SSRAtARIEN  HEET A58 (AR MRS5S  INCU
16
TopN FERHHT
TopN 32
- Keyword Q) Search
TopN FTEHHT . .
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